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CHAPTER 1 

WHO’S SPYING ON YOU


PRIVACY IS ANCIENT. It’s as old as human life, born in the earliest whispers, stitched into the first clothes. It’s a concept so primal that any attempt to define it, by dragging it through the nebbish taxonomies of academia and law, drains its vital meaning. We instinctually know what privacy is. It’s about identity and ideas that thrive in isolation, and what withers when scrutinized. It’s the darkroom that’s dark for a reason.


The right to privacy, though, is a highly modern concept. The term is usually traced backed to 1890, as the title of a paper published in the Harvard Law Review. The authors, Samuel Warren and Louis Brandeis, were partners at a new Boston law firm, and had become alarmed at the sudden intersection of two powerful technologies: the newspaper printing press, capable of ever bigger and faster print runs, and the Kodak, a portable, fast-shooting camera that enabled, for the first time in history, candid shots of unsuspecting subjects. “Instantaneous photographs and newspaper enterprise have invaded the sacred  precincts of private and domestic life; and numerous mechanical devices threaten to make good the prediction that “what is whispered in the closet shall be proclaimed from the house-tops,’ ” wrote Warren and Brandeis. That was their short-term fear—that gossip would become contagious and all-consuming, and no longer an occupational hazard reserved for public figures. They also worried, upstanding 19th century gentlemen that they were, about the honor of women, that their portraits would be taken at random and “colored to suit a gross and depraved imagination.”


At that time, two years into the release of the Kodak, amateur photography was transforming American culture. Most cameras still used wet film plates, which had to be dipped and loaded into bulky, hooded contraptions. The Kodak was six and a half inches long, and came preloaded with enough dry plate film for 100 shots. The whole thing could be shipped back to the company, and the developed film and reloaded camera would then be returned to the owner. Despite a steep price tag—$25, or roughly $600 adjusting for inflation—thousands of the cameras had been sold by 1890. Reports of scoundrels sneaking photos of women in bathing suits led to posted warnings at beaches, and at least one resort banned the camera altogether. To some, this was a frightening, destabilizing moment. Technology was outpacing society, and possibly the law.


What started as a quaintly pre-information age defense of collective propriety quickly turns spooky. They were concerned that everything would eventually be recorded and distributed at will. Warren and Brandeis effectively vault over Perez and Paris Hilton to a future where privacy is at the mercy of technology. The gadgets, they argued, were the key. They captured and disseminated. Identities that had always flowed in and out of public spaces could now be bottled, and sold.


Warren and Brandeis saw a way out. They claimed that, buried within legal precedents, somewhere between the hard losses of stolen property and the softer, but widely recognized impact of mental anguish, was a principle that protected privacy. Cases that punished the theft of intellectual property and trade secrets, they wrote, “indicate a general right to privacy for thoughts, emotions, and sensations.” Privacy is hard to pin down, and impossible to quantify, but should be as protected as anything else we own, “whether expressed in writing, or in conduct, in conversation, in attitudes, or in facial expression.”


The “Right to Privacy” would be heralded as one of the most important legal articles in history. While Warren eventually quit practicing law, Louis Brandeis went on to become a United States Supreme Court Justice. The Kodak sold unabated, and paved the way for the Kodak-Eastman film camera, and countless iterations of devices that record the sights and sounds of public life. And somewhere along the line, all of Warren and Brandeis’s nightmares came true.


GONE IN THE BLINK OF A SHUTTER


It took years, more than a hundred of them, but the invasion is complete. Cameras have taken up position throughout the modern world, and they continue to propagate. There are more than 30 million surveillance cameras in the United States today. They record the daily movements of pedestrians. They snap pictures of cars speeding or blowing red lights. Bolted to the roofs of Google’s StreetView vehicles, 360-degree camera arrays take in whole neighborhoods. The cameras appear without warning or consent. Whatever broad protections Warren and Brandeis were championing never materialized. In the 21st century, much like the 19th century, there is no privacy in public.


This isn’t a loophole. The patchwork of laws that govern privacy in the U.S. all hinge on a central concept: the reasonable expectation of  privacy. In the home, that expectation nears 100 percent. If a person peers through the window, or aims or plants a camera inside, they’re subject to a litany of criminal and civil punishments. But the moment someone exits his or her home, that expectation collapses, and privacy begins to dissipate.




BUT THE MOMENT SOMEONE EXITS HIS OR HER HOME, EXPECTATION COLLAPSES, AND PRIVACY BEGINS TO DISSIPATE.





In fact, only the naive would expect anything less than constant visual surveillance. This is the most familiar and, for some, the most hopeless front in the ongoing assault on privacy. It’s a battle that was lost decades ago. The cameras are an ugly, inescapable fact of life. Bringing them up marks you as a nag, the type of person who worries about the millions of germs lurking on every door handle. Or worse, someone who trolls online forums for the latest rumors of bizarre surveillance breakthroughs, systems that are stranger than science fiction. Rumors like these:


[image: ] Security cameras are more than cameras—they’re robots. Or the eyes and ears, really, of a new generation of machines that surveil their terrain with a hive-mind intelligence. Instead of one person watching banks of display monitors, networked security systems now watch themselves, the software picking suspicious targets out of crowds based on erratic movements, elevated body temperature, and various other criteria. “Our experience shows automating camera monitoring can make human monitoring completely redundant,” Robert Allen of Abeo Technical Solutions told Popular Mechanics. Abeo’s AWARE system (Automated Warning And Response Engine) has been installed in airports around the country, where it watches for specific behavior—subjects lingering in a given area, or passing the wrong way through a gate. Allen claimed that, because of the system’s ability to make  decisions, a few human operators can manage thousands of feeds. This field is called video analytics, and it’s not science fiction anymore. From cutting-edge casinos to retail clothing chains, the cameras are thinking, in their limited way, about whom to watch, and why.


[image: ] Our faces are being recorded, and filed away for later use. While attempts by law enforcement to set up national and even international catalogs of faces have been largely shouted down, the commercial sector has been creating its own databases of facial images for years. Surveillance systems can now automatically detect and store faces, and attach a variety of data to them. At the Redner’s Markets chain of grocery and convenience stores on the East Coast, the faces of known thieves are tagged, and will trigger an alert as soon as they show up on camera at any of the store locations. Criminals aren’t the cameras’ only targets, however. Starting in 2008, T-Mobile began collecting the faces of customers at its stores, in the hopes of tracking fraudulent transactions. That meant pairing specific faces with specific purchases, part of a growing, searchable database. Merging facial recognition with more traditional video analytics, T-Mobile hopes to track which customers are looking at which devices, for how long, and when that browsing results in an actual sale.


[image: ] Computers know a liar when they see one. At the University of Arizona, researchers have developed an interactive kiosk, called Avatar, to interrogate human subjects at airports and border crossings. As the on-screen, computer-generated avatar runs through typical security screener questions, a suite of sensors watches for 15 different “lying cues.” A camera tracks face and body movements, while an infrared sensor gauges millimeter-length twitches in pupil size, as well as changes in skin temperature. The subject’s voice is analyzed, too, for abnormal modulation. No tell is too small, and Avatar’s creators—who are part of a Transportation Security Administration-funded center at  the university—claim that the fully autonomous system beats its human counterparts at catching suspicious behavior. When that happens, Avatar declares: “I am detecting deception in your responses.” The session may continue, but the machine has already made up its mind.


Clearly, the cameras aren’t done with us yet. Watching the population was once a linear, manpower-intensive activity, forcing law enforcement, private businesses or whoever else had an interest in surveillance to narrow their field of view, focusing on specific areas, individuals and stretches of time. Installing more cameras meant hiring more eyeballs to watch video monitors live, or slog through reels or tapes after the fact. Even when digital cameras drove down the cost of hardware and storage, allowing for exponentially more cameras and footage, the humans were still the bottleneck in the system. It wasn’t until the late 1990s and early 2000s that we began to treat the images collected by cameras not as footage, but as data.


What’s the difference? Footage acts like a ribbon, unspooling in one direction or the other, allowing itself to be sliced apart and spliced back together, but always ultimately linear. It has to be monitored. Data is much stranger, and more malleable. It can be ground into individual bits and reassembled into new shapes and functions. It can also be merged with other data, into databases that are almost instantly searched and reorganized. Facial features that drift into frame are mapped and bundled into datasets. Those faces can then be tied to names, credit histories and criminal records. Data doesn’t need to be watched—it watches itself. When the goal is to analyze the activities of huge numbers of people, data is more powerful than footage has ever been.


Unfortunately, data is also promiscuous. It can be reused—captured for one purpose, such as T-Mobile’s fraud prevention effort, then funneled into a broader plan to put a face to every sale in a given store, and marry facial features with sensitive financial information. That particular plan may have been a limited pilot, but the practice of reusing facial databases has already gone national. Starting in 2009, the FBI began using facial recognition software to scour the driver’s license photos taken by the DMV, searching for features that match those of known fugitives. This is a prelude, of sorts, to the agency’s own long-term plans to set up a database of various uniquely identifiable markers. The Next Generation Identification System will eventually include facial features, iris scans, and possibly even records of a subject’s gait, or how he or she walks. The FBI resists claims that the project is a mass identification program. “We aren’t going to start collecting irises from everyone and their brother,” said Thomas Bush, who served as assistant director of the FBI’s Criminal Justice Information Services Division until March 2009. “We adhere to very strict privacy guidelines. We’re taking more biometrics from the same people we were always authorized to take fingerprints from.”




STARTING IN 2009, THE FBI BEGAN USING FACIAL RECOGNITION SOFTWARE TO SCOUR THE DRIVER’S LICENSE PHOTOS TAKEN BY THE DMV, SEARCHING FOR FEATURES THAT MATCH THOSE OF KNOWN FUGITIVES.





FOCUSING ON SECURITY


Worries over ever-greater camera presence in our lives can be something of a Rorschach test: Are the hundreds of body scanners showing up in airport security lines nationwide a long-overdue burst of innovation, or the onset of a surveillance state? Is it comforting or troubling that officers in the Pinella’s County Sherriff’s Office in Florida take digital photos of subjects in the field, and then run those images, on the spot, for a potential match against a collection of 5 million facial profiles? Or that the makers of that system, L-1 Identity Solutions, also  recommend using face-matching to help identify sketches of suspects? In each case, the potential for abuse seems undeniable, but for now it’s largely only potential. Weighed against the possibility of letting a violent criminal slip away because of a fake ID, or an airline passenger smuggle a loaded handgun onto a plane—as a flier in Detroit was caught attempting in December 2011—vague protests over privacy implications don’t stand a chance.


This is the real legacy of the cameras. They set a concrete precedent for the surrender of privacy in exchange for security. After all, surveillance cameras became inexpensive for lots of reasons, but ubiquitous for one: safety. Every so often, lightning strikes—the lens finds an armed robber, a child abductor, or a cell of terrorists. Critics of London’s comprehensive network of more than a million cameras (the highest concentration in the world) lost all traction after a series of bombs ripped through the city in 2005. Weeks of scanning footage finally led to the capture of the rest of the cell, a process that video analytics firms say could have been cut down to days using visual search algorithms.


According to privacy experts, though, the London bombings were a rare win for the cameras. On every day that lightning doesn’t strike, these devices surveil ordinary people living their increasingly recorded lives. Studies of police cameras in Los Angeles, San Francisco, and London have shown that the presence of surveillance cameras has no impact on violent crime. In Chicago, many of the cameras installed in recent years have broken down, including one that overlooked the beating death of a high school honor student in 2009. Still, more closed-circuit cameras are going up in cities across the United States. And back in the United Kingdom, the cameras are on the move—police are using unmanned aerial vehicles to conduct air patrols. These quadcopter drones can be piloted remotely, but they also operate autonomously, navigating their way along preset routes, scanning the streets below  with heat-sensitive infrared cameras.


In a moment of existential panic, it’s easy to put all of these pieces together a little too neatly. The FBI doesn’t have access to T-Mobile’s facial database. Loan officers aren’t using advanced analytics to compare applicant photos with a national index of police sketches. The TSA’s Avatar, for all its uncanny powers of deduction, isn’t distributing a list of known liars to the highest bidders.


For now, all of these systems are fragmented. But how long will that last? “What happens when a tabloid buys a drone and says, ‘Here’s a picture of Brad Pitt,’” says Ryan Calo, Director of the Consumer Privacy Project at Stanford Law School, “‘now go fly around LA and find him, and 10 other celebrities like him’?” The Federal Aviation Administration currently restricts that kind of activity, and even grounded the LA Country Sheriff’s Department’s plans to field its own drone. But as Calo points out, laws change quickly. Just as today’s paparazzi are free to swarm celebrities, and police helicopters are cleared to thunder over inner cities, tomorrow’s privacy reality could include flocks of robots in a constant, unyielding overflight of public spaces.


If that sounds ludicrous, imagine what Warren and Brandeis would think of the millions of cameras currently perched around the world. Threats to privacy evolve quickly, cycling rapid-fire through generations like a colonizing bacteria. Just as Warren and Brandis worried about the popularity of the Kodak, and its convergence with newspapers, today’s experts are anxiously tracking the birth of true facial recognition, which could impact nearly every aspect of camera-based surveillance.


Forget those swarming robots for a moment (if you can). Apple, Google and Facebook have all rolled out limited facial recognition features, allowing users to tag a given face in a photo, and then search through their own photos for likely matches. And, in perhaps the most harrowing day-to-day application of this technology, some researchers  are using similar off-the-shelf technology to search far more than their own hard drives: At the Black Hat security conference in Las Vegas last summer, Alessandro Acquisti, an associate professor of information technology and public policy at Carnegie Mellon University, presented the results of a study he conducted with a pair of CMU postdoctoral fellows, Ralph Gross and Fred Stutzman. The research team combined three off-the-shelf modern technologies—the PittPatt face recognizing program, “cloud” computing and publicly available information from social network sites—to snap photos of complete strangers, then track down the subjects’ real identities by scouring the Internet for a facial match.




APLE, GOOGLE AND FACEBOOK HAVE ALL ROLLED OUT LIMITED FACIAL RECOGNITION FEATURES, ALLOWING USERS TO TAG A GIVEN FACE IN A PHOTO, AND THEN SEARCH THROUGH THEIR OWN PHOTOS FOR LIKELY MATCHES.




Similar, rudimentary matching technology has been around for decades—but its ultimate effectiveness has long been constrained by the number of reference photos in the user’s database. In 2001, for instance, authorities in Tampa, Florida, took clandestine photos of 72,000 fans passing through the turnstiles at the Super Bowl—though their limited database only connected 19 to minor criminal backgrounds. But by searching the entire cloud—in essence, the massive trove of information underpinning the Internet—Carnegie Mellon’s database became nearly infinite.


In one experiment, the team identified the full names of unknown students based on their Facebook profiles, in about a minute—something of an unsettling party trick. In another example, the team sleuthed out the real names of individuals on a popular online dating site where members use pseudonyms—a frighteningly personal step that could present real-world safety concerns. Acquisti’s team’s third  experiment, however, is the truly terrifying one: In 2009, Acquisti and Gross had studied the assignment scheme of Social Security numbers (SSNs)—and discovered that an individual’s SSN can be predicted with surprising accuracy entirely from public data. Using special algorithms they developed, “we found that it [was] possible to combine information from government sources with simple demographic data [such as an individual’s state and date of birth, widely available from commercial databases, voter registration lists, or online social networks] to predict narrow ranges of values wherein individual SSNs are likely to fall,” the team wrote. Combining that with the technology in the 2011 study, a photo led to an identity, the cloud provided public data—and soon the team at Carnegie Mellon was looking at strangers’ Social Security numbers.


Acquisti’s coup de grâce? He made it mobile: The researchers built a smartphone application to demonstrate the ability of making the same sensitive inferences in real-time. In an example of “augmented reality,” as they called it, the team’s application uses the phone’s camera and Internet connection to overlay personal and private information over the target’s face on the smartphone’s screen. “Ultimately, all this access is going to force us to reconsider our notions of privacy,” Acquisti said. “It may also affect how we interact with each other. Through natural evolution, human beings have evolved mechanisms to assign and manage trust in face-to-face interactions. Will we rely on our instincts or on our devices, when mobile phones can predict personal and sensitive information about a person?”


For now, the unwashed masses can’t search all of Facebook, or the entire Internet, for a specific face. (Acquisti says the idea of selling his app or letting it into the public domain horrifies him.) But in both cases, the core technology is already up and running; the only question is who has access to the algorithms. Soon after this book hits the shelves, free, comprehensive facial recognition might be as commonplace as Googling  a stranger’s address, and zooming in on their front yard with Street View. Once that happens, facial recognition would be as ubiquitous as cameras, and picking faces out of video wouldn’t be far behind. “We have an expectation of anonymity in public,” says Beth Givens, Director of the Privacy Rights Clearinghouse. “You know you’re being watched, but you’re not being identified. When you combine video surveillance in public places with biometric facial recognition, then we’re in trouble. It has the potential to become the ultimate privacy disaster.”


Of course, there’s no such thing as Google Face or Facebook Look-Book. You can’t type in someone’s name and watch that person stumbling out of a strip club, or walking into an abortion clinic, or protesting at a rally yet. For that to happen, nothing new would have to invented. The cameras are already in place, and packed with machine intelligence. The networks are built and optimized. The code is written. All it would take is for someone to decide it’s worth the risk. Maybe the system would catch some criminals. Or better yet, a terrorist. Almost any excuse would do.




IN THE WAR FOR AND AGAINST PRIVACY, THE CAMERAS WILL ALWAYS WIN.





In the war for and against privacy, the cameras will always win. They simply promise too much. But there are more fronts in this fight. Not all of them are lost.
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