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ODOG


In the early morning of September 9, 2015, Owen Hanson opened his Louis Vuitton bag and stuffed it with bundles of cash and three cell phones. The money was for gambling during the round of golf he was scheduled to have that day with a business associate. The phones were for orchestrating his dual empires: multimillion-dollar gambling and drug smuggling. He packed his golf clubs into his matte black Porsche, placed the bag on the passenger seat, and started the drive to the golf course.


Hanson didn’t look like a typical golf player of the time. Steroid use, intense workouts, and a spot on the University of Southern California football team years earlier gave him a John Cena–like physique more suited to a professional fighter. As he got into performance-enhancing drugs at USC in around 2004, he started to deal them as well, to a list of clients that included professional athletes. Before long, Hanson moved on to selling recreational narcotics, like cocaine and ecstasy. After the 2008 financial crisis he was at the helm of BetODog, his illegal gambling enterprise that took bets on every sport from the NBA to the NFL.


One betting client worked for the Sinaloa drug cartel. That relationship snowballed into Hanson moving cash for the Sinaloa contact across San Diego and Los Angeles. Southern California was a great place to be a drug dealer, given its proximity to the Mexico-US border, and offered plenty of space for promotions. At a blistering speed from 2012 onward, Hanson leapfrogged into wholesale drug trafficking. He shipped cocaine to Australia, where a kilo was worth a massive eight times what it cost in the US. For drug traffickers, Australia was a gold mine. There were hurdles to getting the drugs in, but if they did get in, smugglers faced a massive payday. Hanson was part of this gold rush himself. His latest deal was to sell five kilograms of methamphetamine to the business associate he was about to play golf with, a man named Al Wilson.
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When Hanson was looking for ways to launder the proceeds of his criminal activities from Australia back into the US, he used some unconventional methods, such as smuggling gold coins hidden in UGG boots. He also cashed out drug proceeds through casinos. Wilson, a money launderer, suggested he wanted to work with Hanson.


Hanson first met Wilson at another golf course in early 2015, when one of Hanson’s Australian contacts introduced them. After a round of golf, Hanson, Wilson, and two of Wilson’s crew hit a bar in a country club. Wilson pulled out his phone, a modified BlackBerry that only sent encrypted text messages. This made it impossible for law enforcement to wiretap the phone in any traditional way. All the cops would have seen was gibberish, a garble of digits, letters, or symbols that masked what the text message actually said. The device went further still and had the camera, microphone, and GPS removed. The phone really wasn’t much of a phone at all; it couldn’t make voice calls. Hanson recognized the type of phone when Wilson pulled it out because it was the same brand of encrypted phone he used. Hanson’s Sinaloa contact had refused to work with him unless he got one. “Anybody who has a phone is obviously in the world of crime,” Hanson later said, recalling his reaction to seeing Wilson’s device. Al Wilson looked like the real deal. And he was more than just a money launderer. He wanted to traffic drugs with Hanson.


Hanson still needed a bit more convincing before jumping into business with Wilson. The company that made the custom phones was Phantom Secure, with its head in Vancouver, Canada, and with resellers spread around the world. These resellers acted as both vendors and gatekeepers. Phantom Secure’s workers sold phones to people if they were referred by an existing customer, which kept the client base mostly isolated to criminals. Hanson asked Michael Gamboa, also known as Chino, one of Phantom Secure’s distributors in Los Angeles, to check how exactly Wilson had managed to get one of the encrypted phones. Chino was Hanson’s main contact at Phantom Secure and sold him around three phones a year for many years.


“Chino, I’m not going to do business with these guys unless you can verify that they have been referred by one of you guys, and that they’re legitimate,” Hanson said. What if Wilson wasn’t a criminal at all and was instead a law enforcement agent trying to trap him?


In response, Chino shut down Wilson’s Phantom Secure device as a precaution and then set about finding out who these people were. Chino contacted Wilson’s crew: Who were you referred by? he asked. The group said they were directed to Phantom Secure by another criminal gang out of San Francisco that was in the marijuana business. Phantom Secure had been working with that group for years.


About two hours after Hanson’s request, Chino came back to Hanson: these guys were on the up and up, don’t worry.


That was enough for Hanson. He was in.


Hanson told Wilson he felt better after hearing from his Phantom Secure guys that he had been with the company for a year.


“All good, now let’s go earn,” Hanson wrote to Wilson.


As soon as Hanson got Chino’s confirmation, he sent one of his runners to deliver five kilograms of cocaine to Wilson in the pair’s first deal in September 2015. The two agreed the deal would take place at a hotel in Del Mar, a town in California, for $90,000. He later followed up with five kilograms of methamphetamine. Hanson and Wilson were in business.


Hanson had anywhere from five to fifteen of his own crew using encrypted phones at any one time. Those members were on a closed network, which meant they could only message one another on their special devices. Almost no outsiders were able to text them, and vice versa, keeping them more secure from investigators. Hanson told Wilson to buy a couple more new phones so he could join Hanson’s dedicated network. Hanson didn’t want to use whatever network Wilson was already on. He was part of Hanson’s inner circle now.


Like Wilson, Hanson flashed his encrypted phone too. This was his contact in Australia, another in Italy, another in Mexico, he showed an associate. Hanson picked the handle Don Corleone; he was obsessed with classic gangster films and TV. When he partied with a former NFL star, he wore a T-shirt memorializing the crime epic Goodfellas. The logo for his gambling organization included a nod to the iconic opening sequence of The Sopranos, and The Godfather.


Those stories were works of fiction. Through sheer force of will, Hanson turned his fixation with Hollywood’s gangsters into a reality. He poured over a million dollars into a restaurant with what he described as a “wise guy room,” which had a whiskey bar, poker table, wine collection, and ventilated section for smoking cigars indoors. At one of his homes he kept a silver-plated AK-47, also with a Louis Vuitton logo, that he boasted about to friends. The closest thing to a real criminal mentor in his life was Jan Portocarrero, the head of a gambling organization that Hanson betted with as a customer before creating his own. Portocarrero did resort to violence at times, but he was not a drug trafficker or smuggler. Without anyone to introduce him to those businesses, Hanson used crime movies as his template, and took the violence and intimidation much further. On at least one occasion he hired an enforcer on an hourly wage to beat up a client who failed to pay what they owed. To one person, who he believed owed him $2.5 million, a video was sent of two attackers murdering another two men. One of the killers started to behead the first bound victim with a chainsaw. The second attacker then decapitated the next victim with a knife. A message in the video read, “If you don’t pay us money, this will happen to you.” After that, the person who’d received the video started to find a way to pay back Hanson in earnest. The message, through the gratuitous violence of a cartel-style video, had gotten through.
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Hanson felt something was off even before he got into his Porsche. The night before, his drug boss in Mexico had sent him an ominous message, using their own encrypted phone: “You’re about to meet the DEA agents at the golf course,” the boss, whom Hanson called El Jefe, wrote. They were suspicious because of Wilson’s request for Hanson to specifically provide methamphetamine a few days earlier. Hanson had never sold meth before, but meth was the drug that Wilson wanted to buy. To El Jefe, that was a red flag. Meth, El Jefe thought, led to harsher prison sentences in the US. One of Hanson’s workers was able to secure the meth from the Mexican contacts without much effort at all, but El Jefe was still suspicious.


Hanson arrived at the golf course at around 6:30 a.m. and saw a white F-350 pickup truck in the parking lot. Odd, he thought: when patrons are paying $400 per round of golf, usually they had more expensive cars than that. Except for the pickup, the car park was eerily empty.


Hanson was still forty-five minutes early for his meeting with Wilson so he drove to a nearby McDonald’s to get some breakfast. He ordered two Egg McMuffins and an iced coffee, but after the message from El Jefe, he didn’t have the stomach for it.


Hanson didn’t have to stay in the US. He owned properties in Peru and Costa Rica. One home included a room dedicated only to storing expensive bottles of tequila. Another property had a hidden compartment underneath a bathtub for hiding the spoils of his trafficking. Hanson was building a $2 million house in Cabo San Lucas, a party city in Mexico. He had a fake Mexican ID, and, through his Mexican wife’s family, he was getting a fraudulent Mexican passport. Hanson had gotten close to Wilson and told him much of this. El Jefe even suggested Hanson flee to Mexico the night before his planned golf meet. “Just get down to Mexico, it’s your best option,” they wrote in another encrypted text message.


But here Hanson was, driving back to the golf course despite the warning signs and his own gut telling him something was wrong. In the car park, Hanson brought his Porsche to a standstill.


Elsewhere in the parking lot in a far-off vehicle sat Mick Mullally, an officer from New South Wales (NSW), Australia, organized crime squad. For four years, Mullally had been investigating Hanson and his dealings in Australia. Now that work was finally coming to a head as Mullally waited with the FBI to strike.


As Hanson went to grab his bag from the front seat of his Porsche, he turned around. That’s when law enforcement agents swarmed him, guns drawn. Hanson thought he noticed a helicopter whizzing above. Mullally, not able to lay hands on Hanson because this wasn’t the Australian’s jurisdiction, stood nearby as the US agents descended. “I was lapping it up,” Mullally later recalled with a laugh.


In the distance, Hanson saw more agents put Wilson in handcuffs. “Don’t say a word to him,” the agents said, as if Wilson were Hanson’s accomplice.


That’s when Hanson realized that Wilson was a setup. “I knew right away it was all an act,” Hanson later recalled. The bonding over drinks and golf. Wilson’s story that he wanted to work with Hanson. The recent handshakes over drug deals. None of it was real. Instead, Wilson’s behavior was a fabrication designed to catch Hanson right in the act of serious drug trafficking. That was why Wilson had asked Hanson to sell him multiple kilograms of cocaine and methamphetamine. As was now clear, El Jefe was right that Hanson was about to meet a bunch of investigators. El Jefe just got the agency wrong: the officials who arrested Hanson weren’t from the DEA. They were from the San Diego FBI.


Most ironically of all, one of the main things that Hanson relied on for his security while trafficking drugs—his encrypted phone—was the detail that convinced him that Wilson was a crime figure and not an FBI agent.


Phantom Secure, the company that designed the custom phones, had a special feature where its staff could remotely wipe a client’s device if it fell into the wrong hands, such as the agents who had just pounced on Hanson. If the agents had any hope of reading the messages stored on Hanson’s phone, they had to copy them before Phantom Secure inevitably issued a wipe command. Because the phone only sent encrypted text messages, the FBI had not been able to get a wiretap and listen in to Hanson’s conversations about the drug smuggling side of his business. There was also the fear that the phone might run out of battery, and no one knew whether the agents could gain access to its contents after that. This was the agents’ one shot at finally being able to read Hanson’s messages on the phone. Without those, the authorities could not understand, or prosecute, the true extent of Hanson’s drug trafficking. In this race, the FBI may have needed to rush the phone to a secure facility through the morning’s traffic. Phantom Secure’s wipe command could travel across the internet nearly instantaneously. The latter had a distinct advantage.


One of Hanson’s crew members told Phantom Secure to wipe the phone after they realized their boss was in trouble. Hanson’s messages may yet fall through the FBI’s fingers. Phantom Secure pushed the button.


But the wipe command never arrived. The messages on the phone remained intact.


FBI protocol said that seized phones should be put into a Faraday bag, a small pocket with metallic lining that blocked any signals getting to, or out from, the device. That included the order to wipe the phone. The FBI successfully relayed the device to its secure location before any command could be received. The agents won the race. Hanson’s phone ended up in an evidence room along a white corridor in the San Diego field office.


But there was still a hitch. Hanson’s phone was locked by a passcode. Until the FBI could figure out that passcode, the vault of Hanson’s messages remained steadfastly locked. Having a safe in front of them is not much use to investigators if they can’t unlock it and see the secrets inside.


Through Wilson’s interactions with Hanson, the FBI knew Phantom Secure phones shipped to customers with a default passcode. Users were encouraged to change it to something only they knew, so only they could access their phone’s contents. Hanson had not followed that advice. He had gotten this Phantom Secure phone to replace another just a short while earlier and had not yet changed the passcode. The authorities entered the default passcode and the device digitally popped open. It was as if Hanson had not bothered to change the combination to his safe from “0000” after buying it.


Meanwhile, after the authorities arrested Hanson in the parking lot, an FBI agent and Mullally immediately escorted their suspect to an interrogation room in Carlsbad, the city near San Diego where he had been playing golf. Mullally sat in the front passenger seat of the Ford sedan while the FBI agent drove. Mullally deliberately kept quiet, knowing his Australian accent would reveal to Hanson there was a bigger picture in play than just the FBI.


Hanson remembered the advice his lawyer had given him: “never to say anything, and ask for my legal counsel.” Once inside the interrogation room, Hanson sat in the chair with the table in front of him as the agents brought him water. Then, Mullally spoke. This one, Hanson realized, wasn’t American. He explained he was an NSW officer from Australia, where Hanson was part of the drug trafficker gold rush. This wasn’t just an FBI operation.


Once Mullally spoke, Hanson had one last thing to say: “This is where I tell you, I want my lawyer and I’m not saying a word.”















Chapter 2
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The First Window


It was game night. The Thursday evening after Hanson’s arrest, bald and bearded Andrew Young and a handful of other government officials walked into a San Diego sports bar. The multistory hangout called the Tipsy Crow was just a ten-minute walk from the US Attorney’s Office for the Southern District of California where Young worked as a prosecutor. Originally from a town of four hundred people in New Hampshire, Young was at the bar to watch his New England Patriots play.


The group of prosecutors and federal agents walked up the steps to the second level of the bar and got their beers. As they stood near a set of couches and a pool table, the football game blared from TVs hanging on the wall. Young got to chatting with Ben Katz, another prosecutor who, by complete happenstance, was also from New Hampshire. California was about as far from home as both could get inside the continental United States.


During the game’s huddles and commercial breaks, the pair spoke about work. In a hushed tone, Young revealed he had a gambling case fall into his lap. Young had just moved to San Diego after working as a trial attorney based out of DC. Being the new guy meant being saddled with the work no one else wanted. A superior gave the file to Young on the first day he joined the San Diego office because, frankly, nobody wanted sports racket cases. They were usually crummy gigs. Often the Department of Justice didn’t even bother to investigate gambling rings.


But as Young dug into the case, it became clear this one was different: the case revolved around someone called Owen Hanson, a former USC footballer who had turned to running a betting organization. The FBI first investigated Macho Sports, the gambling ring run by Hanson’s mentor Portocarrero. The FBI then got interested in Hanson because his own spin-off organization was particularly violent when it came to collecting betters’ debts. Hanson was a colorful character in his own right and was associating with NFL athletes. As a huge NFL fan, that obviously jumped out to Young.


Investigators also suspected Hanson had a side hustle smuggling drugs. But because Hanson used an unusual type of encrypted phone, the FBI’s wiretaps hadn’t been able to fully penetrate that side of his business. It wasn’t clear at what sort of scale Hanson was dealing drugs for the moment.


Young’s superiors originally split the case into two parts—the gambling and the drug dealing—and assigned him the former. A drug prosecutor was given the other; however, he had to travel to work on an unrelated trial. The drug prosecutor asked Young, Can you babysit the narcotics side of this Hanson case too, while I’m gone?


Young obliged, but he didn’t know anything about running a drugs case. Young was a white-collar prosecutor. After getting into Georgetown University in Washington, DC, Young had joined the Tax Division of the Department of Justice and litigated cases across New York and Philadelphia. He lived for the performance of the courtroom. He compared it to a partly unscripted play, where he was the director, actor, and writer all at once. On the fly, he might have to react to something the other side has done and try to outwit them. In one case he bantered with the judge, who made jokes about Young’s bald head. Young found few things more exhilarating than waiting for a jury to read their verdict when nobody knew which way it would go. The courtroom made Young feel alive.


Even if he might later get to run his own stage play in the Hanson case, the world of tax law was a million miles away from the gambling and possible drug trafficking Hanson was suspected of. So Young sat down and learned everything he could about prosecuting a drug case while the colleague was gone.


As Young peeled back the layers of Hanson’s organization, he got invested in the case. “I don’t want to babysit this. I want the whole thing,” Young later recalled. By the time the prosecutor returned, Young asked if he could take the entire case. Run with it, the prosecutor said.


With Hanson under arrest, Young now had more work to do on both the gambling and the drugs cases. He had to dig through the messages on Hanson’s encrypted phone to determine the true scale of his crimes. And Young needed to identify the other members of Hanson’s criminal enterprise so they could be arrested too.


In the sports bar as the New England Patriots game continued, Katz talked about the likely odds of the match. Katz loved to gamble on sports—$50 a game, those sorts of low-stakes, fun bets. He wasn’t gambling that night because he only bet when legally able to, like in Vegas. But as Katz reeled off points and odds, Young saw that he clearly knew his way around the gambling world. That knowledge could certainly come in useful in the Hanson investigation. Young asked Katz if he wanted to help out on it.


At that point, Young could have offered Katz a boring tax avoidance case and he probably still would have said yes. At work, Katz was stuck in the department that only handled border cases. A never-ending treadmill of low-level drug smuggling and immigration offenses. A depressing churn where prosecutors most often doled out prewritten plea deals to underprivileged and overlooked parts of society. Those prosecutions didn’t make any real impact beyond raking up stats for border enforcement. That was how some from other districts saw San Diego: the little brother of Los Angeles that policed the border so the LA prosecutors didn’t have to. An underdog mentality permeated some of the staff in San Diego.


Katz wanted to do more stuff that mattered. He hoped to get onto fraud cases, like the ones Young’s department worked on. This pitch was even better: a chance to work on something fresh with a fellow New Hampshire boy, and the Hanson case was obviously not your everyday investigation. It might even be fun.


Katz had his answer. He told Young, “I’m in.”
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Young and Katz sat in their respective offices in the US Attorney’s Office, and each looked at two computer monitors side by side. On one, both investigators rummaged through JPEGs of Hanson’s Phantom Secure device, a new treasure trove of data showing exactly what Hanson had been up to shortly before his arrest in the golf course car park. After the FBI secured the phone, its agents had painstakingly copied every message stored on it. The archiving solution was distinctly low tech: message by message, the FBI scrolled through the device, took a photo of the phone displaying the text, and then scrolled on to the next one. Hanson had only gotten that particular Phantom Secure phone a short period before his arrest, but it contained thousands of messages.


On his second monitor, Katz had the fruits of the wiretap against Hanson’s ordinary phone, information that the authorities had already collected before his arrest. Young’s second screen, meanwhile, was nearly always open on Google, ready to dig up other information on the members of Hanson’s crew. It was now Katz and Young’s job to make sense of Hanson’s encrypted messages. Hanson would soon face charges of methamphetamine trafficking because of the undercover operation involving Wilson. But this phone was where the prosecutors’ work really started.


The US Attorney’s Office for the Southern District of California where the pair did this work was a depressing sight. The squat, multistory building’s exterior was, by Katz’s description, a crash course in brutalist architecture. The building inelegantly straddled a road. It could easily pass for the DMV. The building was attached to the San Diego district courthouse, meaning that whenever the attorneys needed to have a document signed, they could dash over and get a judge’s signature quickly.


Inside, the carpets were dingy. Documents in beige folders sometimes piled up on bookshelves, tables, and in boxes on the floor. In Katz’s office, beyond the desk and two computer monitors were a couple of uncomfortable guest chairs and some beat-up metal filing cabinets that contained his physical case files. Some prosecutors decorated the sparse walls with legal diplomas.


For months, much of Young and Katz’s days and nights consisted of reading through Hanson’s Phantom Secure messages and mapping the spiderweb of Hanson’s criminal network. Like the FBI before them, they scrolled through Hanson’s now archived messages one by one. Every night, Young went through a couple of hundred and looked for clues. In one example, he found a person who was referred to as “Candy Store.” A few thousand photos later, and there was Hanson’s list of contacts. “Candy Store” had an address listed next to it. Young looked up the address and found a warehouse that belonged to a chocolate import company.


On his Google monitor, Young then dug into the owners, two brothers called Nathan and Andrew—coincidentally the same names as Young and his own sibling. As Young Googled around, he found one of these brothers went to USC at the same time Hanson was there, and that he was a volleyball player, just like Hanson was at one point too.


“Boom,” Young thought. “This is the guy.”


Hanson used the chocolate import company as an effective cover for his drug smuggling. His crew hid narcotics inside shipments of ordinary items. At one point the packaging was so effective that Hanson’s underlings tasked with unloading the drugs couldn’t find them. In Phantom Secure messages, the crew told Hanson the drugs weren’t there. (They were, only they were deeply nestled between the company’s legitimate products.) One of Hanson’s preferred methods for smuggling cocaine had been by putting the drugs inside wine bottles. His workers then nestled these bottles inside gift baskets. The gift baskets didn’t look suspicious, and the bottles themselves had room for nearly exactly a kilogram of cocaine each.


Young repeated that process of uncovering Hanson’s contacts over and over. The group appeared to consist of around fifteen to twenty people in total. Young ultimately unmasked at least half of them just based on the contents of the messages. It was the somewhat more modern equivalent of the investigator’s blackboard with mug shots and red string. Not that much more modern, though.


Katz, meanwhile, focused on making a timeline. He cross-referenced the Phantom Secure texts with the contents of the earlier wiretap and noted down any significant messages in an ever growing Excel spreadsheet. He could then sort and tweak things into a chronological series of events. Sometimes when he found something interesting, Katz shouted down the hallway for Young to come look. He then walked Young through what he’d discovered.


Katz saw that Hanson would hold one conversation on his normal phone, indicate to an accomplice to move to some other device, and then continue the conversation on the Phantom Secure phone. Those conversations, primarily, were about the drugs side of Hanson’s operation.


Through the messages, the true, colossal scope of Hanson’s trafficking came into view. Hanson wasn’t selling some drugs on the side of his gambling business. Drug trafficking was his business. Thousands of kilos of cocaine from California into Chicago. Hundreds of kilos to Australia. He trafficked heroin too. The Phantom Secure phone made the gambling side of the investigation look quaint. This was no longer all about Hanson’s bookkeeping. The investigation was into a prolific international drug trafficker.


In the messages, Hanson’s gang talked explicitly about quantities of drugs. Whereas on a normal phone, a criminal might say they planned to ship fifty “tires” or some other innocuous item, on Phantom Secure, they simply said fifty kilos. The messages contained physical addresses of drug drops. Bank account numbers. And identifying details like those Young found for the candy store. The criminals didn’t think they needed to bother with many code words; Phantom Secure was protecting them already.


It may have appeared that Hanson was the top of the chain, running his minions through his encrypted phone as they shipped massive quantities of drugs across the world. But the chats showed he was actually the number two. Someone else was above him—the supplier of the drugs. Their identity was unknown. El Jefe remained a ghost.


In the chats, this supplier was smarter and more careful than Hanson. They didn’t show off their criminal lifestyle. Instead, the conversations were limited to information about shipments. This was how the pros conducted their business, not like the guys Hanson idolized on TV.


Even if El Jefe got away, the prosecutors had uncovered a mountain of evidence for the next phase of the Hanson case. The FBI was ready to bring in those that the team identified.


At five a.m. on January 27, 2016, the family dog started barking at the country home of Zack.1 Soon after, Zack heard what he thought were shotgun blasts. He grabbed his own gun and screamed to his intruders through the bedroom door. “I’ve got a gun. Who is it?” he yelled.




“FBI! Put your guns down!” came the response.


Zack couldn’t get rid of his weapon fast enough. He says he threw it in the closet, got down on the floor, and put his hands behind his head. The FBI had turned up to his house with an assault vehicle and what he estimated to be over two dozen agents. He was one of Hanson’s crew members included in the new round of charges, which targeted Hanson’s wider gambling and drug trafficking organization.


The initial indictment against Hanson in September was sparse; it alleged that Hanson had conspired to distribute cocaine. The indictment also charged one of Hanson’s drug runners. Based on the prosecutor’s digging through the Phantom Secure phone and other work, in January 2016 the court unsealed a new indictment against Hanson and nearly two dozen members of his criminal enterprise. Among other things it alleged Hanson distributed hundreds of kilograms of drugs through the US, Australia, and elsewhere. Two years later, the prosecutors indicted the two brothers who owned the chocolate company that helped smuggle some of Hanson’s drugs.


Zack, the Hanson crew member raided by the more than two dozen agents, later said, “A phone call would have been fine. I would’ve gone in.”
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Hanson’s Phantom Secure phone gave up his secrets to the authorities. When they reviewed the communications, the prosecutors determined Hanson had moved over a hundred kilograms of cocaine during and after Labor Day weekend from Los Angeles to Canada. As it turned out, that was not an isolated incident. Hanson said he moved hundreds of kilograms of cocaine per month over the course of several years, from Mexico, to the US, and then to Canada and Australia. The tech that powered every one of those shipments was Phantom Secure phones.


The FBI was already a little familiar with Phantom Secure phones because Wilson, the undercover agent, had used them to trick Hanson in the first place. The FBI, though, were still novices with fully understanding how Phantom Secure and its phones worked. Their agents and technical staff continued to poke around the phone and figure out what they were dealing with.


More than anything, gaining access to Hanson’s phone opened the prosecutors’ and the FBI’s eyes to something beyond this single gang. What about the potentially thousands upon thousands of other people, also likely criminals, who were using Phantom Secure too? This was bigger than just one drug case, one crew, or one cartel, even one that operated at the massive size Hanson did. The phones were a window to a whole new world of crime, one that the FBI and prosecutors were only just starting to glimpse. Mark Pletcher, one of the other prosecutors inside the US Attorney’s Office, said the team should focus on Phantom Secure. In April 2016 police in the Netherlands announced they had targeted an encrypted phone company called Ennetcom and obtained users’ messages. That showed the San Diego team maybe a similar motherlode of intelligence existed inside Phantom Secure.


For years, decades, traffickers like Hanson got away with their crimes because of companies like Phantom Secure. It was only Hanson’s brazenness, his need to be known and seen as a gangster, that let Young and the FBI catch up with him.


“If Owen hadn’t made mistakes, and hadn’t been stupid, he never would have gotten caught,” Young said.


Not everyone would be as reckless. Other criminals who used encrypted phones and were smarter, like Hanson’s supplier across the Mexican border, were never arrested.


The FBI realized that investigating Phantom Secure could be a chance to get those sorts of people. The ones who aren’t on the radar. The cunning ones. The people who don’t get got.


Rummaging through Hanson’s phone planted the seed of an idea: What would it be like to see the messages of all of the users of one of these phone companies? The investigators decided to branch out; they needed to look into Phantom Secure itself.


Footnote




1 Author has changed this person’s name.
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Boxes of Phantoms


Around seven years earlier, in 2009, Shafik Punja was at work in his role as an examiner for the Calgary Police Service in Canada when a colleague brought him a sturdy cardboard box. By his own admission, Punja’s digital forensics lab looked more like a Best Buy Geek Squad than a stereotypical law enforcement facility. The room had monitors and computers everywhere. Those computers were in various states of disrepair, as he or colleagues pulled hard drives out of them to then mine for useful evidence.


Inside the cardboard box, among a new set of electronic devices for Punja to sift through, were dozens of encrypted BlackBerry devices. Punja had seen enough of these customized phones in his time to immediately know he would have his work cut out for him. By now, he was accustomed to being locked out of their contents. “You have a gut feeling that you’re not going to be easily accessing any of the devices that you’re going to be examining, specifically, the BlackBerries,” Punja said.


Despite the low chance of accessing the dozens of encrypted BlackBerries from the cardboard box, he still diligently got to the task at hand. First he cataloged them into his lab’s database, which tracked what devices were in its possession. He laid out each phone one by one on a desk and scanned a related bar code to input them into the system.


Once the phones made their way through the long queue of other devices that had to be analyzed first, Punja looked again at each BlackBerry, this time more closely. He was searching for things that indicated what state the phone was in, because that dictated what forensic tools he might then use to try to extract data. Was the phone on or off? Did the battery need replacing? Most importantly, hidden inside the phone underneath the battery was sometimes a sticker that showed a company had modified the device. If the phone had one of those stickers, it was often game over for investigators.


Encrypted BlackBerries linked to drug trafficking, weapons smuggling, and the production of counterfeit currency often rolled through Punja’s lab. This was the everyday reality for local cops like him, and even for Canadian federal government agencies, which sometimes sent devices to Punja for help. US authorities encountered the phones too.


Organized criminals broadly were evolving and moving onto platforms the police could not access with traditional investigative or forensic techniques. That didn’t mean all the crimes were unsolvable—informants and gumshoe detective work still had their place, maybe even more so. But the criminals could talk without fear, and the modified BlackBerries kept their secrets safely locked away even when the cops managed to grab the phones too.


The issue was twofold: The encryption on the messages meant that police couldn’t wiretap the phones as they had for over a century. And then another sort of encryption that protected data on the phone itself meant police couldn’t access any messages stored on the phone even after seizing it in a raid. Punja’s job was to do what he could about the latter.


Around the world, from America to Australia, Mexico to Morocco, more and more criminals turned to these sorts of encrypted phones. And forensics experts, like Punja or his equivalents in other law enforcement agencies, were locked out.
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Criminals’ obsession with BlackBerries started years before Phantom Secure even existed. BlackBerry Messenger (BBM), the company’s own proprietary text messaging platform, was the chat app of choice for gangsters. Crooks knew that ordinary phones were a bad idea. They shouldn’t talk about business on an open wire, be that drug trafficking, hits, or anything else. BlackBerries offered something else: a scrambled text messaging service. To many, BBM was viewed as so secure that the biggest bank in Canada banned many of its staff from sending such messages because it locked bosses out of their workers’ communications and caused regulatory issues. Where corporations saw an issue, criminals sensed an opportunity. BlackBerries became the gadget of choice for organized crime, especially in Canada.


Gangsters’ constant dodging from their law enforcement pursuers was by its nature a cat-and-mouse game. Often the crooks found a new piece of technology to exploit before the cops caught up. Sometimes the police overstepped and responded with surveillance techniques that laws were not designed for, or that carried their own legal and privacy implications. With cell phones, police turned to so-called Stingrays, suitcase-sized devices that had a habit of interfering with innocent bystanders’ phones as well as criminals’.


That dynamic continued with BBM. Behind the veil of BlackBerry’s privacy-focused marketing, cops suddenly started to access criminals’ communications. Sometimes police obtained these messages on a truly massive scale. Starting in 2010, the Royal Canadian Mounted Police (RCMP) rummaged through over one million BlackBerry messages and used them to investigate, and dismantle, two Italian organized crime groups that operated in Canada (prosecutors eventually dropped charges). The messages detailed every sort of activity a crime ring might get up to, including narcotics smuggling, kidnapping, and stockpiling weapons, and identified gangsters suspected of a series of violent crimes from 2010 to 2012.


This mass interception was possible because BBM had an Achilles’ heel. The version of BBM that most BlackBerry users typed away on was protected by a single, global key that handled the encryption of every message. The digital equivalent of a skeleton key, this small piece of code was what BlackBerry used to encrypt every message, and in turn, decrypt them if it chose to. The RCMP obtained this key—never revealing the key’s source—and was able to strip the protections of any message sent on the consumer version of BBM that the agency managed to intercept. When the RCMP operation started, BlackBerry had over eighteen million users in the United States. The key could unlock millions upon millions of safes, only a sliver of them belonging to criminals, if the police so wished.


Smarter gangsters balked at the idea of putting their security in the hands of a mainstream company like BlackBerry. To them, the tech giants were always going to work with the authorities. The better option was to seek out lesser known firms whose operators may cater specifically to their criminal needs.


In 2006 Nathanael “Nat” Lineham ran a company called beStealth, which sold BlackBerry phones and had offices in Orange County, Guadalajara, and Vancouver. Nat marketed beStealth’s phones to drug traffickers and distributed them to members of a particular gang. That crew smuggled ecstasy down from Canada into the United States, and then cocaine back the other way. Nat was essentially the tech guy for the crew, who provided the BlackBerries so police couldn’t listen in.


Rather than using the consumer version of BlackBerry that the RCMP obtained the global encryption key for, Nat’s BlackBerries had their own BlackBerry Enterprise Server (BES). This meant that beStealth used a different key to decrypt and read the messages, and beStealth held the key, not BlackBerry corporate. Having the key put Nat in control; even if BlackBerry wanted to decrypt the messages of Nat’s crew for the benefit of law enforcement, it was unable to do so. Only Nat could do that.


BlackBerry intended BES installations to be used by its government and corporate clients. Agencies used them to make it harder for foreign adversaries to snoop on their messages. Businesses set up their own BES because it meant they could, if needed, monitor or review their employees’ communications. Nat flipped the script and sold this more robust capability to his drug trafficking contacts.


BeStealth was different from BlackBerry not so much in a technological sense but in a policy one. BlackBerry headquarters was a friendly face to law enforcement. The company was often happy to help, and like many tech firms it had a dedicated support line for law enforcement to submit data requests. BeStealth was the opposite: it was an adversary that appeared to have no interest in providing data about its users. While Punja worked in the Calgary Police Service lab, colleagues brought him more cardboard boxes that this time contained beStealth devices. Based on his and others’ direct experience with the phones, in 2009 Punja warned his fellow forensic experts in a lecture he participated in at a conference in Chicago. “Don’t expect them to help,” he said of beStealth.


US authorities ultimately charged Nat in September 2008 with conspiracy to distribute MDMA, along with profiting by providing BlackBerries to traffickers so they could avoid law enforcement. Nat pleaded guilty, and beStealth was no more.


Around that same year Phantom Secure innovated on top of beStealth by combining the BlackBerry handset with other security tweaks. That included a more robust implementation of encryption that stored keys on users’ own devices. This meant that even if police seized Phantom Secure’s servers, it may not be able to decrypt or read its customers’ messages to one another, at least not without significant cooperation from the company’s owner. Law enforcement had to gain access to an individual device, like the FBI did with Hanson’s Phantom Secure phone.


The progression from BBM to beStealth and then Phantom Secure was not strictly linear. Some criminals still used BBM while others spread out to new options on the market. But what sprang from that lineage was a hypercompetitive industry in its own right—a battle among dozens of firms to be crowned the king of secure comms for organized crime.


This was the criminal underworld’s tech explosion, and it marked the most important technological leap for organized crime since the dawn of the mobile phone. One encrypted phone seller later told an associate to force his customers to use secure devices. He wrote from his own encrypted phone that “it’s not the ’80s anymore and we have to evolve to keep up.” Companies like Phantom Secure did just that. Beyond a handful of investigations, they provided a safe haven from the police. These encrypted phone companies gave organized crime the upper hand. Whereas criminals previously used phones or pagers made by the same companies as everyone else, soon they had their own dedicated tech sector that was happy to release a new phone or feature, not unlike the annual releases of the Apple iPhone. Customers were loyal to their preferred brand and loved innovative new products.


These companies were just as valuable as some of the funding rounds that Silicon Valley startups received. They pulled in tens of millions of dollars of revenue and took buyouts from investors. The industry had its own high rollers, disruptors, up-and-comers, and rock-bottom failures. Some made enough money to get by, while others skyrocketed to global popularity.


Tech nerds ran some of the companies. Naive businessmen created others. Some international drug traffickers created their own companies, at first to secure their own messages and then later to diversify their revenue streams by selling phones to other criminal syndicates.


Competitors in the phone business hacked one another, stealing their rivals’ customer data and dumping it online. Sellers engaged in disinformation campaigns against one another in an attempt to confuse clients and have them switch to another phone provider. The companies charged thousands of dollars for short six-month subscriptions to the phones. From that easy money, the companies’ predominantly male distributors partied at private hotel pools surrounded by escorts. Their safe deposit boxes held solid gold bars and other riches. They bought Lamborghinis, Ferraris, and penthouse apartments.


These businessmen pulled in immense wealth while essentially nobody outside of their customer base or law enforcement had ever heard of them. The companies simultaneously lived in obscurity while they became a bedrock to organized crime in nearly every country in the world.


The phones landed everywhere crime syndicates could be found, from cocaine production labs to drug safe houses. The users were corrupt police and government officials, hitmen for hire, and artisanal drug smugglers. Money launderers who cleaned cash across continents. Weapons dealers who handled AK-47s, pistols, and grenades. The Italian Mafia. Asian triads. Outlaw motorcycle gangs. You weren’t a serious criminal unless you had an encrypted phone.


Criminals had finally taken a sizable lead in the surveillance arms race.


Phantom Secure was an innovator in this space, but the underground tech industry was still changing, and fast. After the fall of beStealth, Phantom Secure emerged as its accidental successor. At first, its phones were cool-to-have gadgets. Soon, it catapulted to popularity in the criminal world, largely thanks to one man: Hakan Ayik.
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The Facebook Gangster


Hakan Ayik was on the run and needed to slip across the border as smoothly as possible. The car he was in with an associate pulled up to a checkpoint on the Mediterranean island of Cyprus in October 2010. Ayik was coming from the Turkish-occupied north half of the island and trying to cross to the south, into the Republic of Cyprus. The United Nations–patrolled checkpoint saw thousands of people cross legally every day. That wouldn’t work for Ayik. He was one of Australia’s most wanted criminals.


Australian authorities had cracked down on Ayik’s drug trafficking organization and had orchestrated the arrest of one of his business partners in Hong Kong. They had concrete evidence linking Ayik to a shipment of 175 kilograms of heroin, worth more than $50 million, which had arrived in Sydney’s Port Botany from Bangkok, Thailand, in July. A warrant was out for Ayik’s arrest, and the drug lord decided to flee while on an international trip instead of returning home to Australia. Soon after the operation wrapped, Ayik mocked his pursuers in a Facebook post in Turkish: “Catch me if you can.”


Unfortunately for Ayik, he stood out from a crowd. He looked like a bodybuilder, with gargantuan chest, arm, and leg muscles built with years of steroid use. Black tattoos covered his right arm and chest. His shaved head encased two beady brown eyes that in some photos seemed more welcoming than threatening.


When Ayik inched closer to the crossing along the single-file road and handed his passport to border officials, they studied his documents closely. Ayik, nervous, darted back toward the Turkish side. The officials purportedly fired their weapons, and Ayik’s vehicle kept going as the bullets missed it.


On December 20, more than a month after his failed border crossing, authorities traced Ayik to a hotel in Kyrenia, a historic port town on the northern coast. When the local police searched Ayik’s hotel room, they found drug paraphernalia, including equipment to make steroids, and seized a laptop and eight mobile phones. A court in the Turkish Republic of Northern Cyprus granted Ayik bail but confiscated his passport and ordered him not to leave the island. There were some potential stumbling blocks—there was no extradition treaty between the de facto state and Australia—but authorities believed this could be their chance to finally get their man.


Dressed in a gray sweater, wide-collared shirt, and a thick coat of five o’clock shadow, Ayik left the courtroom. He then vanished. Ayik went on the run, again. He likely bribed his way out of the country, fled on a ship, and reportedly got to the criminal safe haven of Dubai. As quickly as Ayik had come into Australia’s grasp, he slipped through their fingers.
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Ayik grew up far from the opulence that would later become one of his trademarks. He was born in Australia to Turkish immigrant parents, and his father died when Ayik was young. Drugs were a part of his life, with several family members suffering with addiction. He got through early education at an all-boys high school near Sydney. During those high school years, Ayik started a friendship with someone who would come to define much of his own life but also that of crime in Australia overall: Duax Hohepa “Dax” Ngakuru, who later became the national president of the outlaw motorcycle gang the Comancheros.


The Comancheros wore black leather vests emblazoned with the gang’s logo of a condor on a red, gold, and black background. Jock Ross founded the group in the late 1960s and modeled the organization after paramilitary groups.


The Comancheros had a long history of violence. One particularly bad incident happened in 1984, when their rivalry with the Bandidos motorcycle gang reached fever pitch in the parking lot of a tavern, during a biker and motorcycle swap meet. Police arrested more than thirty people after a massive shootout left seven people dead. One person’s arm was chopped off with a machete. Six of those killed were bikers. One victim was a fourteen-year-old girl, an innocent bystander blasted with a .357 rifle.


In 1998, an eighteen-year-old upstart called Mahmoud “Mick” Hawi joined the Comancheros. A few years later, it’s been said that he and a handful of other members forcibly retired the group’s boss: step aside as leader, or face the consequences. Ross did the former.


Hawi, with his muscles, gold chains, and tattoos, became the new face of the Comancheros. He ramped up the violence further. In 2009 Hawi happened to be on the same flight as Derek Wainohu, the boss of the Hells Angels. After they each got off the plane and rallied their troops, all hell broke loose inside one of the domestic terminals of Sydney Airport. Bystanders were terrified. One Hells Angels biker died after being stabbed and bashed with a metal bollard during the fight.


Hawi had much more ambition for the Comancheros. He brought in other contacts to replace its members, transforming the bikers from a group of haphazard outlaws into a professional drug trafficking organization.


That was where Ayik came in.


There have been reports that Ayik and Hawi both went to the same high school. Eventually Ayik straddled the worlds both in and out of the Comancheros and remained close enough to the organization to influence it. He was able to push the Comancheros in certain directions, especially when it came to distributing drugs.


Professionally, Ayik was a smart businessman, according to one person who worked directly with him. In one case, Ayik planned to make methamphetamine in Asia, where precursor chemicals to manufacture the drug were legal and available in bulk. He would handle the smuggling into Australia. Then Ayik would have the Comancheros and other biker gangs distribute the drugs throughout the country. Ayik essentially outsourced a part of the drug trafficking supply chain to a willing team of contract workers, not entirely unlike Uber hiring independent drivers to ferry passengers in vehicles the company doesn’t actually own. Amazon hires third-party businesses and delivery people to ferry customer orders from the tech giant’s warehouses to customers’ front doors, in what Amazon calls the “Last Mile” program. Ayik’s biker connections fulfilled this role too.


As Ayik flooded Australia with drugs, he flaunted his wealth on social media and elsewhere. On Facebook especially he shared clips of his luxury watches; a photo showed him perched on the bonnet of a bright white Audi R8 Spyder, a sportscar worth hundreds of thousands of dollars. His LinkedIn profile euphemistically said he worked in the “import and export” industry, and that he was interested in “career opportunities, consulting offers, new ventures, job inquiries, expertise requests, business deals, reference requests, getting back in touch.” He got his hands dirty: in one photo posted to social media, Ayik was seen in what was alleged to have been a drug lab, spooning white powder out of a bag and smiling to the camera. Seeing his audacious social media presence, the Australian media dubbed Ayik the Facebook Gangster.


Then police had evidence linking Ayik to the massive heroin shipment. That was when Ayik first went on the run. This was too much heat, even for the man who constantly laughed in the face of it.








[image: image]








As he fled from Australian police, Ayik had a problem. Criminals had a code of not trusting phones, but with Ayik skipping the country, he wouldn’t always be able to meet his business partners in person. He needed a solution to securely communicate with his associates quickly as he bobbed and weaved with law enforcement agencies.


Some people in Australia used a tool called SMS007 made by a Czech company. SMS007 was a Java-based app installed on clunky Nokia, Sony Ericsson, and Siemens handsets, before the advent of true smartphones. The app took ordinary text messages and coated them in a layer of AES encryption. SMS007 was a novel idea when it launched in the Czech Republic in 2005, but it came with a very cumbersome roadblock. Users had to agree on a password beforehand with one another, and only that password could unlock the messages they sent to each other later. It made communication safer but much more difficult.


Ayik found something much better. He came across a company called Phantom Secure. Its phones promised to encrypt its users’ messages and had needless features stripped out. No one had really heard of this device before, but Ayik had a genuine use for such a highly customized device due to his hostile work environment. He ran the device past a tech expert who went by the nickname Afgoo. Afgoo later became a seller for Phantom Secure himself.


Ayik rolled the dice and put his trust, and ultimately his freedom, into the hands of this unknown device. He “took the leap of faith because he had to. He was on the run and needed a way to manage his people back home,” a person who worked directly with Ayik said. For Ayik to speak to his crew securely, they needed the phones too. Ayik distributed Phantom Secure devices to his contacts back in Australia. He conscripted people to set up the phones on his behalf, and then started selling them to more criminals.


Ayik’s decision didn’t just modernize his own operations. It would forever and radically change organized crime in Australia, and later the world.


After escaping from the Cyprus border in 2010, Ayik dodged law enforcement once again. He spent some time in Barcelona. In 2012, Spanish police monitored a meeting at which they believed Ayik was with Dax, his childhood friend and now former national president of the Comancheros. Spanish police sprang into action but arrested the wrong man. They nabbed Dax instead of Ayik, and Ayik fled once again.


Some fugitives ended up in Thailand or Marbella. Many gangsters preferred the safe haven of Dubai, which had a long history of not extraditing wanted criminals. Eventually, Ayik settled into a new base of operations: Istanbul, Turkey. He harbored connections to corrupt officials there, and its location was a perfect spot for a drug kingpin. To the east, Ayik had countries like India for sourcing precursor chemicals and triad methamphetamine cooks in Asia, whom he traveled to see on a fake passport. Then he had drug trafficking contacts to the west in Europe.


In Turkey he owned multiple properties including one in Kemer Country, a highly exclusive walled-off suburb to the north of Istanbul that offered various communities of apartments and houses in different styles with an adjoined country club and restaurants. He bought and managed a boutique hotel, a legitimate business with rave reviews.


For someone at the helm of a drug trafficking empire, Ayik wasn’t above doing some of the more mundane tasks in his hotel. He responded to one review of his hotel that suggested it should switch to a different brand for the shampoo in the rooms. Ayik assured the customer the hotel would look into it. The boss was often helping out the front desk, the workers in the cafe, and the cleaners and housekeeping staff. He took the workers out for pizza in one of the restaurants in the large shopping mall across the road from the hotel. Ayik seemed to respect them.


Once he fled to Turkey Ayik changed his surname to Reis, Turkish for “chief.” It was hardly the best of covers; a group of Australian journalists later found his name change when they searched through Turkish identity and birth records. Most notably, Ayik renounced his Australian citizenship, an extreme step and a clear signal that he was severing his ties with the country, at least officially.


NSW authorities were so desperate to catch up with Ayik that they took out advertisements in at least one Turkish newspaper as part of their hunt. It did not work. Ayik had been on the run for about a decade by now, with only a few speed bumps along the way.


Beyond Australia’s borders and out of reach of the police, Ayik conducted his business through the click-clack of a Phantom Secure BlackBerry keyboard. He demonstrated something that encrypted phones like Phantom Secure were uniquely positioned to offer: a modern drug trafficker didn’t need to be in the country they were smuggling drugs out of or into. These phones enabled smugglers to control their operations remotely. Drug trafficking was more globalized than ever. He exemplified a new type of criminal who moved effortlessly across borders and enjoyed whatever pleasures and business opportunities a particular country offered.


Ayik continued to smuggle cocaine and methamphetamine into Australia and work with bikers in the country. Giving an indication of the brazen scale at which Ayik continued to operate, in 2014 Australian police seized nearly two tons of MDMA and about one ton of methamphetamine, one of the country’s largest ever drug busts. The narcotics were found in a shipping container from Hamburg, hidden among furniture. Those were Ayik’s drugs, according to the Sydney Morning Herald.
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Ayik’s introduction of Phantom Secure to Australia happened in the shadows. Phantom Secure’s sales in the country were still relatively slow. A $2,000 phone that could only text wasn’t the most attractive sell, and everyone considered phones as inherently insecure, one Phantom Secure distributor said. The seller often gave out free demo phones for potential clients to try, and then found them in the trash bin on the way out.


Then Australia’s law enforcement bodies decided to shine a blinding spotlight on the company.


“Uncrackable Phones Provided by Phantom Secure Linked to Murder of Hells Angels Bikies,” a March 2014 headline read. Senior law enforcement officials who spoke to Australia’s ABC News at the time said encrypted phones were linked to a series of underworld killings in Sydney, including when a member of the Comancheros ordered the hits of a Hells Angels member and an associate using what the feds believed was a Phantom Secure phone, ABC News wrote. In one of those murders a gunman fired a hail of bullets into a car as the victim sat in the driver’s seat. ABC News also produced a flashy TV spot, in which Australian cops said, face to camera, that they couldn’t get into Phantom Secure’s messages. ABC News said it did not suggest that Phantom Secure “is aware its products are being used by criminals, only that criminals have become aware of the phone’s utility and have taken advantage.”


The ABC News coverage, and Australian law enforcement’s deliberate choice to talk about the issue, had an inadvertent effect: Phantom Secure became more popular. The media spotlight “put Phantom on the map,” a Phantom Secure distributor recalled.


One Phantom Secure seller took the ABC News TV spot and uploaded it to their own YouTube channel. What was supposed to be a piece of journalism and a cry for help from law enforcement was now an advertisement. Phantom Secure co-opted “uncrackable,” the term used in the headline, and used it as the company’s own catchphrase. Before long, one seller with a yellow Lamborghini advertised delivery of Phantom Secure phones within thirty minutes anywhere in Sydney’s central business district.


In its 2014–2015 annual report, the New South Wales Crime Commission, a part of the government tasked with reducing organized crime in that region of Australia, wrote that “the prolific use of encrypted Blackberry devices continued unabated and, as in previous years, these devices were used to facilitate drug trafficking.” The Australian Criminal Intelligence Commission, a body that operated at the federal level, later pointed specifically to Phantom Secure in one of its own reports as providing phones for outlaw biker gangs and other organized crime groups.


Ayik successfully seeded Phantom Secure in Australia. But only after Australian law enforcement’s decision to go loud did every criminal in Australia want one, a Phantom Secure distributor said. Crooks wanted to be like Ayik, and Phantom Secure let them do that. The truthful claim from the Australian authorities that organized criminals were using encrypted phones became a self-fulfilling prophecy.


“The cops made Phantom,” one of the company’s distributors said. Some customers got tattoos of Phantom Secure on their bodies. Brand recognition soared, and the company’s clients in Australia were loyal. In Australia at least, some employees of Phantom Secure didn’t do any vetting; the company sold its phones to anyone. In all, the FBI says that Phantom Secure sold many thousands of phones in the country. Australia’s criminals easily made up Phantom Secure’s biggest set of customers.
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