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INTRODUCTION

In the late 1800s, as in the late 1900s, start-ups were running wild.

Railroad speculators, entrepreneurs, and financiers were busy laying redundant track from one end of North America to the other. By 1900, excess capacity had nearly bankrupted the transcontinental railroads. Operators were unable to charge rates that covered ongoing costs, let alone recover their investments. There simply wasn’t enough freight to meet the capacity. Shippers knew it and forced the railroads to reduce rates to ruinous levels.

To stay afloat, the railroads invented a unique form of discrimination. Most of the transcontinental tracks began in Chicago and ended on the West Coast but took different routes over the mountains. Shippers to and from Spokane, Washington, for example, could use only the Great Northern Railroad. Knowing this, the railroad developed a rate system that charged shipments from Chicago to Spokane the fare from Chicago to the Pacific and then back to Spokane, even if the freight actually stopped in Spokane. These “back-haul” rates made shipping freight to and from the intermountain regions disastrously expensive. Spokane and other towns fought the system all the way to the U.S. Supreme Court.

The lawyer on the Great Northern case was Brooks Adams. The greatgrandson of Revolutionary War leader John Adams, Brooks knew the inevitable result of unfair taxes, whether levied by a distant monarch or a faceless corporation. Reviewing the long history of economic revolutions, Adams argued that legal systems systematically fail to take into account new technologies and their unique properties. Instead, they force-fit new problems into old law. With no clear precedent to determine “fair” rates of rail  carriage, the courts had worked their way back to the Middle Ages and the rights of landowners to use the King’s Highway, giving far too much deference to the railroads in the process.

Adams demanded a more pragmatic solution: “There is no ancient and abstract principle of right and wrong,” he wrote in his brief to the Interstate Commerce Commission (ICC), “which can safely be deduced as a guide to regulate the relations of railways and monopolies among our people, because railways and monopolies are products of forces unknown in former times. The character of competition has changed, and the law must change to meet it, or collapse. Such is my general theory.”

Brooks Adams’s “general theory” continues to apply one hundred years later. Today, thanks to almost magical improvements in the capabilities and costs of information technology, each of us is developing a parallel existence. Simple information exchanges through e-mail have rapidly evolved into a virtual environment in which relationships are formed, business is conducted, and new information products and services are developed in large-scale group collaborations. We are now living not only our real lives but also a second, digital, life, where distance is irrelevant, time can be started and stopped, and property can be reproduced in an instant with almost no measurable cost.

Ten years after the start of the Internet revolution, however, the inability of rules optimized for an analog world to keep the peace in the digital age has paralyzed much of the legal system. Conflicts over information use, acutely visible in thousands of lawsuits brought by the music industry against its own customers, will soon be joined by nascent fights over privacy, digital civil liberties, technology standards, network control, information crime, and global commerce. As the distance between innovation and the law that regulates it has widened over the past decade, the most alarming result is the speed with which tensions between the two have increased.

These struggles are side effects of the Law of Disruption. First introduced in my earlier book Unleashing the Killer App, the Law of Disruption is a simple but unavoidable principle of modern life: technology changes exponentially, but social, economic, and legal systems change incrementally. The technology we invent has the potential to change the world at an accelerating pace, but humans can no longer keep up. As the gap between the old world and the new gets wider, conflicts between social, economic, political, and legal  systems honed in the age of steam engines and a generation raised on cell phones, iPods, and video games become more acute and more dangerous.

The battle between innovation and the law has reached its defining moment. Nothing can stop the chaos that will follow. Chaos, however, is necessary. The normal evolution of legal systems is slow and incremental. But disruptive technologies, whether railroads or the Internet, ultimately demand dramatic transformation. In science, Thomas Kuhn referred to these breakdowns as “paradigm shifts.” In business, Joseph Schumpeter called them “creative destruction.” For both men, the process was identical. Bold new experiments, usually the work of young practitioners, directly challenge the core beliefs of the established order, forcing a difficult but critical period of reinvention, followed by another period of normal evolution.

In law, we call it revolution—the replacement of one form of government with another.

The Internet revolution is now demanding rules that fit the realities of digital life, particularly the unique properties of information. As an economic good, information can be consumed simultaneously by everyone; in many cases, it becomes more valuable the more it is used. Next-generation media companies including YouTube, Facebook, Wikipedia, Six Apart, Scribd, MySpace, and Twitter exploit those features. They enable a growing community of users to produce, modify, and collaborate on a remarkable range of content. While some of that content is their own, much of it is under the control of large corporations. No matter, say the users. Bits are bits.

As content owners become increasingly desperate to protect their information assets, worlds are colliding. Digital life thrives on cooperation, recombination, and added value. Industrial-era laws, most visibly of copyright and patent, stand conspicuously in the way. It may not take much to overcome them. The Pew Internet and American Life project reports that 72 percent of Americans between ages 18 and 29 say “they do not care whether the music they download onto their computers is copyrighted or not.” In China, even the idea that information should be treated as a kind of property was unheard of until the late twentieth century. Laws that can’t be enforced are laws in name only. Game over.

This book is the story of these and dozens of similar struggles going on right now. It goes beyond the headlines to reveal the new forces, driven by  technology, that will ultimately determine their outcome. For the most contentious features of digital life, I describe nine emerging principles that are shaping a new legal code. These nine principles—the laws of disruption—derive from the economic and environmental conditions of digital life. They are the change agents of the Law of Disruption, closing the gap between legal institutions of the past and those of the future. My goal is to help you learn to harness these principles, both for business and for personal gain. To that end, a “Fast-Forward” section at the end of each chapter offers guidance for policymakers, business leaders, and consumers hoping to avoid the pitfalls, smooth the transition, and exploit the opportunities of a fundamental transformation of law already in progress.

It may seem strange to argue, as I will throughout this book, that markets generally work better than traditional forms of government in establishing rules for disruptive technologies. After all, we are now witnessing the most dramatic market failure since the Great Depression. Business was largely left alone to manage its own affairs, and business proved unequal to the challenge. Greed, fraud, and irrational behavior took over, silencing the voices of reason. Banks collapsed, bubbles burst, and venerable institutions went bankrupt overnight. There was plenty of destruction, to paraphrase Joseph Schumpeter, although there was little evidence of creativity.

Given this sad history, market forces may seem a poor choice to drive the creation of a new code of digital life. As we will see, the alternatives are worse. Judges have little access to the kind of expertise or experience necessary to understand the unique features of innovative technologies. Legis lative power is intentionally limited by a variety of checks and balances, including competing international, federal, and local bodies, as well as the separation of powers between legislators and the judiciary. Lawmakers are often beholden more to special interests and lobbyists than to their constituents. Regulators, likewise, are too often the spokespeople for the industries they oversee, particularly at the moment those industries are threatened by innovation. As Winston Churchill said, “Capitalism is the worst system, except for all the others.”

Regardless of who writes the new laws, one thing is clear. Revolution is coming. This book will teach you to see the warning signs. It will help you profit rather than perish from the seismic shifts already in progress. It will  show you ways to smooth your own migration to digital life, and to understand the weakness of the laws that are now in place to regulate it. It will give you the tools to help speed the development of a new code better suited to the accelerating pace of technological change—the new code of the laws of disruption.
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DIGITAL LIFE

Understanding Second-Order Effects


Throughout modern history, technological breakthroughs regularly surpass the people who invent them. The gap between the potential and the humanly possible, the chief by-product of the Law of Disruption, inevitably leads to dramatic change in the short term. But the real transformation comes later, as human systems—economic, social, legal—struggle to catch up. This chapter introduces the Law of Disruption and its key drivers, Moore’s Law and Metcalfe’s Law. Together, they have built the foundation for our new existence, our digital life. Now comes the hard part: creating a new body of laws to regulate it, to keep the peace, and to ensure its prosperity.






KILLER APPS IN THE MIDDLE AGES 

Disruptive Technologies change the world. But not in the way you might think.

In the darkest days of the Middle Ages, a Germanic king adapted the rigid metal stirrups used in Asia, making them instead from flexible leather. Now soldiers could balance themselves on horseback and still fight, making them far more effective. The stirrup saved Europe, and these new mounted cavalry were celebrated forever after as knights. But that’s just the beginning of the story. To maintain the new fighting force, knights needed a source of income. Rather than pay them himself, the king granted the knights the right to collect rents and other tributes from farmers in their domain. Feudalism, landed nobles, and serfdom were born. More knights required more land,  and the king began to take it from the church. Church and state, and the rise of the latter, established a long-lasting pattern of interaction.

The first-order effects of the stirrup were dramatic. Medieval society was saved. The Catholic Church survived and continued to provide social, cultural, and legal continuity with the long-dead Roman Empire. The king emerged as the first leader of a new and powerful empire, the forerunner of modern Europe. On Christmas Day in the year 800, he took the crown from Pope Leo III’s hands as the pontiff was about to coronate him, and placed it on his own head. His name was Charlemagne—Charles Magnus, the Great—emperor of the Romans.

The long-term consequences of Charlemagne’s simple innovation were, in some sense, even more stunning. The social, economic, and legal systems that developed to support the mounted troops persisted for nearly a thousand years, long after the actual advantage of the stirrup had been neutralized. Charlemagne’s empire, in some form, lasted until the age of Napoléon. Even today, you still can’t buy property in parts of central London without paying tribute to the Duke of Westminster.

The stirrup is a classic example of what I described ten years ago as a killer application, or “killer app”—a technological innovation whose introduction disrupts long-standing rules of markets or even whole societies. Killer apps establish new industries and transform existing ones. They can even create new empires. Their own inventors may have little idea of the uses for them that people will ultimately discover. And the real impact is often felt long after their introduction. The stirrup, crop rotation, reading glasses, iron rope, the steam engine, railroads, the telegraph, antibiotics, automobiles, the atom bomb, the semiconductor—this is just a short list of inventions whose dramatic introductions were followed by even more dramatic changes to the civilizations that used them.

Saying that the stirrup created medieval Europe is a stretch, but not a big one. As historian Lynn White Jr. put it, “Few inventions have been so simple as the stirrup, but few have had so catalytic an influence on history.”




THE THREE LAWS OF DIGITAL LIFE 

Charlemagne had the stirrup. We have the computer.

The information age, like the feudal age, began with a simple innovation. On November 6, 1952, Dwight D. Eisenhower was elected president of the  United States in a rout. Although Eisenhower was expected to defeat Adlai Stevenson, no one imagined so lopsided a victory. No one, that is, except a Census Bureau computer named Univac. Univac had been built to tally the census, but its operators programmed it instead to process election results. After only 1 percent of the vote had been counted, Univac correctly predicted an Eisenhower landslide.

Univac weighed 16,000 pounds, performed about 1,000 calculations per second, and cost $750,000. It was the first commercially sold computer in the world, and the first to be used for business applications (General Electric programmed it to calculate its payroll in 1954). It was also the first to be programmed for a task it was not initially designed to perform—a trend that defines modern computing to this day. The Census Bureau’s machine was the first; by 1957, forty-six had been sold.

Nearly sixty years after Eisenhower’s election, there are now more computing devices in the world than there are people, and their numbers are doubling every few years. The semiconductor, or “chip,” was first added to a calculator in 1967, to a toy in 1978, and to a toaster in 1983. A personal computer was first marketed in the early 1980s. Despite unfathomable advances in the computer’s power and abilities, the price of computing has dropped steadily for thirty years. Today’s PC costs 16 percent of what it did in 1981, but is nearly five hundred times more powerful. More than a billion have been sold.

As chips have become cheaper and more prevalent, their impact has moved from the world of computers and high technology to every aspect of modern life. Computers are the central driver of productivity gains across industries. Software has become a key source of new consumer products and services. The average automobile now has more than one hundred microprocessors and its own operating system. Even product packaging is becoming intelligent. Soon, more than a trillion items will be able to send and receive data about their price, whereabouts, and expiration dates.

The ubiquity of computers in business, however, has been eclipsed by their takeover of our personal lives. As e-mail and Web browsing have given way to virtual reality games, intelligent cell phones, and social networking, we are each developing a second, parallel, existence. Human beings thrive on interaction, and computers have given us remarkable new tools to connect, collaborate, and communicate with one another. In 2008, consumer Internet usage surpassed business use for the first time, opening a gap that is expected  to widen over the next decade. We have our real lives, and now we also have digital lives.

In our digital lives, we can simultaneously chat with friends in different time zones or explore alternative identities in role-playing games. We can let our computers scour the Internet looking for things that interest us—auctions for obscure collectibles, music by artists liked by people who like the same books as you do, or just random content (blogs, photo images, YouTube videos) fed into our personal home pages. And we are no longer tethered by wired connections. All of our information is now available wherever we go on a variety of devices. Nearly 20 percent of American homes had dropped landline service by 2009, relying entirely on cell phones. “Computing,” as Nicholas Negroponte wrote in his 1995 classic, Being Digital, “is not about computers anymore. It is about living.”

Digital life is the unintended side effect of cheap computing power and the ubiquitous network standards known as the Internet. Initially invented in the 1970s, the Internet had the modest goal of connecting the mainframe computers of U.S. government agencies and defense contractors. As more computers joined the network, however, the Internet mutated into something far different and much more interesting. Today, it connects billions of devices and billions of people. It moves information at ever-increasing speeds along a nearly infinite set of pathways, shortening distances and eliminating borders.

Three related principles—Moore’s Law, Metcalfe’s Law, and the Law of Disruption—explain the power and promise of digital life. Taken together, they provide its natural laws—its physics—overseeing its unique forms of time, space, and gravity.


Moore’s Law: Faster, Cheaper, Smaller 

In 1965, Gordon Moore, the founder of Intel, made an astonishing prediction. In a brief article titled “Cramming More Components onto Integrated Circuits,” he claimed that the number of transistors on his chips would double every year or two without increasing their cost to users. His promise is now known as Moore’s Law: every twelve to eighteen months, the processing power of computers doubles while price holds constant.

Moore’s Law is the result of technological breakthroughs that reduce the size of transistors, coupled with manufacturing improvements that greatly  reduce the frequency of defects. With each new generation, producers yield slightly larger chips made with slightly smaller transistors. Neither Moore nor his competitors have yet to break Moore’s Law, and there is every reason to believe they will continue to deliver on it for the rest of our working lives.

The application of Moore’s Law boils down to one remarkable fact: computers continue to get faster, cheaper, and smaller. As a result, they become more powerful by a factor of two with every succeeding generation. Computer memory, data storage, and data communications have their own rough approximations of Moore’s Law. Improvements in fiber-optic cables (which transmit data at the speed of light) and the development of optical switches translate to data communication costs that are rapidly approaching zero for most uses. One fiber-optic cable can carry millions of simultaneous telephone calls.

Total data storage has also expanded exponentially. In 1980, IBM sold refrigerator-sized disks for its mainframe computers that stored about 1.2 gigabytes of data at a cost of $200,000. Today, Wal-Mart sells 4-gigabyte drives—enough to store about 3,000 books—that are the size of a paper clip and cost only $5.00. GE announced in early 2009 a breakthrough that will increase the storage capacity of CDs by 100,000 percent. IBM is working on technology that will store data in individual atoms and build circuits out of a single molecule.

Because chips are the raw material in the construction of digital life, the implications of the faster-cheaper-smaller principle are profound. Consider a few examples:1. Deflation. Basic commodities like oil, electricity, or cotton tend to become more expensive over time, with cost increases working their way through the rest of the system. Computer prices, on the other hand, have stayed the same, or gone down. Miniaturization leads to computers in more and more products, increasing economies of scale and pushing costs down even faster.

2. Abundant resources. Oil, natural gas, coal, and many of the sources of electricity are nonrenewable—as they are used, they are also used up, raising prices and limiting further increases in productivity. But the major ingredient of semiconductors is silicon, the second-most abundant element on earth.

3. Zero marginal cost. For most manufactured goods, such as automobiles, price is based on the sum of the cost of developing the goods (research and development as well as marketing), the marginal cost of producing each item (including materials, distribution, and customer service), and a profit margin. Software—the programming that tells computers what to do—can be marketed, manufactured, and distributed electronically, giving it a marginal cost that is close to zero.



Perhaps the most compelling example of Moore’s Law in action is not in business at all, but in the world of toys. From the moment in early 1999 when Sony announced its second-generation home video game console, the Play Station 2, it was clear this would be no mere plaything. PS2 games provide three-dimensional animations that are convincing enough to give many adults motion sickness. Because the games are networked, PS2 users around the world can play them against each other, building powerful communities of users who, in many cases, are coauthors of new game modules or other new uses for the software. Sony sold more than 1 million PS2s in Japan on the first day they were available. To date, Sony has sold more than 150 million PS2s.

Built fifty years after the Univac, the custom processor in the PS2 can execute more than six billion instructions per second. Roughly speaking, that makes the PS2 the equivalent of 22 million Univacs. That many Univacs would fill an area larger than the city of Seattle, and in 1952 would have cost more than $16 trillion, considerably more than the current gross domestic product of the United States. The PS2, on the other hand, is the size of a small laptop computer. It sells for $99.

Seven years later, in 2006, Sony launched the PlayStation 3. The PS3 features even more lifelike graphics, full networking capability, and the ability to download and play high-definition movies. Thanks to Moore’s Law, PS3 is thirty times more powerful than PS2. That translates to about 660 million Univacs, enough to fill the entire state of Washington. And their cost, in 1952 dollars, would exceed the total money supply of the world.


Metcalfe’s Law: Value Expands Exponentially 

While those numbers are settling in, consider the second defining principle of digital life. Metcalfe’s Law, formulated by networking pioneer Robert  Metcalfe, explains a phenomenon anyone with a telephone already understands. The more people you can reach, the more reasons you find to reach them. One telephone is useless. A few phones have limited value. A billion phones create a vast network. As the number of connected devices in any network increases, the number of possible connections between them grows exponentially. Each new connection, therefore, adds far more value than the one that preceded it. To paraphrase Metcalfe’s findings, the usefulness of a network is the square of the number of users connected to it.

The key to Metcalfe’s Law is the knee in its curve, the point at which there are enough users so that each new node adds not a few but a few million new connections. Here’s how it works. If you have a network of two telephones, the total number of possible connections is two (I call you, you call me). Add a third phone and we add not two but four additional links, still not very exciting. The millionth new phone, however, adds not two or even two hundred but two million new potential calls, making the network even more attractive for the next million users, and the millions after that. Add three-way and conference-calling features, and the number of possible connections explodes.

Networks—railroads, computers, or individuals speaking a particular language—exert a kind of magnetic pull. The more users, the stronger the pull. Reaching the inflection point gives the network increasing momentum, or what is sometimes called “the tipping point.” Eventually, absent any economic or technical constraints, networks grow to the point where every possible connection is made. At that point they become so much a part of our lives that they are almost invisible. To reach the tipping point, however, networks must attract as many users as quickly as possible, drawing in the next, bigger, wave. The best way to do that is to keep the cost of entry low, perhaps by subsidizing or giving away equipment the user needs to connect and then charging little for access and use.

For information technology, Moore’s Law makes it relatively easy to keep the costs of connection low. Digital networks are built on hardware that gets cheaper all the time, allowing new applications to take full advantage of Metcalfe’s Law. That’s one important reason digital networks have de veloped so much faster than earlier networks like, say, the railroad or the telephone, where giving away free service wasn’t an option. These early technologies also didn’t benefit from the additive value of standardization. Railroads in the United States did not settle on a uniform gauge until the 1880s,  making interconnections between lines in the North and South complicated, slow, and expensive. Telephones added dials only in 1931, though the need for human operators had constrained growth for some time. Without self-dialing, today’s phone system would require more operators than there are human beings to work it.

The protocols for exchanging information over the Internet are both standardized and more robust. New applications simply grow their user bases on top of the existing network infrastructure. The more users there are, the more appealing the application becomes, a phenomenon that economists refer to as “network effects.” As demonstrated by applications such as YouTube, Facebook, and Twitter, network effects in digital life are easier to establish than in the physical world. YouTube and Facebook, for example, reached the top-ten most visited Web sites in 2008, only three years after being launched. With the cost of the network paid for by its customers, Internet phone company Skype signed up 400 million users in its first five years. Its software actually improves as each new user downloads it.


The Law of Disruption: The Distribution of Change Is Uneven 

As Moore’s Law continues its relentless journey into the realm of smaller, cheaper, and faster, new applications arrive more quickly. As they do, Metcalfe’s Law is there to spread them around. Together, Moore’s Law and Metcalfe’s Law have created a new environment—the world of digital life. It goes beyond the creation of a first- and now second-generation of Web-based products, services, and devices. Digital life is a virtual location where relationships are formed, business is conducted, and new products and services made entirely of information are designed, launched, and consumed.

As with other great innovations, however, human beings and social institutions need time to adjust to this new reality. The stirrup quickly transformed military strategy, but its success led to conflicts between church and state, between kings and their subjects, and between new landowners and subsistence-level farmers. The huge social changes wrought by the stirrup took centuries to play out. The same is true of later inventions. The steam engine ushered in the industrial age, but also generated a century of wars over the ownership of raw materials and access to new markets. The  invention of nuclear weapons dramatically ended World War II, but left the world in perpetual anxiety about the potential for total annihilation.

In the gap between the speed with which people respond to change and the much greater potential of the technologies we invent, the greatest conflicts in human history occur. This unavoidable struggle between old and new is explained by the third law of digital life: the Law of Disruption. According to the Law of Disruption, technology changes exponentially, but social, economic, and legal systems change incrementally. As the new world runs increasingly ahead of the old, social systems invariably break down, only to be dramatically reinvented to better suit the new environment to which human beings have already relocated. Periodic upheavals are unavoidable; unexpected and unintended phenomena are natural by-products.

In some sense, the Law of Disruption codifies what we have already learned from a thousand years of killer apps. Their initial impact can be dramatic—even revolutionary. But the real change may come years later. In the long run, as human beings reorder their lives to adjust to the new realities, the second-order effects of innovation are both more dramatic and more systemic.

Ten years into the Internet revolution, we’re only just starting to see the impact of the Law of Disruption. Newspapers, which originally shrugged off digital technology as a novelty, are fighting for their lives. Manufacturers now routinely source their materials and even their processes from a global market of suppliers. Even leading high-tech companies—including those whose products started the chain reaction—sometimes find themselves outpaced by entrepreneurs with little more than a good idea.

Still, the most difficult change has only begun. As digital life evolves a culture and an economy that fit its new reality, it is increasingly clear that the legal system of the old world doesn’t work anymore. Our current laws were forged during the Industrial Revolution, the last great technological leap. They are built on assumptions about ownership, citizenship, and limits of time and distance that don’t apply in digital life.

Just as the Industrial Revolution replaced the feudal law of medieval Europe with a new law of merchants and markets, the information age is forging its own legal principles, ones better suited to regulate the new activities, relationships, and transactions it supports. In the past ten years, conflicts over digital citizenship, global electronic commerce, and rights to new information products and services have strained an already fragile legal  system. Digital life brings with it profound opportunities, but the systems in place to oversee it have reached the breaking point. Our social, economic, and legal institutions now face a wrenching transformation.




AT THE ACCIDENT-PRONE INTERSECTION OF INNOVATION AND LAW 

Business and economics have already been remade by digital technology. Innovation is now reinventing law. The Law of Disruption is running head-on into the statutes, regulations, judicial opinions, and treaties that today regulate businesses and consumers in their digital lives. So far, law has shaped (and sometimes distorted) the key features of digital life. Now the process is going the other way.

Dramatic change is unavoidable. The processes and institutions that create laws are slow and methodical, replete with redundant checks and balances. The authority of regional and national governments is generally limited, with some rights reserved for local institutions. In most jurisdictions, legislation requires passage in both an upper and a lower body. Party politics and the influence of lobbyists and other nongovernmental organizations often stalemate each other, keeping real reform at bay. These controls reduce the risk of tyranny, but they also create a system that is ill-fitted to respond to the rapidly evolving needs of citizens living a digital life.

Courts and judges are even less well suited than legislators to bring the law up to date. The job of the judiciary is to interpret the law, not to improve it. Judges in most courts are generalists, trained only in a process of conflict resolution applicable to a wide range of problems. Few understand modern technology. When forced to weigh in on problems at the border of physical and digital life, courts have limited access to outside expertise. Even in the best of circumstances, judges can solve only the particular conflicts of the parties standing before them. They cannot reach out to answer or even raise the larger questions.

Faced with the daunting task of reconciling existing law with the Law of Disruption, judges are understandably frustrated. In the famous 1984 Betamax case, movie studios sued Sony, the maker of the first home video cassette recorder, claiming that its very existence violated their right to control the use of entertainment content. The Supreme Court disagreed.

“One may search the Copyright Act in vain for any sign that the elected representatives of the millions of people who watch television every day have made it unlawful to copy a program for later viewing at home,” the Court wrote, “or have enacted a flat prohibition against the sale of machines that make such copying possible.” Rejecting the movie studios’ demand that the Court ban the VCR, the Justices directed the studios to look elsewhere for relief. “It may well be that Congress will take a fresh look at this new technology, just as it so often has examined other innovations in the past. But it is not our job to apply laws that have not yet been written.”

Faced with disruptive technology, as Betamax demonstrates, economic forces of the old world always resist the transformation to a new legal paradigm, pitting innovation against the dusty laws of the past. Digital technology is hardly the first innovation to force policymakers to choose between the two. In the United States, the creation of national railroads and the concentration of capital they made possible inspired the Progressive movement, which fought to reclaim government, at least in part, from a few powerful corporations. President Theodore Roosevelt embraced the Progressive agenda and broke up the monopolies, not because he was a liberal but because he be lieved it was a necessary safety valve to avoid revolution. His fear was well founded. In Russia, a very different kind of uprising replaced the aristocracy of the czars with that of the Soviet Politburo. One transformation was largely nonviolent. The other was not.

We stand today at a similar crossroads. At the accident-prone intersection of innovation and law, clashes between business and consumers, business and government, and governments and their citizens are growing in frequency and in volume. Fights have broken out over information ownership, network neutrality, privacy, spam, wiretapping, pornography, and gambling. These and hundreds of other struggles pit laws written during the industrial age against the Law of Disruption. As in every earlier conflict of its kind, the outcome is certain. A new body of law, one better suited to our digital lives, will ultimately emerge. Only the timing and the path we’ll take to get there are in doubt.

Business leaders can no longer separate innovation from the laws that circumscribe it. The design of new products and services, increasingly launched on a worldwide basis, must follow the rules of hundreds of potential regulators, including local tax authorities, price-setting boards, advertising overseers,  and consumer safety agencies. Web sites may require compliance with laws protecting those with disabilities, or with antidiscrimination laws protecting gender, minority status, sexual orientation, or age. Contractual limits on a distributor’s “territory” become impossible to enforce when consumers have the ability to shop worldwide for the best prices and terms. This is particularly true for information products, which are simply downloaded to the user’s computer from anywhere on the network they happen to reside.

As digital pioneers build new homesteads online, they too need to understand the increasingly complex web of rules and regulations that determine what they can and cannot do there. As information becomes the measure of value in a postindustrial economy, consumers increasingly find themselves caught in the crossfire in fights between businesses and between governments. Consumer electronics manufacturers, for example, continue to develop exciting new products that allow users to enjoy a variety of media in new formats and with added conveniences, including next-generation digital video recorders (DVRs) such as TiVo and Moxi. Content owners, echoing the battle over the Betamax, still argue that some or all of the uses of these devices violate their rights and ought to be banned.

Content owners are also fighting consumers over how new services can or cannot be used. Apple’s Steve Jobs took the side of his customers (and, naturally, the best interests of Apple) in pushing music publishers to offer digital songs through iTunes without copy-protection technology that limited the devices on which they could be played. He appears to be winning that battle. But another Apple product, the iPhone, follows exactly the kind of “closed” model Jobs elsewhere condemns. Despite outrage from customers and threatened intervention by European regulators, the iPhone works only on cellular networks approved by Apple.

Sometimes the conflicts are between rapidly converging industries trying to control who has access to customers and who will profit from them. The Hulu service, launched by some of the largest broadcast networks, lets users watch television programs on their computers and bypass the gatekeeping function of cable companies. Hulu made cable providers nervous enough, but when the makers of a software product called Boxee built an interface to stream Hulu content from the computer directly to the user’s television, the cable companies blew their tops. They demanded that the networks participating in Hulu shut Boxee out, technically and legally. Hulu complied. Dazed, NBC Universal chief Jeff Zucker explained, “We want to find an economic model that makes sense.”

Increasingly, consumers reject these artificial limits. What’s more, the collaborative technologies of social networking applications make it easier for users to speak with a single voice, putting pressure on both companies and governments to take consumer demands seriously. Just ask Facebook. In early 2009, company lawyers made what they considered minor modifications to the site’s privacy policy. Such documents are generally written in dense legal terminology, made up mostly of boilerplate language no one actually reads. At least, that was what the lawyers thought. In reality, the residents of digital life have become sensitized to the potential abuses embedded in these documents and, whether they understand them or not, pay close attention to any changes.

Here, a few of Facebook’s more paranoid users noted the revisions and argued, not entirely correctly, that they signaled a dramatic shift in policy. Facebook, they believed, was giving itself ownership of all user content, even that of users who decide to leave the site. Rumors of dark motives by Facebook’s owners quickly spread, fanned by the very tools for sharing information that Facebook provides. The company was flooded by a torrent of angry complaints from users. A Facebook group called “People Against the New Terms of Service” quickly signed up 120,000 members. Unflattering headlines appeared in mainstream media (“Facebook Hoisted on Its Own E-Petard,” “Facebook Backtracks on Use Terms”). Within days, Facebook CEO Mark Zuckerberg was forced to reverse course, and returned the document to its original form.

Zuckerberg’s “about-facebook” signaled something more than just bad lawyering or poor customer communications, though both were involved. The company’s entire value is based on good relations with its users. That asset cannot be maintained when the terms of service (TOS) are dictated rather than negotiated. “More than 175 million people use Facebook,” Zuckerberg noted humbly on his blog, making it the sixth most populated “nation” in the world. Going forward, he promised, the documents that define the Facebook community will be written in collaboration with users and in language that everyone can understand. “Our terms aren’t just a document that protect our rights; it’s the governing document for how the service is used by everyone  across the world. Given its importance, we need to make sure the terms reflect the principles and values of the people using the service.”

Terms of service, privacy policies, license agreements, and other legal documents are the governing instruments of digital life. They are its Magna Carta, its Constitution, and its Universal Declaration of Human Rights. They are also the starting points for a new body of law—a government of the people, by the people, and for the people of the Internet. Long the exclusive province of specialized lawyers, they are now the responsibility of the lawmakers, senior executives, and users who want to help form a more perfect union. Facebook’s users executed a bloodless coup, perpetrated in a matter of days by rebels with little understanding of the law they were nevertheless determined to overthrow. Welcome to business and life in the digital age.


FAST-FORWARD: THE LAWS OF DISRUPTION 

Frederick Jackson Turner, historian of the American West, famously argued that law on the frontier adapted to the unique properties of its environment. As fur traders gave way to ranchers and ranchers to railroad tycoons, the law evolved to suit their changing needs. Unwritten rules became charters, territorial laws, and state constitutions. Gunfights, posses, vigilantes, and the summary justice of the hanging tree passed on to sheriffs, circuit-riding judges, and frontier lawyers. But no matter how civilized the West became, frontier law never reverted to the original form of the former colonies or the European precedents the colonists brought with them. Instead, the law of the frontier became the law of the United States.

The American frontier was fueled by free land. The digital frontier is fueled by free information. Just as Turner elegized that the “wilderness masters the colonist,” so too will the Law of Disruption increasingly define inter actions in digital life. The Law of Disruption is its “code of the West,” driving the creation of new rules better suited to its unique conditions.

This book explores nine critical areas where technology, driven by the Law of Disruption, is dramatically rewriting the rules of business and life. In each, industrial-era laws are being overthrown. In their place, new principles have emerged to create a code of law applicable to the digital age. These new principles are the laws of disruption—emerging rules for digital life shaped not by courts or legislatures but by Moore’s Law, Metcalfe’s Law, and the  Law of Disruption itself. They are the keys to resolving today’s most bitter conflicts at the border of physical and digital life.

The laws of disruption are divided into three groups, reflecting the major components of digital life:1. Private life—The struggle of digital citizens to control private data and ensure fundamental rights for their digital selves

2. Public life—The efforts of businesses to secure a robust technical environment and a competitive market free of unfair competition, protectionist policies, and dangerous new forms of crime

3. Information life—The development of economically sound rules for the control and use of information products and services, balancing incentives for creators with the need for reuse and collaboration of a new kind of consumer

THE LAWS OF DISRUPTION
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Understanding the laws of disruption is essential to plotting a course through the minefields of digital life, a frontier society prone to rapid booms and even faster busts, to winners and losers changing places in an instant, to consumer revolts and life-or-death lawsuits. Those who learn to harness them will shape the legal contours of digital life. They will lead the development of new markets and gain invaluable competitive advantage when launching digital products and services. Even more, they will determine whether digital life becomes a true democracy or a tyranny of the masses—a utopia guided by fundamental human rights or a virtual mob armed with pitchforks and torches, ready to burn every new innovation as a Frankenstein’s monster.

Our digital lives hang in the balance.





THE WEIRD

ECONOMICS OF INFORMATION

Non-rivalrous Goods and the Problem of Transaction Costs


Digital technology has transformed the market from one based on industrial production to an information economy fueled by ideas. To understand the opportunities and the risks of living a digital life, we need to understand the key ways in which information behaves differently—indeed, often the opposite—from traditional assets like oil, timber, and other commodities. Information, for example, doesn’t get used up, costs little to distribute, and often improves in value the more it is used. This chapter looks at the economic properties of information and the stresses they create for a property rights system designed around the scarcity of manufactured goods.






HEROES 

It was a fight over nothing.

In 2008, 12,000 members of the Writers Guild of America staged a withering strike against the major Hollywood studios. It lasted three months, interrupted dozens of TV series, and delayed several big-budget movies. Reportedly, the two sides collectively lost more than $2 billion. The sole issue in the dispute was when and how revenues from Internet and other digital distribution of entertainment would be allocated. But so far, no such revenues exist.

Online distribution of movies and especially TV is a recent phenomenon, powered by ever-faster data transmission speeds, the continued spread  of broadband technologies into the home, and improved protocols for file compression. It seems certain that profitable models for delivering Hollywood content to computers, personal digital assistants (PDAs), cell phones, and other non-TV devices will emerge. But in these early days, as with music before it, it isn’t clear what those models will be. Will they be supported by advertising? Will content be pay-per-view or purchased? Meanwhile, as with earlier less bandwidth-intensive content, much of the innovating is being done by users of YouTube, BitTorrent, and all the variations, who in the interest of speed and experimentation don’t bother with the niceties of obeying the law (Viacom has a $1 billion lawsuit in progress against YouTube and Google).

Why did the two sides risk so much fighting over revenue that doesn’t yet exist from channels that haven’t been invented? The writers say they took a stand in large part because they did not do so in the early days of video cassette sales and rentals. When the profitable models finally arrived, the writers believed they got a much worse deal. Because media sales and rentals now represent the largest share of entertainment income, missing the boat has been painful for the writers.

The studios argued that until it is clear how and when money is to be made from digital distribution, preassigning residual royalties to writers would limit the studios’ ability to experiment with different distribution and partnership models. (They made the same argument with regard to videotape.) Ultimately, new residual rates were agreed to for categories including downloaded rentals and sales, ad-supported streaming media, short clips, and promotional uses. Whether these prove to be favorable rates, or even the right categories, remains to be seen. Either way, media will continue to migrate to the Internet at the expense of other forms of distribution.




THE FIVE PRINCIPLES OF INFORMATION ECONOMICS 

It’s hard to say if anyone made the right decisions in the writers’ strike, in part because the tools for valuing intellectual creations, even for present uses, are terrible. You will look in vain at the balance sheets even of companies whose sole assets are information (much of the entertainment industry, as well as professional services such as doctors, lawyers, and consultants) to  find any useful measure of the current or future value of the company’s real assets. Even though management gurus sing the praises of developing a company’s “intellectual capital,” financial reporting systems ignore it.

Accountants refer to all the valuable information in your business—your information assets—as “intangibles.” As the name suggests, these are assets that never take a physical form the way factories and inventory do. Unlike physical assets, information assets are generally not counted in toting up the total worth of an enterprise. For the most part, a company’s human resources, brands, and good relationships with customers and suppliers—let alone its copyrights, patents, trade secrets, and trademarks—are left off the books. The value of the company’s information, at least as far as accounting is concerned, is pretty much nothing.

Why? Accountants have argued for years that information and other intangibles are so different economically from material goods that traditional methods of valuation just don’t apply. As an asset, they point out, infor mation behaves precisely the opposite of its tangible counterparts. Capital assets lose value as they are used, equipment becomes obsolete, and raw materials are depleted. Brands and reputations become more valuable the more they are exercised, in theory generating revenue forever. You cannot determine the price of a logo or a customer relationship with the same tools you use to depreciate a tractor.

That might be true, but it doesn’t explain why accountants have done so little to develop valuation techniques that do apply to information assets. The result, in any case, is that few managers understand what they are or how they work. Even CEOs of large companies regularly get it wrong when they talk casually about “trademarking an idea” or “copyrighting a word.” (You cannot do either.)

As information becomes more central to the economy, the failure to ac - count for its value has become dangerous. Executives, especially in public companies, are compensated on the health of their companies’ balance sheet. To the extent that information value doesn’t appear there, it’s understandable that many companies don’t put much, if any, effort into developing or even managing those assets.

That’s unfortunate, because the strategic cultivation of information assets can pay off in dramatic ways. Consider Harrah’s Entertainment, which  operates casinos in most places in the world where gambling is legal. When former business school professor Gary Loveman joined the company as chief operating officer in 1998, he decided to look for underutilized assets off the balance sheet. He found them, of all places, in the data warehouse. Like most casino chains, Harrah’s had implemented a rewards program that gave customers special benefits for using their membership cards while playing slot machines. Harrah’s was collecting vast amounts of information on its “factory floor,” but had done very little to put that data to good use.

According to Loveman, a detailed review of the collected information deflated some long-standing assumptions about how Harrah’s made money. Most of the company’s profits came from just 25 percent of its customers. Those customers were not, however, the “cuff-linked, limousine-riding high rollers we and our competitors had fawned over for many years.” Instead, Harrah’s discovered that the high-profit customers were regular visitors, many of them recent retirees. They made frequent trips to the casino and spent steadily, if modestly, at its gaming tables, restaurants, and hotels. Harrah’s quickly reconfigured most customer-oriented operations, including check-in, complimentary meals, and special promotions, orienting them toward the actual, as opposed to the presumed, best customers.

The result was a changed enterprise, one that consistently outperforms its competition. Even though the balance sheet never reported the value of the diamonds Loveman found when he looked in his data mine, his information assets were by no means worthless. In 2006, Harrah’s was sold to a private equity partnership at a price that valued the information at more than $1 billion, representing a 30 percent premium over the price they might otherwise have received. Today, Gary Loveman is still CEO of the company, a position he has held since 2003.

The writers’ strike and the Harrah’s story teach one important lesson about the economics of information: just because its value is indeterminate doesn’t mean it’s worthless. Not by a long shot. The writers and producers clearly didn’t think so, nor did the buyers of Harrah’s. Just to take another easy example, search giant Google has $20 billion in assets (mostly cash) on its balance sheet. But the company, even on the lowest day of the stock market in ten years, was worth nearly $100 billion—more than five times the book value. Somebody has figured out, at least in part, how to value the information assets.

Digital life is made up of a wide range of information types, including private data, speech, news and entertainment, business practices, and information products and services such as films, music, inventions, and software. The laws of disruption, as we’ll see in the coming chapters, organize themselves around the behavior of these information types. So before diving into the specifics, we need to understand a few key facts about information economics.

Let’s start with what it is economists do know. Most goods in our industrial economy, everything from stirrups to computers, fall into a category known as rivalrous goods. Rivalrous goods are those that can be possessed by only one person at a time and whose use is limited to that person or with whomever she might share it. If I own a barrel of oil, for example, then you don’t own it unless I sell it to you, in which case I no longer have it. Once it’s used, it’s gone forever—no one has it anymore.

There is, however, another kind of economic good—the non-rivalrous good. Non-rivalrous goods can be used by everyone at the same time; lim iting access to them is difficult if not impossible. The classic example is national defense. The army protects everyone, including those who don’t pay their taxes. Defensive missiles can’t be programmed to leave your house unguarded.

Information is also a non-rivalrous good. Once a composer completes a piece of music, everyone can perform it simultaneously. There is cost associated with its creation, and perhaps with marketing the finished product to interested performers. But the composer incurs no additional cost no matter how many times the work is played. When we’re all done, the composition is still there. In fact, it becomes more valuable the more freely it’s shared—it becomes more popular, maybe even a “hit.”

Until recently, however, many types of information could not be easily distributed without first being copied to physical media such as books, newspapers, or, in the case of the song, tapes and records. In that transformation, it lost its non-rivalrous properties, looking more like the barrel of oil than like national defense. It’s easy to limit access to the barrel of oil—there’s only one, after all. The song, which can be duplicated, is harder to control, but it’s still possible to exclude those who didn’t pay for a copy or pay for the right, as in radio, to broadcast it.

For information products, the ability to exclude is a function of law—the law of copyright, which makes it a crime to duplicate information without  permission. Copyright gives the composer the exclusive right to make or authorize copies. At the same time, it outlaws the production of copies by anyone else, including someone who purchased a legal copy. By limiting both the production and the use of the song, copyright transforms non-rivalrous information into a rivalrous physical good.

As digital technology makes it easier to distribute the song electronically, the alchemy of copyright is disappearing. Given the Internet, as everyone knows, it is now much harder to limit who gets to hear the song and when. Although legally the composer can exclude those who do not buy authorized copies of his work, his ability to police that right is increasingly expensive, often costing more than it’s worth. You can’t really stop people from humming your tune, for example, even if they do it out loud. And now you can’t really stop them from sharing copies of a digital recording, either.

There are, however, important reasons for using law to treat information as a rivalrous good. Laws that grant copyrights to composers are aimed at maximizing the value of the up-front investment that information producers must make. If copyright didn’t exist, you could simply buy a recording of the song, reproduce it, and sell your own copies. Because your total investment would be only the cost of a single copy, your version would likely be cheaper. The composer would find it difficult to recover his creative investment, making him less likely to undertake his important work in the first place. Ultimately, everyone would be worse off.

Still, copyright neutralizes some of the valuable features of non-rivalrous goods. Fortunately, this special power is limited. Even with copyright, some forms of sharing are perfectly legal. Libraries can loan out the same copy of a recording to as many people as want to hear or play it, one at a time. Fans who purchased their own copy are likewise more than welcome to loan it to their colleagues, or even to resell their copy to a used record store or through online services such as Amazon Marketplace or eBay. Copyright also has a time limit. In the United States, for example, copyright lasts from 70 to 150 years. After this period, the work becomes the property of the public to use however it wants. It becomes forever after a purely non-rivalrous good.

Moreover, copyright applies to the composer’s particular expression of the work, not the underlying ideas. The ideas in a song (love conquers all, love stinks) are non-rivalrous from the moment the song is written. Consider a 1996 case involving sports statistics. In the days before the Web and wireless data devices, Motorola sold a device called Sportstrax. Employees of the service watched sporting events on TV and entered key information such as who had the ball or who had scored into a computer system. A few minutes later, Sportstrax customers would be paged with short updates. The company was soon sued by the National Basketball Association, which claimed the pager violated their copyright in the broadcast of games.

The court disagreed. Sporting events are not “authored,” the judges noted, and are therefore not protected by copyright in the first place. Game data, including interim scores, are non-rivalrous. Today, pagers have given way to cell phones that can take photographs and access the Internet. Popular television programs such as American Idol have armies of fans who watch the show and write blogs about each performance even as they’re watching them. So long as the actual performances aren’t being copied, however, the commentary is perfectly legal.

The challenge for copyright and other laws controlling access to information, however, has always been to strike the right balance between incentives for creators and the value that the public derives from unlimited use. It’s a balance that is constantly being unsettled by the Law of Disruption. On the one hand, information technology has greatly lowered the cost of creating and distributing information, including books, movies, and recorded music. The same technology has also made it far easier to make and distribute unauthorized copies, in many cases perfect replicas of the original.

This is only the start of the weird behavior of information as an economic good. The five principles described below summarize the rest.


1. Renewability 

Information cannot be used up. Once it has been created, it can be used over and over again. In the end it is still there, in exactly the same condition as it began. Most new information, moreover, is created from other information, making it a renewable energy source. In electronic form, neither its production nor its use generates waste products that damage the environment. In that sense, information is the ultimate “green” energy.

The online encyclopedia Wikipedia, for example, is not written by hired experts. It is written by volunteers, who post articles on subjects they either  know or think they know something about. Within certain limits, anyone else can edit, correct, or change entries. Over time, the articles evolve into a useful and reliable form. No money changes hands in either the creation of Wikipedia or its use.


2. Universality 

Everyone can use the same information at the same time. Blog entries, news articles, and YouTube videos can be enjoyed simultaneously by an unlimited number of people.

Each consumer, moreover, may have a completely different reason for consuming the same information, and perhaps her own unique response to it. She may even be inspired to respond with information of her own creation. Facebook is made up entirely of user-generated content. Users in the same groups are constantly commenting on the status updates, photographs, and other information posted by their friends, and inviting each other to join interest groups or play information games.
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