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            CIA Required Disclaimer

         

         All statements of fact, opinion, or analysis expressed are those of the author and do not reflect the official positions or views of the Central Intelligence Agency (CIA) or any other US government agency. Nothing in the contents should be construed as asserting or implying US government authentication of information or CIA endorsement of the author’s views.

         
            Foreword

         

         This nonfiction account of the changes the CIA underwent over the course of my thirty-four-plus years of service is based on actual experiences. The CIA required four months to review this manuscript during the spring and summer of 2020, over the course of which I was pressured against its publication in ways both subtle and not. In ultimately yielding, the CIA redacted significant portions, primarily where the anecdotes cast senior officials in a bad light. In the Trump age, image was everything at the CIA, and the Agency was fearful of what might provoke the president’s next outburst. At its own peril, and that of the country it is charged to protect, under both Mike Pompeo and Gina Haspel, the CIA’s leadership agonized over controlling and shaping that image.

         In maintaining my oath to the Constitution, legal obligation to the Agency, and moral commitment to the agents I recruited, ran, and managed as a senior spymaster, I changed all the names, aliases included, and distorted descriptions and details that might facilitate their identification. I extended this same protection to colleagues, regardless of their role as forces of good, or bad, in the Agency’s history. It’s important from the outset to understand that the term agent refers to a recruited foreign spy operating on the CIA’s behalf. The American CIA staff who recruit and clandestinely handle these agents are case officers, not agents.

         I chose “war stories” about agents and operations that best reflect my experiences and express the themes on which I was writing. So as to avoid endangering agents or compromising classified information, I necessarily had to dance around revealing details such as locations, nationalities, physical appearance and attributes (including gender), and time. There were cases and operations too sensitive for me to discuss in any fashion, and others the Agency censored in their entirety or in bits and pieces, most often to protect its image rather than the operations. The final product sufficiently obscures while still illuminating the rather extraordinary life I and other CIA case officers had the privilege to lead.

         CIA requirements did, however, detract somewhat from the narrative, regrettably creating vagaries and gaps I am not at liberty to explain. For example, because I am precluded from providing explicit references to living undercover or even the mention of specific US government facilities, or American officials residing abroad, the task of narrating a spy’s life was somewhat more complicated. It certainly frustrated my editors! In the end, these impediments, while challenging, do not detract from the story’s fundamental message that the CIA is a critical institution to American national security, but one at a crossroads and in need of significant reform. Espionage is about people: their strengths, weaknesses, drives, eccentricities, and fears. More precisely, espionage is about the human soul, and the ability of those who can see therein. That goes for the agents we recruit to spy against their own, as well as the Agency officers who bear responsibility for discharging the mission.

         While I apologize in advance for the occasional painfully vague and convoluted explanations that dance around the passages, and wording struck down by Agency censors, I ask the reader to focus on the people and their stories. See into the hearts and souls, as I did for almost four decades, of the spies, the agents, the bureaucrats, politicians, and intelligence careerists. Do that and you will find what it is that brings life to the world’s second oldest profession. Spycraft, a trade deemed by many as distasteful as the world’s second oldest profession, is charged with a noble mission and is guided by an ethical code; and it is practiced by an assortment of heroes and villains, flawed characters all, me included, on all sides.

      

   


   
      
         
            Prologue

         

         The first time anyone referred to me as a spy was 1986. I was living in the Middle East and meeting a host government official whom I had been cultivating for several months. “Bilal” had invited me to his house late in the evening, as he liked to do, when the streets were quiet, the household staff gone, and his family busied themselves in their part of the large house. As was our custom, we sat on his veranda, sipping the Johnnie Walker Black I regularly gifted him, eating nuts, and looking at the stars.

         Bilal liked to talk. And the first thing you noticed was his ear to ear smile while relating stories, telling jokes, or simply cracking wise at your expense. Playful and impish, Bilal loved to tease. He provoked and relished arguments as a pastime, studying how best to get a rise from someone and hit a nerve. But Bilal was quick to retreat when sensing offense. He was, as are most of the Arabs I have known over the years, a caring and generous host.

         Some twenty years my senior, Bilal had slowly, cautiously, taken me into his confidence, testing me often along the way for discretion, all the while working to mask his true self. That’s how Bilal operated. A successful career official despite hailing from a minority ethnic group and tribe, Bilal had early on managed to balance performing his job exceptionally well with playing the fool. He possessed a unique set of linguistic and cultural skills that his government prized, because these abilities allowed him to effectively engage with one of the country’s principal rivals. But he downplayed his own ambitions and subordinated his tribal loyalties as his seniors scrutinized him as a potential threat. And by seniors I refer to those at the upper echelons of authority within his organization. Bilal managed to catch the eye of seniors to whom he proved both useful and loyal, showing them what he knew they wanted to see. My task was to peel back the layers he presented me, one by one.

         I developed a pretext to meet Bilal early into my assignment. I was interested in him based on feedback I’d received from colleagues outside the Agency. Bilal was forthcoming, pro-American, and decidedly unpretentious, all rare traits among the local officials we normally encountered. Unlike his ethnically mainstream colleagues, Bilal appeared to seek greater validation from his official American contacts, a desire to be liked and respected. I hoped and suspected there was more to it. Was Bilal testing the waters?

         Over the course of months, Bilal and I had gone from meeting at his office, to the occasional lunch at a discreet location, to quiet, weekly evening meetings on his veranda. That’s not the school solution that aims to decreasingly conceal such relationships from public view, but which is at times a byproduct of relationships, local operating considerations, and practicalities. The goal of a case officer is to move relationships that might begin in the open to a genuinely clandestine footing as soon as practicable. Our conversations spanned history, religion, and politics, to families and personal experiences. Bilal was far more intellectual, well read, and complex than he liked to let on. From meeting to meeting, he shared increasingly revealing insights as to how things really worked in his country, and why. But it was several meetings before Bilal uttered even the least critical word about his fellow nationals, weeks before he acknowledged their ill treatment of his minority group, and still more time before he confessed deep resentment for their discrimination and repression.

         Case officers have to be efficient with their time. The job is a lifestyle in that one must account for every minute of the day toward an operational purpose. The clandestine work of securely recruiting and handling agents requires expertise in, and manipulation of, the environment, as well as the people in it. It’s a rather time-consuming trade with deliberate attention paid to shaping one’s recognizable pattern of life so that you can disappear when, and as, necessary. There’s little time to waste drilling dry holes. If you’ve invested pursuing a target who will never succumb, you’ve missed those who might. So a case officer’s most prized gift, as a friend once so indelicately put it, was “smelling blood.” That is, the sixth sense to sort through contacts and quickly penetrate veneers to size up who’s willing to spy. I smelled blood with Bilal.

         I was on my first overseas assignment and young even relative to typical junior officers. While Bilal was intrigued by my willingness to banter and my blue-collar background that was different from most of my diplomatic colleagues, I nevertheless treated him as a mentor. My professed interest was to learn, particularly what he could teach me about his group, and how his ethnic minority status helped or hindered him within his ministry, and while serving abroad. I teased and provoked as well, which he liked. But I knew when to be serious and, at the right moment, philosophical. There was great intellectual depth to Bilal that he kept bottled up inside, and with it, great loneliness. It’s not easy to be “on” all the time, particularly when playing a role.

         Bilal eased his way into more delicate and revealing subjects through stories and metaphors. Over time, he increasingly allowed me to probe and deconstruct those metaphors for the reality in which he lived, identifying the motivations I would manipulate to leverage his cooperation. Peeling back the layers on someone’s soul and most inner space requires shifting gears to identify and in turn seamlessly leverage what you’ve found. The testing and probing confirms or refutes the needs, wants, and fears you have assessed, and an openness to your approach. But unlike a surgeon working off of X-rays, at times it’s a surprise, so you go with your instincts and feel your way. Bilal tested me for discretion at every turn, just as I tested him. Sharing risk, even if feigned and perceived, is a key in moving through the locked doors of someone’s soul. In the process, I foreshadowed who I really was, and my true agenda, but nothing from which I couldn’t mount an expeditious if dubious retreat.

         On this particular evening, I planned to pitch Bilal, that is to say, ask him to become a clandestine CIA agent. First comes the setup. I recapitulated all that he had taught me about his country’s magnificent people and potential, as well as the unfortunate consequences of the manner in which it was ruled. Replaying Bilal’s own pronouncements and declarations, I highlighted the personal slights and offenses to which Bilal had been subjected, an effort to increase the emotional temperature of the conversation. Because he was forced to restrain his true sentiments, I articulated Bilal’s frustration in watching inferior men from the right families and cliques advance, and how that at times those promotions were based on the work he himself had done for them. But I praised Bilal for outsmarting them, for playing them to seize opportunities to better serve his country and still advance his career. “It was Allah’s will that we met,” I resolved, “inasmuch as I am sure he crossed our paths not only so that we might become friends, but so we can together accomplish something bigger than ourselves.” An appeal to Bilal’s genuine religious beliefs, and not a material reward.

         “I was protecting you…I couldn’t tell you earlier…I wasn’t ready to burden you with maintaining my security,” I told Bilal, “but I am in fact a CIA officer. My job is to collect information beyond the surface that the US can use to more effectively support your country’s stability, prosperity, and protection. Information that your country deems secret out of concern for embarrassment.” Bilal would undoubtly feel I had lied to him about my CIA identity, so I wanted to appeal to his interests, not my own.

         “US aims here are benevolent,” I continued, “but even friends need to see the realities, good and bad, to help one another. That’s where you can help.”

         Bilal listened attentively, and despite his usually animated comportment, watched my eyes without expression, taking in and measuring my each and every word and corresponding emotion. I continued, “Your inside knowledge of the country’s plans and capabilities with this particular rival, and broadly across the region and with the US, is underappreciated here, as you have said. But it would make an immense difference in America’s understanding and capacity to act more effectively to support stability and mitigate the risks of miscalculations from which everyone suffers.” I leaned closer to Bilal. “This is what you’re doing already, and why. To make a difference. To contribute. You subject yourself to degradation and risks, keeping true feelings tightly locked away, playing your superiors so that you can make a difference.”

         He exhaled. I’d hit a nerve. “You attend meetings and read reports of a daily nature on subjects with which you are expert. That expertise could do more for your country if shared with us, given how your superiors neglect it. Partner with us, Bilal, and together we can achieve what you’re working so hard, by yourself, to accomplish.” The specificity of our expectations and the agent’s risk is key.

         My pace was steady, but not rapid. Not easy for a New Yorker like me. I wanted Bilal to hear precisely what it was he was being asked to do, and why, and to help him process the reality as opposed to what he might imagine. You’d be surprised, or perhaps you wouldn’t be, at the crazy things people expect the CIA to ask them to do. Kill people, break into locked safes, sabotage equipment. In reality, the last thing we want agents to do is put themselves at risk by acting in any way out of pattern. “An added benefit for me,” I explained, “would be the ability to contribute modestly to your family’s well-being.” I wanted to tie the money to a specific family need, not the cash itself; to help him rationalize his espionage toward a more noble purpose, as for his family, and to provide him the fig leaf that taking the money was doing me a favor. “It will make me feel like a better friend knowing you’ll be able to use your monthly CIA consulting retainer [citing the precise figure the CIA censors will not allow me to reveal], to help pay for the kids’ tuition…helping your country, and your family.”

         When I finished my pitch, I had laid out why I was making this request, the reason I had not told him earlier about my CIA affiliation, precisely what he was being asked to do, his compensation, and how we would do it. I paused for his response. You prepare for the questions, concerns, emotional reactions, or arguments that might be put forward. In the business, we call this sparring. At times the reactions are predictable, but on occasion they’re unexpected. And for me, this was the first time.

         “So, Douglas, you are a spy?” Bilal replied more rhetorically than inquisitively. “And your job is to steal my country’s secrets. So how do I know you can be counted on? To protect me? My family? Have you any idea what they will do to me, my family, if I am caught? What would my father think of me?”

         There it was. A spy. For the first time. And I rather liked it. To answer his question about how I could be counted on, I replied, “Because I’m not alone. It’s not just me, but the CIA, an organization that prizes your security more than any information you might possibly provide. When you work with us, you’re part of a team.”

         “What other spies do you have in my country?” Bilal asked. “How can I trust you if I do not know you are capable?”

         “How could you trust me if I ever revealed their identities?” I responded. “I would sooner give up my life than reveal your identity, or that of any other who took such risks for their country, and mine.”

         Bilal smiled and said nothing for a moment.

         Thankfully, Bilal said yes. Not immediately, mind you. Bilal walked me through all manner of scenarios he might experience, but principally, it seemed to me, he wanted to know whether or not it had been a setup from the start. Though it had been, and Bilal would always suspect as much, I told him it was serendipity. This offered him the face-saving pretext he so dearly hoped I would provide. You might say it was to ease my own guilty conscience, but I believed Bilal had been looking for this, for me, for someone. Bilal, like most agents, didn’t want to see himself as a traitor, but rather, a victim. More philosophically for him, a victim of destiny, and a quiet hero. And that’s what case officers do to help their agents live in the very complex world of espionage.

         Corny? The emotion, the flowery words, the animation? The theater? Of course it is. But that doesn’t render it untrue. Being dramatic doesn’t make it insincere. I’m selling something, a product in which I believe, and to someone who secretly yearns for it. What I am asking, and the possible consequences, warrants drama and emotion. Yes, culturally, one could say that Arabs are often rather emotional, so my pitch was aligned as such. But who wouldn’t be emotional if asked to commit their all? To risk not only their lives, but to subject their family to whatever local consequences might result. Everyone needs validation, but even those at the end of their ropes can smell insincerity. Bilal knew I meant every word I said, because I did. When he agreed, I knew he was committed, body and soul. And that’s why we owe our agents more than seeing them as mere employees, or worse, expendable.

      

   


   
      
         
            Where Have You Gone, George Smiley?

         

         The CIA finds itself today at a crossroads. It’s an organization that has sought to reinvent itself after the debacles of 9/11’s intelligence failure and its subsequent ethical compromise in facilitating the Bush-Cheney fabrications that justified America’s invasion of Iraq. Years of trying to be what it thought necessary to survive its greatest existential crisis since Watergate, the CIA fundamentally changed its core mission, values, and culture: a metamorphosis designed to earn White House approval and guard itself from the encroachments of the Department of Defense and the FBI, agencies seen as threats that might steal its turf and authorities, and perhaps swallow the CIA whole.

         A slippery slope of compromises, facelifts, and revised narratives justifying a unique set of capabilities and authorities undertaken to preserve the Agency would instead leave it barely recognizable for the institution it was meant to be. Established in 1947 as a small, elite, independent, civilian, and nonpartisan foreign intelligence service, the CIA’s charter was intelligence collection, analysis, and covert action. Freeing CIA from association with defense, law enforcement, and diplomacy theoretically protected it from grading its own homework as a policy maker, as was the case for the Pentagon, the Department of Justice, and the Department of State. Small, under the radar, and relatively chaste from the political pressures of its larger counterparts, the CIA was intended to speak truth to power.

         After 9/11 and Iraq, however, the CIA’s leaders anxiously bartered the organization’s soul for its survival, and their own. In so doing, to save itself, the CIA actually became more vulnerable to the risks it most feared. The CIA undermined its credibility and moral high ground by allowing for the political weaponization of the intelligence it gathered. By seeking to offer a replication of the military and FBI, albeit one more agile and efficient in overcoming those larger agencies’ bureaucratic and legal constraints, the uniqueness of the CIA’s capabilities, culture, and value was invalidated.

         Not that the CIA was perfect before 9/11, nor was it free of compromising itself for the approval of whatever administration sat in the White House. The CIA’s public history is replete with scandal and failure. Largely, though, such mistakes were acknowledged for what they were—transactional more than systematic—aberrations in which the CIA lost its way. They were not reflections of what we wanted to be. And as sensational as these failures were given the public exposure, they were dwarfed by the successes preserved in secret. The mistakes did not change the CIA’s fundamental ethos, its risk calculus, or the standards to which we sought to live. The post-9/11 changes are more profound, and as such, more threatening to the CIA’s ability to provide the mission for which it was intended. Fundamentally, this mission is to serve as the nation’s premiere foreign intelligence service for collecting and analyzing secrets, and for conducting necessary and legally sanctioned covert action directed by the president and briefed to Congress. And the first warning sign that the CIA was beginning to slide down that slippery slope might have been something as silly as how we allowed for the perversion of the word, spy.

         Have you ever seen the 1986 movie Spies Like Us, starring Chevy Chase and Dan Ackroyd? One of my personal favorites, it was a farcical take on espionage and the 1980s so-called Star Wars ballistic missile defense initiative. No, it’s not required study material, but besides being entertaining, it offers two immediate learning points. The first is that Dan Ackroyd has aged far better than Chevy Chase, and the second is that the term spy has lost its luster.

         Growing up, I recall the term spy defining a noble endeavor when associated with the “good guys.” Granted, I have a special place in my heart for the film, having seen it during a break toward the end of my training with my fellow suffering trainees. There is absolutely nothing accurate in the movie, which is probably why it was so fun, but it says something to me about the change in our country’s outlook on intelligence, and, most relevant to this book, the CIA’s culture. Would it have been half as catchy if titled, Intelligence Officers Like Us? While a rose by any other name might smell as sweet, there’s far more intrigue, drama, and, dare I say, romance associated with the term Spies than Intelligence Officers. Words matter.

         So it came to me in the middle of what was an otherwise blissful sleep, that I had a story to tell about my thirty-four plus years in the world’s second oldest profession. Actually, I’d argue espionage is the very oldest, since after all, it might help identify and locate a brothel in the first place. I must admit that the two professions are not entirely without certain practical similarities. Both tend to be a cash business, and like those other professionals I’ve spent an inordinate amount of time on a street corner somewhere, or picking someone up.

         There’ve always been good spies and bad. The ultimate test of good or bad depends from which side you are looking. In the United States these days, in any case, the term spy has taken on a rather negative connotation, particularly in the aftermath of the damage done by a series of notorious traitors such as Aldrich Ames, Robert Hanssen, Edward Lee Howard, Harold Nicholson, and yes, Edward Snowden. While fancying himself a whistleblower and victim, with an unfortunate and unaware following, the truth about Snowden is hardly noble. But that’s not my story to tell, at least not today.

         Even the famous British traitor Kim Philby, following his discovery, was more commonly referred to as a mole rather than spy, inasmuch as spying for Queen and country as a case officer for the British Secret Intelligence Service, or MI6, was his “day job.” In the early 1980s when I began my service, it was considered rather honorable to speak of ourselves as spies, since we were the good guys. We were the shadow warriors of espionage protecting the homeland, whether it was stealing our adversaries’ most prized secrets or going where our uniformed service members could not to disrupt a threat. Influencing world events from underground, we operated from behind the scenes so as to prevent the need to actually go to war. Our leader at the time I entered duty, William Casey, then holding the portfolio as director of Central Intelligence (DCI), not merely director of the Central Intelligence Agency (DCIA), had himself been a member of the wartime Office of Strategic Services, or OSS, from which the CIA was born. Casey was not without his own sins, but certainly he infused the CIA with the traditions and mentality of a spy service.

         At first blush I must agree that it seems a waste of energy to make much ado about how we currently use the word spy. It’s not fundamentally what this book is about, but rather was the trigger for it. I thought as much myself, initially, suspecting that the cringe I felt for the use of this word was merely the consequence of aging and coming to the end of my active career. Was I now that curmudgeon rocking on his porch, observing the neighborhood and mumbling incoherently about those meddling kids, loud music, lost values, and disrespect for traditions? But upon reflection, introspection, and clinical consideration of how both espionage and American politics evolved over my lifetime, I came to believe that there was something more to my errant thought. Something worth exploring. Espionage had become more politicized, and in a way that profoundly altered the CIA and its service in protecting the homeland.

         Now wasn’t the first time nor would it be the last that our nation’s leaders would seek to use the CIA as an instrument of political leverage. But this was different, profoundly dangerous, and quite possibly irreversible. The CIA was compromising its objectivity and integrity to tell its masters what they wanted to hear and divine solutions for their political interests. Proposals that stretched the CIA’s unique legal authorities and profound capabilities, but which were at odds with the nation’s interests. Actions that would undermine the organization’s credibility with intelligence consumers, the workforce, its foreign partners, and ultimately, the American people.

         One can debate whether the CIA was used in the right causes over its history. But those who led the CIA during its existential crisis after the events of 9/11 and Iraq fundamentally altered the Agency’s very soul, undercutting its capability as an espionage service. While seeking to boost the organization’s value to successive White Houses, CIA executives enabled politicians to undermine the Agency’s core mission. And under Trump, its very credibility. A vicious cycle that rewarded patronage over merit and nurtured risk aversion. Running the CIA was now a vicious cycle that rewarded conformists, cronyism, and fealty. Unquestionably, CIA officers took heroic risks in conflict zones throughout the world, suffering casualties along the way. But operating in this covert action realm, with CIA leaders patting one another’s backs for their expeditionary spirit, merely replicated a military capability owing to the Agency’s innate agility and generous authorities. Regrettably, this slide came at the expense of foreign intelligence collection needed to avert such crises in the first place.

         Agency officers have their own political views and opinions, but they do not operate in a partisan world. They might not agree with the politics of a particular policy, but they execute without hesitation at full throttle. They do not obstruct, slow roll, or operate in any sort of “deep state” cabal. Today’s DCIAs, as did their DCI forebearers, however, inevitably do operate as partisans. Understandable, inasmuch as they are presidential appointees, regardless as to whether or not they were a service careerist, as was DCIA Gina Haspel and DCIA John Brennan. Upon moving into the CIA’s seventh floor executive suite, their job is to support the president’s policy, and those who wish to retain their positions for any significant period of time push back and rock the boat ever so cautiously. It’s a mindset that certainly skews their sense of what’s best for America, or CIA.

         I served under six Republican and five Democrat administrations. I witnessed changes, often cyclical, with history unsurprisingly repeating itself now and again. But post-9/11, the Agency became an increasingly toxic environment, today’s political environment only adding to that dynamic. Politicians from across the aisles share responsibility, as does the media. The very nature of espionage practiced by a secret government agency operating in an open society makes defending itself and its work more problematic. CIA can’t defend itself against those political leaders who spin, cherry-pick, or falsely depict its intelligence for partisan gain. The Trump administration’s disregard of congressional oversight’s checks and balances and the integrity of the inspector general process further imperiled CIA’s ability to speak truth to power.

         The CIA is an organization that must practice an unethical art in the most moral, just, and ethical manner. But in truth, the CIA had already brought much of the damage upon itself long before the forty-fifth president of the United States moved into the White House.

         Perhaps it’s best for me to begin by framing my story and managing your expectations. I adored being a CIA case officer. A former chief for CIA’s Near East and South Asia Division within the Directorate of Operations, for whom I once worked, had a wooden plaque in his front office that summed up the spirit succinctly. “Espionage is Good.” As serious of a business as it is, with the high stakes of lives on the line, God forgive me, it is incredibly fun. This by no way means to suggest that I ever approached the work without treating it with all the intensity and seriousness it demanded. But it’s not “a job,” and it can’t be executed best without relishing the excitement and satisfaction of doing it right. It’s a career and given all the frustrations, sacrifices, risks, and demands the job entails, you have to enjoy the life in order to commit to it with the standards that the responsibilities require.

         Every organization has to change with the times. It evolves as the world changes around us, and is influenced by successive generations. It’s not about yearning for the good old days, presupposing that things were better, simply because they were different. The CIA no doubt should be different today than it was in 1984. And to be fair, what organization is perfect and without palace intrigue, climbers, failures, and injustice? Still, stepping back, there was something deeper. Not just wrong, or merely different, and more profound than a questionable policy at any given time. I realized it was rather like the fable concerning the frog in the pot. You know the one. Where the frog is tossed into a pot of tepid water, unable to sense the temperature’s incremental increase until it came to a boil, by which time it was too late for the frog to leap to safety.

         If the metaphor held, and the CIA was like the frog in the pot, then when had the temperature begun to change and why didn’t anyone notice? Or did they notice but simply not care? Perhaps the CIA was mortgaging one existential threat for another, with payment due on another’s watch. My tenure accounted for roughly half of the Agency’s lifespan and unfolded quite symmetrically across seventeen years on either side of 9/11. Chronicling my time, a case officer’s life over that span, brought me to the realization that the Agency’s cultural change that began with 9/11 gained speed over the ensuing years. We were not merely doing things differently, but rather, we were different. And not entirely for the better.

         CIA had been taken down this path by a leadership that in the years following 9/11 developed into a cult of personality. The senior ranks became an evermore homogenous collection cut from the same mold, focused more on ambition than the mission, the organization, or the workforce. While there were thankfully brilliant exceptions, the cadre had drunk their own Kool-Aid as to their own brilliance and worth.

         Whether or not you’ll find any of the stories I’ve included in making my points to be salacious might be a matter of perspective. The very idea of former CIA officers writing about the Agency is a contentious issue among my peers, and one about which I find myself likewise conflicted. Some colleagues argue that to “Honor the Oath” means to stay silent. I’ve come to believe that such silence equally requires the Agency’s leaders to conduct themselves selflessly in the best interests of the country, in adherence with the Constitution and the Agency’s legal authorities. Doing the right thing, for the right reason, regardless of political pressures or self-interest, can be a rather high bar for even the most ethical and righteous. But it goes with the territory given the scope of responsibility and price of failure.

         When I think of a spy, an image arises of George Smiley’s character in the John le Carré novels. Smiley would find himself variously behind enemy lines in the midst of a war, outfoxing the hunters on the wrong side of the Iron Curtain, or leveraging his powers of persuasion in signing up a new agent. But in all such cases, he did so with wit, cunning, innovation, and verve, not brute force. Yes, he carried and necessarily brandished a weapon in self-defense at times, but if he was a soldier of any sort, he was a silent warrior. For spying is not about the size of the dog in the fight, but the size of the fight in the dog. Chess matches are won by the ability to see through the fog of war and leverage human dynamics, and to look multiple steps ahead, anticipating future moves and their consequences. That was the mindset of the CIA Clandestine Service I joined in 1984. Today, I fear it’s not even the model to which CIA still aspires.

      

   


   
      
         
            Just Another Night…

         

         The house was quiet, dark, and perfectly still. The kids were long asleep, tucked into their beds with songs and bedtime stories. I gave my wife a light peck on the cheek before quietly closing the bedroom door behind me. For them, and most people in this city, the day was done. Mine, however, was only just beginning. I paused at the top of the stairs, moving stealthily, and hoping to cast no shadows. A quick peek through the slightly drawn curtains of the upstairs landing window offered no evidence of the older model, four door sedan that routinely loitered at the end of the street, two or three shadowy silhouettes within. Descending downstairs to the study, it was time for my pregame. I checked my go bag for what I’d need this evening.

         The compact backpack offered a number of useful pockets to organize my gear. A hat and light jacket to change into at just the right time to alter my profile were stuffed into the large, middle cavity. Some water for my journey fit snuggly in a side pocket. A few pens, a red penlight, and several three-by-five index cards were placed in a small front pocket. Some of the cards were blank, and others had keywords to remind me of the questions I needed to ask. Enough to trigger my recall without divulging the entirety of the question or topic, were the cards to fall into the wrong hands. A thin, zippered interior pocket contained two envelopes. One with US dollars, for the monthly salary I was to pay, the other in local currency, for expenses. Oh yes, there were also some small stones in my pocket that I could use to scare away the city’s many rabid dogs I might encounter, and a can of pepper spray for still worse contingencies given the parts of town I’d be transiting.

         My uniform was that of the odd, eccentric Western tourist who might be out and about in such a city, and at this time of night. Jeans, running shoes, a loose-fitting shirt with pockets, and an admittedly goofy looking baseball-style cap. I would exit the house from the back, keeping the rear patio dark, and slowly slide the door open and closed to minimize the noise and reduce the emitting ambient light. The heat and humidity immediately hit me as I opened the door and slipped out from the air-conditioned house, my glasses instantly fogging. While the host government security service’s surveillance team that routinely kept an eye on me had not been visible through the window, there was no sense in taking any chances. And why did I have to be concerned in the first place?

         Friends and foes alike play “spot the spook.” Every country wants to protect its secrets, even from friends. Truth is often revealing in competitive international political and economic realms, and more important, compromising. And sometimes, the truth is simply embarrassing. But for rivals and adversaries, the interest in protecting secrets is more profound. This country was no friend of the US, and one that often sought to attribute its own internal economic and security problems to America’s meddling. So my precautions here were anything but academic.

         I’d exit through the back alley and trespass, ever so cautiously, through the yard of the adjoining home. Luckily, they had gotten rid of their pesky dog. This would lead me to the series of quiet residential streets I’d work through to make my way to a more heavily trafficked thoroughfare by which time I ought to be beyond whatever surveillance bubble covered my house, and from where I could catch my first taxi.

         Some time, several taxis, a great deal of walking, and a few countermeasures later, I found myself black. It’s an incredible sensation. You are off the grid and invisible to your enemies. Eerie silence perhaps to others, but not to me. The stillness and darkness is akin to moving through time and space as if the rest of the world is standing still. It’s the time as a spy when you have disappeared into your clandestine dimension. You are now entirely immersed into the darkness of the night and the randomness of the city you have so thoroughly cased. Each and every one of your senses is alive, like those of a predator. You register, filter, and identify every sound and movement for danger. Even the neighborhoods you traverse have different smells, feelings, chemistry that you understand and manipulate to keep the enemy at bay. No one knows who you are. You’re just an obscured shadow on the street. You are unseen to your enemies, the hunters trying to catch you in the act of espionage, seeking to identify your agents and compromise your operations.

         It’s an exhilarating feeling of power and control. A sensation perhaps shared by military Special Forces operators and, conversely, criminals. But, whereas they normally operate in teams, the case officer works alone. In fact, not even other intelligence officers, those who do the targeting, analysis, operational support, and administrative work, can fully appreciate the experience. You are master of your domain. Not arrogance, but confidence, the certainty you must possess in order to shoulder the responsibility for your agents’ lives and their secrets, which you must safely secure, vet, and transmit home. You’re about to conduct a clandestine operational act to meet a penetration of the local government’s most sensitive institution in order to steal their most highly guarded secrets. Information that very well can save lives or influence policy decisions to your country’s advantage, and that enhances the safety of your fellow citizens.

         I make my way to the initial contact point. There is little to no activity on the street and I’m deliberately a bit early. Timing is everything, and I need a safe spot from which to hunker and observe without heating up the site. After all, a clandestine act is intended to be hidden, not disguised. I have a story in mind should a suspicious casual approach, or worse, a cop. How many hours had I spent in my career waiting for someone in the darkness? Sitting in parked cars or standing in the shadows of some back alley, the weather seemingly always either unforgivingly hot or brutally cold. Or occasionally inside a more comfortable, climate-controlled safe house or hotel room, watching the door and waiting for the sound of footsteps, and a knock. Still, there’s a certain feeling of security in a car or on the street, from which you can make your escape. There’s nowhere to go if trouble finds you in a hotel room or safe house.

         Precision is key to security, but agents’ discipline varies, despite it being in their best interests to execute a plan as directed. Minimizing exposure means engineering contact that is ideally never witnessed, but if so, would appear plausible to the casual observer from afar, and able to withstand scrutiny if challenged. My agent was exceptionally sensitive this night. He was a senior official within his ministry who could at best safely steal an hour or so away from family, colleagues, and responsibilities no more than once a month to meet. Leaving him standing for more than a few minutes was a risk. And despite my sensation of invisibility, loitering too long myself would eventually heat up the spot where I stood. Someone might notice. Someone might call the police. So our window was deliberately short. If neither of us arrived within the margins, we would revert to another prescheduled time and place, thus negating the need to communicate via any electronic means. Phone and computer communications, after all, were forever. To me, they were the devil.

         I caught his tall, lanky silhouette from a distance. At least, I certainly hoped it was him. A little late for my taste, but still within the window. As he drew closer, his familiar gait providing me a sense of reassurance that slowed my rapidly beating heart, I likewise began to move. I liked “Ilyes.” He had a presence. Imposing, thoughtful, distinguished, and eloquent with a booming, albeit understated professorial delivery that concealed his deep passion for justice. Ilyes was a successful and now senior government national security official. In fact, his career was very much on the rise when we first crossed paths. Assigned outside of his country at the time, parroting the party line with foreign counterparts while hobnobbing on the diplomatic circuit, Ilyes wanted for little. He enjoyed a relatively good salary, housing, and the perks that came with being part of the elite. But Ilyes had a deep sense of right and wrong, honor, and the most romantic sense of chivalry. He often quoted to me, and those I had followed, the line attributed to Edmund Burke, “The only thing necessary for the triumph of evil is for good men to do nothing.”

         Ilyes, a productive reporter for many years, had been recruited long before I even joined the service. He took his turnovers in stride, patiently teaching new handlers some of the more useful and practical skills their instructors omitted at the Farm, the CIA’s training facility. An ever-professional demeanor, never did I hear him utter a vulgar word. Even his deep-seated hatred for an oppressive government was offered in restrained tones, careful as he was not to undermine his reporting credibility with bias. Ilyes reported the facts, readouts of meetings he attended, internal dynamics, and best of all, documents. His reporting provided insight on leadership security strategies, policies, and dynamics that served US policy makers well, given the regional tensions and the poor state of our own bilateral relationship. Not one to ever let down his guard, simply getting Ilyes to smile at one of my attempts at wit, or rewarding me on even rarer occasions with a joke of his own, was a victory.

         Coming upon one another, we paused briefly, enough for me to ensure all was well through a brief series of questions concerning safety and matters of urgency we refer to as “the mad minute.” I outlined what would follow during our meeting and guided him along a walking route I had previously cased. I’d be able to collect the documents he had brought while debriefing him on their content and other matters of interest. We’d need to find a place to stop, now and then, for me to pass his salary, review his expense accounting, and take any notes I couldn’t manage to capture while we were on the move.

         A brief word on money. It is often the grease on which case officers depend to make espionage work. But the CIA is a US government agency bound to the same processes and accountability as any other. Our management is flatter with more delegated authorities to the field so as to address the time-sensitive risks and opportunities inherent in the dynamic and often perilous nature of operational work. And its classified nature requires protecting details that might compromise sources and methods. Still, case officers require a formal, bureaucratic process of approval, audit, and certification to secure money for operational expenses and agent compensation that is memorialized in end-to-end documentation as it is in any taxpayer funded government institution. It’s merely done with more protections, delegations of authority, and appropriate classifications.

         Salary requests must be proposed, supported by a reasonable explanation concerning amount, and approved both in the field and then again by ranking officials at CIA Headquarters. The same goes for any obligations or commitments made to an agent for which the taxpayer bears the cost. And yes, receipts are required, per normal government standards, or a suitable personal certification when circumstances do not allow. Still, there’s a uniquely profound level of trust that is not found in any other US agency.

         An illustrative example is one in which I provided a cash payment to an agent in an amount sufficient to buy a plush New York City condo for contributions in thwarting a major terrorist operation. I delivered the heavy satchels of cash alone during a clandestine meeting, no witnesses, no body cam. I came away with the scrawled X my agent affixed to a handwritten receipt I had prepared, which I then submitted along with only my attestation as the official accounting. Trust like that, however, is earned and proven not only through deeds, but with the most exhausting and painful security reinvestigation process that makes passing a kidney stone a preferable experience. One undergoes such reviews multiple times throughout a career, and they can come randomly, at any time.

         Clandestine agent meetings have to be conducted in a rather short period of time. The longer you and the agent are exposed together in public, the greater the risk, regardless of the tradecraft and precautions that endeavor to conceal the contact from view. Case officers have to prioritize the short time so as to address the most important intelligence questions, review security, make meeting arrangements, offer training when required, provide new tasking, and accomplish the necessary administrative requirements. All this must happen while possibly in a moving car during the hours of darkness or on a brief walking meeting, as was the case with Ilyes on this night.

         One more thing, perhaps the most important, is that all of this business can never appear to the agent as business. It must be conducted while leveraging rapport, assessing the agent’s state of mind, and while reinforcing and gauging the very motivations and considerations that leveraged the agent’s cooperation in the first place. It’s espionage, but it’s also deeply personal. So, in the course of the exchange between Ilyes and myself, I share a generous amount of banter and conversation concerning family, sports, and personal subjects both mundane and dramatic. It seems casual on the surface, but such topics are employed and manipulated not only for atmosphere but likewise to answer specific questions, ease into sensitive issues, and address agenda items.

         Espionage is about relationships. Agents are all human beings with hopes, dreams, fears, and communities. Even the ever-reserved and proper Ilyes. They don’t want to be treated like prostitutes, nor even employees, and they deserve respect. You dehumanize them or otherwise take them for granted at your own peril. The bond is everything, inasmuch as it facilitates the trust that is absolutely necessary to make the entire enterprise work. It’s a reality that’s hard for anyone else in other occupations to fathom. The case officer has to make the agent feel like a friend, a valued member of the team, and trusted, whether or not that’s actually the case.

         At the end, Ilyes and I share a manly embrace, exchange warm, knowing smiles, and part ways in different directions. I look back for just a few brief moments for any signs of trouble as he fades out of sight. I still had to make it home while carrying stolen documents, so there was no opportunity to celebrate, and I couldn’t afford to run into a random checkpoint or police patrol. But a few hours later, I’d be home. I’d have time to steal two or three hours of sleep before showering, shaving, and putting on my suit to arrive at the office at the opening of business to perform my official day job. I would again resume my public persona of Clark Kent, after my evening as Superman. Just another night for a CIA case officer.

         Agents do place their lives in your hands. But to be fair, espionage is certainly not the only business where people entrust their lives to others. But with agents, it’s not just their lives, but that of their families as well, given the consequences of exposure, ranging from shame and incarceration to brutal torture and death. And some of those consequences exceed even life and death. They extend to reputation, legacy, and the agents’ very souls. Agents all have their reasons for spying. Some are noble, like Ilyes, others are more mercenary. The case officer identifies and leverages those motivations to secure and maintain an agent’s cooperation. But in the end, it all comes down to trust. Do my case officers care? Will they keep me safe? What will they do for me, and my family, were I caught?

         Don’t believe the movies. We don’t blackmail our agents. If it worked, we might. But it doesn’t. We need agents to be honest with us, and for many, we are truly the only individual in the world with whom they can be totally transparent, more so even than their spouse or religious guide. That honesty allows us to protect them, which we do, not merely owing to our ethical responsibility, but selfishly to maintain the flow of intelligence they produce. The honesty enables us to accurately contextualize the veracity and authority of their reporting, without which, the intelligence is of no use.

         The transparency between an agent and case officer, and the material benefits CIA has realized in their cooperation, provides a degree of control. That transparency provides the means to incentivize cooperation and likewise evaluate their access, motivations, the veracity of their information, and their freedom from bias or hostile control. You can’t directly ask agents to do much, or evaluate their reliability and veracity, if they don’t understand and accept your reasoning, the context for your interest, and how it impacts their security. An agent is aware of the risk, and likewise, the reward, whether it’s their own ideological satisfaction, or a material, normally monetary, transaction.

         Your buddy in the host nation’s army might share some gossip over a few drinks, but drawing him or her out on the specifics of why a particular armor unit mobilized for the border, precisely how he or she came to know such information, and urging them to keep you current, requires a lot more than friendship. Intelligence is only as valuable as the context of its acquisition: How direct was the source’s access? How much credibility does the source possess? How did the source acquire the information, and why did he or she provide it? Once again, it’s trust. And in espionage, one must be able to depict trust in an almost mathematical means so that the consumer can assess the information’s value. Reaching such milestones requires the agent to be a fully committed and willing partner. Victims of blackmail and coercion will do the minimum, and they have no reason to be any more transparent than they need to be.

         It’s true that you never “fall in love” with your agents, nor do you ever fully trust them. You can’t. Things happen. Life changes over time. They’re human. But case officers meet their agents in the dark backstreets of the most austere and dangerous locations. I depended on them for my own security, as much as they depended on me. All that considered, I preferred that an agent embraced a positive view of me rather than be someone I had to coerce. Real spies persuade, thugs coerce.

      

   


   
      
         
            The United States Intelligence Community,

and Where CIA Fits

         

         Trust me, more war stories are forthcoming to illustrate the practical consequences and realities of espionage. But before we get into that we need a bit more context for our exploration of the CIA’s post-9/11 changes. The Intelligence Reform and Terrorism Prevention Act of 2004 created the Office of the Director of National Intelligence (ODNI). The legislation had two principal purposes. The first was to establish an enduring framework facilitating greater collaboration and transparency among the eighteen organizations of the United States Intelligence Community (USIC). The second, perhaps more politically important perspective, was to provide accountability to the American people for 9/11’s failure. If no individuals would bear the responsibility, then certainly it fell on organizations to shoulder the blame. The easiest to blame was the one that couldn’t openly defend itself, CIA. And CIA did share the blame, though the failure was as much if not more a collapse of leadership, both political and across the USIC. While the 9/11 Commission envisioned the ODNI to be more than simply a means to punish the CIA, the reality memorialized in the 2004 legislation actually increased the roles and power of most all the other USIC organizations, at the CIA’s expense, particularly the Department of Defense, which claims nine of the USIC’s eighteen organizations.

         By statute, “The Director of National Intelligence serves as the head of the Intelligence Community, overseeing and directing the implementation of the National Intelligence Program budget and serving as the principal advisor to the President, the National Security Council, and the Homeland Security Council for intelligence matters related to national security.” But the DNI failed to receive the key authorities that the 9/11 Commission intended, nor even those that the 2004 legislation allowed.

         The direction and management of the country’s overall intelligence programs remain within the realm of the National Security Council (NSC), meaning that the ODNI operates largely as an administrative bridge rather than the brains controlling the USIC’s central nervous system. Under the National Security Advisor, it’s the NSC that captures and articulates the president’s objectives and priorities. And unlike the directors of CIA, National Security Agency (NSA), Defense Intelligence Agency (DIA), or FBI, for example, the ODNI runs no operations nor does it oversee the intelligence community’s individual agencies.

         Although on paper the president’s primary intelligence advisor, the DNI was never going to achieve the DCIA’s depth of understanding and operational situational awareness. Geography alone assured as much. The DCIA interacts daily with the CIA’s operational and analytical executives and experts, and is regularly briefed on the nuts and bolts of operations. Another reality was that the DNI was deprived both the budgetary purse strings and control in naming the individual USIC heads as the 9/11 Commission recommended. Although the 9/11 Commission hoped to empower the DNI to more effectively oversee and coordinate NSA, the National Reconnaissance Office (NRO), and the National Geospatial-Intelligence Agency (NGA), all remained well ensconced within the defense secretary’s orbit and effectively beyond the DNI’s reach.

         Regarding the homeland, FBI made quick work of negating the 9/11 Commission’s recommendation that the DNI likewise assume responsibility for domestic intelligence control. Led by then FBI Director Robert Mueller, the FBI likewise successfully resisted congressional interest in developing an independent domestic intelligence agency designed along the lines of Great Britain’s MI5 or France’s Direction Générale de la Sécurité Intérieure (DGSI—the General Directorate for Internal Security). Considering the contributions MI5 and the DGSI make internally against their primary focus of counterterrorism, counterespionage, and cyber, it might be worth revisiting the utility of standing up a similar organization in the US. Unlike law enforcement agencies, MI5 and the DGSI focus on intelligence collection, analysis, and preemption versus evidentiary pursuit and judicial prosecution. Such focus by a domestic intelligence agency under scrupulous oversight and operating in full accordance with the protection of civil liberties would be timely given the rise in domestic terrorism, cyber attacks and foreign interference, and counterintelligence efforts.

         Further diluting the DNI’s practical influence, the recommendation that the three deputy positions be concurrently occupied by the under secretary of defense for intelligence (USDI), DCIA, and FBI executive director was never realized. Rather, these positions are filled by three Senior Intelligence Service (SIS) grade officers who are permanently detailed from their home agencies. For CIA, at least, this detail often amounts to an external exile for a senior officer who has lost favor with the DCIA.

         The DNI is hardly the nation’s top spy, but that’s not to say the office has neither an impact nor a role to play. His or her fief is restricted to analytical and advisory centers to facilitate the principal constructive role in integrating and coordinating information found by individual agencies. Within the cabinet, the DNI can help the president process and understand what intelligence professionals have concluded, whether the news is good or bad, providing a safe space in which the USIC can do its work, free from pressure, political or otherwise. The DNI shares appropriately sanitized conclusions with the public so as to demystify the process, and secure buy-in and confidence concerning the threats the nation faces.

         Unfortunately, the ODNI has experienced bloat and politicization over its lifespan. Whereas the 9/11 Commission recommended but one independent center, the National Counterterrorism Center (NCTC), the ODNI would eventually expand by three more to address counterproliferation, counterintelligence, and cyber, in addition to a correspondingly growing number of supporting offices, national intelligence officers, and the more recent phenomenon of national intelligence managers. And rather than buffer the USIC from politics and bullying, following the departure of DNI Dan Coats, a former GOP senator, the subsequent DNIs under President Trump were either professionals too weak to push back, or they were unqualified political loyalists, like GOP political operative Richard Grenell and stalwart Trump supporter, GOP Congressman John Ratcliffe.

         Appreciating the legislation’s impact on CIA starts by understanding how its condemnation from 9/11 was truly an existential crisis. At least that was how Agency leaders saw it, and it certainly had a tremendous effect on their direction. And if 9/11 didn’t take down the CIA, the subsequent body blow after America’s 2003 invasion of Iraq over weapons of mass destruction that never materialized almost did. The Agency needed to offset its further loss of credibility. Redemption would only come through its ability to deliver in the covert action realm. Bear in mind that the CIA was created in 1947 to collect foreign intelligence, perform analysis, and conduct covert action. It’s the latter part of that charter that is unique among the USIC agencies and branches of military service.

         In the aftermath of 9/11 and Iraq, the biggest threat to CIA’s place among USIC agencies in terms of its relevance and utility was the Department of Defense (DoD). Not just for CIA’s failures, but perhaps more so because of its success. Whatever the verdict regarding the CIA’s culpability in not averting 9/11, its response was nothing short of magnificent. Secretary of Defense Donald Rumsfeld felt outmaneuvered and rather thrown under the bus when the Agency was able to put boots on the ground in Afghanistan far quicker than his armed forces. CIA officers were on the ground in Afghanistan in days, versus weeks or months, collecting intelligence and linking up with friendly indigenous forces. While DoD was still trying to determine its authorities, develop a plan, and calculate the logistics, the CIA was paying off warlords to begin pushing back the Taliban, coordinating attacks, buying—well, perhaps renting—political support, and enabling the incoming DoD Special Forces elements who would coordinate massive US air support to our proxy forces.

         Rumsfeld felt humiliated at the Agency’s ability to so quickly and decisively accomplish what he insisted would take far longer. He thereafter moved to take those steps necessary for DoD to replicate, and ideally outperform, the special missions the CIA conducted. And at least as perceived by CIA, Rumsfeld took this all rather personally. Such attitudes were clear when meeting with our DoD counterparts.

         The CIA’s leaders believed that Rumsfeld and his successors would leverage the Agency’s errors to marginalize it to the largest extent possible. There was even fear within the CIA that DoD might make a play to absorb the Agency outright, either invoking some type of wartime powers, or by virtue of public and political sentiment. It was no coincidence that the CIA would, by 2006, have a uniformed military officer as its director. And General Michael Hayden made a point of retaining his active military commission and wearing his uniform throughout his tenure as DCIA, rather than retire and serve as a civilian, as would later be the case with General David Petraeus when he served as DCIA.

         Career CIA officers, and specifically, Directorate of Operations leaders, began refocusing and rebranding. Ironically, whereas the military was reforming to decrease hierarchy and flatten management among special operations elements to replicate the CIA’s agility and creativity, the Agency moved in precisely the opposite direction. Moreover, CIA needed to win over DoD, or at minimum, appease it. CIA leaders increasingly aligned resources and mission to support military requirements, priorities, and preferences. Often, devoting efforts against tactical matters and low-hanging fruit at the expense of CIA’s primary strategic mission.

         At the risk of subjecting the reader to overwhelming legalese and technical jargon, it’s important to understand the dynamic in the context of how the CIA and DoD each leveraged their authorities. CIA operates under Title 50 through which it derives the unique authorities concerning covert action. And DoD’s application of its traditional, defense-related Title 10 authorities were, subsequent to 9/11, expanded by virtue of the 2001 Authorization for the Use of Military Force (AUMF). Moreover, Rumsfeld interpreted the AUMF as identifying the entire world as the battlefield in the Global War on Terror (GWOT).

         Section 503(e) of the National Security Act defines covert action as “an activity or activities of the United States Government to influence political, economic, or military conditions abroad, where it is intended that the role of the United States Government will not be apparent or acknowledged publicly” (my italics). Although Section 3093 of Title 50, US Code requires congressional notification “in a written finding to be reported to the congressional intelligence committees as soon as possible after the approval of a finding, and before the covert action starts,” it’s the president’s prerogative to decide when or where to use the covert action capability. The president may authorize the conduct of a covert action only if he or she determines such an action is “necessary to support identifiable foreign policy objectives of the United States, and is important to the national security of the United States.”

         The narrative distinguishing Title 10 from Title 50 goes on to explain that DoD activities, “on occasion, may appear similar to clandestine activities or covert action conducted by the intelligence community. However, they differ in that they are conducted under a military chain of command, generally in support of, or in anticipation of a military operation or campaign conducted under Title 10 authority.”

         All the above translates more simply to the fact that while DoD certainly conducts clandestine missions, and likewise collects intelligence, it is not permitted to undertake covert missions in which the US government can deny its involvement. In other words, as of today, only CIA is authorized to conduct covert missions for which its operations and activities can be denied by the United States. That’s right, we can look the world in the eye, so to speak, and legally say, “Wasn’t us.” If DoD performs the mission, the US cannot. This was a deliberate choice that was made to preserve the integrity of the military and protect our service members under international conventions, while still providing a means for policy makers to exert force and influence without attribution. Spies have no such protections, as Nathan Hale’s execution during the Revolutionary War and statue outside the CIA’s main entrance is meant to signify.

         It’s not to suggest that CIA gave up on spying. But it was clear that DoD was moving into HUMINT (intelligence gathering from human sources) in a big way. Under the AUMF, DoD could operate anywhere in the world under the pretext of preparing the battlefield in the GWOT context or as an ancillary to combat operations. Citing the AUMF and its Title 10 authorities, DoD could, and on occasion did, conduct HUMINT activities without the coordination or even knowledge of not merely the local CIA station chief, but even the ambassador. And DoD dwarfs CIA in terms of size and resources, establishing a growing number of collection elements and its own independent HUMINT training programs.

         Although no small number of these DoD activities ended in spectacular disaster, such operations were often focused on purely tactical missions or the low-hanging fruit that CIA did not pursue. Many were the result of commands seeking greater control and independence owing to a lack of trust in the CIA’s fidelity and transparency. The danger is that whether operations are of low or high value, they bear the same risks. Operations were being run by less savvy or trained military intelligence commands on the same turf where CIA ran more sensitive and strategic efforts in partnership with or otherwise concealed from the host country foreign counterintelligence services and governments.

         Whether an agent handler is running a taxi driver or a senior government official both require the same degree of clandestine tradecraft. If caught, both similarly go to jail, or worse, and CIA’s cooperation with the local service, as well as broader US equities, subsequently suffer. Such compromises for this low-hanging fruit further increase the risk to other ongoing and more sensitive CIA collection activities.

         Still, after 9/11, concerned it might not have the strength or influence to ward off DoD, the CIA’s leadership therefore made a conscious choice. It reprioritized, taking a more a political rather than operational view to risk management, and focused on marketing its most seductive capability. Democratic and Republican White Houses have historically found the CIA’s covert action capability irresistible. Although they should certainly know better from history, the CIA’s leaders were likewise seduced by the rewards for leveraging these capabilities and authorities to curry White House favor. And from 2002 to 2004 it was all about self-preservation. While Agency leaders at this time believed themselves saving the organization, these decision makers were in reality prioritizing their own futures.

         The most damaging impact has been the CIA’s cultural change from primarily identifying itself as America’s premiere civilian spy service to behaving like a paramilitary organization. Whereas it previously prioritized stealth, nuance, and innovation, the CIA’s culture increasingly reflected a more rigid, hierarchal, and unquestioning mentality focused on force. Despite the CIA’s obvious hand in such kinetic activities, these operations were labeled as covert action and, with the exception of the Osama bin Laden raid, officially denied.

         In prioritizing covert action capabilities as a politically preferable kinetic alternative to DoD or as an emotionally satisfying brand of justice that FBI could not deliver, the CIA found new life. It was able to provide successive White Houses solutions to sticky political issues that appeared to outmaneuver existing constraints with agility and efficiency beyond that which other agencies could offer. White Houses were further naively confident that such dirty business could be kept forever secret. Sadly, no small number of the CIA’s leaders believed this as well, although a good spy knows that most secrets have a shelf life.

         Undertaking questionable covert action missions was nothing new. After all, the CIA underwent a similar existential threat in the 1970s, owing to ill-considered adventures: The 1975 Church Committee’s investigations took the CIA to task for abuses of its authorities in support of the Nixon White House. Subsequently, President Jimmy Carter’s first director of Central Intelligence, Stansfield Turner, directed the infamous 1977 Halloween purge of 820 CIA personnel. Not long after 9/11, the CIA again compromised its integrity in two fateful episodes: the establishment of black sites, secret CIA controlled and operated overseas detention facilities where terrorist suspects were held and subjected to the Enhanced Interrogation Program (EIP), a euphemism for torture; and the CIA’s support for the White House’s rather jaundiced pretext for the 2003 invasion of Iraq. Only, unlike the 1970s, no accountability or consequences would be forthcoming.

         The CIA’s leaders who conceived and approved the concept of extrajudicially detaining terrorist suspects at secret facilities where they would endure EIP illustrates the tradeoffs made by these leaders in desperation to fend off perceived existential threats to the organization’s survival—and their careers. These leaders should have known better but instead leveraged the CIA’s alacrity and efficiency in solving what was then a pressing political problem, which was to garner White House appreciation. While directed and approved by the White House, the blame and resulting taint fell squarely upon the Agency, as it should have, but unfortunately not among the leaders who came up with the idea but rather the midlevel and junior officers executing the mission that their superiors had authorized.

         Establishing black sites without giving thought to an endgame for the detainees, the facilities, and the host governments was folly enough. Where the Agency completely went off the rails was in applying enhanced interrogation, a euphemism for torture, a decision that remains beyond my ability to fathom. That the CIA should be involved in the debriefing of high-value detainees, I fully support. Detainees represent an excellent source of intelligence, and they can at times be persuaded to change allegiances, though great care needs to be taken with “jailhouse” recruits whose true loyalties require time and due diligence in vetting, an example of which we will address later in the book.

         Case officers spend their lives developing the cooperation of others through rapport, trust, and leveraging motivations. I have spent my share of hours with detainees, and I approached them like I would any recruitment target, manipulating but not coercing. It doesn’t always work, just as not all people are recruitable, but this approach offers the best road to success. That we outsourced this operational mission to interrogators and psychologists whose approach ran counter to our aversion to using coercion to recruit sources, is incongruous to the CIA’s ethos and culture.

         Likewise, there are exhaustive studies that reflect the willingness of Agency leaders to cherry-pick and spin the intelligence so as to align with the politically convenient White House narrative linking Saddam Hussein to al-Qa’ida and 9/11, and Iraq’s possession of weapons of mass destruction. I was there, and we knew better. But when the vice president of the United States and his minions became regular participants at the CIA’s internal meetings debating the merits of the argument, midlevel career CIA officers and experts were left without top cover from their leaders to push back, resulting in unsurprising outcomes such as acquiescence, group think, and the compromised integrity of their findings. The most senior CIA leaders backing the unsupported assertions and their camp followers all advanced professionally, never facing accountability for their misdeeds or failures. Those who resisted faced professional exile, in some cases, which was career ending.

         The change the CIA began to undertake after 9/11 therefore reflected a more politically attuned risk calculus, one that would ultimately infect the very way it would do business. The new mindset would encourage sycophants among future leaders and reward conformity at the expense of merit and speaking truth to power. What was intended to save the CIA, and the unique mission for which it was created, would erode the standards for which it prided itself as an elite and principled civilian spy service. The CIA would reinvent itself as a bright shiny new toy hammer at the White House’s disposal, but one far easier to use in securing political rewards. And as the adage goes, a hammer is always looking for a nail.

      

   


   
      
         
            Where Does Our Intelligence Come From?

         

         The Central in CIA infers that it would have the broader management duties of coordinating the various means of intelligence collection among the other agencies involved in the overall endeavor. Setting the standards and managing the coordination and execution of America’s Human Intelligence operations among all US collection agencies was a unique mission, and one intended to leverage the CIA’s political independence from the White House and its other executive agencies. Long before 9/11 and the creation of the Office of the Director of National Intelligence (ODNI), closer scrutiny of efficiencies incrementally resulted in the realignment of various intelligence collection responsibilities to other mission managers. In its earlier days, the CIA had an independent capacity to service all forms of collection, including technical. To some extent, it keeps a hand still in collection areas under the command of other agencies, if only limited to facilitation, innovation, and specialization. At a minimum, apart from leveraging its agility as a smaller, flatter organization, doing so enables its ongoing coordination and management responsibilities in the foreign field.

         Intelligence comes in six basic forms:

         
            SIGINT—Signals intelligence is essentially all that is transmitted electronically whether by radio waves, digital, telephonic, or instrumentational telemetry. That’s a fancy way to describe eavesdropping, wiretaps, and cyber hacking. The National Security Agency (NSA) is responsible for collecting, processing, and reporting SIGINT, but other US intelligence agencies also conduct or otherwise enable such operations.

         

         Talented as our scientists, engineers, and technical experts are, they often require an “in” to gain access to a system or device. Enabling this technical collection depends on an agent. It’s the agent who can provide something as simple as a target’s “selectors,” such as a telephone number, email, or other internet account against which we can then direct our efforts. SIGINT cannot tell you what the target is thinking. And it’s the target’s motivations and intentions that are crucial in understanding the “why” and the “so what” concerning the matter’s importance and its impact on US national security. As such, SIGINT runs the risk of the subjective or inaccurate interpretation of verbatim transcriptions, some of which depends as well on the quality, experience, and bias of the translator. It’s all too common for different United States Intelligence Community (USIC) agencies to transcribe the exact same intercepts with dramatically different interpretations.

         
            IMINT—Imagery Intelligence is what we collect from satellites, aircraft, and whatever other technical tools that offer visual photography, radar sensors, and electro-optics. The National Geospatial-Intelligence Agency (NGA) is the manager for all imagery intelligence activities, both classified and unclassified. IMINT is similarly often dependent on HUMINT, which I’ll expand on momentarily. It frequently takes an agent to tell us where to employ our national technical means of collection, and then how to interpret what it is we’re seeing.

 

            MASINT—Measurement and Signature Intelligence is technically derived intelligence data other than imagery and signals. That’s a complicated way of categorizing what we learn through environmental samples taken from dirt, water, air, vibrations, and even sounds. The data results in intelligence that locates, identifies, or describes distinctive characteristics of targets that might expose nefarious nuclear, chemical, or biological activities. Consider the seismic indicators when a nuclear device is tested, the heat and residue when a missile is launched, and the toxic dust or runoff from chemicals and biological substances. Environmental data might also pinpoint where a picture, video, or recording was taken when trying to recover a hostage or when trying to determine the location of a terrorist based simply on the surroundings.

         

         MASINT employs a broad group of disciplines including nuclear, optical, radio frequency, acoustics, seismic, and materials sciences. The Directorate for MASINT and Technical Collection (DT), a component of the Defense Intelligence Agency (DIA), is the focus for all national and Department of Defense MASINT matters. MASINT also depends heavily on HUMINT. Those samples do not collect themselves. Collection requires a person to physically have access and know where to look. At some point or another, case officers, or their agents, will find themselves scooping up vials of dirt or water near suspicious facilities, or wiping the surfaces of objects therein with cloth, while trying to have a ready cover for what they’re doing.

         
            OSINT—Open-Source Intelligence is publicly available information appearing in print or electronic form including radio, television, newspapers, journals, the internet, commercial databases, and videos, graphics, and drawings. Open-source collection responsibilities are broadly distributed through the USIC. OSINT might indeed be the fastest developing and most intriguing of the INTs, given the advances in artificial intelligence (AI), but one around which we are still struggling to manage and exploit. Collection, retention, and storage of such vast amounts of overtly available data increasingly pose significant implications—though resource and technical issues might prove easier to address than privacy considerations and ethical questions, at least in democratic societies.

             

            GEOINT—Geospatial Intelligence is the analysis and visual representation of security-related activities on the earth. This is the art of finding a wanted terrorist or a secret underground nuclear facility. It integrates technical collection from of a variety of tools and techniques, which are understandably closely guarded. What I can share is that it’s distinct from IMINT, which relies almost exclusively on some sort of photography. By contrast, GEOINT includes images and signals alike, along with what we learn through sources. Drones, for example, and other ground or airborne sensors, contribute toward geolocation. Whether it’s full motion video or other signal or visual collection, the technology is similarly HUMINT dependent. Apart from knowing where to look, you also need to have an idea of what you are looking for. In the absence of preexisting photos, only an agent can describe your target or what they might be wearing on any particular day, let alone their pattern of life, profile, traits, and activities that increase your level in confidence that you are indeed looking at who you are aiming to find. And don’t forget that whatever photo you might already have probably came from a HUMINT operation.

            

            HUMINT—Human Intelligence is derived from human sources. To the public, HUMINT remains synonymous with espionage and clandestine activities. If you pull up the ODNI website, however, the descriptive narrative defining HUMINT emphasizes that while it is the oldest method for collecting information, it is no longer the most important. I began my tale by acknowledging that HUMINT might very well be the world’s second oldest profession, but is it really no longer the most important? Read on and be the judge.

         

         HUMINT is the collection that comes from people. But most HUMINT actually comes from open sources and official government-to-government diplomatic, military, and economic engagements, to name but a few. My job, and the CIA’s premiere responsibility, is clandestine collection. That is, spying. These are the sources who provide us secrets, the people who have access to intelligence by virtue of their jobs, colleagues, friends, and family members. They are America’s eyes and ears, secret penetrations of our adversaries among their military officers, diplomats, security officials, economic planners, scientists, business people, and so on, and terrorists or other criminals, and their friends and relatives. These are people who cooperate secretly with the United States government, breaking their country’s laws or their group’s rules.

         Agents provide us documents, military manuals, and readouts from high-level meetings and policy discussions in which they or their associates participated, and so forth, and can speak to plans, intentions, and capabilities. They offer context and reason behind actions and events that inform our understanding and decision-making. Agents, therefore, not only provide the “what” but, more importantly, the “so what” with the “why” a government, group, or individual has taken a decision, allowing us to anticipate what they might do next.

         Context is key, and that is perhaps HUMINT’s most significant attribute. Once an event has occurred, it’s history, be it a meeting that deliberated a decision or an action that transpired, such as a nuclear test or military operation. Therefore it is the “so what” and “why” that tells us what consequence the event held and what it means for the future. Only an agent can speak to the state of mind of the decision makers, their motivations, and their underlying agendas so as to appreciate their true intentions, and consequently, the threat or implications.

         Historically speaking, the case of the Cuban missile crisis in 1962 illustrates this process. Reconnaissance gathered from U2 aircraft provided the tangible forewarning that the Soviet Union had placed nuclear missiles on the island, but it was the agents who provided the United States with insights into their intended use and the Kremlin’s political dynamics and personalities. That broader and rather profound mosaic was vital toward informing our ultimate negotiating strategy and identifying red lines.

         
              

         

         The CIA and other USIC agencies initially collect what is referred to as the raw reporting obtained by Human Intelligence agents by virtue of their access to such information or technical means such as SIGINT and IMINT. This reporting is considered raw, not finished intelligence, until it has been studied, assessed, and interpreted by analysts. The finished intelligence products that go to policy makers and other consumers are drawn from raw reporting, data points that come variously from the six aforementioned sources of collection. Consumers with appropriate clearances receive both raw reporting and finished products. The raw reporting, however, provides the daily reports that come directly from the various field collection sources. These are generally short, single subject, individual accounts of events, plans, intentions, and capabilities. Finished intelligence reports are authored on matters as tasked, as serial products, compilations, or when a stream of raw reporting on an issue warrants the identification of a particular trend, opportunity, or risk requiring the attention of policy makers.

         In order to be true to the context of the raw reporting’s acquisition, sourcing, and access, the CIA’s approach is to capture raw intelligence as a snapshot in time, true at the moment, and provide it clinically to the reader without point of view, interpretation, or further analytical assessment. Every raw CIA intelligence report is drafted in the past tense. A raw intelligence report cannot predict what will be, and a report does not distract the analyst or decision maker with any attempt to do so. Raw reporting has no point of view and is not intended to influence the reader toward any conclusion. All those responsibilities belong to the analysts who deliver the finished intelligence products, such as during the Presidential Daily Brief. Rather, the raw report addresses what actually occurred. No one can look into a crystal ball. In fact, all plans and decisions are subject to change. A report will reveal that on a certain date, in a particular location, a named group of individuals met to discuss and agree upon a plan perhaps guided by a particular motivation. The report might say that the group planned to conduct a certain attack on a given date at a specific location, but it will not confirm it as destined; rather, it will inform our degree of confidence in its likely occurrence.

         One such example would be 9/11. Given what we learned after the attack, as reflected in the 9/11 Commission Report, Osama bin Laden had actually sought to execute the “planes operation,” as it was known to al-Qa’ida, on May 12, 2001, eleven months after the attack in Yemen against the USS Cole. Subsequently, bin Laden wanted the attack to align with Israeli Prime Minister Ariel Sharon’s anticipated June or July 2001 White House visit. Operational realities on the ground, however, delayed the attackers from carrying out their plan any earlier. Were the CIA to have had an agent in bin Laden’s circles, or collected Signals intelligence on his conversations earlier in 2001, we could not have said al-Qa’ida would attack the World Trade Center and Pentagon in May or June/July, but rather, as of that time, they planned to do so. That is, a snapshot in time presented in the past tense to most accurately convey context. It’s then the analysts’ task to deliver a projection based on that report and all other raw intelligence streams contributing to the mosaic.

         The agent, and our report, can only speak to what transpired at a moment in time. But the context of the “so what” and the “why” informs the understanding of the analyst or decision maker as to the likelihood and intent of the plan. It outlines how those quoted or paraphrased in the report were in a position to make such decisions and their interests in doing so. In turn, our sourcing reveals how authoritative and credible the information is based on the individual who provided it, and the circumstances under which it was collected. The source is not named, not even the codename is revealed to the consumer, but included is a statement concerning our assessment of the source’s access and reliability and the context under which that specific information was obtained. Such insights are not available from pictures or even the intercepts of what people say or write.

         As a brand, the CIA’s field reporting retains the highest credibility among USIC agencies that produce HUMINT. Sure, there’s the mystery and sexiness of CIA, but our reporting likewise tends to understate versus overstate. Our foreign intelligence reports meticulously separate the source’s opinion from fact, and provide context and rather accurate insights on the source’s access and circumstances of collection. It is, as advertised, void of analysis, and is simply the raw reporting as opposed to a finished product. Where some of the other agencies get in trouble is in overstating their reporting, attempting to be predictive more so than factual, and blurring the subjective opinion of the source or collector with the factual details.

         Consumers are also more likely to find sensational information that is weak on substance and context in HUMINT from agencies other than the CIA. Whereas other agencies report HUMINT that is secured from collectors of various degrees of training, almost all the CIA’s foreign intelligence reports are obtained and drafted by those with the highest level of core collector training and certification, allowing a more sophisticated understanding of the subject matter and its value. What the CIA collects must be foreign, of interest, new, clandestinely collected, and authoritative. Such standards apply both to the secrets we steal from a recruited clandestine source, or that which a foreign intelligence service partner shares officially, such as the reporting that contributed to the raid against the Idlib, Syria, safe house that killed the leader of the Islamic State of Iraq and Syria, Abu Bakr al-Baghdadi.

         In the aftermath of 9/11, I doubt it’s a coincidence that the ODNI website declares that HUMINT is no longer the most important collection source. Such a declaration lends itself to the deliberate effort to minimize the role and value of traditional espionage and the redefinition of spying in the American psyche, and likewise the CIA’s reduced influence and place at the president’s table. The ODNI’s explanation of the various INTs and the lead agencies also conspicuously omits the CIA’s mention. Most of the cited agencies, NSA, NGA, DIA, are in fact all part of the Department of Defense (DoD).

         Multiple agencies could be assigned intelligence requirements depending on their collection capabilities. If the requirement were, say, money laundering, then State, Commerce, DoD, FBI, and Treasury, among others, could likely secure a great deal of the required information through routine and overt engagement with foreign partners. Among them, one might have primary responsibility, the others in support, along with additional agencies that might offer complementary use of classified and technical collection capabilities. The logic is, Why steal what you can get for free?




OEBPS/Images/the_recruiter_8087_20210719t124324867521_online.png
THE

RECRUITER

SPYING AND THE LOST ART OF
AMERICAN INTELLIGENCE

DOUGLAS LONDON

OOOOO
NNNNNNN





OEBPS/Images/discover_hachette_publisher_logo.png
=] QoaKschette





OEBPS/Images/9780306847325_cover_epub.jpg
THE

RECRUITER

SPYING AND THE LOST ART OF
AMERICAN INTELLIGENCE

* Kk K

DOUGLAS LONDON

RETIRED SENIOR CIA DPERATIONS DFFICER






