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More Praise for Red Teaming


“Red teaming provides the specific tools and a reliable process to continuously improve your management system and business plan to adapt and thrive in our rapidly changing world.”


—Alan Mulally, retired president and CEO of Ford Motor Company and Boeing Commercial Airplanes


“Red teaming is a vital way for leaders to get the honest answers and alternative perspectives they need to plan better and make their strategies succeed.”


—Marshall Goldsmith, bestselling author of Triggers



“American Icon was one of the most significant business books ever written, and Red Teaming is further proof that Bryce Hoffman is one of the great business writers and thinkers of our time. This is a book that every business and team needs to read NOW!”


—Jon Gordon, bestselling author of The Energy Bus and You Win in the Locker Room First


“Red teaming has sparked so many creative ideas that are directly helping our Dale Carnegie business right now. I’m grateful to Bryce Hoffman for writing this book and sharing these key learnings!”


—Joe Hart, president and CEO of Dale Carnegie & Associates, Inc.


“Another home run for Bryce Hoffman. Red teaming methods correct overconfidence and impulsive decision-making—just what we need today. Hoffman describes the methods plus the stories that make them come to life.”


—Gary Klein, PhD, senior scientist, MacroCognition, LLC, and author of Sources of Power
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To MSN and MSH,


and to my wife, Gretchen.


Thanks for being my red team.





Introduction



Know the enemy and know yourself; in a hundred battles you will never be in peril. When you are ignorant of the enemy, but know yourself, your chances of winning or losing are equal. If ignorant both of your enemy and yourself, you are certain in every battle to be in peril.


—Sun Tzu


On a cold, clear morning in March 2015, I eased my car past the hand-hewn stone walls and imposing iron gates of the old military prison at Fort Leavenworth, Kansas. When they used to talk about sending someone to break rocks at Leavenworth, they meant it. This was where the American military sent the baddest of its bad apples for more than a century. In 1875, the U.S. Army marched the first inmates out to what was still the frontier and forced them to build their prison around themselves, hewing it block by block from the native stone in a scene worthy of Kafka. Officially known as the United States Disciplinary Barracks, it served as the military’s maximum security prison until it was deemed unfit even for the worst offenders. The main building had been torn down in 2002—and its inmates transferred to a modern, concrete penitentiary built at a more remote location on the base. I now found myself looking for a parking space on the fresh black asphalt that covered the area where the old cellblocks once stood. The rest of the original prison complex, from the walls and guard towers to the infirmary and workshops, still remained. Some of those buildings been converted into offices. Others, including a stone edifice that once housed the gallows, had been converted into classrooms. After a lengthy security check, I headed there, pressed my newly issued security pass to the electronic reader mounted next to the door of classroom 104, and tried to slip inside as discreetly as possible.


But it is hard to be discreet when you are the only civilian in a classroom full of soldiers.


There were a dozen other students, all wearing battle dress uniforms, and all of them turned in unison when I opened the door and eyed me suspiciously. Eleven were army majors, or soon to be promoted to that rank. One was an air force intelligence officer. Almost all of them had served multiple combat tours in Iraq and Afghanistan. Many wore the army’s Combat Action Badge on their left breast, proof that they had been in the thick of it. Several sported paratroopers’ jump wings. Some were highly decorated. One had a green beret sitting on top of his notebook. The room was occupied by an enormous U-shaped table with seats arranged around the outside edge. A name card was placed in front of each seat. Mine said MR. HOFFMAN. All the others said MAJOR SO-AND-SO.


“You must be important,” said the officer to my left as I slipped into my seat.


“I assure you, I’m not,” I said.


“Then why are you dressed that way?” he asked, eyeing my wool sport coat and slacks.


The only other person dressed that way was our instructor, Dr. Kevin Benson. He was a tall, lanky gentleman with a drooping white mustache that made him look like a frontier sheriff. But at least Benson was a retired colonel. And not just any retired colonel. He was, quite literally, the man who had written the invasion plan for Iraq. I felt like I was crashing a party I was not dressed for and had no business attending. But I was right where I needed to be if I was going to learn about red teaming—a revolutionary way to stress-test strategies and navigate an uncertain future I had first learned about from a zombie movie.


* * *


I don’t like zombie movies. I never have. But several friends whose opinions I respect had recommended the 2013 film World War Z—and while I did not respect their opinions enough to actually go to the theater and see it, I did remember what they had said a few months later when I found myself laid up on the couch with a bad cold, scanning the list of new releases on Amazon Instant Video, looking for a way to kill the afternoon. World War Z was at the top of the list. It seemed suitably mindless, so I clicked on the “Play” button.


I couldn’t tell you much about the movie—most of it was quickly lost in a decongestant haze—but one scene struck me like a shotgun blast to the face of an ambulatory corpse. Early on in the film, it emerges that only one nation, Israel, has managed to avoid the virally induced zombie apocalypse that has destroyed the rest of human civilization. Our hero, Brad Pitt, is sent to Jerusalem by what is left of the United States government to find out why. A senior Mossad officer meets Pitt at the airport and explains that his country decided to seal its borders after receiving reports of a fast-moving zombie plague in India. Other nations received the same hard-to-believe information but dismissed the reports as absurd. When Pitt asks why Israel decided to act upon them, the Mossad man credits the “Tenth Man Doctrine,” which he says Israel adopted in the wake of the Yom Kippur War.


“In the month before October 1973 we saw Arab troop movements, and we unanimously agreed that they didn’t pose a threat. Now, a month later, the Arab attack almost drove us into the sea. So, we decided to make a change,” the Israeli explains. “If nine of us with the same information arrive at the exact same conclusion, it’s the duty of the tenth man to disagree. No matter how improbable it may seem, the tenth man has to start thinking with the assumption that the other nine were wrong.”


In this case, he was that tenth man, and he had managed to persuade his peers to close Israel’s borders as a precaution, thereby preventing the zombie plague from infecting his country.


That didn’t matter much in the movie; the zombies were at the Wailing Wall a few minutes later. However, it mattered a great deal to me— not because I spent a lot of time thinking about how to contain the undead, but because I spent a lot of time thinking about how companies could plan better, overcome groupthink, and avoid the curse of complacency that so often seemed to follow on the heels of success at big corporations.


Two years earlier, I had written American Icon: Alan Mulally and the Fight to Save Ford Motor Company. It had been a bestseller, and a number of CEOs in the United States and other countries had adopted my book as a manual for a new model of leadership—a forward-looking, data-driven approach to management that Mulally had used to save not only Ford but also Boeing. Many of those CEOs wanted to learn more about Mulally’s method, and several had asked me to help them implement his ideas in their organizations. I quickly discovered that helping companies solve their problems was a more satisfying way to earn a living than writing about those problems. So I quit my job at the Detroit News after twenty years as a business journalist and launched a new career as a management consultant.


I knew Mulally’s system worked. I’d seen it save Ford, and I had already helped a couple of companies use it to make dramatic improvements to their own operations. Yet I was worried that this system, by itself, was not enough. And I wasn’t the only one. Bill Ford, the great-grandson of Henry Ford and the automaker’s executive chairman, told me one fear still kept him up at night: Ford might come to take its newfound success for granted and lose the edge Mulally had honed so carefully. Yes, Mulally had saved Ford from bankruptcy and achieved record profitability. Yes, he had neutralized Ford’s caustic corporate culture and replaced it with a collaborative, team-based management system. But as Bill Ford knew better than most, his company had squandered its success before, and he was worried it might do it again.


“It’s something that I think about all the time,” Ford told me. “How do we not go back to where we were? How do we stay lean and hungry? And how do we continue to foster innovation?”


Mulally’s management system required senior executives to continually examine their plans and assumptions. However, I knew the longer those plans and assumptions remained valid, the harder it would be for the men and women at the top of the house to question them. Complacency is part of human nature. When things are going well, most of us prefer to assume they will continue to go well. Groupthink is also part of human nature. We are social creatures, and we put a bigger premium on conformity and cohesion than most of us would like to believe— particularly in large organizations, where staying on the right side of internal politics is often the key to job security and promotion. And while many people see big multinationals like Ford as fundamentally dehumanizing, I had spent enough time covering them as a reporter to know such organizations actually magnified human nature—sometimes to a troubling degree.


It was complacency and groupthink that had gotten Ford into trouble in the first place. Like its crosstown rivals, General Motors and Chrysler, Ford had taken the success it enjoyed in the decades after World War II for granted. Management and labor alike came to view that success as a birthright, rather than as something they had to go out and fight for every day. Even after foreign rivals figured out how to beat the American automakers at their own game, Detroit’s Big Three continued to believe the lackluster cars they were producing remained competitive. That self-delusion extended from the boardroom all the way down to the factory floor, where the men and women who built those cars labored under the erroneous belief that their gold-plated wages and benefits were exempt from the business cycle and impervious to the pressures of globalization. It took a Great Recession to rouse Detroit from its reverie and shatter its belief that America’s automakers were too big to fail.


Fortunately for Ford, Mulally arrived just ahead of that tidal wave of reality. He forced the company to take a hard look at its products and practices, and he borrowed enough money to fix them before the gates of the global credit markets slammed shut. GM and Chrysler were not so lucky. They went bankrupt and were only revived by the American tax-payers. Thanks to Mulally’s leadership, Ford saved itself. But the question was, for how long?


As the person who wrote the book on Ford, it was a question I was being asked a lot as Mulally’s retirement date approached and speculation began to swirl about his successor. I knew the system he put in place was capable of keeping Ford on the right trajectory, but only if the company continued to use it with the same unflinching honesty Mulally insisted upon. I suspected Mulally had driven the company’s chronic complacency and groupthink into remission, but not eradicated those diseases entirely. So as Brad Pitt continued his quest to find a cure for the zombie plague, I found myself wondering whether this Tenth Man Doctrine might not be the cure for these all-too-actual maladies of business.


First, I had to find out if it was real.


* * *


I tracked down a former Israeli Defense Forces spokesman, Eytan Buchman, who helped separate fact from fiction.


“The Israeli military does indeed have a similar doctrine, but it is not called the Tenth Man Doctrine,” he explained. “After the Yom Kippur War, the IDF’s Intelligence Directorate created a red team, a devil’s advocate team that can challenge prevalent assumptions within intelligence bodies.”


Buchman described a small, elite organization that went by the code name Ipcha Mistabra, an Aramaic term used frequently in the Talmud that means something along the lines of, “on the contrary, the reality appears otherwise.” Its motto was, “He who thinks, wins.”*


So, it was real, but how did it work?


I knew what a devil’s advocate was. What I didn’t know, but soon learned, was that the devil’s advocate was an actual office in the Roman Catholic Church. Advocatus diaboli is the popular title given to the promotor fidei, or “promoter of the faith,” an important officer of the Sacred Congregation of Rites whose job is to challenge all nominations for sainthood through a skeptical analysis of the candidate’s character and supposed miracles. While this function has changed over time, the Catholic Church still employs hostile witnesses as part of the process of vetting potential saints. In 2002, for example, the Church called atheists Christopher Hitchens and Aroup Chatterjee to testify against Mother Teresa during her beatification proceedings. Hitchens later complained that he had not been paid for this service and had, therefore, represented the Devil pro bono.


While that might seem a bit comical to laypeople, I could see how a similar approach could be used to stress-test military planning assumptions.


Or a new product strategy.


Or a merger proposal.


Or a business plan.


But what was this “red team” that Buchman referred to?


Before covering the automobile industry in Detroit, I had spent much of the 1990s covering the high-tech industry in Silicon Valley. There, I had heard the term red team used in reference to the “white hat” hackers companies paid to break into their computer networks in order to expose vulnerabilities so that those holes could be patched before the more nefarious “black hat” hackers discovered them. These red teams were widely employed to help protect sensitive computer networks and the data stored on them. But they did not seem to be what Buchman was referring to when he used the term red team.


It turns out there are many different types of red teams. In addition to the cybersecurity red teams I encountered in Silicon Valley, there are penetration testing red teams that probe the physical security of everything from secret government installations to corporate research-and-development laboratories. For example, U.S. Department of Homeland Security red teams send agents armed with fake bombs through airport screening lines to see if the Transportation Safety Administration’s inspectors can catch them (too often, they cannot). Both military and business war-gamers use threat emulation red teams as stand-ins for the enemy. That enemy can be a rogue state or a rival company. Finally, there are decision support red teams, which use critical and contrarian thinking to stress-test strategies, plans, and theories. These were the sort of red teams Buchman was talking about, and as I learned more about them, I became convinced that this sort of red teaming was exactly what companies needed to dispel groupthink and complacency and cope with a rapidly changing—and increasingly uncertain— world.


* * *


The Israelis may have been the first to see the potential of red teaming, but they were not the last. The terrorist attacks of September 11, 2001, and the disastrous wars that followed humbled the American military and intelligence agencies, prompting them to seek out new ways of thinking and alternative methods of analysis.


It was a sobering time for America’s generals and spymasters. The fall of the Soviet Union and the U.S.-led coalition’s stunning victory in a one-sided war with Iraq in 1991 had convinced them that America’s technological superiority and mastery of information would guarantee her security at home and victory abroad for the foreseeable future. In the ruins of the twin towers and the short-lived victories in Afghanistan and Iraq, they discovered just how wrong they had been.


U.S. intelligence agencies and military planners were determined to avoid making similar mistakes in the future by thinking more deeply and more skeptically about the challenges and opportunities that faced America around the world. To that end, they began pulling together an array of critical thinking and groupthink mitigation techniques, and they began assembling red teams tasked with using these tools to evaluate their strategies and plans. These red teams were soon offering alternative interpretations of intelligence in Washington and challenging existing strategies for combating insurgents in Afghanistan and Iraq.


The penetrating insights and sobering analyses offered by these red teams raised a lot of eyebrows—not just in the United States, but also around the world. As reports generated by U.S. red teams were shared with allied forces, other countries saw the value of this contrarian approach and were eager to emulate it. Soon, the British, Canadians, and Australians had established their own red teams.


When they did, they turned to the cutting-edge red team training program the U.S. Army had created at Fort Leavenworth for inspiration and guidance. It had emerged as the gold standard for red team instruction. Even the rival U.S. Marine Corps sent its officers there for training. So did other government agencies, such as the Department of Homeland Security, Customs and Border Protection, and the Drug Enforcement Administration. If I wanted to learn everything there was to learn about red teaming, this was the place to do it. No one from outside the government or military had ever been allowed to take the army’s full red teaming course, but I was determined to be the first.


I called the Pentagon, and asked if I could enroll.


* * *


The army’s initial answer was, not surprisingly, no. But if my twenty-plus years as a journalist had taught me anything, it was never to take no for an answer. So I reached out directly to the head of the program, a retired army colonel named Steve Rotkoff. He had been one of the first officers to propose the idea of decision support red teaming back in 2004, and from what I had heard, he was its most ardent evangelist. If anyone in the military would help me, I was sure it would be him.


By the time I called Rotkoff, I had read everything I could find about red teaming, including the U.S. Army Red Team Manual, which Rotkoff had helped write. The more I read, the more I became convinced the army had developed something of real business value. Here was a systematic way to make critical and contrarian thinking part of the planning and decision-making process of a large organization. If it worked in such a rigidly hierarchical and bureaucratic organization as the army, I knew it could work in corporations, too. And when I discussed what I had learned about red teaming with my corporate clients and senior executives at companies whose insights I valued, they were just as interested and intrigued as I was.


“When can you start teaching us how to do this?” one CEO asked me when I was still trying to figure out exactly what red teaming actually entailed. “We need red teaming now.”


I had never encountered an idea that generated such immediate and universal interest. But it was the response I got from my contacts at Amazon and Google that convinced me red teaming could be something game-changing.


Amazon and Google are famous (or infamous, if you happened to be one of their competitors) for disrupting entire industries. Other companies study them closely, desperate to catch a glimpse of the secret of their success. When I described red teaming to my friends at Google and Amazon, they all said the same thing: This sounds really familiar. This sounds a lot like how we do things.


“We don’t call it red teaming. In fact, we don’t have a name for it at all,” said one friend who was fairly high up in Amazon. “But we do a lot of what you’re describing as part of our internal planning process. We always have. It’s just something that Jeff [Bezos] instilled in us— something he made part of our DNA from the very beginning. It is a big part of the reason why we are so effective at looking at other companies and figuring out how to do what they do better. I’m often asked by other companies—particularly older, established companies—how they can be more like Amazon. And I never know what to tell them. I mean, I don’t want to be a jerk and tell them, ‘The only way you can do that is to tear everything down and start over again from scratch, because that’s how we’ve always done things around here since the very beginning.’ But until now, that’s the best answer I could come up with. It sounds like you’ve found a better one. Maybe red teaming is a way to teach these companies to think more like us.”


I told Rotkoff about the enthusiasm for red teaming in business circles. I told him how important I thought it could be to companies struggling to contend with new competitors, new technologies, and the new realities of business in the twenty-first century. I told him I wanted to write a book that explained red teaming in a way companies could make sense of so they could start using this approach to deal with those challenges and opportunities. And I told him that everyone I talked to who knew anything about red teaming told me his school was the best place in the world to learn about this revolutionary approach.


Rotkoff offered to do what he could to help.


“Let me make a few phone calls,” he said.


***


Steve Rotkoff is nobody’s idea of an army officer. He is a Jewish New Yorker of middling height and above average girth, with bushy eyebrows and a thick Brooklyn accent. His children describe him as a cross between Homer Simpson and Vito Corleone.


“I don’t fit the G.I. Joe model the army likes,” he acknowledges. “I also don’t like to sugarcoat things.”


Rotkoff was born in Flatbush in 1955. His father was an advertising guy from the Mad Men era who ran his own agency in the city. It was a small firm, with five or six employees, and the family’s fortunes varied with the amount of work coming through the front door. Business was good when Rotkoff turned twelve, and the family left Brooklyn for Croton-on-Hudson. But it was bad when it came time to decide on a college.


“You’re a smart boy,” Rotkoff’s father told him when he was a junior in high school. “Get a scholarship someplace.”


The next day, a West Point cadet showed up at Croton-Harmon High School to extoll the merits of the United States Military Academy. When Rotkoff learned that West Point was not only free to attend but actually paid its cadets, he asked how he could apply. When he got accepted, his parents were relieved. But the rest of his family was dismayed.


“Why would you want to be a Cossack?!” they demanded, referring to the Russian irregulars who had driven his family and countless other Jews out of Eastern Europe. As a result, they now viewed all soldiers with a mix of contempt and fear. Rotkoff assured his relatives he had no intention of becoming a Cossack. He had a plan. He would go to West Point for two years, save his cadet’s salary, then transfer to a civilian school before he incurred any obligation to the army. Then would come law school and a good job with a respectable firm in Manhattan.


“Unfortunately for my family, I discovered that West Point does a tremendous job of propagandizing you once you are there. They remind you that you can transfer from Harvard, but you can only quit West Point. It is a very effective strategy, because most of the people who enroll in West Point are not quitters—and neither was I,” Rotkoff recalled. “I told my family that I would just serve the minimum five years that I now owed the army, then resign my commission, go to law school, and become a lawyer. But once I became an army officer, I found I really liked it, too.”


It helped that Rotkoff’s first supervisor, Major Jack Jacobs, was another Jew from Brooklyn who shared Rotkoff’s sarcastic sense of humor. Jacobs also happened to be one of only three Jews to receive the Congressional Medal of Honor since the end of World War II. As a result of his heroism in Vietnam, he had also come home with two Silver Stars, three Bronze Stars, and two Purple Hearts. Jacobs became Rotkoff’s mentor and showed him that he could flourish as a Cossack.


Rotkoff found his niche in military intelligence. It was the one place where his sharp intellect was rewarded and his sharp tongue was tolerated. Rotkoff’s success as an intelligence officer prompted Uncle Sam to pay for three master’s degrees. The army even sent him to its elite School of Advanced Military Studies, whose graduates were known as “Jedi knights.” By September 11, 2001, Rotkoff had made colonel and was in command of the 504th Military Intelligence Brigade at Fort Hood, Texas. On that fateful day, he was at Fort Huachuca in Arizona with other senior intel officers for meetings with the new head of the army’s Intelligence Center. Rotkoff was heading for the showers after his morning workout in the base gym when the first plane hit the World Trade Center. He huddled around the locker room television with a group of other half-naked men and watched his city burn. A few hours later, he was on a military jet back to Fort Hood with orders to prepare his brigade for war.


While those preparations were still under way, Rotkoff was asked by Major General James “Spider” Marks to help oversee intelligence for the ground invasion of Iraq. Marks had been tapped by General David McKiernan, the commander of the Coalition ground forces then assembling in the Arabian Desert, to be his staff intelligence officer. Rotkoff had been two years behind Marks at West Point, and Marks thought he was one of the brightest officers in the army. He asked Rotkoff to be his deputy, telling him he needed someone by his side who was not afraid to speak his mind: “You have complete authority to be strident and borderline disruptive and insubordinate.”


It was an offer Rotkoff could not refuse.


Rotkoff threw himself into the task of planning the invasion. His entire career had been leading up to this moment. He was excited, but he was also worried. Rotkoff could not shake a nagging feeling that everything was moving too fast. He and his team were still scouring satellite photos, looking for Saddam Hussein’s elusive weapons of mass destruction to make sure that they could not be used against Coalition forces when the first tanks began lining up just south of the Iraqi frontier. By the time those tanks crossed the Line of Departure on March 20, 2003, Rotkoff had come to believe that the United States was making a big mistake—a mistake that might have been avoided if only the nation had taken more time to think the whole thing through a little more carefully, to challenge its assumptions about the region and its people, and to ask the tough questions that no one had bothered to ask until it was too late.


Rotkoff gave vent to his feelings in his war journal, which became a book of haiku:




Where is WMD?


What a kick if he has none


Sorry about that


Saddam Fedhayeen


Where the hell did they come from?


Everyone missed it


We knew how to fight


Not so, building a NATION


We may lose the PEACE





Two years later, after watching the victory he and his fellow soldiers had won so easily unravel with almost equal haste, Rotkoff would help convince the army’s top generals to create a system to ensure that never happened again. They would call that system red teaming.


* * *


Rotkoff called me back in February 2015 to inform me that I had to report to Fort Leavenworth in one month to begin my red team training.


“I finally found the right lawyer to give me the right fatwa,” Rotkoff said with a chuckle, apologizing for the short notice. “Things take a long time to happen in the army, but when they finally do happen, they happen fast.”


I would have a lot to do during the next four weeks. Rotkoff had managed to get me not just into the red teaming program, but into the red team leader course, which was responsible for training the officers who would head up the army’s red teams. That meant three months of training at the University of Foreign Military and Cultural Studies.


“I have to warn you, this is a very intense program,” Rotkoff told me before I set out for Kansas. “We push our students to really question themselves, to challenge their own thinking and think critically about their own experiences. Many of your classmates will have had some pretty intense experiences downrange, and most of them will be redeploying as soon as you guys graduate. So this is not going to be your typical grad school seminar.”


It wasn’t. It was a lot better—once everyone got used to having a civilian in their midst.


***


Having failed to achieve anything resembling a discreet entrance on the first day of class, I was grateful that Dr. Benson wasted little time getting down to business. Instead of worrying about me, my classmates were soon focused on the “Classroom R.O.E.”—or rules of engagement, as the major sitting next to me explained. He would spend a lot of time translating military acronyms for me over the next few months. As I learned in the introductions that followed, these men—and one woman—had seen firsthand the missteps that had spurred the military to develop red teaming. They knew what those mistakes had cost. Some of them had paid dearly for them themselves. There was no hidden cost to war for these people; they knew the full tally and had helped cover the bill. They were a far cry from the fist-pumping, hooah-shouting stereotype of the American G.I. They were skeptical, critical, and analytical. In other words, they were ideally suited to become red teamers.


When my turn came to introduce myself, I told them how I had become interested in red teaming, why I thought it would prove so valuable for business, and how I hoped to share its secrets with the wider world. I asked for their permission to record our classroom sessions. Nobody objected. Later that day, when we were checking out our text-books at the base library, one of the intel officers in my class tapped me on the shoulder.


“You have an interesting story,” he said with a wicked smile. “Former journalist, now a business consultant. It’s the exact sort of cover story a spy would use.”


“Damn!” I hissed. “I thought I had you all fooled.”


Everybody broke out laughing, and I knew my fears about being accepted in the class were entirely misplaced. The next day, the class voted to forgo their uniforms for the next three months to make me feel more at home. And I did feel at home. I wasn’t just accepted by my classmates; I also became good friends with several of them. Over the next few months, I got to know them well, and their unique perspectives helped me better appreciate and understand why red teaming was so valuable, and so necessary. Our nightly reading assignment averaged more than two hundred pages. We read books on the psychology of human thought and decision making written by eminent scholars such as Daniel Kahneman and Gary Klein. We studied manuals of intelligence analysis penned by former spies such as Richard Heuer and Morgan Jones. We read books on anthropology, religion, and history. Of course, we studied war plans and read military classics by the likes of Carl von Clausewitz and Antoine-Henri Jomini, but we also read a lot of business books by authors such as Michael Lewis and Peter Senge. Just as I had figured out the business world could learn a lot from the military, the military had figured out it could learn a lot from the world of business.


* * *


Halfway through my course, I got a call from Alan Mulally. I told him I was with the army at Fort Leavenworth, and he wanted to know what I was doing down there in his home state of Kansas. I told him about red teaming and the army’s effort to make its plans and strategies better.


“That is the core of my management system: It’s not just about looking at the risks, but also about looking at the opportunities, and building that into the operating rhythms of the company so that the senior leadership team is continually checking this,” he told me. “Because your competitors are changing, the technology is changing, and you’re never done. You always need to be working on a better plan to serve your customers and grow your business.”


Mulally had retired from Ford in the summer of 2014, and since leaving the automaker he had been traveling around America and talking with CEOs of many of the country’s largest corporations, and what he had become even more convinced of is the need for this sort of rigorous questioning.


“It’s an exciting thing. It’s a healthy thing. If you ask those sorts of questions about what you are doing, then you don’t wake up at night with the anxiety that I’m seeing everywhere,” he said. “Right now, everybody is looking out for the next Uber. Everybody is worried about being disrupted. But rather than worry about that, why not just make that part of the job and work it into the operating rhythm of the company?”


I told Mulally that was exactly what red teaming was all about, and I shared some of the tools and techniques I was learning from the military.


“That type of approach is essential,” Mulally said. “The companies that I’ve seen that are moving ahead in the world are never satisfied with where they are. They’re always looking for a better plan. They’re never satisfied with where their products and services are today. If you combine red teaming with my Working Together Management System, you’ve got something really powerful—because that is what working together is all about!”


* * *


We graduated in June 2015. Like the rest of my classmates, I received my official red team leader certificate from the U.S. Army. Unlike them, I went home to Michigan, while they reported to their next assignment, in Iraq, South Korea, or some classified location in Africa. But I continued my research and education into red teaming.


I studied with the U.S. Marine Corps and talked to the leading red team thinkers from the British Ministry of Defence and NATO. I sought out the men and women who had done pioneering work in the intelligence community, as well as red teamers from other branches of government. I met with the cognitive psychologists whose work had provided the scientific foundations for red teaming and talked to executives from companies that were beginning to use elements of red teaming to plan better, make sounder decisions, and even pick better investments. As I did this, I began piloting these tools and techniques with my consulting clients, helping companies in the United States and around the world use red teaming to improve their plans and make better strategic decisions. In the process, I refined the methods I learned from the military and intelligence communities, adjusted these techniques to meet the unique demands of business, and incorporated new tools that were already in use in the private sector.


This book reflects all of those learnings—and there have been a lot of them. But the biggest one is this: Red teaming works. It works for small California tech start-ups and Japanese sovereign wealth funds. It works for old, iconic corporations and innovative disruptors. It works for nonprofits and hedge funds. And it can work for your company, too, if you let it.





 


__________


*This motto is a riff on the tagline of Britain’s vaunted Special Air Service, or SAS, commandos: “He who dares, wins.”
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CHAPTER 1



Hard Lessons: The Origins of Red Teaming


Failure is only the opportunity to begin again, this time more intelligently.


—Henry Ford


If American military red teaming has an origin story, it began one night in November 2002, when a white, windowless van pulled up in front of the headquarters of Coalition Forces Land Component Command at Camp Doha in Kuwait. The converted warehouse was one of the few permanent structures on the rapidly expanding base, which was growing like a gathering storm just over the horizon from the Iraqi border. Inside, Colonel Steve Rotkoff was waiting with his boss, Major General James “Spider” Marks, the head of military intelligence for the allied ground forces, and Major General James Thurman, the head of operations. All three men were outfitted for war, wearing sand-colored battle dress with Beretta 9mms strapped to their thighs. Rotkoff had no idea where they were going. Since he had been told to bring his helmet, he knew they were headed off base. But both generals had their own drivers and never traveled outside the wire without their personal security details. Those were nowhere in sight. However, as the three men crunched across the gravel to the waiting van, Rotkoff could see two Americans in civilian clothes waiting in the front seats. The guy riding shotgun had a carbine on his lap.


CIA, Rotkoff thought. I guess this is their show.


Nobody said a word as the door slammed shut and the van lurched forward, spraying gravel in its wake. As they approached the main gate, General Marks turned to Rotkoff.


“We’re headed into Kuwait City. We’re going to meet somebody that the CIA is bringing in for us to talk to,” he said. “Your job is to take notes.”


Rotkoff nodded.


The van drove to a corrugated metal building somewhere on the outskirts of the city. A heavy steel door rolled up to let them in, along with the smell of hot sand, which permeated everything in Kuwait. Another door opened at the opposite end of the building to admit an identical windowless white van, which pulled up alongside theirs as both the building’s doors crashed shut. The door of the other van slid open to reveal a bearded Iraqi cleric wearing a black turban and billowing black robe. He gathered his robes around him and emerged, followed by his interpreter. One of the CIA men made the introductions as the rest of the agents took up their positions at the building’s doors and fingered the safeties on their carbines.


The imam’s name was Sayyid Abdul Majid al-Khoei. He was a prominent Shi’ite leader from the holy city of Najaf. The CIA informed the army officers that he was going to be “our man in Iraq.” They had arranged the meeting so that Marks and Thurman could interview al-Khoei. He would provide valuable local information to help them fine-tune the invasion plan.


As Rotkoff looked around, he realized the building was the very definition of the word nondescript. If it had a purpose other than this meeting, all traces of it had been removed. The space now contained only a small table set with bottled water and surrounded by half a dozen chairs. Three were simple, padded folding chairs; the other three were high-backed leather swivel chairs that seemed to have been swiped from some corporate office. The imam was shown to one of those. The generals took the other two. The interpreter and Rotkoff were left with their choice of folding chairs. Rotkoff took the one to the left of Marks and pulled out his notebook. As he did, al-Khoei reached into his robe and produced a fistful of fat, Cuban cigars, which he offered to everyone at the table with a smile. Marks and Rotkoff shook their heads. They did not smoke. General Thurman did. He took one, then two when he saw the brand.


“What do you want to know?” al-Khoei asked with a smile as he lit one and puffed on it.


The generals looked at each other and then began a rapid-fire barrage of questions.


“What are the highways like in Iraq?”


“How well are they maintained?”


“What are the roads like when you get into Baghdad?”


“What about your hometown, Najaf?”


“How wide are the streets?”


“Can we get tanks in there?”


They asked a lot of questions about the dams that tamed the Tigris and Euphrates. They were worried Saddam Hussein would blow them to flood the southern part of the country and slow the Coalition’s advance. Did al-Khoei think that was likely?


“Perhaps,” he said, with what Rotkoff perceived as a growing impatience with the line of questioning.


“How about the Iraqi army?”


“Will the men stand and fight?”


“How can we encourage them to surrender?”


“What should we say to them in our propaganda?”


“Is there a particular message that would resonate with them?”


The imam continued to answer the generals’ questions, but Rotkoff could tell he was getting more and more frustrated. We’re asking the wrong questions, he thought as he studied the cleric’s face. But his job was just to take notes.


After about an hour of these questions, al-Khoei had had enough. He raised his hand and cut Thurman off midquestion.


“Stop,” the imam said firmly. “Let me ask you a question.”


“Okay,” the general agreed. “Go ahead.”


“Once you’ve toppled Saddam and freed my country, how long do you intend to stay?”


Thurman and Marks explained that the U.S. military planned to pull out of Iraq a year after the liberation of Baghdad. Iraq would not be that different from France after World War II. It had an educated population. It had industry that could be rebuilt. And it had oil and natural gas to pay for it all. The Americans were confident that the Iraqi people would pick themselves up, dust themselves off, and continue their march of progress right where they had left off when Hussein decided to invade Kuwait back in 1990. Foreign troops would just get in their way.


The imam looked at each of the men without speaking, then took a long drag on his cigar and exhaled a rolling cloud of smoke along with a deep sigh as he leaned back in his chair.


“Saddam tortured my father,” he began, speaking slowly to make certain the translator missed nothing. “Saddam killed my brother. Saddam imprisoned my mother.”


For the next five minutes, al-Khoei listed each member of his extended family that had been killed, tortured, raped, or imprisoned on the orders of the Iraqi dictator.


“I tell you all this so that you know that I am no friend of Saddam Hussein’s,” al-Khoei said when he had finished this litany of atrocities. “But if that is your plan, you need to call the invasion off. You need to take all of your tanks, all of your planes, all of your men, and go home. Just let us continue to die our slow death under Saddam—because, believe me, what you will unleash if you go ahead with your plan will be much, much worse.”


Marks and Thurman were visibly shaken by the cleric’s words.


“Why?” Marks asked after a long, awkward moment.


“Because you do not understand Iraq,” al-Khoei said.


For the next hour, he proceeded to school them. He explained how Saddam Hussein and his Ba’ath Party had spent decades playing clan against clan, tribe against tribe, religious faction against religious faction. He told them about the British occupation of Iraq after World War I, how the wounds suffered during the decades of colonial oppression had still not fully healed for many of his countrymen. He told them about the guns every Iraqi family kept hidden in their homes, about the underground criminal networks that even Saddam’s secret police had been unable to choke off, and about the fault lines of informal power relationships among families and tribes that American military planners had not even begun to factor into their calculus of postwar Iraq.


“You are wrong. This is not going to be the liberation of Paris with pretty girls throwing flowers at your feet,” al-Khoei warned. “This is going to be post-Tito Yugoslavia. Everybody is going to kill everybody.”


The two American generals looked at each other and shook their heads.


“How long do you think we should be prepared to stay in your country?” Thurman asked warily.


The imam pulled out another cigar, lit it, and took another long drag.


“How long have you been in Germany? Sixty years?” he asked. “That should be about right. It’s going to take two generations to change Iraq. Maybe then you can leave.”


It was a long ride back to Camp Doha. For a while, nobody said anything. They were dumbstruck. They had thought the whole thing through a hundred times or more, from the moment they would unleash hell on Baghdad until the day the last American soldier boarded the plane for home. But there was so much that they had not even considered. Finally, Thurman broke the silence.


“I can’t believe he thinks we’re going to be there for sixty years,” the general said.


Marks and Rotkoff just shook their heads.


Rotkoff started writing his report that night. He had taken copious notes, and he left nothing out. It was all there—everything the imam had warned them about. Marks and Thurman read it over the next morning and e-mailed it directly to the two men in charge of the invasion, Coalition Forces Land Component Commander General David McKiernan and his boss, Central Command, or CENTCOM, commander General Tommy Franks. They forwarded it to the White House, where it was presumably included in President George W. Bush’s daily intelligence briefing. Rotkoff waited for word that the invasion was being put on hold, that everything was being reconsidered in light of this important new information. But nothing happened.*


Rotkoff’s report had no impact at all on the invasion plan. Nobody mentioned it again. It was quickly forgotten as the generals became consumed with the thousand details that needed to be sorted out before the invasion could begin. America was not ready for this war. Neither were her allies. There was so much to do, and so little time to think. Yet, Rotkoff could not stop thinking about what the imam had said.


He was still thinking about it four months later as he watched the jets scream toward Baghdad, heavy with their payloads of shock and awe. He was thinking about it three weeks later as he listened to General McKiernan curse the overzealous tankers pulling down the statue of Saddam Hussein in Baghdad’s Firdos Square. And he was still thinking about it the day after that when word arrived at headquarters that Imam al-Khoei had been murdered by a mob outside the Imam Ali Shrine in his home city of Najaf—an assassination the US believes was ordered by rival Shi’ite cleric Muqtada al-Sadr, one of the first of what would ultimately be tens of thousands of internecine killings that would paint Iraq red with blood, just as al-Khoei had predicted that night in the CIA safe house in Kuwait City.


“It was the first realization that things were really going to be as bad as he said they were going to be,” Rotkoff later told me. “People always talk about watershed events. This was a watershed event in my life. I was a different person after this.”


That person would go on to challenge the way the army planned, the way the army made decisions, even the way the army thought. He would help create an entirely new way of doing all these things—a revolutionary new approach the army would call red teaming.


Never Again


Thirty years earlier, and a few hundred miles to the west, two armies were massing on another border.


At 2:00 p.m., on October 6, 1973, hundreds of Egyptian jets screamed into Israel, strafing airbases, bombing command posts, and lighting up Israeli air defense batteries with their rockets. Five minutes later, almost two thousand Egyptian howitzers, guns, and mortars began pummeling the fortified Israeli positions east of the Suez Canal. Then came the water cannons, massive high-pressure pumps that cut through the towering sand wall the Israelis had erected on the eastern bank like a wave through a sand castle. Beneath those plumes of water, rubber rafts filled with commandos oared across the canal. By the time they reached the other side, Egyptian combat engineers had already begun erecting pontoon bridges, and Egyptian tanks were soon streaming through gaps cut by the water cannons. Beyond that rampart lay the heavily fortified Bar-Lev Line, which was supposed to hold for at least a day—hopefully two—giving the Israelis time to mount a counterattack. The Egyptians breached it in less than two hours. As the stunned defenders emerged from their bunkers waving white handkerchiefs, columns of Egyptian tanks poured around them like an onrushing flood, pushing the over-whelmed Israeli Defense Forces back across the Sinai Peninsula toward Jerusalem.


At the same moment some 250 miles to the northeast, Syrian para-troopers backed by MiG fighter-bombers launched an airborne assault on Mount Hermon, Israel’s sophisticated electronic surveillance installation that served as its “Eyes on the Golan.” Those eyes were quickly put out, and hundreds of Syrian artillery pieces began raining shells down on the Israeli defensive line that stretched along the Golan Heights. As more jets joined the fray, five Syrian divisions slammed into that line. The outnumbered Israelis held their ground through the night, but by morning, the Syrians had broken through. In the early hours of October 7, as the first Syrian tanks crested an escarpment overlooking the Sea of Galilee, Israeli Defense Minister Moshe Dayan told his generals to get ready to blow bridges over the Jordan River. Then he called Prime Minister Golda Meir.
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