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The Blackfish Effect: Twenty-First-Century Political Risk


In April 2013, SeaWorld Entertainment, Inc., was riding high. The American theme park company had completed an initial public offering that exceeded expectations, raising more than $700 million in capital and valuing the company at $2.5 billion. “To many Americans, SeaWorld offers family fun amid penguins and killer whales,” gushed the New York Times.1 The story ran with a picture of two adorable penguins waddling around the New York Stock Exchange as part of a promotional tour.
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Richard Drew, Associated Press




Eighteen months later, SeaWorld Entertainment’s fairy tale had become a nightmare. The stock price had plunged 60 percent and CEO Jim Atchison announced that he was resigning. No adorable penguins this time: Instead, the pictures accompanying the headlines featured a giant orca. Suddenly, SeaWorld’s famed killer whales were killing the company.
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Orlando Sentinel, Getty Images


Atchison and SeaWorld were blindsided by political risk. Not just any kind of political risk, but twenty-first-century political risk, where the political actions of small groups, or even lone individuals, supercharged by connective technologies, can dramatically impact businesses of all kinds.


It all started with a Los Angeles documentary filmmaker named Gabriela Cowperthwaite, who liked taking her twins to see the orcas perform at the SeaWorld theme park in San Diego. In 2010, Cowperthwaite happened to read a tragic story about how an orca named Tilikum killed veteran trainer Dawn Brancheau in the middle of a show at SeaWorld’s Orlando park.2 Cowperthwaite spent the next two years making a low-budget investigative documentary



called Blackfish, which depicted how SeaWorld’s treatment of orcas harmed both the animals and their human trainers. The film cost a grand total of $76,000.3 Released soon after SeaWorld’s initial public offering in 2013, the movie captured the attention of celebrities and quickly went viral.4 Actress Olivia Wilde was just one among many who took to Twitter.
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Animal rights groups seized the initiative. Online petitions mounted. Public pressure grew. Musical groups including Willie Nelson, Barenaked Ladies, Heart, and Cheap Trick canceled shows at SeaWorld.5 Corporations cut sponsorship ties, among them Hyundai, Panama Jack, STA Travel, Taco Bell, Virgin America airlines, and Southwest Airlines, which had enjoyed a twenty-six-year marketing relationship with the theme park and even painted Sea-World animals on its airplanes.6 Federal regulators and California lawmakers jumped into action, investigating safety practices and proposing bills to ban orca breeding in captivity. Attendance at Sea-World parks declined and the company’s stock price plummeted. While we often caution that correlation is not causation—two trends can occur simultaneously without one necessarily causing the other—the chart on here indicates that the relationship between Blackfish and SeaWorld’s trouble was causal.7 Just before the film’s release in July 2013, SeaWorld Entertainment stock was $38.92 a share. By the end of 2014, it had plunged to $15.77.8 A $76,000 film



triggered political action at the grassroots, state, and federal levels that ended up devastating the company. In 2017, SeaWorld’s stock had still not recovered—all because one woman read a story about orcas. This cascading impact of the film has been dubbed “the Blackfish effect.”9


The sinking of SeaWorld10
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Political risk was once just about the actions of governments, such as dictators seizing assets or legislatures regulating industries. Today, governments are still the main arbiters of the business environment, but they are no longer the only important ones. Instead, anyone armed with a cell phone or a Twitter or Facebook account can create political risks, galvanizing action by other citizens, customers, organized groups, and political officials at the local, state, federal, and international levels. Events in far-flung places are affecting societies and businesses around the world at dizzying speeds. Anti-Chinese protests in Vietnam lead to clothing stock-outs in America. Civil war in Syria fuels a refugee crisis and terrorist attacks in Europe, leaving nations reeling and the tourism industry



shaken. Video of a United Airlines passenger being forcibly dragged off a plane in Chicago goes viral in China. A North Korean dictator launches a cyber attack on a Hollywood movie studio.


This is not your parents’ political risk landscape.


Put in the most elemental terms, twenty-first-century political risk is the probability that a political action could affect a company in significant ways.




Twenty-first-century political risk is the probability that a political action could significantly affect a company’s business.





This definition is more radical than it sounds. We chose the words “political action,” not “government action,” to highlight the growing role of risk generators outside of the usual places like capitals and army barracks and party headquarters. Increasingly, political actions that impact businesses are happening everywhere—inside homes, on the streets, and in the cloud; in chat rooms, dorm rooms, and boardrooms; in neighborhood bars and summit sidebars. Companies that want a competitive edge need to manage the risks generated by this widening array of global political actors, from documentary filmmakers to international institutions like the European Union. As we discuss in the next chapter, the Blackfish effect is just one type of political risk. There are many others, from traditional risks like geopolitics to emerging risks that cross borders into boardrooms, like cyber threats and terrorism.


The idea of writing about political risk percolated between us (Amy and Condi) for a while. In 2012, we decided to create a new intensive MBA class examining what global political risks are, how they are changing, and how businesses can best navigate them. Condi, who has been on the Stanford faculty for over thirty years, had recently returned after serving as President George W. Bush’s national security adviser and secretary of state. She had also served on the boards of Chevron, Transamerica, Hewlett-Packard, and



Charles Schwab. Amy had recently returned to Stanford as well, joining the Hoover Institution as a senior fellow after spending several years at McKinsey & Company advising Fortune 500 companies and then serving on the faculty of the UCLA Luskin School of Public Affairs. For both of us, the chance to teach together and explore the intersection of global business and politics—twenty years after first sitting in the classroom together examining the changing security dynamics at the end of the Cold War—was exciting.


When we looked for readings to assign, however, we found slim pickings.11 A search of Harvard Business School’s publishing website returned nearly twenty times more materials on global business topics (such as building an effective team or developing an e-commerce strategy) than on the political dynamics that create global business opportunities and challenges in the first place.12 So we began reading broadly and developing our own framework, cases, and simulations.


As political scientists, we naturally started with politics. Tec-tonic shifts in geopolitics over the past three decades have dramatically altered the international economic landscape. The opening of China and a market of 1.4 billion people has had the greatest impact. But so too has the collapse of the Soviet Union. Thirty years ago, a conversation on investment would not have included Poland or Estonia, let alone Russia. But today the promise of relatively sophisticated, industrialized economies with educated and consuming middle classes has brought these countries and others like them into view. Markets have been emerging at rates that nobody could have imagined, with the “BRICs”—Brazil, Russia, India, and China—growing at more than 8.1 percent a year even in 2010,13 and China poised to become the largest economy in the world in 2019.14


Even in what was once called the “third world,” opportunities abound. In Africa, Latin America, Southeast Asia, and even the Middle East, middle-class consumers and businesspeople alike are connected to the outside world, looking for products and investment



opportunities, a state of affairs that would have been unthinkable three decades ago. In Silicon Valley, technology start-ups are moving into foreign markets at warp speed. As Marc Andreessen, cofounder and partner of one of the world’s most successful venture capital funds, told us, “In the old days, it just would have taken companies a long time to get fully global, so the thinking and planning would have corresponded to the expansion. In the new world, the expansion happens first, whether you want it to or not. And so kind of by definition, the thinking and the planning are lagging . . . Internet companies might end up with 180 countries before they have 180 employees.”




“Internet companies might end up with 180 countries before they have 180 employees.”


—Marc Andreessen, cofounder and partner, Andreessen Horowitz





These major geopolitical shifts have brought politics and business closer together. When Condi was secretary of state, she spent a great deal of time on economic issues, not just matters of war and peace. She remembers discussing the protection of intellectual property rights with the Chinese, the opening of markets to American agriculture with the Russians and the South Koreans, and World Trade Organization rules and violations with just about everyone. In one particularly surreal encounter with Russian president Vladimir Putin, the subject was not ballistic missile defenses or NATO expansion. It was pigs. The Russians were putting up trade barriers to U.S. pork products because of professed concerns over trichinosis, a parasitic disease caused by undercooked meats. (Many U.S. producers believed that Russia’s food safety restrictions were based not in science, but trade—intended to protect Russia’s domestic pork industry.)15


“You wouldn’t believe it,” Condi reflected. “We spent an hour, an entire hour, on pork. I looked down at my talking points from the United States trade representative. They said, ‘In thirty years,



the United States has had only a handful of cases of documented trichinosis.’ Putin kept going on about how Russians don’t cook their pork as much as Americans do, which is why the trichinosis risk is higher. And we had this long discussion of cooking habits in Russia compared to Alabama, where I’m from.” The meeting captured an emerging reality: International security challenges were no longer so distant from economics. With the Cold War’s end, even between Russia and the United States, business and politics had become more tightly intertwined.


Of course, markets have never been just markets, sitting out there in the world, isolated completely from politics. Markets are created, molded, and constrained by rules, norms, and institutions in the political sphere. Trade regimes, sanctions, national laws—these things are highly contested and determine what playing fields exist, who can play on them, and how level they are. It matters whether you are operating in India, or China, or Brazil, or the United States. But globalization and the end of the Cold War have shrunk the distance between markets and politics just as they have diminished the distance between producers and consumers.16


In class, Condi taught our students about how political institutions at the local, national, and international levels—including the United Nations—channel conflict and cooperation and often inject high levels of uncertainty into business decisions. Amy, who has written three books about U.S. intelligence challenges, taught about how the security landscape was changing, from a half-century of superpower conflict to a more uncertain world of rising states, declining states, weak states, failed states, rogue states, and nonstate actors. She was also struck by how many leading businesses were developing their own intelligence threat assessment capabilities to deal with this new security landscape. Companies from consumer products manufacturers to law firms to high-tech firms were creating in essence mini-CIAs to assess global political trends and how they might pose physical, business, and reputational risks to a parent company.




We have been teaching the political risk class for several years now, but it has never been the same course twice. The more we’ve taught, the more we’ve refined our thinking. After Edward Snowden’s revelations about National Security Agency surveillance activities, and a series of high-profile cyber attacks on Target, Home Depot, Sony, and other companies, we added a large cyber component to the course. In 2015, just after we finished role-playing a corporate board grilling our student “executives” about how they were going to handle a major cyber breach, Condi turned to Amy and said, “You know, we really ought to turn this course into a book.”
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Each year, we navigate the political risk landscape with thirty Stanford MBA students. Our hope is that this book will expand our classroom and help business leaders at all levels, in all industries, from founders and entrepreneurs to large multinational corporation executives and directors, to better manage political risks and opportunities. We share what we have learned from experience in government and the private sector; interviews with leading investors, CEOs, and risk managers on the front lines; academic research in psychology, organization theory, and political science about why people and organizations make the decisions (and mistakes) they do; and case studies and simulations that we have created and conducted in the course. Throughout, we ask you to walk in the shoes of hypothetical executives making hard choices about realistic risk scenarios. Should an American cruise line withdraw from the Mexican market as drug-related violence there rises? How can a fictitious Japanese telecommunications company mitigate the risks of partnering with the Burmese military in a country riven by ethnic conflict and facing a difficult transition to democracy? How should a tech company deal with early reports of a massive cyber breach? These are among the challenges this book considers.


We also share examples of real companies grappling with real



political risks in real time across a range of industries. Some, like FedEx, Royal Caribbean International, the Lego Group, and Royal Dutch Shell, highlight best practices that can be borrowed. Others, like SeaWorld, Boeing, Sony Pictures, and United Airlines, offer cautionary tales and lessons to be learned. We also reach outside the business world to some unusual places, drawing insights from risk management successes and failures in nuclear force posture, aircraft carrier operations, the NASA space shuttle program, evidence-based medicine, and winning football coaches.


Our goal is not just to provide some interesting stories. It is to offer a useful framework that can be deployed in any company to improve political risk management. Our bottom line is your bottom line: Companies that best anticipate and manage political risks will have the strongest competitive edge. The four-part framework we provide is simple yet powerful:
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Before we take you step-by-step through the framework, we delve more deeply into understanding twenty-first-century political risks—what they are, where they came from, and why they are so challenging to manage. Chapter 2 examines the proliferation of risk generators and offers our list of ten political risks that every company should keep on hand. In chapter 3, we look at how political risk has evolved over time, examining megatrends in business, politics, and technology that have made political risks more diverse, pervasive, and consequential. Chapter 4 tackles a puzzle: Why do studies repeatedly show that most companies see the importance of managing political risk but have such a hard time doing it? We explore the key barriers to effective political risk management—what we call the “Five Hards.”




Chapter 5 then introduces our framework with a closer look at two companies—Royal Caribbean International, which got political risk management right, and SeaWorld, which got it wrong. Chapters 6 through 9 cover each step in the framework, sharing insights from academic research and lessons from interviews with business leaders, class cases, and our personal experiences. Each of these chapters is organized around three guiding questions. The questions can be deployed in your own organization to improve political risk management, whether you are an entry-level employee, a mid-level executive, or a director on the board. We summarize them below.


Guiding Questions for Effective Risk Management














	Understand


	Analyze


	Mitigate


	Respond







	1. What is my organization’s political risk appetite?


	1. How can we get good information about the political risks we face?


	1. How can we reduce exposure to the risks we have identified?


	1. Are we capitalizing on near misses?







	2. Is there a shared understanding of our risk appetite? If not, how can we foster one?


	2. How can we ensure rigorous analysis?


	2. Do we have a good system in place for timely warning and action?


	2. Are we reacting effectively to crises?







	3. How can we reduce blind spots?


	3. How can we integrate political risk analysis into business decisions?


	3. How can we limit the damage when something bad happens?


	3. Are we developing mechanisms for continuous learning?








In chapter 10, we offer some final thoughts about moving beyond intuition. Politics will always be an uncertain business, but managing political risk does not have to be pure guesswork.




While oriented to international business readers, this book is designed to be a useful primer for anyone wishing to better understand the changing political and business landscape. Topics we address include:


• Understanding and prioritizing political risks


• Taking advantage of global opportunities and efficiencies without unduly increasing vulnerability


• Harnessing tools like red teams and scenario planning to make better decisions


• Developing strategies for mitigating political risks and limiting the damage if something bad happens


• Creating a continuous learning cycle to anticipate, handle, and recover from political risk crises


As FedEx founder, chairman, and CEO Fred Smith told us, “People who don’t pay attention to political risk who have any vulnerability to it ignore it at their peril.”




“People who don’t pay attention to political risk who have any vulnerability to it ignore it at their peril.”


—Fred Smith, founder, chairman, and CEO, FedEx





As we will see, political risk management has been part of FedEx’s DNA since the company delivered its first package in 1973. We hope that this book helps make political risk management part of your organization’s DNA, too.







KEY TAKEAWAYS: TWENTY-FIRST-CENTURY POLITICAL RISK


[image: square] Twenty-first-century political risk is the probability that a political action could significantly affect a company’s business.


[image: square] Governments are no longer the only important arbiters of business. Companies that want a competitive edge need to manage the political risks generated by a widening array of political actors. These actors include anyone with a cell phone and 280 characters at their fingertips.


[image: square] Our goal is to offer a useful framework that can be deployed in any company to improve political risk management.
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Move Over, Hugo Chávez


In June 2009, Venezuelan health minister Jesús Mantilla announced that Coca-Cola’s diet soft drink Coke Zero would be banned and production halted immediately “to preserve the health of Venezuelans.”1 Coke Zero, which was aimed at young men and marketed heavily with the James Bond movie Quantum of Solace, was a major move by Coca-Cola to capture the diet soft drink market. In Venezuela, that move did not last long: Coke Zero was on the shelves just weeks before it was yanked.


The decision to ban Coke Zero in Venezuela was not about health. It was about politics—namely, President Hugo Chávez’s bid to pursue a radical socialist agenda. Chávez, who governed from 1999 until his death in 2013, embarked on an anticapitalist campaign that included attacking symbols of Western power and nationalizing large segments of Venezuela’s economy. Coke Zero was just one of his many targets.


In the oil industry, Chávez imposed enormous windfall taxes as oil prices spiked, took a majority stake in four oil projects that caused ExxonMobil and ConocoPhillips to leave the country and file arbitration claims, and seized eleven oil rigs from Oklahoma-based Helmerich & Payne. In agriculture, Chávez nationalized a rice mill operated by U.S. food giant Cargill and took control of ranches and lands owned by Vestey Foods, a British meat company. Chávez also seized the local operations of Mexico’s Cemex cement



company, Switzerland’s Holcim, and France’s Lafarge. He took over large swaths of the banking, manufacturing, and telecommunications sectors. The Venezuelan strongman even nationalized the gold industry.2
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Agência Brasil


When most people think about political risk, they picture someone like Hugo Chávez, a dictator who suddenly captures foreign assets for his own domestic political agenda. But the truth is that Chávez is a throwback. Expropriating leaders still exist, but they are far less common than they used to be. Wharton Business School professor Witold Henisz and Maryland’s Robert H. Smith School professor Bennet Zelner find that expropriation risk was prevalent in the 1950s, 1960s, and 1970s, but “has largely disappeared,” thanks to more robust international law and more integration between developing and developed economies.3


When you think of twenty-first-century political risk, imagine instead a crowded landscape of different actors, not just dictators banning soft drinks and commandeering oil rigs. This landscape includes individuals wielding cell phones, local officials issuing city ordinances, terrorists detonating truck bombs, UN officials enforcing sanctions, and many more. It is complicated and messy, with



overlapping and intersecting players generating risks within countries and across them, often simultaneously. We simplify the picture to five major “levels of action”: individuals, local groups, national governments, transnational actors, and supranational/international institutions.




From Lone Rangers to International Posses: Five Levels of Action Generating Political Risks


• Individuals such as Twitter users, documentary filmmakers, activists, consumer advocates, celebrities, ordinary citizens, and bystanders


• Local organizations such as neighborhood associations, political groups, and local governments


• National governmental actors and their institutions such as presidents, executive agencies, legislatures, and the judiciary


• Transnational groups such as activists, terrorists, hackers, criminals, militias, and ethnic or religious communities


• Supranational and international institutions such as the European Union and the United Nations





Individuals


Activists and consumer advocates have been creating political risks for businesses for a long time. Ralph Nader took on the American automobile industry and succeeded in getting mandatory design standards, including the use of seat belts, implemented back in 1965.4 Today, activists have new, more and more powerful technological tools that can dramatically increase the speed and scale of their efforts and the odds that they will succeed. Changing a company policy no longer requires face-to-face organizing, around-the-clock



picketing, or testimony before Congress. Connective technologies enable people to organize and their messages to “go viral.”


Individuals do not have to be part of activist groups to generate risks these days. They don’t even need to consider themselves activists. They can be bystanders with 280 characters and a cellular network.


On Sunday, April 9, 2017, United Airlines oversold its afternoon flight from Chicago to Louisville, Kentucky. When no passengers volunteered to rebook so that four United staff members could make the flight, the airline decided to remove four passengers at random. One of them, Dr. David Dao, refused, explaining that he needed to see patients the next day. Police officers then forcibly removed him, pulling Dao out of his seat, causing him to hit his head, break his nose, gash his lip, and lose two teeth. Dao was dragged off the plane, dazed and bleeding, in front of shocked passengers. Some videotaped the incident on their cell phones and posted the footage on Twitter and Facebook. By Monday night, the videos had attracted more than nine million views, made international headlines, triggered a Transportation Department investigation, and prompted Congresswoman Eleanor Holmes Norton, a senior member of the House Transportation and Infrastructure Committee, to call for hearings.5 The Internet exploded with memes like this one:


[image: McNeil]




United CEO Oscar Munoz issued an apology that did not improve the situation. By Tuesday, United stock had lost $255 million in shareholder value6 and some analysts began worrying about ramifications for the airline’s Chinese market, after the incident attracted more than one hundred million views on Weibo, China’s social media platform. Many commented that they believed Dr. Dao was discriminated against because he is Asian.7


What could have been resolved with a rebooking incentive ended up costing United Airlines far more, all because new technology platforms have amplified the voices of individuals, making it more likely that other customers, investors, and political actors will hear them and respond.


Local Organizations


As the old saying goes, all politics are local—and local politics can generate risks for businesses. In 2015, after intensive negotiations, the United Nations Security Council’s five permanent members and Germany reached an agreement with Iran to lift UN sanctions in exchange for Iran’s suspension of nuclear activities. On January 17, the day after sanctions were removed, Iranian president Hassan Rouhani tweeted euphorically, “The shackles of sanctions have been removed and it’s time to thrive.”8 Foreign direct investment (FDI) did start to flow, with twenty-two new projects in the first quarter of 2016, boosting Iran’s FDI ranking from twelfth in the region to third.9


Yet by April, Iranian leaders were complaining that they were not reaping the economic benefits of the deal, largely because many American unilateral sanctions remained. Which sanctions exactly? Not just federal government ones that had been on the books to condemn Iran’s sponsorship of terrorism and development of advanced missile technology. It turned out that thirty-two American state governments had imposed sanctions of their own worth



billions. California law, for example, prohibited state pension funds from investing in any company that conducted energy or defense business in Iran. California’s public employee pension systems are among the largest in the United States, and if it were a country, its economy would be the sixth largest in the world.10 Some estimated that the state’s investment ban totaled close to $10 billion. Florida’s state law similarly prohibited retirement fund investment in companies conducting oil business in Iran, resulting in $1 billion of divestment. Although the nuclear deal required that the U.S. government “actively encourage officials at the state or local level to take into account the changes in the U.S. policy . . . and to refrain from actions inconsistent with this change in policy,” several governors made clear that they had no intention of lifting sanctions. Texas governor Greg Abbott was one of them. “I am committed to doing everything in my power to oppose this misguided deal with Iran,” Abbott wrote to the Obama administration. “Accordingly, not only will we not withdraw our sanctions, but we will strengthen them to ensure Texas taxpayer dollars are not used to aid and abet Iran.”11 Analysts expected protracted litigation.


Labor union disputes are a more common example of how political risks generated locally can have reverberating effects globally. About half of all cargo entering or leaving the United States transits through ports on the West Coast, notably Long Beach and Los Angeles. In June 2014, the labor contract between the International Longshore and Warehouse Union, which represents about twenty thousand port workers, and the Pacific Maritime Association, which represents shippers and negotiates contracts with port employees, expired. For the next several months an impasse in negotiations led to work slowdowns, suspended night and weekend operations, and congestion in key western U.S. ports, leading many multinational companies to reroute shipments to Canada, Mexico,



and the eastern United States. The situation became so serious that Labor Secretary Tom Perez joined the negotiations and threatened to force both parties to Washington if they could not reach a resolution. They eventually did, but not until February 2015, nine months later.


Big shippers like Walmart, Home Depot, and Target were able to capitalize on a diversified shipping strategy that enabled them to reroute cargo and avoid stock-outs. However, longer shipping routes increased shipping time and costs, doubling the typical two weeks it took to transport goods from Asia to Los Angeles. Smaller companies and agricultural businesses were particularly hard hit. Because farmers have to use ports close to where products are grown, many agricultural containers were stranded outside Los Angeles, where warm weather accelerated spoilage.12 The Agriculture Transportation Coalition estimated that losses in agricultural sales reached $1.75 billion per month.13


Outside of local officials and labor negotiations, the most common examples of local-level political risk generators are “not in my backyard,” or NIMBY, movements. In 2008, for example, Monterrico Metals, a London company acquired by China’s Zijin Mining Group, was set to develop a copper-molybdenum project in northern Peru worth nearly $1.5 billion. Local opposition groups filed a referendum to block the project. As a result, the company found itself scrambling to bolster local support by adding local social programs. “We’re trying to make friends,” said company chairman Richard Ralph.14


Closer to home, a NIMBY movement led by rural landowners in Nebraska put a halt to TransCanada’s Keystone XL pipeline, a twelve-hundred-mile-long project spanning an area from Canada to Texas. In 2012, ranchers whose land would have been impacted by the pipeline filed a lawsuit against the state challenging a new law that allowed the Nebraska governor to unilaterally approve the



project. Local opposition sparked a national debate that led President Obama to nix it. In 2017, President Trump signed an executive order clearing a major hurdle for the pipeline to be completed.


As we will see, companies that manage risks well recognize the importance of building relationships with local stakeholders before opposition mounts. Being a good neighbor is good business. Alcoa, for example, initiated a major public outreach and communications campaign in Brazil two years before the company opened a bauxite mine there. In addition, it created a multi-stakeholder council to enable continuous communication with civil society organizations and local residents and established a $35 million development fund for initiatives proposed by the community. Alcoa executives had watched competitors face fierce local opposition in Brazil (including physical breaches that had temporarily shut down railroads and mines) and were determined to avoid the same fate. As one international mining investor put it, “You’re in their backyard and they need to be on your side. Violent opposition on your doorstep is extremely disruptive.”15


National Governmental Actors and Their Institutions


National governments pose evident risks through their power to tax, regulate, confiscate, expropriate, make or break commitments, and shape capital markets. Sometimes divisions within governments pose risks for businesses. Whether a regime is authoritarian, totalitarian, or democratic, all governments organize activities into offices with specialized portfolios and competencies to get the work done, each with its own incentives, interests, traditions, and ways of doing things that can conflict with others. Jurisdictional lines of authority between agencies at the federal level can at times be blurry or contested, generating uncertainty and facilitating corruption in specific industries and situations.




One of the more dramatic jurisdictional disputes arose due to the collapse of the Soviet Union. Practically overnight, assets and territory that had been under Moscow’s control became the property of newly independent states.


Chevron was one company that felt this impact. The company acquired an oil and gas concession near the city of Atyrau in the Soviet republic of Kazakhstan in 1989. Before any production could take place, Kazakhstan became an independent state. Chevron faced thorny questions. Was the company’s contract still valid in this newly formed nation? Would the Kazakhs have different regulations or requirements than the Soviets did? Clearly, negotiations would now go through Almaty, then the Kazakh capital, and its president, Nursultan Nazarbayev. Nazarbayev had been a member of the Soviet Politburo. Would Russia, the legal successor state to the Soviet Union, make claims to Chevron oil revenues as well?


More often, national governments as a whole pose risks. Most countries consider particular industries to be intimately tied to the national interest. These are called “strategic industries.” Russia, for example, considers oil and gas to be a strategic industry, leveraging the full power of the state both to protect its state-owned gas giant, Gazprom, and to use the company for political advantage against European countries that rely on Russia for a substantial portion of their energy supplies. Long considered the Kremlin’s hammer, Gazprom cut off energy supplies to Europe in 2006 and again in 2009 during times that coincided with rising political tension. Russia’s “pipeline politics” were serious business.


Many European countries used to consider telecommunications strategic industries until technological advances led to the demise of landlines and the disintermediation of the business model. China’s state capitalism model considers nearly every industry to be strategic, even the Internet. Lu Wei, who came from the propaganda department to serve as China’s Internet czar until he was sacked



in 2016, told foreign dignitaries in 2015 that “online space is made up of the Internets of various countries, and each country has its own independent and autonomous interest in Internet sovereignty, Internet security and Internet development.”16


If China sits at one end of the strategic industry spectrum, the United States sits at the other. Where the state in China has a large hand in every important industry, the U.S. government has always been allergic to state ownership of industry. As Condi puts it, “We just didn’t grow up as a country that way.” Economic debates at the nation’s founding were about charging government tariffs to private industry, not replacing private industry with state-owned “strategic” businesses. Vital industries to American growth, including most notably the railroads, remained in private hands. For the U.S. government, the “national interest” has always meant breaking up private monopolies, not asserting government ownership. Moments where the federal government has taken an ownership stake in private firms have been rare, temporary, and crisis-driven.


This American orientation nearly put Stanford University out of business in its earliest days. When Leland Stanford died in 1893, the U.S. government sued his estate to cover long-term government loans he had used to build the Central Pacific Railroad. While the case was being settled, Stanford’s assets were frozen. As a result, his widow, Jane Stanford, scrambled to keep the family’s fledgling university operating. She tried to sell her jewelry collection to purchase books for the campus library but found no buyers. She ended up funding the university for six years from her personal household allowance and put the faculty on her household payroll.17


The American experience is exceptional. Most countries consider some key industries to be within the national interest and will use the full power of the state to protect them. Companies seeking to move into a foreign market would be wise to understand whether their industry is one of them and plan accordingly.




Transnational Groups


Technology has enabled transnational groups of all types—nongovernmental organizations, activists, international labor unions, cyber vigilantes, criminal syndicates, terrorists, militias, and religious and ethnic organizations—to become more significant sources of risk for businesses. Cyber groups are newest on the scene. In February 2015, a cyber security firm discovered that an international group of cyber criminals, dubbed Carbanak, had stolen as much as $1 billion from a hundred banks in thirty countries over two years, the worst known cyber heist in history.18 In addition to cyber criminal networks, the last decade has seen the dramatic rise of “hacktivist” organizations like Anonymous and LulzSec. Described by many as Internet vigilantes, these leaderless groups are loosely organized, global online communities that are driven by a shared sense of outrage against any action or entity that restricts the free flow of information on the Internet. They have vandalized, pranked, stolen data from, and waged distributed denial-of-service (DDoS) cyber attacks on a large and varied set of targets, including entertainment companies and industry associations, financial services companies, American military contractors, the Vatican, Arab dictatorships, pornography sites, the San Francisco Bay Area public transit authority, the CIA, and the FBI.


In cyberspace, membership in various communities and groups can be both fluid and anonymous. The relationship between individual hackers, groups, and governments is often unclear. And even when a particular breach can be traced to a computer, determining just whose fingers are on the keyboard and whether that person is part of an organization that is tolerated, encouraged, directed, or even employed directly by a nation-state is a significant intelligence challenge.


In June 2017, for example, a cyber attack called “NotPetya” disabled computer systems worldwide. The ransomware attacks disrupted everything from radiation monitoring at the Chernobyl nuclear site to shipping operations in India, and its victims ranged from Russian



oil company Rosneft to American pharmaceutical giant Merck. The worm permanently encrypted the hard drives of tens of thousands of computers and demanded that owners pay a Bitcoin ransom to regain access. Except that the virus never allowed users to recover their data even if they paid the ransom. Instead, it permanently damaged the machines it infected. Exactly who was responsible for the NotPetya attack? Security researchers and law enforcement officials initially were not sure. The malicious code was for sale “in the wild,” for anyone to buy and launch from the comfort of their personal computer. A group calling itself Janus Cybercrime Solutions authored the malware and got a cut of any ransom paid. Attackers also utilized a cyber tool called EternalBlue—a highly classified cyber vulnerability that the National Security Agency (NSA) was stockpiling until it was somehow stolen from Fort Meade and then leaked online by a shadowy group calling itself the Shadow Brokers. And just who are the Shadow Brokers? A corrupted insider at NSA? A nonstate actor group? A foreign government? Some combination of these actors or something in between? Were the Shadow Brokers responsible for stealing EternalBlue or just for releasing the secret code on the Internet for bad guys everywhere? These are just some of the vexing questions. Notably, even after investigators successfully traced the method of the global cyber attacks, clues about the intent of the attackers were harder to decipher. Since NotPetya initially targeted businesses and government offices in Ukraine before spreading globally, some quickly pointed to Russia. However, a major Russian bank and mining company were also struck and international companies were affected, costing billions in cleanup costs and lost revenue. It took eight months before the British and American governments publicly attributed this cyber attack to Russia as “part of the Kremlin’s ongoing effort to destabilize Ukraine.”19


As these examples suggest, politics, technology, and business can be a combustible mix. Technology is enabling groups to find, recruit, and galvanize like-minded members across geographic boundaries at little effort or cost. The ability of these groups to take politically



motivated action—in virtual space, physical space, or both—poses new and rising challenges for governments and businesses alike.


Supranational and International Institutions


Supranational institutions, like the European Union, are made up of several countries who agree to participate in decision-making for the group as a whole. International institutions are bodies like the United Nations that function on behalf of essentially all nations in the world.


If individuals lie at one end of the “level of action” spectrum, supranational and international institutions lie at the other. Individuals start with the power of one. Supranational and international institutions start with the power of many. Individuals operate in informal ways, bringing others to the cause. Supranational and international institutions are formalized organizations that bind countries and hundreds of millions of people together. They have bureaucracies and offices, specific rules and procedures, and collective capabilities and punishments that can be directed at member states. With so many members, action is often difficult. But at times, these institutions can impose their will deep inside the economies and societies of member states, which is why they are so rare. Ever since the Treaty of Westphalia of 1648 established the principle of national sovereignty, countries have, for good reason, always been wary of relinquishing sovereignty to a collective.


The purpose of European integration was initially quite grand—nothing less than an effort to prevent war for all time on a continent that had experienced more than two hundred years of destructive conflicts. The EU and its forerunners were designed with the idea that if Germany and France were bound together, if their political and economic fates were tightly intertwined within broader European institutions, they would never go to war again.20 From the point of view of its neighbors, Germany could be powerful but not dangerous. The idea was something akin to what political scientists call the democratic peace—the finding that democracies do not fight one another.21 Not only did Germans accept this idea, they embraced it.




Condi saw this firsthand during negotiations for the unification of Germany. It was very clear that German chancellor Helmut Kohl was anxious to unify the country. The Soviet Union was in retreat and he knew that he would be the chancellor who delivered on the forty-year dream of Germans to live again as one people. It was equally clear that he was uncomfortable with any suggestion that Germany would again be powerful in its own right. Thus, whenever an American official said that we welcomed a unified Germany, Kohl would interrupt. “Within a unified Europe,” he would say.


This explains in part the psychological attachment of Europeans, and particularly Germans, to the European Union. Yes, they have hoped that the common market will lead to greater economic growth. Yes, they have aspired to make the European Union a political force, equal to the United States and China in world affairs. But they credit the EU with something far more important: peace on the continent.


For those outside of it, whether countries or businesses, the European Union is more likely to be seen as a complicated entity that is difficult to navigate. Henry Kissinger is said to have asked, “When I have a problem, do I call Brussels or London, Paris, or Bonn [then the capital of West Germany]? As secretary of state, I found it better to call all of the above.”


In many ways, Kissinger is still right. The EU actually has three key institutions: the European Parliament, the European Council, and the European Commission. The European Parliament consists of legislators who are elected on a Europe-wide basis. In truth, though, it has relatively little power to make consequential laws—that function is largely reserved for national legislatures. The European Council includes the heads of state and government, as well as other lower-ranking ministers. It is a powerful institution, but it meets only periodically, tends to reinforce sovereignty, and on the most important issues must achieve unanimity among states as varied as Germany and Spain, Slovakia and Sweden.




The European Commission (EC) is a permanent bureaucracy in Brussels with twenty-eight commissioners, nearly thirty-three thousand staff, and a budget of €155 million. The commission is arguably the most powerful and coherent of the EU’s institutions. It is also the least democratic since its commissioners are appointed, not elected. Moreover, although the EC has a carefully delineated set of “competencies” or areas of jurisdiction, actual policy issues can overlap in confusing ways. For instance, energy policy is largely the purview of the individual states. Germany bans nuclear power, while France gets 80 percent of its generating power from this source. But environmental policy is largely within the jurisdiction of the commission. So, is the use of fracking technologies an environmental issue or a matter of energy policy?


The United Nations was founded in 1945 to promote international cooperation on issues such as peace and security, terrorism, humanitarian crises, and sustainable development. Today it includes 193 member states, nearly every country in the world. The five permanent members of the UN Security Council—the United States, the United Kingdom, Russia, China, and France—wield veto rights. The UN’s large membership and its veto structure mean that Security Council resolutions are difficult to enact and enforce. But hard does not mean impossible. The UN has imposed multilateral sanctions twenty-six times on twenty-two countries since its founding.22 UN sanctions can have an effect, and they at least inject greater market predictability by leveling the playing field. International binding sanctions are usually preferable—even with their drawbacks—to ad hoc arrangements by one nation or a few.


For example, following the Iranian revolution and the seizure of more than fifty American hostages in 1979, the United States imposed unilateral sanctions on Iran. The UN Security Council, however, did not impose sanctions until a 2006 resolution passed unanimously amid rising international concern about Iran’s nuclear activities. One result of the lag between American and UN sanctions



was that American companies were kept out of Iran while some of America’s closest allies continued to do business there. When the Security Council’s sanctions were finally instituted, Iran’s two biggest trading partners were Japan and Germany.


Ironically, elaborate sanctions that are in place for a long time tend to get weaker. Those levied against Saddam Hussein after the 1991 Gulf War are a case in point. Everyone knew that the Iraqis were selling oil on the black market well in excess of what was allowed. But the UN and the international community turned a blind eye to the practice because it benefited so many countries. Moreover, sanctions on Saddam’s ability to buy equipment with potential military applications eroded as the UN committee that was supposed to oversee these prohibitions became a place of constant bickering. By 2001, the sanctions regime against Iraq was in tatters.


Iraq is of course an extreme case, but sanctions regimes generally suffer from lax enforcement. This is due in part to the fact that countries are responsible for policing themselves. Not every state lives up to the letter (or even the spirit) of the law. And because the negotiations often result in least common denominator approaches with vague language, loopholes abound and states take advantage of them.


Types of Political Risk Today


What about the political actions that all of these risk generators take? What do businesses need to worry about most? Here, too, the list is long and growing. We summarize the ten major types of political risk in the table on here and discuss each one.


You will notice that two major risks are not on the list: climate change and economic risks. We excluded them for analytical reasons, not because we think they are unimportant.


Climate change is a global challenge that directly threatens agricultural production, vital ecosystems such as coral reefs, and



the welfare of millions of people living in low-lying coastal areas. Rising temperatures are already spurring interstate rivalry over rights in the Arctic, where rapidly melting ice sheets have created a new ocean, and severe droughts and other major weather events are inflaming conflicts in weak states. But climate change is more of a risk multiplier than a separate risk category. It creates the environmental circumstances that trigger political actions, from social activism by environmental groups, to new environmental laws and regulations, to civil wars and interstate conflicts. Our top ten list covers these risks already.


The omission of economic risks to companies is also deliberate. Most businesses think about economic risks routinely, examining indicators like inflation, labor markets, growth rates, unemployment, and per capita income across markets. MBA programs teach about these risks, and Amazon.com is filled with business books about them. Our focus is different. We are interested in how political actions affect businesses, a topic that receives surprisingly little attention in MBA courses or business books but that causes a great deal of concern in boardrooms and C-suites. Corporate boards and executives often think about political risks but have few resources to develop a more systematic understanding or management of them.


Ten Types of Political Risk










	Geopolitics


	Interstate wars, great power shifts, multilateral economic sanctions and interventions







	Internal conflict


	Social unrest, ethnic violence, migration, nationalism, separatism, federalism, civil wars, coups, revolutions







	Laws, regulations, policies


	Changes in foreign ownership rules, taxation, environmental regulations, national laws







	Breaches of contract


	Government reneging on contracts, including expropriations and politically motivated credit defaults







	Corruption


	Discriminatory taxation, systemic bribery







	Extraterritorial reach


	Unilateral sanctions, criminal investigations and prosecutions







	Natural resource manipulation


	Politically motivated changes in supply of energy, rare earth minerals







	Social activism


	Events or opinions that “go viral,” facilitating collective action







	Terrorism


	Politically motivated threats or use of violence against persons, property







	Cyber threats


	Theft or destruction of intellectual property, espionage, extortion, massive disruption of companies, industries, governments, societies








Geopolitical Events


First and most broadly, political risks arise from geopolitical events like major wars, great power shifts, and the imposition of multilateral sanctions or military interventions. These events can redistribute power among countries and generate reverberating effects across markets. Many market effects are direct and immediate—think back to what happened to Chevron with the collapse of the Soviet Union. But as we will keep underscoring, the indirect effects of geopolitical events are often hidden and yet just as important for businesses.


Dow Corning, an American silicone products manufacturer, provides a good example of the indirect effects from major geopolitical events and how to handle them. In the spring of 2003, it looked like the United States and Iraq were heading for war. Dow Corning executives were paying attention. They figured that war in Iraq would probably produce shipping capacity shortages across the Atlantic, since the United States would need to mobilize large



numbers of troops and large amounts of equipment and materiel. This was exactly what happened. But before then, Dow decided to stockpile inventory and accelerate its own shipping schedule, actions that later enabled the company to mitigate the impact of wartime shipping capacity reductions on its operations.23


Internal Conflict


Conflicts within countries are often just as serious for businesses as conflicts between them. Internal conflicts include social unrest, ethnic violence, and federalist discord about the appropriate allocation of power between central and regional governments. In more extreme cases, federalist disputes evolve into separatist movements, such as Scotland’s referendum to secede from the United Kingdom in the fall of 2014, or Catalonia’s referendum to secede from Spain in 2017, or the Kurds’ efforts to secure independence from the central Iraqi government, a struggle that has simmered and boiled over repeatedly since the end of British rule there in 1932.


Ultimately, internal conflict may lead to civil wars, coups, and revolutions, producing mass migrations into neighboring countries. The past several years have witnessed a dramatic rise in the number of displaced persons fleeing conflict zones resulting from enduring conflicts such as Chechnya, Darfur, Somalia, and Afghanistan, as well as newer conflicts such as the Syrian, Yemeni, and Burundi civil wars. In 2015, the United Nations high commissioner for refugees found that political conflict and persecution had displaced more than sixty-five million people, the highest number ever recorded in the agency’s fifty-year history. That number amounted to one person in every 113 people on earth, or a population greater than that of Canada, Australia, and New Zealand combined.24


Mass migrations disproportionately affect neighboring states. In 2015, for example, six hundred thousand Ukrainians left Ukraine seeking political asylum or other forms of legal stay in neighboring countries.25 In 2016, Syrian refugees were estimated to constitute



10 percent of Jordan’s total population.26 In 2017, more than five hundred thousand Rohingya fled violence and persecution in Burma by traveling to Bangladesh.27


It should come as no surprise that internal conflict can severely impact economic welfare. Coups are associated with a cumulative 7 percent reduction in national income.28 Political scientist Jay Ulfelder finds that economic growth slows on average by 2.1 percentage points in the year of a coup.29 Disruptions in business operations, displaced labor forces, sudden policy changes, corruption—these are just a few of the economic aftershocks that often add to human suffering in conflict-ridden areas. Even businesses with the best of intentions, robust corporate social responsibility programs, and strong relationships with diverse country stakeholders can find themselves facing significant challenges, including reputational risks.


Laws, Regulations, and Policies


Laws, regulations, policies, and the structure of business ownership vary considerably around the world. Global business investors and executives, of course, know this. For Marc Andreessen of the Silicon Valley venture capital firm Andreessen Horowitz, regulatory risk is top of mind. “Regulatory capture is probably the single biggest government risk that our start-ups think about,” he told us.




“Regulatory capture is probably the single biggest government risk that our start-ups think about.”


—Marc Andreessen, cofounder and partner, Andreessen Horowitz





Yet businesses can miss and get burned by legal, regulatory, or policy changes if they assume that political stability and policy stability are the same thing. They aren’t. Even if a country’s regime is stable, its ownership rules, taxation, environmental regulations, and other laws and policies may not be. Political risks for businesses exist even in seemingly



“safe” countries with relatively well-established legal regimes, well-functioning bureaucracies, well-respected currency controls, and low levels of corruption.


In our course, we first wrote a case in 2011 about a shale gas play in Poland by an Irish company called San Leon Energy. By all accounts, Poland looked like a good bet. Geologists estimated that the country had some of Europe’s largest recoverable shale gas reserves. Poland also had a fervent desire for energy independence from Russia (which provided about two-thirds of its energy needs), a relatively professional bureaucracy with moderate levels of corruption, and more than twenty years of democratic rule. In fact, Poland had agitated against Soviet rule throughout the Cold War, and in 1989 became one of the first countries in the former Soviet bloc to democratize. In 2011, fracking was strongly supported by all of Poland’s major political parties.


What San Leon did not expect was that strong domestic political support for fracking would lead the Polish government to over-reach. Seeking greater revenues from shale gas exploration, the government in 2013 proposed dramatically increasing taxes to nearly 80 percent of profits and establishing a state-owned company that would take a compulsory minority stake in shale investments.30 “What’s been done here is what Poles call dividing up the bear hide before you’ve shot the bear,” said Tom Maj, the head of Polish operations for Canada’s Talisman Energy. “This has been hugely damaging to the shale gas project.”31 Essentially, the government was planning to increase the regulatory burden on an industry that had yet to develop.


Prime Minister Donald Tusk’s government eventually reversed course, but not before Talisman and Marathon Oil pulled out in the spring of 2013.32 Regulation, taxation, and state involvement in oil drilling added tremendous political uncertainty to the geological and economic uncertainty of shale gas exploration already at play.


In the summer of 2015, we were talking through the San Leon



case and its broader implications for this book when Condi commented, “Taxes aren’t usually a sudden market-distorting risk. Governments are always adjusting some policies like taxes, and most companies watch that carefully. It’s really about the suddenness and the gravity of change.” The more we talked and thought about it, the more it struck us that businesses needed to think of policies, laws, and regulations along a continuum. At one end of that continuum are those that are almost always changing in some way, like taxes, and that typically result in incremental, manageable effects for global businesses. After the 2008 global financial crisis, for example, more than forty countries cut their corporate income tax rates, many of them temporarily, to stimulate business activity.33 Another sixteen economies introduced new taxes such as environmental taxes, road taxes, and labor taxes.34 In the middle of the continuum are policies like foreign ownership rules that change less frequently but when they do change are typically more consequential. At the extreme end of the continuum are major departures from the status quo like new “champion rules” that essentially close markets to foreign competitors. These types of policy changes occur more rarely, are harder to see coming, and are more difficult for a business to absorb. In these cases, policies create large market-distorting effects.


This is exactly what happened in 2002, when China proposed new policies stating that a Chinese government agency could buy only Chinese software. The government’s goal was to stimulate the development of indigenous software companies. The effect, however, was to ban foreign software firms from selling to state-owned enterprises, which constituted 80 percent of the Chinese market.


Breaches of Contract, Expropriations, and Defaults


Sometimes governments need not go through the effort of changing national policy to create political risks for businesses. Instead, they can simply renegotiate, renege on, or violate existing contracts, or, in extreme cases like Hugo Chávez’s, expropriate foreign



assets entirely. As we noted at the start of this chapter, outright expropriations have become rare. But renegotiating or reneging on contracts, including politically motivated credit defaults, is more common. A 2004 World Bank study found that 15 to 30 percent of contracts in the 1990s involving $371 billion of private infrastructure investment were either renegotiated or disputed by governments.35 And as Harvard economist Ken Rogoff notes, “Most countries have gone bankrupt at least a couple of times.”36 Countries defaulting on their national debt since 1995 include Russia, Pakistan, Indonesia, Argentina, Paraguay, Grenada, Cameroon, Ecuador, and Greece.37 Argentina has defaulted twice in thirteen years. Ecuador and Venezuela have defaulted ten times in their history, and four other countries have failed to pay their debts nine times.38


In some cases, countries are simply unable to pay their debts. In others, countries are unwilling to repay foreign creditors for domestic political reasons. As our Stanford colleague Mike Tomz and his coauthor Mark L. J. Wright note, “When governments appropriate funds to service the foreign debt, they are making a political decision to prioritize foreign obligations over alternative goals that might be more popular with domestic constituents.”39 Sometimes, governments prefer to lose access to credit markets abroad rather than the support of constituents at home.


Russia, for example, defied economists’ predictions in 1998 by essentially defaulting on its debt and allowing the ruble to float, which devalued the currency considerably and sent inflation surging to 80 percent. Many economic analysts were caught by surprise by this move because they examined only whether Russian leaders could pay off their debt, not whether they would. As it turned out, the Yeltsin government faced strong domestic pressures from striking workers, unions, and industry groups to devalue the ruble and stimulate exports.40


Ecuador in late 2008 failed to repay part of its national debt—for



the second time in a decade—because the country’s populist president, Rafael Correa, knew the move would be seen favorably by left-wing voters in the run-up to his bid for reelection in April 2009.41 As Claudio Loser, the former director of the International Monetary Fund’s Western Hemisphere department, noted, “The financial need wasn’t so great that it was forced to declare a default.”42 In Ecuador, as in Russia, domestic political considerations trumped economic ones.


Domestic political factors also figured heavily into Greece’s 2015 default woes. Although that nation had been confronting a looming economic crisis for years, the election in January 2015 of leftist prime minister Alexis Tsipras sent the country spiraling toward default. Tsipras’s Syriza party ran on a single issue: rolling back Greece’s austerity measures, which were a condition of the country’s international bailout. And roll back he did, raising the minimum wage and cutting taxes, and in June 2015 making Greece the first developed country in history to default on its debt obligations to the International Monetary Fund.43


Russia, Ecuador, and Greece suggest why political risk analysis is so important, even with issues that are so intimately tied to a nation’s economy. National decisions about economics are never just about economics.


Corruption


For the international community as a whole, corruption is a serious problem, hindering economic development, spurring transnational crime, and even fueling extremism and terrorism.44 For individual businesses, it is a recurring and ubiquitous challenge. The United Nations estimates that corruption adds a 10 percent surcharge to the cost of doing business in many parts of the world, and the African Union found that in the 1990s a quarter of Africa’s gross domestic product was lost to graft.45


The World Bank broadly defines corruption as “the abuse of



public office for private gain.”46 As Sarah Chayes of the Carnegie Endowment for International Peace puts it, “That means when you have to be paid money on the side to do your job, or you can be paid not to do your job. It means the monetization systematically of public service.”47 Corruption includes, among other things, the payment of bribes or special favors by private interests to secure or breach government contracts; gain special access to schools, medical care, or other favorable business opportunities; reduce taxes; secure licenses or exclusive rights; or influence legal outcomes.48


Corruption cannot be avoided. In Transparency International’s 2014 corruption perceptions index, no country earned a perfect score of 100 (on a scale where 0 is highly corrupt and 100 is very clean). Only two countries (Denmark and New Zealand) scored above 90. Two-thirds of all the countries in the world scored below 50. These included half of all G-20 countries and all of the large emerging-market BRIC countries (Brazil, Russia, India, and China), of which Russia scored so low, it was tied with Nigeria and Kyrgyzstan.49


Emerging markets are particularly prone to corruption for two reasons. First, their economic and political spheres are highly interdependent, which provides incentives for bribery. When public officials have discretionary power over the distribution of private-sector benefits or costs, the opportunities for corruption are high. Second, emerging markets typically have weak institutions. As a result, many laws are on the books, but the rule of law is not practiced systemically or predictably. A customs officer, for example, can appeal to the law to threaten punishment of a foreign company for not filling out a form correctly at the same time that he demands an under-the-table payment to overlook the transgression.


In addition to increasing the costs of doing business in foreign markets, corruption leaves companies at risk for criminal and civil prosecution as well as heavy penalties under the American Foreign



Corrupt Practices Act (FCPA) and the United Kingdom’s Bribery Act 2010. For decades, the United States was the only nation in the world that banned bribery. In fact, bribes used to be tax deductible in Germany.50 Those days are over. In 2005 the passage of the United Nations Convention Against Bribery signified changing international norms and a growing global anticorruption movement. The United Kingdom’s antibribery law came into force in 2011. Enforcement of the U.S. law has increased substantially in recent years as well. Lockheed Martin’s 1994 corruption fine of $25 million held the record for many years. In 2008, Siemens settled the largest FCPA case in history, paying voluntary fines, penalties, and profit disgorgements of $1.7 billion to U.S. and German authorities. In 2009, Halliburton settled a bribery case by paying a $559 million fine.51 Corporate penalties in 2016 under the FCPA totaled $2.5 billion, the highest in history,52 and included four landmark settlements that are among the ten highest in FCPA history. The largest, of $519 million, was paid by Teva Pharmaceuticals, an Israeli generic drug manufacturer charged with bribing government officials in Russia, Ukraine, and Mexico.53


Both U.S. and U.K. anticorruption laws are extremely broad,54 banning gifts to any foreign government official even if the gift is given by a company contractor or third-party vendor and even if it is given in places where the practice is common. “Gifts” can be almost anything—a discount on a product, a donation to a charity, a used laptop, even payment for funeral expenses, which is a common form of tribute in many countries. The title “government official,” moreover, may be held by just about anyone. In China, for example, doctors and university professors are considered state employees. The extraterritorial reach of both laws is wide, applying to the business dealings anywhere in the world of any company with a presence in either the United Kingdom or the United States.
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Extraterritorial Reach


Corruption laws are one example of a more general political risk: the extraterritorial reach of powerful states into the affairs of others. American laws extend most broadly, as the 2015 arrests and indictments against fourteen international soccer officials showed. The arrests included a made-for-TV early morning international raid in which Swiss police descended on a luxury hotel in Zurich, nabbing seven high-ranking Fédération Internationale de Football Association (FIFA) officers. Hotel officials erected a shield wall of luxury bed linens in a futile attempt to protect the FIFA officials’ identities as police carted them away—a moment captured on video and replayed around the world. The raid was a vivid display of the long arm of the law: Swiss police arresting soccer officials from Brazil, the Cayman Islands, Costa Rica, Nicaragua, Uruguay, Venezuela,



and the United Kingdom so that they could be charged and tried in American courts for violating U.S. anticorruption laws.55
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U.S. “311 sanctions” also have extraordinary reach. Developed as an antiterrorism tool shortly after 9/11, section 311 of the USA Patriot Act grants the Treasury Department’s Financial Crimes Enforcement Network the authority to sanction countries and financial institutions anywhere in the world if they are linked to money laundering. No presidential action or new action by Congress is required. Perhaps most important, these sanctions bar any targeted institution from banking with any American financial institution, essentially cutting off the targeted country or bank from worldwide trade in U.S. dollars. What’s more, any third party doing business with a targeted institution of a 311 sanction can also be barred from conducting business with any American financial institution. Targets of 311 sanctions include Iran, Burma, Ukraine, Nauru, and banks in Syria, Macau, and Latvia. The consequences of these sanctions can be severe. The Lebanese Canadian Bank,



which was accused of transferring money for Hezbollah, was forced to close. Another targeted bank lost 80 percent of its business.56


The signaling effects of 311 sanctions can be powerful as well. In 2005 the United States put Macau-based Banco Delta Asia on the 311 sanctions list for its involvement in North Korea’s illegal activities. Global banks took notice: North Korea was off-limits. However, when the United States later sought to lift the freeze on $25 million in North Korean assets at Banco Delta Asia as part of ongoing nuclear negotiations with the Hermit Kingdom, no bank in the world wanted to process the transaction.57 Condi remembers how Chris Hill, U.S. envoy to North Korea, spent weeks trying to recruit a bank to execute the transaction, offering assurances that the United States would not punish any institution for its involvement in the deal. “Still, nobody wanted to touch it,” Condi recalled. “Even the Central Bank of Russia wouldn’t do it alone. So the Central Bank of Russia and the Federal Reserve Bank of New York worked together to process the transfer of North Korea’s $25 million. Talk about an unusual partnership.”


Manipulation of Natural Resources


In 1960, the Organization of the Petroleum Exporting Countries (OPEC) formed to take oil pricing out of the hands of the “seven sisters” multinational oil companies, which at the time controlled most of the world’s petroleum extraction and shipping outside the communist bloc. OPEC’s own website notes that in the 1970s, member countries “took control of their domestic petroleum industries and acquired a major say in the pricing of crude oil on world markets.”58 During the 1973 Arab-Israeli War, Arab members of OPEC launched an oil embargo against the United States, Portugal, South Africa, the Netherlands, and other countries that supported Israel. The effects were extreme and global: Oil prices quadrupled, triggering high inflation and economic slowdowns in the United States,



Europe, and Japan, giving rise to the term “stagflation.” For energy companies, the crisis eventually triggered investment in new exploration outside of OPEC countries—in Alaska, the North Sea, the Gulf of Mexico, and Canadian oil sands—as well as investment in alternative power sources. Today, world oil production is 50 percent higher than it was in 1973.59 For automakers, the oil shocks of the 1970s led to new American fuel efficiency standards that transformed the industry.60


While OPEC’s influence has waned with the rise of shale gas exploration in non-OPEC countries, state manipulation of other natural resources poses increasing risks to a large number of industries. China currently produces more than 90 percent of the seventeen rare earth minerals, elements like europium and tungsten, which are vital components in most high-technology devices, including electric car batteries, mobile phones, computers, and military equipment such as missiles and night-vision goggles.61 As former Chinese leader Deng Xiaoping once declared, “The Middle East has its oil, China has rare earths.”62 China has been accused of manipulating both the pricing and the production of minerals, charging foreign firms far more than Chinese state-owned enterprises for the same products and thus giving Chinese companies a competitive edge.63 In 2002, the Molycorp mine in California was forced to close for nearly a decade when China flooded the market with cheaper minerals.64 In 2014, the United States, Japan, and the European Union won a World Trade Organization case against China for Beijing’s tight export controls on rare earth minerals.65 China has also used its market dominance more directly as a foreign policy tool. During a territorial dispute in 2010, Beijing canceled all rare earth mineral shipments to Japan while Tokyo held a Chinese fishing ship captain in custody.66 Today, many experts worry that China’s concentrated control over rare earth minerals poses strategic vulnerabilities to specific industries as well as countries.




Social Activism


As SeaWorld’s troubles made clear, social activism has become supercharged, generating sudden and sometimes large risks, particularly for consumer-facing businesses. The spread of social media, cell phones, and the Internet has empowered individuals and small groups in big ways. From the Arab uprisings to antifracking protests in Europe, technology has made it possible for civil societies to organize more suddenly, widely, and effectively. Technology-empowered social activism offers enormous potential benefits, enabling citizens to mobilize against repressive regimes, fostering greater democratic transparency and responsiveness, and bringing companies and stakeholders closer together. But it also poses new challenges. Governments and businesses alike must now contend with events that can go viral with little warning.


Greenpeace exemplifies the growing power of online social activism. In 2010, the environmental group used a creative social media campaign that took on food giant Nestlé and won. At issue was the sourcing of palm oil, a key ingredient of many of the company’s products, whose production involved the destruction of the Indonesian rainforest habitat of orangutans. While Nestlé had committed to responsible sourcing, Greenpeace believed the company had not done enough to cut all ties to Sinar Mas, one of its suppliers. For two years, Greenpeace had been pressing Nestlé to take greater action. Then Greenpeace took its protest digital. “This is the place where major corporations are very vulnerable,” said Daniel Kessler, press officer at Greenpeace.67 On March 17, Greenpeace released a report about Nestlé’s palm oil use featuring a cover picture of one of the company’s signature products, KitKat chocolate bars, with the KitKat logo changed to the word “Killer.”


The same day, Greenpeace protesters dressed as orangutans demonstrated outside the company’s U.K. headquarters. And the organization posted a sixty-second video on YouTube mocking Nestlé’s



KitKat ad campaign and its tagline, “Have a break, have a KitKat.” The video features an office worker opening the chocolate bar wrapper to eat a bloody orangutan finger, and ends with, “Have a break? Give the orangutan a break. Stop Nestlé buying palm oil from companies that destroy the rain forests.”68 Nestlé requested that the video be removed from YouTube, but Greenpeace then posted it on the video-sharing website Vimeo.com and spread the word on Twitter. The clip went viral, attracting hundreds of thousands of views. Meanwhile, protesters “brandjacked” Nestlé’s Facebook fan page, many of them encouraging a boycott of Nestlé products. When Nestlé told Facebook users that it would delete any negative comments that included the doctored KitKat “Killer” logo, the number of protesting posts exploded. John Sauven, executive director of Greenpeace U.K. and the Greenpeace global forest team, reflected, “The moment that will forever stick in my mind was when Nestlé decided to ban our campaign on the fan site of their Facebook page. Fans of Nestlé products are only allowed to say nice things about chocolate bars. It backfired on them and helped us win our campaign.”69
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