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Foreword



In 2016 the United States was attacked by a foreign enemy power. Unlike the Japanese attack on Pearl Harbor or Al Qaeda’s attack on the World Trade Center, the attack by the Russian Federation struck at the core of our democracy, our free and fair election system. The purpose was to destroy our system of self-governance that we have cherished and held up as an example to the world for over 240 years. Carried out in stealth, using state-run news media and intelligence agencies, Russia managed to influence the election with the express purpose of aiding their preferred candidate, Donald J. Trump. The Kremlin took advantage of our open society. And through social media and agents of influence they deployed ex-KBG spies to spread blackmail, forgery, and propaganda. Putin loyalists (neo-Nazis, fascists, and racist xenophobes) had and continue to have but one mission: Use the freedoms afforded to us to halt, attack, and destroy democracy from without and within.


With the election of a childish, self–dealing, autocratic narcissist, we see evidence of the Kremlin’s success. Donald Trump’s contemptuousness of our inclusive values, our norms, and the rule of law, along with his weak support of NATO and the European Union, has elevated Russia on the global stage.


One of our founding fathers, Benjamin Franklin, once wondered why Benedict Arnold would sell out 3 million Americans to King George for 20,000 pounds. Today we face another question: Why would a failing real estate developer turned reality show host cozy up to an autocrat who rules over a kleptocracy? Will we come to find that 320 million Americans have been sold out to the Kremlin for 20 billion rubles?


As of this writing, the United States and Europe have been standing up to the attacks on the pillars of democracy. But we the people must be the strongest pillar of all. And we must heed the warnings of the risks to our beloved system of government that continue to come. To that end, we can have no better Paul Revere than Malcolm Nance.


—Rob Reiner













Introduction



One of the greatest dreams of the old Soviet Union was to put a highly suggestible American ideologue into power who would do the bidding of the Kremlin. For nearly a century, Russia wanted to change American policy in such a way that its economy and alliances with NATO would be so damaged that the Soviet Union would become the preeminent superpower in the world. The idea of a Kremlin-controlled President would live on after the death of the Soviet Union.


In 2012, the plan to subject the 2016 United States election to a massive cyber influence operation, possibly in coordination with the Trump campaign, was launched. It ostensibly started with the hacking of the Democratic National Committees’ servers in order to steal critical information to knock Hillary Clinton out of the running for President of the United States. The plan would eventually work to the benefit of Russia’s chosen candidate, Donald Trump.


On November 8, 2016, the American presidential election culminated into what could arguably be called the greatest intelligence operation in the history of the world. In the Russian attack on the American election, a strategic adversary influenced enough voters through manipulation of the internet to get their preferred candidate chosen—and convinced more than 40% of the American population that they had nothing whatsoever to do with it.


I was determined to track down other information to illustrate where Russian intelligence used cyber warfare to influence elections, referenda, and political opinion to their advantage. My investigation showed that Russian intelligence had been using these advanced malware suites to attack other nations for almost a decade. The 2016 election hacking was just window dressing on a larger goal. I found there were many activities where the Russian CYBER BEARS—a collective name for their national, criminal, and intelligence hackers—were involved in shifting the goalposts. The 2016 hacking was the start of a global campaign to imagine a “New World Order” and make it a “Russian World Order.” The Federal Bureau of Investigation (FBI) and the Central Intelligence Agency (CIA) code named the Russian operation against the United States GRIZZLY STEPPE. In my last book, The Plot to Hack America, I referred to it as Operation LUCKY-7, considering the amount of luck the Russian spies would need.


The next phase of their campaign—the plot to destroy democracy—would be better described as GLOBAL GRIZZLY. The best plan would be to resort back to a goal from the Soviet era, discredit and destroy Western-style democracy all together. This time Americans would be curried through their hatred of Muslims (and their first African-American President, Barack Obama) to align themselves through cultural similarities, as opposed to Cold War politics. In the GLOBAL GRIZZLY plan, tribal commonalities among white ethno-nationalists would be cemented through a political order based on authoritarianism, anti-liberalism, and anti-globalism, and lever the success of the super-rich.


By 2016, Operation GLOBAL GRIZZLY was occurring right before our eyes. It was the full-scale implementation of a new form of asymmetric warfare. Although Russia was a military superpower, it remained an economic dinosaur, with the exception of fossil fuel production. In order to defeat a superior economic entity like the United States, Russia embraced a new battlefront that could cripple a democratic adversary. It would exacerbate the domination of the information battle space.


In The Plot to Destroy Democracy, I will reveal the strategy the Russian Federation put into effect to defeat the world’s biggest democracies and challenge principal governance structures of the Western world. The singular beauty of this plan, which has roots far back into Stalin’s Soviet Union, is that the Russian political chess players have harnessed the West’s own technology and liberty as the dagger to be plunged into the heart of democratic governance. Russia saw opportunity to co-opt American and European political parties to destroy democracy itself.


At its heart, The Plot to Destroy Democracy is a fast-paced cross between a spy thriller and a National Intelligence estimate that provides a deep dive assessment of the dangers that surround the nation where the enemies are both foreign and domestic. However, the game remains in motion. All the pieces are still visible, and a bulldog of an investigator, former FBI Director Robert Mueller, is on the hunt. Make no mistake, democracy in the era of Trump and Putin is in retreat and has been targeted for extinction. With the right amount of public awareness, determination, and dedication to the principles we hold dear and love, it can be stopped.













SECTION I



Cyber Bears













CHAPTER 1



Shots Fired


On November 8, 2016, Vladimir Putin became the first Russian President of the United States. What could arguably be called the greatest intelligence operation in the history of the world had been executed and the result was that the candidate Moscow had supported had won. Putin didn’t care what happened next. He was certain that with Trump in power the American public would be so enmeshed with chaos that they would be completely indifferent on how to respond, if they responded at all. That was the weakness with democracy; it required consensus, process, and time. Putin relied on none of that. He had ordered and executed a daring political mission. His cyber spies, state run news media, and his elite global rich—the oligarchs—had successfully influenced the American public’s mindset so deeply they were in total denial that it had been done at all. As both Baudelaire and Keyser Söze said, “Que la plus belle des ruses du diable est de vous persuader qu’il n’existe pas!… The best trick of the devil was to convince you he didn’t exist.”


The political party controlling the US Congress, the Republican Party, had dedicated itself for eight years to destroying any positive action by President Barack Obama. Hillary Clinton, his Secretary of State, was likely to be the Democratic Party’s frontrunner and even more likely to be the next President of the United States. Putin’s personal hatred of both seemed to be the key motivating factor that caused him to intervene. But luck was on his side in 2016 because all of the actors and stages that the Russian Federation had cultivated over a decade were in place to effect a change bigger than a US President. Russia had taken a modest distrust of Hillary Clinton and had used the Republican Party’s own argument, “But… Hillary’s emails,” and had turned it into a weapon. Russia capitalized on the repeated investigations into Clinton’s emails that were found on a secure server in her Secret Service–protected home. It was an easy target. When the election was done, America had fractured.


Russia had exerted its asymmetric power to elect Donald J. Trump to the highest office in the West and it had succeeded beyond its dreams. With this, they’d get the Magnitsky Act and Crimea sanctions lifted. Russian investments would become highly desired vehicles again, but to sustain Putin’s dream, the real goal must be attained: Put an end to liberal democracy in America and Europe and bring about a worldwide conservative renaissance.


It wasn’t a very difficult job despite the perils of running an integrated intelligence mission against the world’s premier superpower. Like the 9/11 attacks, American politicians and the public just did not have the imagination to believe that Putin would dare do something so intrusive. US Intelligence did have the imagination as well as the information that both Moscow and Beijing could pull off such a stunt, but the military and intelligence leadership was responsive to politicians. One could warn till one is blue in the face, but intelligence produces warnings; politicians must act on them.


In the end, Putin won with the aid of Americans who had turned on their own values. The news media assisted greatly by elevating stolen innocuous emails from an insecure party server to a national crisis in which the victims were treated suspiciously. To Trump supporters it validated everything they ever suspected about Hillary Clinton—she hid emails, which meant she was a liar. No matter that Trump voters elected a man who openly embraced white supremacy, rejected diversity, abhorred global engagement, ignored his own corruption, and enlisted his own family and staff as royalty to be worshipped. Trump voters saw these traits as perks. They viewed nepotism, largess, and excess as virtues of a business and political shark. If he vocally stood against virtually all gains America had made in equality and global economic expansion since 1964 and it got him elected, then all the better that he hold those positions. By all means necessary was Trump’s apparent motto for the 2016 election. Russian intelligence lived by that motto too. The spies of the Red Square were shameless enough but the real scandal was that Team Trump saw nothing wrong with it.


Trump voters had blindly elected him despite knowing that Russia had intervened in the electoral process. They cared not that Trump’s own surprising level of slavish devotion to Putin was suspicious. It. Did. Not. Matter. Trump had created a cult of personality in the white lower class so that they worshipped his every word and challenged the veracity of anything negative said against him. This worked out well for Putin.


For the new Russian President of the United States, the original goal had been to just make America consume itself in partisanship and beat them on the global market to return to economic supremacy. Now with the election of Trump, America would become fundamentally dysfunctional. More importantly, Russia would gain an ally that would release its illicit billions stolen from them by the Obama administration through sanctions. It had taken a decade to earn those hundreds of billions of dollars through the theft of former Soviet assets. Liquidating Russian shipyards and airports, and selling off everything from tanks to chemical factories, had been a tough business where only the toughest could survive. Led by an ex-KGB officer, Russia was about to embark on a path to a new era of global leadership. Yet Americans were fickle and the “Yes, We Can!” of Barack Obama had splintered the nation to the point that just a few subtle strokes of assistance—financial and ideological—would shift the US into Moscow’s orbit. It was a tough shot, and if it failed the damage could become permanent, but Vladimir Putin dared to take it—and in the 2016 American election it paid off.


Fresh Bear Tracks


The plot to hack America, given the FBI code name Operation GRIZZLEY STEPPE, was executed early in the of summer 2015. Russian Military Intelligence hackers executed a long-term plan to penetrate the servers of the Democratic National Committee (DNC). It was technically simple. The GRU, an acronym for Glavnoye Razvedyvatel’noye Upravleniye, or Main Intelligence Directorate, used the lax computer security of the Americans, which allowed their spies to gain access to the servers. The Russian army spies ran rampant for as long as 7 to 10 months before the threat was detected. They copied what they wanted and left no part of the DNC untouched. Someone in the US Intelligence community must have noticed the attempts. In September 2015, the FBI sent the DNC a notice that their computer systems were being probed by an undesignated foreign actor. The DNC did perfunctory checks and detected nothing out of the ordinary. They would already be too late. The Russian army spies were well into the system and operating almost invisibly. They were using a suite of cyberware known as Advanced Persistent Threat-29 (ATP-29). It was a well known hacking suite that had been nicknamed by many companies but the one that stuck was coined by the cybersecurity company Crowdstrike: COZY BEAR. The people behind the software were a cell of Russian army intelligence soldiers using a highly sophisticated suite of malware in their attacks. This wasn’t the first time the GRU deployed COZY BEAR. It had been used many times around the world and had been used to penetrate the White House and Pentagon servers in 2014 and 2015. It was the GRU’s go-to penetration system. To get into a civilian agency such as the DNC, it was child’s play. In the past, they could get into White House staffers’ log-ins, so an American political party was cake.


Yet while the GRU was successful in owning the DNC, a very specific attack was carried out by another spy entity known as APT-28 and nicknamed FANCY BEAR. This malware belonged to the cyber spies of the Russian intelligence agency, the FSB. The State Security Directorate—the FSB—was the heir to the entire legacy and corporate knowledge of the villainous Soviet spy agency KGB. They changed their acronym when the USSR fell. In fact, once Russia lost its Communist ideology, the former KGB became far more powerful in computing power. In the cybersecurity world FANCY BEAR was well known to be controlled by the Russia State Security agency, the FSB. The only difference between the modern-day FSB (and its overseas clandestine service branch, the SVR) and the ruthless KGB is that the FSB has a much bigger budget and more latitude for overseas operations.


THE FSB IGNORED the GRU team in the DNC hack and stole a single yet specific folder of opposition research in their FANCY BEAR software. An opposition research folder is all the dirt a political party collects on another party’s opponent. The Republicans had 17 candidates and the Democrats had folders on each but the FSB stole the folder for one specific person: Donald J. Trump.


In June 2016, the CEO of Crowdstrike, Dmitri Alperovitch, published the findings of the DNC hack. The paper is titled Bears in the Midst: Intrusion into the Democratic National Committee and it publicly accused Russian spies of conducting the DNC hacking. It was well received in the cybersecurity community but detractors in the Republican Party, particularly those of the now frontrunner Donald Trump, did not agree with the Russian findings.


A few days after the Crowdstrike report, a Wordpress blog written by someone using the name “Guccifer 2.0” appeared on the internet. The entity claimed that he penetrated the DNC by himself, a “lone hacker.” Cybersecurity experts were immediately suspicious because that name was apparently a homage to “Guccifer,” a prolific Romanian hacker who repeatedly read and published the emails of Colin Powell and other luminaries. Since the real Guccifer was sitting in a US prison and cooperating with the FBI, who was this guy? Journalists and cybersecurity experts quickly surmised that the person on the blog was likely a Russian citizen due to a poor understanding of Romanian language and was using a Russian language keyboard. No matter, Guccifer 2.0 started to publicly release data stolen by the COZY BEAR/FANCY BEAR hacks. He started first by releasing DNC financial reports, a “dossier on Hillary Clinton,” and other materials that could only have come from DNC computer servers. However, the Guccifer persona was met with skepticism and derision. Apart from the cybersecurity world its story was not making headway. That changed immediately when Julian Assange’s WikiLeaks organization announced it had the DNC emails. The effect was galvanizing. The entire global media stood up and paid attention.


ON JULY 22, 2016, WikiLeaks flooded the global media with 19,252 stolen DNC emails from senior DNC staff, including the communications director and the senior finance team. The materials appeared to focus on discussions designed to split the Democratic Party by revealing then chairperson Debbie Wasserman Schultz’s views on Bernie Sanders and Hillary Clinton. Schultz was a close personal friend of Clinton, so it was no surprise she supported her, and the release of the emails was timed to occur just before the Democratic National Convention in Philadelphia. The intent of the leak was clear—split the Bernie Sanders faction from the Democrats and damage Hillary Clinton among independent and progressive voters. It worked like a charm. The first morning of the convention, Bernie Sanders supporters walked out, staged loud protests, and even publicly shouted Donald Trump’s schoolyard nickname for the nominee: “Crooked Hillary.”


The Friday before the Democratic Party’s convention in Philadelphia, I was in New York City to provide analysis and commentary related to possible terrorist and security threats to the convention. As the counterterrorism analyst for MSNBC, I was kept hanging around their makeshift studio. The temporary studio had an elevated and breathtaking view of Independence Hall. I felt the pride of Jefferson, Franklin, and the others who had come to that spot to tirelessly create history. In the air was a feeling of jubilation and inevitability that America would overwhelmingly reject the hatred, bigotry, and mean-spiritedness of the previous week displayed at the Republican convention.


The Republican convention in Cleveland, and its process to nominate self-described billionaire Donald J. Trump as their candidate for President, was a visceral parade of grievance, rejection, and near open appeals to racism. It became apparent to everyone watching, even a lifelong Republican myself, that the party would show a willingness to fight as dirty as possible and go as deep into the mud as one could go—and maybe a step lower. The convention was reported accurately as a massive grievance festival.


While the Republican convention unfolded, numerous shenanigans to get rid of Trump were floated and shot down among the party establishment. In the end, the Republicans nominated arguably the most divisive person to run for President since Abraham Lincoln—and we all know how that ended.


Consequently, the Democratic Party was poised to stand on an air of cooperation, strength through diversity, compassion, and love. First Lady Michelle Obama’s slogan “When they go low, we go high” would resonate with Hillary Clinton’s supporters. It would allow Bernie Sanders’s following to come together with Clinton’s and close ranks the way she’d done with Barack Obama’s nomination in 2008. Everyone looked forward to a rousing party.


At my Independence Hall standby location, I kept watch just in case a terrorist group or individual would attempt to break up the Hillary lovefest with guns, bombs, or worse. There were no indications of a terrorist threat but for almost four months I had been aware of a different kind of threat. As part of my continuing counterterrorism study, I had been drafting a manuscript for a new book titled Hacking ISIS. I was writing it with my chief researcher and coauthor Chris Sampson. We had been working on the manuscript for more than a year to provide the deepest dive on the terrorist group’s success at hijacking social media. While researching ISIS’s tactics, we came across two efforts that seemed at odds with the terrorist’s capabilities: the hacking of TV5 in Paris, a major television network that broadcasts internationally to the entire francophone world, and the Warsaw Stock Exchange. On the surface, both of these efforts were carried out by hackers of the Islamic State terrorist group, but forensic analysis showed that the entity used in conducting the attack was confirmed to be FANCY BEAR. I watched with interest when news of the WikiLeaks trove came out. One glance at the data revealed to me that they had the stolen DNC information that had been taken by COZY and FANCY BEAR. WikiLeaks was clearly acting as a Russian laundromat for stolen material.


It immediately became clear to me, and my brothers and sisters in US Intelligence, that a massive cyber warfare operation was afoot. I had been the first to publicly declare on national television that the United States had been subjected to a wide-ranging cyber and political warfare attack. My breathless warning was in reality an intelligence estimate. My call to alarm was based on my background as a career cryptologic collections operative in Naval Intelligence. I was an heir to the legacy of the codebreakers and analysts who had seen the bread crumbs that led to numerous victories, such as the Battle of Midway and Operation Desert Storm, and failures including Pearl Harbor and 9/11. Although my career background was in Middle Eastern state sponsors of terrorism and warfare from Libya to Syria to Afghanistan, I was a child of the Cold War spy world. When I was first read into the Top Secret code word world, the first briefings were not about Libyan spies, Saddam’s assassins, or Iranian Vevak agents—it was a massive counterintelligence indoctrination on the activities and operations of the former Russian intelligence agency, the Komitet Gosudarstvennoy Bezopasnosti (the KGB). The KGB was a worldwide threat during the Cold War that enveloped every intelligence operative and analyst in the West. Their ability to identify, seduce, and turn intelligence professionals into spies who betray their own nation was legendary. The counterintelligence motto was “Beware of the Bears. The Bears are Everywhere!” Their military forces were our primary targets but their spies were far less visible and insidious. The motto was true. Throughout most of my career, the KGB (and its successors the FSB and SVR) was literally everywhere our missions took us. A souk in Marrakech, a café in the Casbah in Algiers, a men’s room in Naples, or a bar in Port Said: There they were. The KGB knew where Americans were and had assets or agents looking to surveill, engage, and recruit. KGB officers and propagandists routinely criticized our military activities, funded terrorists from the Irish Republican Army (via one of my targets, Libya), and ran Palestinian insurgency training camps in the deserts of Syria and the refugee camps of Southern Lebanon. They facilitated dictators and despots across the Eastern Hemisphere. Annually we were briefed on Russian intelligence operations which were enmeshed with our targets everywhere from Iraq to Spain.


When I added one and one together with the DNC hack, the Guccifer 2.0 blog, and the WikiLeaks data dump, it was an obvious large scale old-school KGB-style Russian information warfare operation. It could have but one goal—elect Donald Trump president. It was bold. It was daring and it could only have been directed by Vladimir Putin. I said this loudly and repeatedly throughout the campaign. However, there was much skepticism. I was not alone in my analysis of the bread crumbs. But the news media were interested in the emails and not the source. The more stolen data that were released, the more voraciously the media covered the story. Television and internet news consumed with reports of “emails” had little critical analysis. The actual emails revealed nothing. But the word was in the air. After a month’s hiatus (to turn the data over to WikiLeaks), Guccifer 2.0 popped back up to work in concert with WikiLeaks. They released freshly stolen documents that revealed another Democratic Party institution was hacked. This time it was the Democratic Congressional Campaign Committee (DCCC). In addition, a disturbing pattern was emerging: When Donald Trump would give speeches complaining about a certain subject, within days entire dumps of DNC and DCCC emails on that subject would hit the news media from both Guccifer 2.0 and WikiLeaks. For example, emails on Pennsylvania and Florida primaries were released soon after Trump mentioned them. When he disparaged Nancy Pelosi, a huge tranche of documents on her was released. The flood continued with the entire DNC databases for New Hampshire, Ohio, Illinois, and North Carolina hitting the streets—all Democratic battleground states that Trump eventually won. I spent days on television warning that there was a cyber war designed to destroy the Democratic Party and tilt the election in favor of Donald Trump. Aside from MSNBC, the news media largely ignored the spy story unfolding before their eyes and breathlessly awaited the new stolen tranches.


On August 21, Roger Stone, the Nixonian Republican dirty trickster, hinted that he had advanced information about the WikiLeaks releases on John Podesta, the campaign chairman of the Clinton team. He tweeted that “Podesta’s time in the barrel will come.”1 A statement such as this was perplexing at the time, but it appeared to be Stone’s classic foreshadowing of a political dirty trick. A few weeks later it would become one of the first of many signs of possible collusion between Trump supporters and Russia via their laundromat, WikiLeaks.


Like clockwork, in mid-September 2016 a new website “DC Leaks” suspected of being another Russian front published email chains from John Podesta. Some of which included messages to Hillary Clinton but did not expose anything more sinister than a risotto recipe. That was the least of it. September and October brought an endless flood of leaks. DC Leaks released the schedules of key Clinton staff and a copy of Michelle Obama’s passport.2 Each of them appeared to be timed to whatever bad news the Trump team was facilitating at the time.


The impact of the stolen email flood was to keep the US News media fed with day-after-day coverage of Democratic Party emails. It didn’t matter that they were extremely benign or that none of them was from Hillary Clinton’s email server; the media ate it up.


Spy Hunters of the World, Unite!


Soon after the release of the Guccifer 2.0 data, a serious question was being asked aloud by the more enlightened global punditry: “Was Trump’s team working with Russia?” The fact that the Trump team insisted on removing a core platform piece on the arming of Ukraine made many eyebrows rise. That was a key Russian desire that had never been entertained. But now…?


Coordinated or not, both Russia and the Republicans played the email scandal brilliantly. Initially conceived as a ploy to hammer Clinton on the grounds of national security during the Benghazi hearings, Republicans would come to work in sync with the conservative media on the matter of emails. Websites such as InfoWars and Brietbart News claimed all the releases showed criminal intent. They saw each email release as proof that the Clinton machine was corrupt beyond all reason.


On October 4, 2016, just as Donald Trump was accusing The Clinton Foundation of corruption, Guccifer 2.0 claimed to have hacked the Foundation’s servers. The documents were actually from the DCCC batch but the Republicans and the news media treated it like gospel. Trump hyped this news even as his own foundation was revealed to have been used to funnel money to his family coffers.


If Trump was not in conspiracy with Russia then his mouth did him no favors. As early as July 27, 2016, just 48 hours after the disastrous DNC opening day, Trump appealed to Moscow to hack and release even more emails. Trump said, “By the way, if they hacked, they probably have her 33,000 emails. I hope they do. They probably have her 33,000 emails that she lost and deleted.… Russia, if you’re listening, I hope you’re able to find the 30,000 emails that are missing.”


To US intelligence and counterintelligence agencies and professionals, this statement would be a key point from which to piece the data together that would lead to the most serious national security investigation in American history. The question on the table became: Were Americans working in concert with a foreign intelligence agency to elect a President? Unbeknownst to Donald Trump and the American public, the spy hunt for a conspiracy with Russia was already under way.


Trump was suspected to be a Russian asset much earlier than his “Russia, if you’re listening” speech. One person with doubts was John Brennan, the soft-spoken but tough Director of the CIA who had worked for the clandestine service for over 25 years. He held the position of CIA station chief in Saudi Arabia and specialized in counterterrorism. However, he was an old-school spy. He was well schooled in Russian intelligence operations. As the CIA Director during the 2016 elections, any information related to Russian shenanigans during the election would have fallen under his rubric. Early in 2016 he would be informed of the DNC hack and Russian efforts to co-opt members of Trump’s campaign. Brennan would task his agency’s Russia team to work with the National Security Agency to scrub what information they had so President Obama could be briefed. He sent out feelers to intelligence agencies around the world for information. Soon, three allied foreign intelligence agencies would bring him and the Director of National Intelligence James Clapper unambiguous intelligence that Russia was going in strong to win the election for Donald Trump.


US intelligence and the counterintelligence spy hunters of the FBI now understood they were dealing with something completely different than the cyber-espionage officers assisting in the DNC hack. We intelligence officers are suspicious of coincidences. In the spy world coincidences just don’t exist. I coined the phrase Nance’s Law to remind new operatives that in the shadows of espionage “Coincidence takes a lot of planning.” By midsummer, the intelligence community was awash with more than coincidences, they had “Red Flags.” A Red Flag was a Cold War–era counterintelligence term that meant Russian intelligence active measures were suspected or detected. One set of Red Flags stood out: The FBI and other agencies had learened that members of the Trump campaign were meeting with Russians virtually everywhere. Worse, they were denying the meetings happened. By election time, there would be over 12 senior administration or campaign officials who held 19 face-to-face meetings and/or had more than 51 communications with Russians associated with the Kremlin. Most of them would deny these contacts until confronted and then would claim coincidence. Obviously, they were hiding something. But what?


The Storm of Chaos


The FBI’s National Security Branch (NSB) is a group of highly specialized counterintelligence officers who seek out enemy spies and terrorists in the United States. For almost 80 years, the NSB and its predecessors tracked down espionage threats when they arrived on American shores. From Soviet Communist agents sent by Stalin, Nazi saboteurs landed by Hitler, or al-Qaeda and ISIS sleeper cells, the NSB does one thing: watch, hunt, detect, and capture enemy agents.


Early in spring 2016, intelligence was flowing in from the CIA and NSA that something was afoot with the hacking of the DNC. Reports that Americans were in contact with known Russian assets and agents soon followed. British news media reported that Signals Intelligence known as SIGINT was coming in from the British counterpart to the American NSA—the British General Communications Headquarters (GCHQ).3 NATO sister agencies in Europe were also warning that they had solid intelligence Americans were in communications with known Russian intelligence officers. The director of GCHQ had personally passed this information on to DNI Clapper, CIA Director Brennan, and NSA Director Admiral Michael Rogers.


It was in March 2016 that a young Trump supporter named George Papadopoulos came to the attention of the FBI and the CIA. Papadopoulos was a senior foreign policy advisor to Donald Trump who had been present at a meeting with Trump and Jeff Sessions in mid-March 2016. According to the New York Times, Papadopoulos inadvertently revealed his role in a plot when he bragged about his Russian connections while drinking in London with Australian diplomat Alexander Downer. Papadopoulos told Downer that Russia had thousands of Hillary Clinton’s emails and intimated that they were going to benefit the campaign. Papadopoulos had found himself in contact with a Maltese citizen, Joseph Mifsud. Mifsud had met Papadopoulos in early March but had ignored him. Once Mifsud discovered Papadopoulos was a Trump campaign advisor his interest changed. They worked out a scheme to arrange a meeting between Trump and Putin. Mifsud coordinated a meeting with a young woman he called his “niece,” Olga Polonskaya. She was accompanied by Ivan Timofeev, the head of a Russian academic forum tied to the Kremlin’s foreign ministry. The Australian was alarmed that an American would be caught in such an obvious spy trap. Downer would report back to his superiors, who would then pass it on to Australian agents and US intelligence. The FBI started to investigate Papadopoulos as a potential Russian asset. Eventually, Papadopoulos would be questioned about these contacts, and like virtually every other member of the Trump team, he would lie.4 Only when arrested by the FBI would he confess the plan.


At nearly the exact same time, another Trump foreign policy advisor, Carter Page, was claiming to be a global expert in the Russian energy industry even though no one had heard of him. Page claimed to have worked for seven years for Merrill Lynch in London and Moscow. He also claimed to have been assigned to Lynch in New York as “Chief Operating Officer of the Energy and Power Group.” What is known is that Page did work for three years in Moscow coordinating the merger of Gazprom and RAO UES. These relations were critical to convincing Trump of his bona fides. Trump brought him onto the campaign as an expert on Russia. Trump even mentioned him by name when asked who was on his foreign policy team. By September 2016, his name would figure highly when it was cited in a secret dossier developed by former British Secret Intelligence Service agent (MI-6) Christopher Steele. Steele developed a 35-page package of rumors and observations about Donald Trump and his campaign based on information gathered by his former spy contacts. He worked these tips up into a dossier for Fusion GPS, a political research group hired first by conservative donors working for Ted Cruz and then Democrat donors. In the Steele dossier, Page’s name came up in relation to an oil deal between Exxon and Russian oil giant Rosneft. When this became public, Page quickly left the campaign.


Upon further inquiry, the FBI spy hunters would find these two low-level staffers were the least of the contacts. An investigation by the New York Times of Trump’s campaign manager Paul Manafort would expose his ties to the Kremlin through his illicit dealings in Ukraine. Former Director of the Defense Intelligence Agency Michael Flynn earned tens of thousands of dollars speaking to Russia Today. He even sat next to Putin at their 10th anniversary dinner along with American Green Party head Jill Stein.5 Other higher ranked Americans had met secretly with Russians and were caught lying about it, including the Attorney General Jeff Sessions and the President’s son-in-law Jared Kushner. They were all found to have been in contact with Moscow. US intelligence and the FBI were now on the case.


While the news media mused about the coincidences, the global intelligence community was hard at work running down the perpetrators of the hacks. One agency was the Dutch General Intelligence and Security Service (Algemene Inlichtingen en Veiligheidsdienst or AVID). AVID was a European intelligence ally that maintained a highly regarded cyber warfare division. It was a small, classified program that developed a highly specialized computer warfare capability to counter Russian intelligence operations. AVID was part of an international intelligence sharing agreement by NATO nations which allocated targets set by the two major signals intelligence powers, NSA and GCHQ. Each nation had its strengths and weaknesses. Where highly refined exploitation was required, every nation in NATO contributed. In cyber operations, AVID was exceptional and was given one of the toughest nuts in the world to crack—they hacked Russian intelligence’s own offices. The story of how the Dutch managed to exploit the FSB was broken by local newspaper de Volkskrant. For several years AVID had been focusing on Russian cyber warfare operations related to the FSB.6 As a counter to Russian hacks against NATO, the Pentagon, the White House, and France, the Dutch had developed highly specialized exploitation tools and techniques that allowed them to geographically track Russian Army intelligence systems. The Dutch formed a “Joint SIGINT Cyber Unit” made up of federal civilian and military intelligence staffers tasked to attack hostile networks. Their specialty was COZY BEAR. Using secret methodologies, they were able to pinpoint the location of the servers to a building in Moscow. In a stroke of brilliance, they counter-hacked the security cameras on one particular floor of the building and observed the Russian spies using the system.7


CIA Director John Brennan reported the AVID and other agency’s intelligence on the Russian campaign to James Clapper. The intelligence picture was disturbing. It revealed Russia was conducting a massive active-measures operation against the United States election. As information started to pour into the major intelligence agencies, John Brennan was made the point man for processing the traffic by President Obama. DNI Clapper was the overall coordinator and policy manager for the 17 US intelligence agencies that were collecting the information. Brennan and Clapper agreed the Russian attack required a forceful American response. On August 4, 2016, at the direction of Obama, Brennan personally telephoned the director of the Russian intelligence agency, FSB chief Aleksandr Bortnikov. According to his testimony before the House Intelligence Committee, Brennan warned Bortnikov that the United States was aware of their operations and that it would damage relations between the two countries. Apparently, Putin knew Americans better than that. By September, Russian-WikiLeaks email releases accelerated. The ex-director would later tell the House Intelligence Committee, “It should be clear to everyone Russia brazenly interfered in our 2016 Presidential Election process and that they undertook these activities despite our strong protests and explicit warning that they do not do so…”8


Brennan was then tasked by Clapper and President Obama to notify the key members of Congress—the “Gang of Eight”—of what was going on.9 When Brennan brought him the indicators that a Russian active-measures operation was occurring on a large scale, he was assigned by the White House to coordinate with the intelligence community on the extent and impact of Russia’s influence. Brennan complied and gave a series of briefs and phone calls to convince the senior national leaders that the United States had been attacked.


According to the New York Times, only Senate majority leader Mitch McConnell demurred. He actively worked to keep Russia’s name out of a joint letter denouncing intrusion. McConnell, like Trump, refused to believe much of the underlying intelligence on the hacking.


By the end of July, suspicions had set fire to former intelligence professionals working in the news media and on the Clinton campaign. Though many of us did not have access to what was known at the CIA and NSA, it was apparent that the bread crumbs we were seeing in the media and the whispers from former colleagues of suspicious activity was setting off alarms.


Michael Morell was a former Deputy Director of the CIA. He had also been acting director of the agency for three years until John Brennan took over the job. Morrell was a studious man and, though he was an informal advisor to the Clinton campaign, he had kept his opinions to himself. By August 2016, he too was seeing the writing on the wall. Trump’s incessant positive references to Vladimir Putin and covering for Russia’s hacking led him to publicly endorse Hillary Clinton in the New York Times. In his op-ed, he suggested that Trump was an “unwitting agent” for Russian intelligence. Morrell went further, adding that Trump is “not only unqualified for the job, but he may well pose a threat to our national security.” Those were big words from a CIA officer, but as a former acting director he was part of an extremely small club of directors who still have access to classified information and one another. He was dropping more than a hint; he was offering an unclassified assessment of the same CIA/NSA intelligence projection that would land on the desk of President Obama just 30 days later. Morrell warned that Russia wanted Trump as President.10


Later in 2017, a member of the House Intelligence Committee asked John Brennan if he saw collusion between the Trump campaign and Russia and he answered, “I saw information and intelligence that was worthy of investigation by the [FBI] to determine whether or not such cooperation or collusion was taking place.… I encountered and am aware of information and intelligence that revealed contacts and interactions between Russian officials and US persons involved in the Trump campaign.”11


By late fall, President Obama became so concerned he made a bold move. He picked up the Red Phone, the war de-confliction telephone between the United States and Russian leaders, and he personally warned Vladimir Putin that America was aware of their operation and that any acts on Election Day would be seen in the harshest light. Putin did not care. The mission was to hack the minds of the American public and it was a complete success.


On October 7, 2016, President Obama had decided that the nation needed to know about the intelligence he had about the DNC hacking. He appeared on national TV and declared that Russia had conducted the DNC hacking and that the election was at risk. Clapper’s statement said, “The U.S. Intelligence Community is confident that the Russian Government directed the recent compromises of e-mails from U.S. persons and institutions, including from U.S. political organizations…”12 He continued that the unnamed Vladimir Putin had ordered these reports, “We believe, based on the scope and sensitivity of these efforts, that only Russia’s senior-most officials could have authorized these activities.”13


Unfortunately, the news of the day was not that intelligence and homeland security leadership were accusing Russia of intruding in the American election but that of the Access Hollywood tape. That same day, news broke of a tape made years earlier of Trump confessing to sexual assaults and affairs. Trump bragged about conquering women and how one should “grab ’em by the pussy.” Not twenty-five minutes after Trump’s Access Hollywood tape was revealed, WikiLeaks started pumping out newly stolen Podesta emails but to no avail, the media was in a tizzy over the “pussy” comments. A national warning had been sounded but thanks to the salacious nature of news media, the American public didn’t really hear it.


Trump remained loyal to his commitment to protect Russia. When asked two days later about Russian hacking he said, “… maybe there is no hacking!” While Trump was in denial about Russian interference a new threat to the election was emerging. Thirty-six hours after the Access Hollywood tape, investigators at the Federal Election Commission, DHS, and FBI would announce that Russia hacked into the servers of a subcontractor handling voter rolls in Florida.14 In the end, more than 25 other states had learned of attempts to penetrate their voter roll databases as well.15 Russian access to the voter rolls could allow them to change party affiliation and registration status that could disenfranchise hundreds of thousands of voters and tilt a close election to a preferred candidate. The hyper-partisan nature of the campaign led many Secretaries of State to deny the attempts. All of this worked to the advantage of Russian operations to sow chaos into the narrative of the 2016 election. In the campaign, the heat of the Russian investigation was starting to take its toll. During the final presidential debate Hillary Clinton directly stated that Putin wants to install Trump as a “puppet” and Trump’s only rebuttal was to childishly repeat over and over, “No, you’re the puppet!”16


WikiLeaks’s impact on the news media contributed greatly to the perception that Hillary Clinton was unfit for the presidency due to repeated stories about her emails and secure server. A Google word cloud for news coverage of Clinton during the 2016 campaign showed that one word blotting out all others: “E-MAILS.”17


On November 8, 2016, nearly 139 million Americans voted. Late in the evening it became apparent that Donald J. Trump would become the 45th President of the United States. Hillary Clinton had blown Trump away in the popular vote, winning that by 2,864,974 more votes, but it mattered not. America uses the Electoral College system where a certain number of votes are allotted to each state. The candidate that wins 270 of these votes is the winner no matter what the popular vote. Trump won 306 Electoral College votes. When the votes were finally tallied, Trump won three critical Electoral College–filled states by flipping just 77,000 former Obama voters in Pennsylvania, Michigan, and Wisconsin. When the election night dust settled, he was the president-elect.


The unlikely victory of Donald Trump for President of the United States astounded the world. No one thought it possible that he could overcome the long odds and rise from reality TV star to become the most powerful man in the world. It was an unthinkable possibility that had unfolded. Trump brought a wave of “populism” from the American hinterlands. It played in the global media as the stirring story of a groundswell of American conservatism and the ultimate rejection of liberal values and policies. In Trump’s vision of America, the election was a referendum on the nation’s true heart. The rural American “silent majority” had risen and rebelled against the harsh economic tides and desecration of traditions and sought nothing more than to make itself great again. During his campaign, Donald Trump promised a nationalist “America First!” movement that would take them back to an America they could recognize—an America that existed before civil rights, urban riots, and political correctness. Trump’s America had not existed since 1963; the year before the Civil Rights Act gave blacks and women full equality, and where coal and steel was the heart of the American engine. He resolved to take it right back there.


In the eyes of his voters, the promise of a renewed America under Donald Trump would return the nation of Washington, Lincoln, and Reagan to a greatness lost under Barack Obama. It was a fantasy based on pure hated of the first black president. The first dark sprouts of an authoritarian ideology presented themselves at Trump’s inauguration speech. With it he described a dark vision of the United States as he saw it in his mind, not as it was.


Trump’s reliance on the poor and uneducated would become a hallmark of his campaign. He mobilized a base of white hatred not seen since before WWII when the original “America First” movement wanted closer ties to Nazi Germany and refused to accept Jewish refugees into America. When he told the world at a press conference at the Nevada primary, “I love the poorly educated,” he was mobilizing a new base that had long been forgotten by the GOP establishment and who would never vote Democrat—poor racist white men and women.


Trumps gambit relied on ignorance, hatred of fellow countrymen, and a silent belief by his voters that White Nationalism was a right. Trump deemed them “The Silent Majority,” which was typified by 19th-century Prussian philosopher Alexandre von Humbolt. “The most dangerous worldview is the worldview of those who have not viewed the world.”18 It signified that a large swath of the American public had abandoned core values such as freedom for all, inclusiveness through diversity, and the power of the American Dream for immigrants. The election of Trump was an open effort to move the United States away from a democracy that protected the rights of the minority, the literal definition of a republic, and toward a nation ruled by “a strong man”—an autocracy.















CHAPTER 2



Reporting to Moscow




Democracy is the belief that together we can make each generation better than the last. Trumpism is the belief that only one man, actin’ in his own best interest will miraculously make our lives better.


—T-PAIN





Donald J. Trump is a millionaire developer who fancied himself a billionaire; a malignant narcissist whose sole concern was for his money and his ego. Trump was easily led by a golden nosering when he was complimented on his business prowess, flooded with beautiful women, and shown riches that he could never attain. He held a devilish aspect that was belied by his real idiocy and poor-little-rich-boy appeal to the “common man.” He was the archetype of the American that Putin’s old organization, the Soviet-era KGB, had been turning into spies, assets, and useful idiots for over 70 years.


The mindset of Russian intelligence is that Americans are full of themselves, over-preening fools who believe they alone can change the world, yet always need someone else’s money to do it. It is a sucker’s nation without strength of character or manliness. Had the Soviet Union had the financial resources to be on par with the United States, America’s downfall would have happened before Russia itself fell. If Russia acquired Western wealth, America would be eaten hollow like Swiss cheese at a mouse convention. When the Soviet Union fell and the Russian Federation gained billions in oil wealth, Putin would set out to do just this.


By 2000, Soviet Communism was out and mass consumerism was in, fueled by selling off massive parts of the Soviet economy. The new Russian Federation was a hybrid of the old Soviet Union, with a love of authoritarianism and modern economic power. By 2007, Vladimir Putin would have the technological means to make use of a player like Donald Trump.


Russian intelligence transformed from a paper-based organization of old wily alcoholics to a younger, faster technologically savvy organization. However, some skill sets were core valued—foreigners were evaluated and made ready to be Moscow’s spies. These potential spies and assets they contacted and recruited were collected like trinkets and when their time came, they would be turned, given orders, and deployed to spy on their own nation. Intelligence officers are trained to handle each potential asset differently. A good human intelligence officer could handle a person like Donald Trump, where he or she would get the person to do his or her bidding unknowingly while he—the poor victim—remains unknowledgeable about who he or she works for and the real objective of the spy’s mission. In intelligence work, these are called the Unwitting Assets. If an asset figures out that a spy is handling him, but the rewards make it worth his while, he becomes a Witting Asset. Other assets need much more subtlety. Some personalities will do work for a spy or a propagandist without any prompting. Particularly when they share common ground with spies. Often these persons will contribute to the cause without concern so long as they benefit, especially if their efforts are paved with money; they are called by the intelligence community Useful Idiots. The Useful Idiots are often manipulated by financial payments or recognition for their influence. Those who seek no reward but cooperate purely for shared ideology are the Fellow Travelers. Under the Soviet intelligence system, Fellow Travelers were the least desirable of the assets. They were fickle and because they believed what you believed, only with more fervor, they were often pushing a more ideologically pure line. Worse, if they turned on officers, they could cause serious damage should they go public and reveal your operations. Their repentance would be solidified by their depth of knowledge. They can burn you with credibility, but the influence of Fellow Travelers is deep and can reach areas no foreign intelligence officer could touch in some societies. If carefully handled, they could become a perfect Fifth Column—workers on the inside who corrupt and sabotage their own countries. Between 2010 to 2016 Russia would successfully craft a league of Fellow Travelers in the West including a whole new branch of Fifth Columnists in America.


So what about the hapless American President? What category does he fit? It will be easily revealed that to Russia, Donald Trump started as a Useful Idiot, and then became an Unwitting Asset, but quickly became a Witting Asset once he realized that Russia was working in his best interest.


Trump’s usefulness to Moscow was critical to their goal of breaking links between America and its traditional allies. Trump has lived up to that expectation. Within the first year of his presidency, Trump managed to insult virtually every ally, neighboring country, international treaty body, and all of Africa, the Middle East, and Asia. Yet Vladimir Putin held such sway over him that it would take almost 15 months and a brazen chemical weapons attack to offer the first mild criticism.


This sycophancy had an effect. By early 2018, as much as 65% of America is permanently alienated from Trump’s administration, as it has become increasingly clear that he is determined to rule only for his 35% core constituency. No matter, Trump views anyone who did not vote for him as alien. Non-voters and opposition are unworthy of his attention. He wants to lead and reward those who elected him and no others. Policies have been designed to punish the major blue states that had the nerve to vote for Hillary Clinton. His only piece of major legislation, a massive one trillion dollar tax cut to the ultra-wealthy, included many provisions which raised taxes on states like California and New York, and cut them for the impoverished deep-red states like Alabama and Mississippi.


A figure like Trump was bound to come up in American history: a man who rigged the system for his own benefit and rode the wave of populism to win. The Founding Fathers warned of such an event. Over two centuries ago, in 1792, Alexander Hamilton predicted Trump’s strategy to divide America. The new nation was an agrarian society that had just come through a baptismal fire. It had beaten a massive army and formed a new type of governance. However, those who won this victory were relatively uneducated, prone to conspiracy theories, easily led by falsehoods and generally a rabble that looked to the educated and wealthy to navigate the political waves. The brilliance of those educated men of enlightenment, for all their flaws, shone a light on America’s susceptibility to being conned by a fraud. Hamilton said, “The truth unquestionably is, that the only path to a subversion of the republican system of the country is by flattering the prejudices of the people, and exciting their jealousies and apprehensions, to throw affairs into confusion, and bring on civil commotion…”1 Throughout American history, those confusions and commotions have sprung forth in the form of rebellions, clashes, and civil war. Yet America had never been tested with a leader who had the same mindset of King George III; a monarch who ignored the voice of the majority, who ruled as he lived above the rest, and cared not a whit about the traditions of the free society in America.


Trump lived for the conman’s game. He also brought the persona of a larger than life cartoon—the “professional” wrestler—to the campaign trail. Before he entered politics, he was a man who had appeared on wrestling shows and enjoyed the spectacle of riling a crowd of young children and the great blue-collar worker. Trump played himself, an indifferent rich guy with a fake giant million-dollar check to the delight of the audiences. He understood the pantomime of giving the public heroic characters and evil villains. All these Punch-and-Judy traits propelled him into the White House.


Within a few months of the election, what was a once a recognizable republic was backsliding down the guardrails of law and justice, and careening toward a totalitarian family and single party nation much less like King George’s monarchy and more like the Borgias—a medieval papal crime family that held power through nepotism, murder, corruption, and deceit.


In less than a few months, Trump had done more damage to America’s political world order than any event since World War II. Diplomacy was dead. His chosen Secretary of State, Exxon CEO and friend of Vladimir Putin Rex Tillerson, lasted only one year. When Tillerson publicly criticized Russia on a chemical weapons assassination in London, Trump fired him by tweet. Jared Kushner, Trump’s son-in-law, and his wife Ivanka were sent to address state issues that bypassed all of America’s diplomats. To fill the void, the military was ordered to step into the breach as the principal voice of American power. The nation went from managing a dying terrorist insurgency to talks of a sneak attack nuclear war on the Korean peninsula or a disastrous war with Iran. The State Department’s website removed “spreading democracy” from its mission statement.


Trump’s standing with the American public went into immediate free fall. By January 2018, 53% of the nation rated his administration as a failure, 57% said the country was headed in the wrong direction, and 61% would assert that he had divided the country. Majorities disapproved of his handling of virtually every policy he proposed from immigration to foreign policy. His personal approval rating of 37% was rated as a historic low, beating George W. Bush, who had one of the worst rankings after his disastrous invasion of Iraq, which smashed the last vestiges of stability in the Middle East. America’s worldwide standing plummeted as well, and the US under Bush was rated at 39% approval. Under Barack Obama, the ratings had risen to 55%. Trump almost equaled Bush’s status when it dropped to 42% approval in less than 12 months.


Yet for Donald Trump, planned and unplanned chaos is his guiding star. In his mind, his style of daring risk-taking honed in the New York City real estate market would translate well to big wins politically and admiration globally. That was not to be, but in the hermetically sealed world of conservative politics he only saw success where the world saw a disaster. Trump saw his first year in office as a smashing success because when he visited towns like Altoona, Pennsylvania, he was cheered by people who looked like him and clung to his every word. Praise on Fox News, public applause, and laurels given in his presence were his measures of success. The reality of the nation’s descent would be precipitous, terrifying, and maddening but only for the 260 million Americans who did not vote for him.



Erasing the Bear Tracks: The Firing of FBI Director Comey


Now that Trump held the reins of power, he thought that he was capable of hiding any offenses he may have made in his past life or his relationships with Moscow. He took his first step to hide his relationship with Putin early in February 2017, when FBI Director James Comey was invited by Trump to the White House for a dinner. During the meeting, Comey claimed that President Trump asked him more than once to consider stopping the investigation into General Mike Flynn. General Flynn, the former Director of the Defense Intelligence Agency, was under a National Security investigation related to the lies he told about his phone calls with the Russian Ambassador in December 2016. Acting Attorney General Sally Yates had informed the White House that Flynn was at risk of blackmail since only the Russians knew what was said in the conversation and could hold it over his head. Trump said to Comey, “I hope you can see your way clear to letting this go, to letting Flynn go.… He is a good guy. I hope you can let this go.”2 Comey was noncommittal, and after leaving the meeting he immediately drafted a memo detailing what Trump had said and informed his deputies what had transpired.


A few months later, on May 9, 2017, in a surprising move the White House announced that President Trump fired James Comey. The firing required the Deputy Attorney General Rod Rosenstein to find cause to remove him from office. Rosenstein was directed to draft a 2½ page memo with the justification. Comey’s letter of removal was delivered to the FBI headquarters by Trump’s longtime bodyguard Keith Schiller. The memo noted that Comey had fumbled “handling of the conclusion of the investigation of Secretary [Hillary] Clinton’s emails.” This accusation was outrageous since Trump himself benefited from said handling. Clinton believed the “Comey statement” in the last week of the election was critical as it gave the impression that she was under investigation, which was not true. In fact, the Trump White House was also furious at Comey for not revealing to Trump his testimony in advance of a hearing on the Flynn and Russia investigation.3 More likely Trump was angry because he could not stop the Russia investigation or the inquiry into Mike Flynn’s susceptibility to blackmail.


The backlash was withering. When the news hit the wires, Trump was deluged with negative comments. His staff said he was personally taken aback by the outrage. He tried to justify the firing “[Comey] wasn’t doing a good job, very simply. He wasn’t doing a good job.” In his letter to Comey, Trump claimed the FBI Director had told him “on three separate occasions, that I am not under investigation.”4 Trump assumed that like on his reality TV show, he could fire people at will. It also stunned him that Democrats, who had severely criticized Comey, were not siding with him and cheering him on. He tweeted, “The Democrats have said some of the worst things about James Comey, including the fact that he should be fired, but now they play so sad!”5


Trump’s tweetstorm continued with a lie that was equally as outrageous. “Comey lost the confidence of almost everyone in Washington, Republican and Democrat alike. When things calm down, they will be thanking me!”6 Displeased with the public backlash, Trump resorted to fantasy and made up fantastical, near pathological lies, “He cried like a baby and begged for forgiveness… and now he is judge & jury. He should be the one who is investigated for his acts.”7


Amazingly, the day after firing Comey, Trump kept a meeting with Russian Foreign Minister Sergei Lavrov and Ambassador Sergei Kislyak at the White House. Though the optics of meeting with Russians the day after attempting to stop an investigation into his contacts with Russia were alarming, even more surprising was that US news media was forbidden to cover the meeting. But Trump allowed a Russian news media photographer into the Oval Office.8 During the meeting, Trump bragged to Lavrov about how he got rid of the FBI Director, “I just fired the head of the FBI. He was crazy, a real nut job…”9 As if to impress the Russians, he blurted out, “I faced great pressure because of Russia. That’s taken off.” The Russian photographer took pictures of Trump huddled together with the two diplomats as if sharing a joke. It was no joke when soon after reports emerged that during that same meeting Trump had compromised a highly compartmented top secret Israeli spy mission in Syria to the Russians.10


If there were doubts about Trump’s intention to cover up the Russia investigation for the Kremlin and himself it was wiped clean within 48 hours. A few days later Trump granted an interview with NBC News’s Lester Holt. During the interview Holt asked a series of questions about the firing of Director Comey. Trump was nonplussed. If he had stayed on message with the story the Attorney General had helped him manufacture he would likely have gotten away with it. But Trump has a predictable pattern of masticating the truth. His usual pattern is to 1) Lie; 2) Dissemble; 3) Spread Disinformation; 4) Confess; 5) Threaten. After trying numerous stories about why Comey needed to be fired because he was hated by the FBI, “he’s a showboat, he’s a grandstander, the FBI has been in turmoil” (lie), he then claimed that he only went by the recommendation of the Rob Rosenstein (dissemble). Trump attempted to spread more false stories about Comey (disinformation): “You know that, I know that. Everybody knows that. You take a look at the FBI a year ago, it was in virtual turmoil, less than a year ago. It hasn’t recovered from that.” Finally Trump, not realizing he was committing perjury told the truth:




TRUMP: What I did is, I was going to fire Comey. My decision. It was not—


HOLT: You had made the decision before they came in the room.


TRUMP: I was going to fire Comey. There’s no good time to do it, by the way.


HOLT: Because in your letter you said, “I accepted their recommendation.”


TRUMP: Well, they also—


HOLT: So, you had already made the decision.


TRUMP: Oh, I was going to fire regardless of recommendation.11





Trump seemed to be completely unaware that he had contradicted days of statements. He also seemed unaware that firing an FBI Director to stop an investigation into potential espionage was the textbook definition of “obstruction of justice.”12


Trapped by the news media, Trump then claimed that there were tapes of the conversation in an effort to intimidate Comey. He didn’t seem to understand that this also was a potential additional obstruction of justice charge. “James Comey better hope that there are no ‘tapes’ of our conversations before he starts leaking to the press!”13 The White House would eventually have to admit there were no tapes.


Trump was hell-bent to defend himself from the accusation of collusion but never disputed the fact that he wanted to be friends with Putin. If his co-option by Moscow was unwitting then it could have been seen as an acceptable reflex to protect himself. But Trump’s behaviors and defenses went far beyond a man out to defend his honor. He made it clear that he would defend Moscow even above himself at every turn. Whatever effect he thought he would achieve by firing Comey was then magnified when the Deputy Attorney General Rob Rosenstein would submit to political pressure and appoint a Special Counsel to investigate Trump’s ties to Russia. No better investigator could have been chosen for the task. Robert Swan Mueller III was a Vietnam War combat veteran, Silver Star winner, federal prosecutor, and Director of the FBI for three Presidents. He reorganized and revitalized the bureau after 9/11 and was deeply admired throughout Washington. He was the last man Donald Trump would ever want investigating him.


The Special Counsel wanted to know if Trump and his team had been a party to a foreign intelligence operation that may have damaged American democracy. All the evidence pointed to a tribe that was active in conspiracy with the Kremlin and with financial ties that were beyond suspicious. Mueller reviewed Comey’s notes and set about hiring a Murderer’s Row of top financial and espionage prosecutors to fill his staff. Trump was now in mortal danger from his own government so he set out to do the only thing he knew how—he tried to fire Mueller.


According to the New York Times, less than 30 days after the Special Counsel had been appointed, Trump tried to fire him. White House counsel Donald F. McGahn II was called in and informed that the Deputy Attorney General Rob Rosenstein was to fire Mueller.14 Trump threatened that if Rosenstein balked, he too would be fired and the number three official Rachel Brand would be appointed in his place to carry out the order. Trump argued that Mueller needed to be fired due to a conflict of interest. Trump said Mueller disputed golf fees at a Trump National Golf Club in Sterling, Virginia, and that disqualified him from investigating the administration. Trump also asserted that Mueller had also worked at a law firm that represented his son-in-law, Jared Kushner. McGahn tried to disabuse the President of this course. As a lawyer he was well aware that if he carried out this order he would be participating in a crime. McGahn refused the President’s request and told the President he would resign instead.


Trump backed off his demand, and when asked he lied to the press that firing Mueller had never been considered. Still, Trump decided that the Special Counsel had to be stopped. He cared not that firing FBI Director Comey had been incredibly damaging. Trump was the firing kind. A month earlier, Trump expressed frustration that Attorney General Jeff Sessions had recused himself from the Russian probe. He later told the New York Times in an interview that he was frustrated with Sessions over the Russia issue. Trump said, “Sessions should have never recused himself, and if he was going to recuse himself, he should have told me before he took the job and I would have picked somebody else…”15


Why Did Russia Do It?


The Director of National Intelligence’s report on Russian hacking concluded that “Russia’s goals were to undermine public faith in the US democratic process, denigrate Secretary Clinton, and harm her electability and potential presidency.” The intelligence report read, “We further assess Putin and the Russian Government developed a clear preference for President-elect Trump.”16


Those goals were each achieved but the larger question looms over the entire controversy: What did they intend to do by making Donald Trump president? The answer is simple. For decades, Soviet Communists in the Kremlin had spent billions of dollars and countless intelligence operations trying to achieve one goal: to reveal to the world that American democracy was an old, dead system of government that had to be replaced. The Soviet Union could never do it but in 2016 the Russian Federation had brought America to its knees at the speed of an election while Americans and its officials were still at home watching cable TV and trying to figure it out. Russia is a dictatorship led by a single, ruthless autocrat who simply had to give an order to change the fabric of the Western world. According to Russia, Trump’s true destiny was to be an inaugural member of the world’s newest alliance—the Axis of Autocracies.


The election of Trump led to an explosion of activity from the Russian government including coordinating direct meetings with transition officials. All of them were designed to be hidden from US intelligence and law enforcement. Within days of Trump’s taking office, it became clear that the White House wanted Putin’s number one goal—all sanctions against Russia would be lifted. The common denominator associated with every aspect of the Trump-Russia investigations was that Moscow was desperate to get the crippling financial and personal sanctions against Vladimir Putin and his oligarchs lifted. Each investigation starting with ex-FBI Director James Comey, the Special Counsel Robert Mueller, and the House and Senate Intelligence Committees found strong indicators that this was one of the core reasons for the attack on the United States.


For example, the US State Department under Rex Tillerson started seeking ways to lift the Obama-era sanctions designed to punish Russia for espionage, hacking, and violations of international law, including the invasion of Crimea and fostering an ethnic Russian insurgency in Ukraine. Retired diplomat Dan Fried told The Hill that almost immediately after the administration made its principal staff appointments to Foggy Bottom, “There was serious consideration by the White House to unilaterally rescind the sanctions…”


The American sanctions were not hurting the Russian economy; they were hurting the personal finances of Moscow’s most elite citizens and Vladimir Putin personally. To the Russian oligarchy the Americans were stealing the bread from the mouths of their children. Granted, the bread was handcrafted pan a l’ancienne from their Château outside of Monaco, made by a French master baker who studied all the recipes of Marie Antoinette and uses a 600-year-old stone oven, and was flown into Moscow 30 minutes before each meal by their own Gulfstream G650 executive jet—but it was their bread all the same. The Russian oligarchy needed American interference with their dirty money to stop the sanctions, and an ally in the Oval Office who would assist them in this endeavor. They found this in Donald Trump.


By fall of 2017, news reports would find that virtually all of Trump’s senior staff and family had numerous contacts with Russia that were nothing short of suspicious. Less than three weeks into the job, General Michael Flynn, former Director of the Defense Intelligence Agency (DIA), would resign due to lying about secret phone calls with Russian ambassador Kislyak. That incident would eventually have him confess and plead guilty to criminal charges of lying to the FBI. Others were quickly implicated, including Jared Kushner, husband of Ivanka Trump. He would be found to have asked Russia for a secure communication network within the Russian embassy to communicate without interception by the NSA or the CIA. He would later claim it was an innocent proposal to get Russian military information about operations in Syria to Trump. It was suspicious because the US military already had a formal liaison mission working with the Russians at their secret base near Qamishli in Northern Syria. Attorney General Jeff Sessions was found to have lied about meetings with Russians, including Kislyak, before his Senate confirmation hearing. Paul Manafort and Rick Gates, Trump’s mafia consiglieri–like campaign manager and deputy campaign manager, were both so under Russian influence they were indicted for laundering funds believed to have come from a pro-Moscow Ukrainian strongman.17 Manafort was so uncooperative early on that the FBI carried out a predawn raid on his home to secure documents that would lead to his charges. Gates would plead guilty. George Papadopoulos was charged with lying to a federal officer and pled guilty along with Michael Flynn. Many reports would emerge about Trump’s son, son-in-law, and senior advisors willfully participating in schemes to get dirt on Hillary Clinton and unwittingly repeat the Kremlin’s finely tuned propaganda.


With all of this emerging evidence Trump’s daily refrain for almost a year was “No collusion. No collusion. No collusion.” Not only was America not going to do nothing about the Kremlin’s intervention in its affairs, they had two wings of the government dedicated to assisting them through inaction and disbelief. In the House of Representatives, Devin Nunes, Trump’s lackey on the House Permanent Select Committee on Intelligence even issued his own unilateral report exonerating Trump from any collusion, while agreeing with all other intelligence findings that Russia rigged the election for him. So long as Donald Trump and his allies worked with Moscow and had control of Congress, there was little anyone else could do to stop Putin’s march to do the same worldwide.







OEBPS/nav.xhtml






		Cover



		Title Page



		Copyright



		Table of Contents



		Foreword



		Introduction



		SECTION I Cyber Bears



		1. Shots Fired



		2. Reporting to Moscow



		3. Make Russia Great Again



		4. Putin’s Philosophy



		5. A Rising Russia, a Failing America









		SECTION II Bullets, Lies, Laptops, and Spies



		6. Active Measures



		7. Fake News



		8. Internet Research Agency & Russian Cyber Weapons



		9. Hail Hydra!



		10. The Axis of Autocracy



		11. Operation GLOBAL GRIZZLY









		SECTION III America Under Siege… from Within



		12. Russia’s American Beachhead



		13. The American Fifth Column



		14. A Treasonous Aspect









		Epilogue: “Freedom Is a Light”



		Acknowledgments



		Notes



		Newsletters











Navigation





		Begin Reading



		Table of Contents











OEBPS/images/9780316484855.jpg
THE PLOT TO

HOW PUTIN AND HIS SPIES ARE UNDERMINING

DESTROY

AMERICA AND DISMANTLING THE WEST

DEMOGRAGY

MALCOLM NANGE

New York Times bestselling author of The Plot to Hack America  FOREWORD BY ROB REINER





OEBPS/images/Art_tit.jpg
THE PLOT TO
DESTROY
DEMOCRAGY

HOW PUTIN AND HIS SPIES ARE UNDERMINING
AMERICA AND DISMANTLING THE WEST

MALCOLM NANCE

FOREWORD BY
ROB REINER

OOOOOOOOOOOOO





