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FOREWORD

 BY NICK FIELDING


FOR MORE THAN a decade the Web site Agentura.ru, with content written and edited by the authors of this book, has consistently covered one of the most difficult and dangerous beats in world journalism: the Russian intelligence services. Difficult because the Russian services in all their multifarious forms are notoriously secretive and jealously protect their activities. Dangerous because they have little tolerance for criticism.

In February 2010, for example, the Web site revealed that the same FSB press office that issues official accreditation to journalists in Moscow was now officially authorized to monitor and surveil them. As Andrei Soldatov revealed in Index on Censorship, Order no. 343, signed by FSB director Alexander Bortnikov on July 15, 2009, expanded the list of FSB generals allowed to “initiate a petition to conduct counterintelligence measures that restrict the constitutional rights of citizens.”The list now includes the FSB’s Directorate for Assistance Programs, the same one that is in charge of relations with journalists and which includes the Center for Public Communications—the FSB’s press office.

Intrusive surveillance, however, has not stopped physical attacks on journalists: Seventeen Russian journalists have been murdered in mysterious circumstances since 2000. In only one case has there been a successful prosecution.

In a comment that appeared on the Agentura.ru Web site recently, Soldatov summed up the present state of affairs: “Russian  news media are pulling back on investigations, cutting budgets, and trimming staff. In the course of the past decade, experienced investigative reporters have been dismissed and investigation desks shut down. The situation has been worsened by a gradual closing of the public domain—even the doors of agency press offices have been slammed shut. By the mid-2000s the Federal Protective Service allowed only photo ops inside the Kremlin; the military intelligence directorate, Russia’s largest intelligence agency, has no press office at all; the Foreign Intelligence Service has refused to comment on any of its activities after 1961; and the Center for Public Communications at the FSB does not answer media requests.”

Both Soldatov and co-author Irina Borogan have themselves been the focus of FSB interest on many occasions during the past decade as they sought to tread the precarious path between revelation and retribution. They covered with distinction the school siege at Beslan and the Moscow theater siege, revealing major shortcomings in the way both tragedies were dealt with by the Russian intelligence services.

But more important, they have continued to shine a light into some of the deepest recesses of the Russian state. The obsession with Kremlin watching that characterized Western intelligence activity during the Cold War all but disappeared with the collapse of the Soviet Union, with the emphasis shifting to the so-called “war on terrorism” and the West’s preoccupation with radical Islam. Russia itself was in chaos in the immediate aftermath of the collapse. No one could predict where things would go and whether or not the former Eastern bloc would move toward democracy or despotism.

For four years—between the 1991 dissolution of the KGB and 1995, when the FSB was created—there was an interregnum. But as  the Russian state came to terms with a post-Communist existence, it consolidated itself and its security apparatus. President Boris Yeltsin’s appointment of Vladimir Putin, a former KGB officer, to head up the FSB in 1998 marks the beginning of a new era. By 2000, as soon as he became president, Putin began to rebuild the intelligence services and to concentrate power in their hands. While the FSB’s predecessor had been a “state within a state,” subservient to the Communist Party, the FSB has in many ways become the state itself—its officers now directly responsible to the president, and its former members owning and controlling the commanding heights of the economy.

During Putin’s decade in power the FSB was strengthened immeasurably. It took back powers that had been removed, and it expanded into new areas. The FSB developed an ethos of guardian-ship toward the state that more than echoes the attitude of the old Tsarist bureaucracy. The title of this book, The New Nobility, spells out just how far things have reverted. Most important, the intelligence bureaucracy now considers itself above criticism, impervious to the demands of democracy. There are few signs now of the short-lived efforts to build a civil society that briefly flourished under the stewardship of President Yeltsin.

Little of note has been published on the Russian intelligence services in the past decade. And never before has anything like this been written by Russian journalists for publication in English. For anyone who wants to know the ins and outs of Russia’s secret service, explained by two people with an encyclopedic knowledge of the subject, this book is highly recommended.






PART I

THE FSB REGAINS POWER




INTRODUCTION 


OVER THE LAST decade in Russia, the Federal Security Service (FSB), the modern successor of the Soviet secret police (KGB), has been granted the role of the new elite, enjoying expanded responsibilities and immunity from public oversight or parliamentary control. For eight years, a veteran of its own ranks, Vladimir Putin, held power in the Kremlin as the Russian president, and in the years following, his influence was felt as prime minister. The FSB’s budget is not published; the total number of officers is undisclosed. But according to even cautious estimates, FSB personnel total more than 200,000. Putin made the FSB the main security service in Russia, permitting it to absorb many of the former parts of the KGB and granting it the right to operate abroad, collect information, and carry out special operations. Under Putin, former and current security service agents permeated the ranks of business and government structures, and the FSB resurrected as models old KGB idols: the founder of the early Soviet secret police, the CheKa, Felix Dzerzhinsky; and the most prominent of the KGB bosses, Yuri Andropov.1


When Putin was elected president in 2000, the Russian secret services were in an extremely difficult situation. They had been left behind in the pell-mell rush toward market reforms and democracy of the 1990s. Their ranks had been thinned by the lure of big  money that the best of them could make in Russia’s turbulent and often violent new capitalism. For those who remained, there were daunting new challenges on fronts they had never faced before: the festering war in Chechnya, the increased frequency of hostage taking, and the rise of terrorism spawned by the war in Moscow and other cities far from the Chechen battlefield. The FSB faced pressures of corruption that far exceeded what could have been imagined in Soviet times. It suffered, too, from deep public distrust, a legacy of both the Soviet KGB’s activity and the chaotic first decade of Russia’s post-Soviet experience. It struggled with turf wars and open rivalry for power and resources with former KGB colleagues, now in other, separate organizations, all vying for power and limited resources from the state. On top of all this, Putin gave the FSB a new, even riskier role. The FSB was charged with protecting the stability of the political regime—Putin’s own rule—and the country.

These changes must not be mistaken for a revival of the Soviet KGB, although many former dissidents, journalists, and even the security services themselves have characterized it as such. The Soviet KGB was all-powerful, but it was also under the control of the political structure: The Communist Party presided over every KGB section, department, and division. It was no coincidence that the KGB was officially described as an “advance regiment” of the party.

In contrast, the FSB is a remarkably independent entity, free of party control and parliamentary oversight. If the FSB has an ideology, it is the goal of stability and order. FSB officers now regard themselves as heirs not only to the KGB but also to the secret police that the Tsars deployed to battle political terrorism.

At the end of 2000, Nikolai Patrushev, who succeeded Putin as FSB director, gave his traditional interview to mark the holiday  celebrating the founding of the CheKa, the Bolshevik secret police. Patrushev described the FSB’s personnel as follows:
I don’t want to give a fancy speech, but our best colleagues, the honor and pride of the FSB, don’t do their work for the money. When I give government awards to our people, I scrutinize their faces. There are the highbrow intellectual analysts, the broad-shouldered, weatherbeaten special forces men, the taciturn explosives specialists, exacting investigators, and the discreet counter-espionage operational officers. . . . They all look different, but there is one very special characteristic that unites all these people, and it is a very important quality: It is their sense of service. They are, if you like, our new “nobility.”2






The goal of this book is to reveal the ways this “new nobility” has grown and performed in the last decade. The security services see themselves as the only forces capable of saving the country from internal and external enemies, the saviors of a nation sundered by the upheaval and chaos of the 1990s. Perhaps it is a legacy of old Soviet propaganda films, in which KGB officers were portrayed as the intellectual elite, that FSB officers today refer to themselves as the best and the brightest. The reality is far more complex. The security services have been given a high pedestal in Russia, but faced with the challenges of terrorism and corruption they have become something very different from either the Soviet secret services or the intelligence community in Western countries. In some ways the FSB most closely resembles the ruthless mukhabarat, the secret police of the Arab world: devoted to protection of authoritarian regimes, answering only to those in power, impenetrable, thoroughly corrupted, and unopposed to employing brutal methods  against individuals and groups suspected of terrorism or dissent. The FSB has failed to become a paragon of the rule of law, and Russia is still a long way from true democracy.

One particularly notable development under Putin was the expansion of the FSB’s reach into foreign territory. While the effectiveness of foreign operations remains open to question, Russia’s security services have clearly extended their range, with the full support of the state.

For many years, the green uniforms of the FSB closely resembled those of the army. In fact, the two institutions were distinctly separate, the idea being that supervisor and supervised should not mix. In 2006, Putin went a step further and signed a decree changing the Russian security services’ uniform from green to black. The color of the night has never been popular with the Russian special services, but Putin’s decision was driven by historical symbolism—a nod to a moment during the civil war of the 1920s when the White Army, losing its fight against the Bolsheviks, found inspiration by creating units peopled with officers dressed in black uniforms. They wore black tunics as a symbol of their scorn for earthly goods and were strictly religious. The regiment of Lieutenant General Sergey Markov called itself a “brotherhood of monastic knights who sacrificed their liberty, their blood, and their lives for Russia.” This chapter of history continues to shape the thinking of those individuals serving in the FSB today.3


 



THE SEARCH FOR the truth about the FSB is hampered by the agency’s extreme secrecy, as well as the uncertainty and danger involved in expressing opinions openly in a time of political authoritarianism in Russia. Our investigation was made almost entirely from the outside looking in, scouring every available resource for  evidence of the services’ actions but without the aid of official archives or internal documents. We did, however, benefit from many sources in the security services who spoke to us.

This book is largely based on our experience as journalists. We have spent over a decade reporting on and writing about the Russian security services. In 2000, we founded Agentura.ru—a journalism-based Web site for monitoring the Russian services. In recent years we were forced to leave four Russian newspapers, and we have been interrogated more than once by the FSB. In 2005,  Moskovskie Novosti, one of the most popular liberal weeklies in the late 1980s and early ’90s, changed hands, emerging barely recognizable from the shake-up. Once upon a time, we had both worked there. In November of that year, we were looking for the next step. Yevgenia Albats, a prominent Russian political journalist and the author of KGB: State Within a State, suggested we write a series of stories about the revival of the security services for the online Ezhednevny Journal (one of the few remaining sites where it was possible to publish independent political commentary). By then the FSB had already assumed responsibility for electronic intelligence and border control, gained the right to conduct intelligence operations abroad, resurrected a section of political surveillance, and restored a plaque honoring Yuri Andropov, the longest-serving KGB chairman, at FSB headquarters. To us, the idea of comparing the FSB with the KGB was attractive. Many considered the KGB unique in terms of its ruthlessness and ubiquity, given its legacy of Stalinist repression, total surveillance inside the country, and spectacular killings abroad—including the poisoning of Bulgarian dissident Georgi Markov in London in 1978. The monstrosity of the Soviet secret police was such that it inspired some dissidents to argue that Putin himself was but a small part, a puppet in a  larger KGB plan to retain power after the fall of the Soviet Union. In this light, the strengthening of the FSB was seen as another step toward resurrecting the KGB. But what we found out was quite different.4


We were in Beslan during the 2004 hostage crisis in which 334 people were killed as the FSB special forces stormed a school captured by Chechen terrorists. We witnessed the process by which the FSB built a new system for managing espionage, under which several Russian scientists were accused of spying and sentenced to many years in prison. And we followed and reported on the offensive tactics adopted by the Russian secret services abroad: the 2004 assassination of former Chechen vice president Zelimhan Yandarbiyev in Qatar and several mysterious killings of Chechens in Azerbaijan and Abkhazia during 2006-2007. We hope this book might help the reader understand the process by which the FSB evolved into the organization it is today.
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THE DAWN OF A NEW ERA

THE BIRTH OF THE FSB

 



 



 




THE KGB, KNOWN formally as the Committee of State Security, was an omnipresent force in the Soviet Union. Established in 1954, the agency was an outgrowth of several Soviet security organizations. It combined dozens of different functions: gathering foreign intelligence, guarding national borders, protecting Soviet leaders, obtaining counterintelligence, silencing dissent, and closely monitoring all aspects of Soviet life, from the church to the national military. In order to carry out its myriad tasks, the KGB was afforded a generous budget by the Soviet leadership, one that provided for the KGB’s own armed forces team and elite special operations groups.1


The KGB’s headquarters were in Moscow, but—as with the Stalin-era secret police—its structure was replicated within every Russian region. Any foreigner fortunate enough to travel through Russia was inevitably followed by local KGB agents.

Within each Soviet university, plant, or research center was a security department known as the “first section.” These sections were ostensibly created to prevent spies from infiltrating the Soviet system. When agents in the first section found no spies, they turned their attention to monitoring the “moral climate of the  collective,” recording conversations and making note of rumors. Occasionally members of the first section interfered in family affairs. In a time when divorce and adultery were grounds for state mistrust, reporting such transgressions to leadership could both ruin a person’s career and ultimately prevent a Soviet citizen from being allowed to leave the country.

Despite its sprawling and intrusive structure, the KGB was restrained in one very significant way: The Communist Party was keeping watch. Each division, department, and office of the KGB had a party cell, a peephole by which the state could monitor its agents. The Guidelines of the KGB, approved in 1959, established as much: “The party organizations . . . provide the development of real criticism and self-criticism. Party organizations and every communist have the right . . . to report about shortcomings in the work of the organs of state security to the respective party organs.”2 The Politburo, deeply traumatized by Stalin-era purges, was determined to keep the secret police in check.

Embedded as it was in Soviet life, the KGB suffered the same inefficiencies that defined Soviet bureaucracy. Intelligence officers sent abroad on espionage missions compiled reports from Western newspapers and presented them as sensitive information provided by “sources.” And those agents who were sent abroad to spy were not necessarily the best or the brightest. The KGB worked on a thinly veiled system of nepotism. Those with the best connections were promoted. The sons of the Soviet elite, realizing the advantages of being stationed in the West, supplanted trained agents. KGB agents in the Soviet army, put in place to ferret out corruption among high-ranking military officers, were often themselves corrupt.

The KGB organization was rife with internal rivalries. The foreign intelligence directorate, or First Chief Directorate, a powerful agency arm, looked down upon counterintelligence officers. The directorate felt it was more enlightened because of its exposure to the outside world, and it felt the counterintelligence agents were narrow-minded and inward looking. The KGB was not a monolith, but deeply divided by internal factions, jealousies, and conflict.

The internecine rivalries within the KGB were well hidden in this extremely secretive atmosphere. When the failures of the Soviet system became clear during Brezhnev’s reign, the KGB chairman, Yuri Andropov, deliberately promulgated a myth that the KGB was the only uncorrupted body capable of saving the state. Andropov, the longest-serving chairman of the KGB, was infamous for the brutal repression of both the Hungarian revolt in 1956 and the Prague Spring of 1968. In November 1982, when he assumed leadership of the Soviet Union, he carefully nurtured the notion that the KGB was made up of intelligent people, not brutal secret police. He was keenly interested in broadening the KGB’s functions in economics, an area traditionally distant from the secret services, in an ambitious plan to build his own team to steer the country. Andropov sought to fight the Soviet Union’s stagnation with an emphasis on workplace discipline and measures to combat corruption, but his methods proved largely ineffective during his short reign. (He was in power for less than two years.) Yet when the Soviet Union disintegrated in 1991, the myth of the KGB’s greatness survived.

 



AMONG THE PLOTTERS involved in the 1991 coup attempt against Mikhail Gorbachev prior to the Soviet Union’s collapse was  Vladimir Kryuchkov, the head of the KGB. Boris Yeltsin, the silvermaned icon of the democratic movement who had been elected president of the Russian republic earlier in the year, stood up to the coup plotters. In its aftermath, Yeltsin approached the KGB warily. His goal was to weaken the agency by splitting it into smaller independent agencies. The general feeling was that the only way to control the secret services was by strictly delineating areas of responsibility and not allowing intelligence to operate inside the country or counterintelligence outside it.

With so much uncertainty in the wake of the Soviet collapse, Yeltsin was unwilling to disband the KGB entirely.3


With the fear of the disintegration of the organization was acutely felt in the KGB’s hulking headquarters on Lubyanka Square in central Moscow. On August 23, 1991, KGB leaders watched apprehensively as crowds of Muscovites overturned the monument to Felix Dzerzhinsky, Lenin’s first security chief.

In the year that followed, the KGB initiated an unprecedented era of openness. KGB officers welcomed human rights activists searching for files on those who had been repressed during the Stalin years. KGB generals became guests on TV shows, and the leadership of the secret service invited dissidents to visit the Lubyanka headquarters.4


The KGB opened its doors to many who had never dreamed they would be allowed to view the secret archives of decades of repression. Nikita Petrov, a historian with the human rights organization Memorial, recalled the first time he was invited to the small town of Kuchino, outside Moscow, for his initial look at documents in the agency’s storage site. The KGB archivists were dumbstruck to see him. “They were shocked at seeing me wearing shirt and  jeans in the place where even the visitors from the KGB headquarters were very rare,” Petrov said.5 The KGB even suggested that some of the activists take part in the sweeping changes. Sergei Grigoriants, a famous Soviet dissident who spent nine years in jail, was invited to join the KGB’s supervisory committee, but he refused, fearing that his name might be exploited.6


With the collapse of the Soviet Union in late 1991, the KGB was restructured. The largest department—initially called the Ministry of Security, then the Federal Service of Counter-Intelligence (FSK), and finally the Federal Security Service (FSB)—would be responsible for counterespionage and counterterrorism.7 The KGB’s former foreign intelligence directorate was transformed into a new espionage agency called the Foreign Intelligence Service, or SVR.8  The division of the KGB responsible for electronic eavesdropping and cryptography became the Committee of Government Communication, later called the Federal Agency for Government Communications and Information, or FAPSI.9 A relatively obscure directorate of the KGB that guarded secret underground facilities continued its functions under a new name: the Main Directorate of Special Programs of the President, or GUSP. The KGB branch that had been responsible for protecting Soviet leaders was renamed the Federal Protective Service, and the Soviet border guards were transformed into an independent Federal Border Service.

The changes meant that the new counterintelligence agency, the FSK, after 1995 known as the FSB for its Russian name, Federalnaya Sluzhba Bezopasnosti, was stripped of the overseas intelligence functions of the KGB. The agency no longer protected Russian leaders and was deprived of its secret bunkers, which fell under  the president’s direct authority. It maintained a nominal presence in the army. In its new incarnation, the agency was pruned to something resembling Britain’s MI5.

Meanwhile, party control over the KGB dissipated. Yeltsin’s response was to encourage rivalry in the splintered intelligence community, providing a precarious system of checks and balances. Under Yeltsin, the foreign intelligence agency remained in direct competition with military intelligence; the FSB struggled with the communications agency, which kept a close eye on the social and political situation in Russia. After obtaining a report from the FSB director, Yeltsin could compare it with the report from the communications director. The communications agency was particularly crucial, as it controlled the central electronic vote-counting system, which offered a sneak preview of voting outcomes in real time for the Kremlin.10


In 1993 a new agency, the tax police, was created to address catastrophically low Russian tax receipts, and inter-service rivalry intensified. The new tax police engaged in bitter competition with the department of economic safety within the FSK and later FSB. Meanwhile, the new service charged with protecting the president was transformed by its chief, Alexander Korzhakov, a former Yeltsin bodyguard, into what many described as an updated Praetorian Guard. The agency employed parapsychologists and clairvoyants to prepare prognoses and analytical reports for Yeltsin, independent of the communications agency and the FSB.11
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UNDER HIS REIGN, Mikhail Gorbachev had been roundly criticized for the use of force to quell independence movements and nationalist  revolts in the Baltics, Azerbaijan, and Georgia. Ultimately, the crackdowns failed to bring the regions to heel and served only to hasten the collapse of the Soviet Union. Yeltsin, by contrast, had urged the restless regions to take all the power they wanted from the center, when that center was the Soviet Union. But once he became the Russian president, he confronted the same centrifugal forces.

In 1992, Yeltsin faced a crisis in the Ingush-Ossetian conflict in the North Caucasus. The ethnic Ingush attacked Ossetians, triggering a reprisal. Yeltsin used the Russian army to support the Ossetians. This move led to the first major ethnic cleansing on Russian soil, when Ingush families were expelled from the disputed Prigorodny district. According to a 1996 Human Rights Watch report, “Russian officials disbursed large numbers of weapons to North Ossetian authorities, who then handed them out to both North Ossetian security officers and to paramilitary groups and militias. . . . Russian forces either aided in the evacuation of Ingush civilians—‘polite’ forced evacuation—or spear-headed attacks against villages held by Ingush militants, forcing out both civilians and fighters.”12


Leaders of the Russian security services and Yeltsin interpreted the outcome of this conflict as a sign that force could be used effectively to quell ethnic tensions in the North Caucasus.

But this approach resulted in disaster in November 1994, when leaders of the breakaway republic of Chechnya intensified their demands for independence from Russia. In an operation planned in secrecy, the security service (then the FSK) organized an attack on the Chechen capital, Grozny, that was disguised to look like a march of opposition forces. The men carrying out the attack had been recruited from the Russian armed forces. Among others the  FSK paid off to join the operation were members of Russian tank crews. According to eyewitness accounts by Captain Andrei Rusakov, Lieutenant Alexei Rastopka, and Captain Alexander Shihalev, the men were summoned by the FSK officer attached to their regiment, who introduced them to two counterintelligence officers from Moscow. The counterintelligence officers presented the tank officers with a contract to join the operation, the only copy of which was retained by the FSK officer “for secrecy reasons.” The recruited officers and soldiers were then transferred to the town of Mozdok in North Ossetia, where they were deployed in unmarked tanks. The three columns of tanks disguised as opposition militants were dispatched to Grozny in late November to serve as a demonstration of force to the separatist Chechen leader, Dzhokar Dudaev, a former general in the Soviet army who was posing an increasingly strident challenge to Yeltsin with his demands for Chechen independence.13


Sergei Kozlov, a short, fit soldier with a mustache and a former officer in special forces military intelligence with a straightforward style, recalled that he was approached in late 1994 to join the operation. He told the authors he was urged by the FSK to lead a group of forty former military officers for a reconnaissance and diversion mission to Grozny in exchange for one thousand dollars. “In these circumstances I thought the sum would be just enough to pay for my funeral,” said Kozlov.14 Assuming the operation would be nothing more than a show of force, the armored columns headed toward the Chechen capital with no reconnaissance or cover. The tanks were supplied with additional fuel tanks—a measure that ensured them long-distance range but which would never have been made if a battle had been anticipated.  On November 26, the disguised “opposition forces” were ambushed by Chechens and burnt in the streets of Grozny. The few officers left alive were captured by Chechen militias and were dismissed by the authorities as “mercenaries” or “volunteers” hired by unknown forces. The incident caused grave doubts in the Kremlin about the abilities of the FSK.

After the FSK was renamed the FSB in 1995, it met with another failure in the war against Russian organized crime. In 1996, a secret branch was established in the FSB to prosecute mafia-style groups. The crime unit was infamous as the most ruthless, brutal, and corrupt section of the intelligence services.15 (Purportedly, the unit had been given license to adopt vicious methods in fighting criminal activity.)16 In 1998, after officers claimed at a November 17 press conference in Moscow that they had been ordered to kill prominent Russian oligarch Boris Berezovsky, the unit was disbanded.  17 In the aftermath, Nikolai Kovalev, then FSB director, lost his position.

Also in the mid-1990s, a storm arose in the rivalry between two powerful security services: the FSB and the communications agency. An Investigative Directorate of the FSB accused Major General Valery Monastyretsky, the chief of the communications agency’s financial department, of corruption. The FSB Investigative Directorate opened a criminal inquiry into charges that Monastyretsky received 1.5 million DM from Siemens-Nixdorf Corporation in exchange for a profitable contract.18 However, the authors were told by reliable sources that the investigation was aimed not at Monastyretsky but rather at his boss at the communications agency, Alexander Starovoitov. News of the accusation was leaked to the Russian news media.19 But Yeltsin preferred to stay on the  good side of the communications agency, ensuring his access to the electronic vote-counting system (which the agency controlled) on the eve of the 1996 presidential election. Furthermore, Yeltsin believed that inciting a healthy rivalry between the two agencies would keep them under control.

This volatile, imperfect system hobbled along through the twilight of Yeltsin’s years. On July 25, 1998, Yeltsin appointed Vladimir Putin, a little-known Kremlin official and KGB veteran from St. Petersburg, to serve as the new director of the FSB. Putin was viewed at the time as a big question mark, in part because he had never risen above the rank of lieutenant colonel in his sixteen-year KGB career, and during the chaotic years of perestroika and glasnost, he had been on duty in Germany.

These years were times of upheaval in Russia. In 1998, Russia defaulted on its debts and devalued the ruble in a financial crisis that bankrupted millions of people and cast doubt on the Western capitalist model. Russians wanted to find simple answers, and many looked for a strongman to replace Yeltsin’s perceived vacillating, weak character. This desire for decisive leadership came to a head in September 1999, when 216 people were killed in bombings in two Moscow apartment buildings. Putin, by then prime minister, pointed the finger at the Chechens, vowing to “rub them out in the outhouse.” His tough talk vaulted him to immediate popularity as he launched a new military offensive in Chechnya.

When Yeltsin resigned on New Year’s Eve of 1999, Putin, a man whose outlook had been formally shaped by nearly two decades in the KGB, became acting president. Now the stage was set for an Act Two in which the methods of the security services would be adopted to govern Russia.
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WITH PUTIN’S RISE, it was rumored that the Kremlin was preparing to recombine all parts of the former KGB into one special service.20  This seemed confirmed when the founders of the Russian secret services under Yeltsin—independents accustomed to aggressively defending the interests of their structures—lost their posts one after the other. In December 1998, Alexander Starovoitov, founder of the communications agency, was forced out. In February 1999, Sergei Almazov, creator of the tax police, resigned under pressure. And in April 2000, Vyacheslav Trubnikov, the director of Foreign Intelligence, was forced to step down.21


These moves were followed in 2003 by a major reorganization. In March Putin abolished the tax police, the communications agency, and the border guards as independent agencies.22 The border guards were merely absorbed by the FSB. The tax police had been more active than other services in the 1990s. They created their own corporate culture and ideology and became the first Russian security service to fund a TV series promoting their image—Maroseyka 12 (for the address of its headquarters), with famous Russian film actors cast as tax police officers. It became quite popular despite the dubious reputation of the service.

In 2003 all officers of the tax police were redeployed to fill the ranks of a new agency combatting the narcotics trade, led by Viktor Cherkhesov, a former KGB operative and close friend of Putin. (Cherkhesov had earned a reputation at the KGB as the officer who had initiated the last prosecution of dissidents in the Soviet Union.)23 Neither the tax police nor Cherkhessov had any experience in fighting drug dealers. Not surprisingly, the new agency  started with the prosecution of veterinarians for dealing in ketamine, an anesthetic used only for animals, and Moscovites for cultivating opium poppies at their dachas.24


Once the most powerful rival of the FSB, the communications agency was divided up between the FSB and the Federal Protective Service, which guarded Kremlin leaders. Over the course of twelve years, the communications agency had created an industrial empire engaged in information security. In the 1990s the agency was in charge of licensing information security software—firewalls, cryptography, and so on—and used this privilege to grant licenses and government contracts to its own companies. (It even tried, albeit unsuccessfully, to obtain control of the Russian stock exchange, SWIFT codes, and the Russian part of the Internet.)25 The agency justified its efforts with its claim that the Internet—an American-born invention—required their control within Russia. In 1996, General Vladimir Markomenko, then deputy director of the agency, testified before the State Duma that “the Internet is a threat to National Security.”26


In 2003, the communications agency’s empire fell, and the FSB absorbed the most crucial part of its former adversary: overseas electronic intelligence.

The second benefactor—the Federal Protective Service—meanwhile was assigned to handle lines of government communications and analytical structures with “sociological” services.27


Under Putin’s jurisdiction, the FSB also got the upper hand over the Ministry of Internal Affairs, an agency combining the functions of national police and an investigations department similar to the FBI. The FSB placed counterintelligence officers in key posts in the ministry, ranging from the position of deputy minister  to chief of administration for internal security (which oversaw internal misconduct). Purportedly established to strengthen discipline and morale inside the corrupted ministry, the larger purpose of the FSB officers’ presence was to broaden the agency’s control. Finally, in 2003, Rashid Nurgaliev, an FSB general and close friend of Nikolai Patrushev (then head of the FSB), was appointed minister of internal affairs.

The Kremlin, now with Putin at the helm, reinstated the FSB as warden of army morale, charging the agency to watch for potential mutiny. In February 2000 Putin signed into law new “Regulations About FSB Directorates in the Armed Forces,” which expanded the agency’s functions of military counterintelligence and gave it the right to fight organized crime. Putin’s decree further broadened the role of FSB officers in the army to include detecting possible threats to the regime. Added to their professional responsibilities was the fight against “illegal armed formations, criminal groups, and individuals and public associations which have set as their goal a violent change of the political system of the Russian Federation and the violent seizure or violent retention of power.”28 The FSB had gained considerable ground.

The agency’s advancement was not always one of absorption. When the FSB could not subsume the rival foreign intelligence service, it created its own department with regional branches for gathering foreign intelligence. It was officially called “organs of external intelligence” and was established within the main analytical structure of the FSB department devoted to analysis, forecasting, and strategic planning.29 In this way, the FSB entered the field previously dominated by the foreign intelligence service and military intelligence.

The architects of the overhaul were all friends who once served in the FSB’s regional departments in St. Petersburg and neighboring Karelia, a group including Putin, Patrushev, Nurgaliev, and Cherkhesov. Others involved were Victor Ivanov, deputy chief of the Kremlin administration and the main personnel director, and Igor Sechin, another deputy chief of the Kremlin administration in charge of the secret services in 2000-2008. They all helped each other and their junior colleagues, who were to fill the ranks of the FSB’s central apparatus. As a group, they were known as piterci  (people from St. Petersburg).

The FSB gained power and scope even when Yeltsin sought to use checks and balances to keep the security services under control. Later, under Putin, the FSB managed to outstrip the other security services. After a few years of his reign, the FSB had no parliamentary oversight and no competitors.30 Rather than a revival of the Soviet KGB, the FSB had evolved into something more powerful and more frightening, an agency whose scope, under the aegis of a veteran KGB officer, extended well beyond the bounds of its predecessor.
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THE FALL OF the Soviet Union was, for the tens of thousands of people in the KGB, a personal disaster. The overwhelming majority of officers had joined the ranks of the KGB not because they were inspired by Communist ideals or the allure of the omnipotent Soviet secret police, but for the guarantee of stable, well-paying jobs with lifetime tenure, pensions, health care, and housing. For many the KGB was a family business that spanned generations. In the inner circles of the KGB, officers lived in a world of acquaintances, became accustomed to hierarchical structures, and fell out of touch with life beyond the walls of the Lubyanka headquarters. Contact with the outside world was limited by the culture of the secret police. While in 1991, many former KGB officers lamented the collapse of the Soviet Union, most did not know what to do in the new circumstances. Their biggest fear was that they would lose the apartments, salaries, health care, and pensions that had long been assured by the state. In the dawn of a new era, former KGB officers faced the rise of a market economy with trepidation.

Some KGB veterans found they had skills and knowledge useful in the wild capitalism of the early years after the collapse. Those  most in demand were for private security agencies at a time when business disputes were often being settled violently in the streets. This included the fighters of the Alpha elite special operations unit because of their indisputable expertise in personal protection and martial skills. Specialists in surveillance and interception who could help businesses spy on competition and defend against espionage were also sought-after. The former generals and colonels of the KGB were prize hires for these security agencies, which were structured in such a way as to literally duplicate the shape of the old KGB, with the same “lines” and directorates but on a smaller scale.1


Those who remained in the security services were motivated by patriotism, or feared the risks of starting over in chaotic times, or a little of both. But soon they, too, were beckoned by the new capitalism. KGB officers trained to protect the Russian state were now lured to protect Russia’s tycoons—the oligarchs. For their part, oligarchs realized it was cheaper to exploit the security services than to pay for their own private secret services. Those who hired former KGB officers were often as interested in their contacts, files, and access to the security structures as they were in meaningful protection.2


A wave of lawlessness engulfed everyone—businessmen, the new security agencies, even the government officials and agents who represented the state. For some businessmen, it was more economical to pay the FSB or the Interior Ministry to intercept phone calls by a competitor than to carry out the job themselves.

For the officers who did not leave the state, jealousies were often sparked at the sight of a former colleague parking a luxury car outside of headquarters. As honest officers were forced to comply  with the orders of corrupted generals, the FSB’s morale was corroded. The rank and file often seemed to be sleepwalking through their jobs. (It is known that some officers who were supposed to recruit agents simply asked the teenage children of friends to fill out the required paperwork, perhaps in exchange for such valued privileges as taking a good course in English.)3 With morale declining, the leadership of the FSB struggled to regain its Investigative Directorate, which had been disbanded in 1993, and by 1995 succeeded in having it restored.4 Now the FSB combined the functions of a secret service and a law enforcement agency with the right to investigate the crimes of businessmen. In effect, more opportunities were provided for corrupt officers who could be used not only to conduct investigations but also to help businessmen fight their competitors.5


For people inside the security services, strict and repressive state control seemed the only possible answer to the FSB’s internal corruption. Disenchanted FSB officers were obsessed by the Chinese approach of freewheeling market capitalism governed by political authoritarianism.6 By the end of the 1990s, these officers saw in Putin’s leadership hope for resurrection of the order that they remembered from Soviet times. A lingering resentment toward the oligarchs, many of whom were Jewish, was keenly felt. (In Yeltsin’s time, a common complaint heard in the halls of the Lubyanka headquarters was that “the Jews sold out Russia,” reflecting a sense of dismay that rich tycoons had manipulated the president and were at fault for the country’s economic woes.)7


Those who remained inside the state security structures blamed the corruption of their own generals on the radical democrats of the early 1990s who had subdivided the KGB and weakened the  security services and the country. These democrats, many of them connected with Soviet dissidents, were viewed at Lubyanka as the puppets of Western intelligence services, part of the overall Western plan to ruin the mighty Russian state.

The outlook of these officers is decidedly provincial and inward looking, and the reason for this is rooted in the structure of the organization. The FSB is comprised of two unequal parts: its headquarters, which has never had a staff of more than a few thousand personnel, and its regional offices, estimated to employ hundreds of thousands of individuals. Although there have been major changes at headquarters, the structure of the regional directorates has remained largely unchanged for decades. Today this system tends to drag the FSB into a provincial mind-set. These fossilized provincial state security agencies are constantly shaping the special service from within, due to the FSB’s system of personnel rotation: Colonels and generals are moved from one regional directorate to another and are eventually offered positions on the central staff at FSB headquarters. The center is crammed full of officers who were promoted from the regions, bringing with them a provincial outlook.

The Russian Orthodox Church has similarly helped foster the FSB’s xenophobia. The security service and the Church have been moving closer in recent years. In December 2002, the Cathedral of St. Sophia of God’s Wisdom was reopened just off Lubyanka Square, a block away from the FSB headquarters. Patriarch Aleksey II himself blessed the opening of the cathedral in a ceremony attended by then FSB chief Nikolai Patrushev.8


Despite having been a target of the KGB in Soviet times, the Russian Orthodox Church has always been closely connected with  the state. The Russian Tsar was the head of the Church; Russia’s brand of orthodoxy is based on the concept that Moscow is “the Third Rome” (after ancient Rome and Constantinople) and on a belief in Russian uniqueness. Being “unique,” Russia sees itself as surrounded by numerous enemies that the FSB must combat. In this vein, the Russian Orthodox Church is always suspicious of Catholic expansion. As recently as 2002 five Catholic priests were expelled by the FSB from Russia, some of them accused of espionage.  9 The FSB helps to protect the Orthodox sphere of influence against Western proselytizing, and in return the Church blesses the security service in its struggle with enemies of the state.

 



IN SOVIET TIMES, the members of the KGB were part of an elite. But when the Soviet Union collapsed and Russia plunged into the new capitalism, few KGB officers emerged as business leaders. They were outflanked by younger, fleeter hustlers: a new breed of oligarchs. Instead, KGB veterans found their calling in second and third tiers of the new business structures, running the security departments of the tycoons’ empires. No longer masters of the universe, they now served the new rich.

Putin’s offer to the generation of security service veterans was a chance to move to the top echelons of power. Their reach now extends from television to university faculties, from banks to government ministries, but they are not always visible as men in epaulets. They go dressed in business suits into a zone of influence where power flows back and forth—sometimes the agents are the exploited, and other times they are the infiltrators.

The Russian saying “There is no such thing as a former KGB officer” has more than a bit of truth in it. Many officers, supposedly  retired, were put in place as active agents in business, media, and the public sector while still subordinated to the FSB. A special euphemism was invented for such agents: a DR officer, where DR means destvuyushego rezerva—of the active reserve. The term has a long history, being used from the 1920s until the 1990s. In 1998, DR officers were renamed APS officers, for apparat prikomandirovannih sotrudnikov (apparatus of attached officers) but in essence remained the same.

The status of an agent on active reserve is considered a state secret. It is prohibited by law to reveal it. This army of hidden FSB officers does not identify itself to the rest of society, and they often work in organizations entirely undercover—while sending reports to FSB leadership and actively recruiting members. It is hard to know precisely how many officers are working on active reserve, but the total is probably in the thousands.

In one of the more striking known examples, the FSB placed one of its officers in a prominent spot at a major television channel. In June 2002, former FSB spokesperson General Alexander Zdanovich, who had also been an officer in military counterintelligence and the main FSB official historian, was appointed deputy director general of the state-owned Russian Television and Radio Company, known by its initials VGTRK, which owns several television and radio stations including the Second Channel, considered the country’s main official station.10 At first Zdanovich was said to be responsible for company security, but soon afterward it became clear that his powers were much wider.11


When hostages were captured by Chechens in the Dubrovka Theater during the musical show Nord-Ost in October 2002, Zdanovich essentially told newscasters how to cover the event. At  the peak of the crisis, Zdanovich was an official member of the operations staff, with one hand in both the security agency and the other in the news media.12 In September 2004, when hostages were taken in the school in Beslan, North Ossetia, the authors met Zdanovich on the streets of Beslan just two hours before the school was stormed. Zdanovich was invited to the scene of a crisis by the security agencies—even though he was appointed to the television channel. In December 2004, Zdanovich’s role in defining how television would handle hot topics for the Kremlin was confirmed by Vladimir Putin, who signed a decree congratulating Zdanovich on his “active participation in information support of the Presidential elections in Chechnya.”13


In the years to come, Zdanovich was responsible for supervising the creation of television programs highlighting the FSB’s successes. In 2005-2006, the serial Secret Guards was broadcast about FSB agents carrying out surveillance on the streets. The show, aired on the Second Channel, was produced with the help of the FSB.

This was a far cry from the period of relative freedom in the early 1990s when a private television channel, NTV, stood up to the authorities and broadcast uncensored news reports on the first Chechen war. Now, with Zdanovich and others, Putin and the security services were directly influencing what millions of Russians saw on their television screens.

Not all the officers on active reserve for the FSB were in such high-profile positions. Many deliberately avoided the limelight but still exercised a certain degree of power. One example is Mikhail. He is in his early fifties, with obvious Asiatic features, simple manners, and modest dress. He looks like anything but an FSB colonel. An ethnic Tatar, he volunteered for the KGB as a young man out of  a sense of idealism. Earlier in his career he was responsible for keeping his eye on Islamist movements in Uzbekistan. After the collapse of the Soviet Union he was transferred to Moscow to serve with the Central Apparatus of the FSB, where his specialization proved valuable in the counterterrorism department. (While he bears a Tatar name, he presented himself as Mikhail, a Russian name, after tiring of his xenophobic colleagues.) After he fought in the first Chechen war, he was brought back to Moscow; he became a colonel by the mid-2000s and was sent to Moscow city government as an “officer of active reserve” to supervise the city’s policy toward Muslims. By day, he works in the municipal government dealing with such questions as where to build a new mosque in the city and how to address tensions between Tatar and Azeri minorities in the capital. At the same time, he quietly recruits agents in these ethnic communities, monitoring Islamist trends, gathering intelligence, and passing information along to the FSB.
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