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      ‘Some might think that the story of Bletchley Park and Enigma … is now so well known as not to require retelling. They would
         be wrong … Hugh Sebag-Montefiore uses material not available to earlier writers, as well as drawing on interviews with participants
         of all sides. His enthusiasm for his subject is infectious and enlivening’
      

      
      Sunday Telegraph

      
      ‘Sebag-Montefiore provides a good account of the Royal Navy’s repeated raids on German weatherships and naval vessels to secure
         their cipher-books’

      Spectator

      
      ‘The book is, to say the least, stirring’

      The Times

      
      ‘A reliable non-celluloid version of the capture of the Enigma material’

      Independent

      
      ‘A very informative book, written with both passion and sympathy and appears to give no ground in the search for truth’

      
      Newcastle Upon Tyne Journal

      
      ‘Of all the books on the Enigma ciphering machine, this is the most comprehensive’


      Sir Ludovic Kennedy, Daily Mail

      
      ‘The extent of [Hugh Sebag-Montefiore’s] research is nothing short of exhaustive as he flits around Europe interviewing everyone
         from German survivors to ageing sherry addled Brits’
      

      
      Manchester Evening News

      
      ‘The author’s indispensable research … unquestionably deepens and enriches our understanding of the Bletchley story. Thanks
         to Hugh Sebag-Montefiore … the facts are secure’

      Observer

   
      
      
      Hugh Sebag-Montefiore was a barrister before becoming a journalist. He has written for the SUNDAY TIMES, the SUNDAY TELEGRAPH, the INDEPENDENT ON SUNDAY and the MAIL ON SUNDAY. His family owned Bletchley Park before it was sold to the Government in the late 1930s and he lives in London with his wife and three children.
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      For Aviva Burnstock, my wife, 
and for Saul, Esther and Abraham, my children
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      All photographs were printed from originals by Steve Aldridge and Emma Hunt at Sky Photographic Services, London. The picture
            source is given in brackets.
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      Preamble to the Introduction

      
      Introducing this special 70th Anniversary Edition

      
      Since the first publication of this book in the year 2000, hundreds of pages concerning the breaking of the Enigma code have
         been declassified, and several important books about the code have been published. Although these documents and books do not
         alter this book’s central theme – that naval Enigma would never have been mastered had it not been for the capture of Enigma
         codebooks – they do offer a fascinating additional insight into the long struggle to break the code and the reason why the
         Germans never found out that their most secret messages were being read by their enemy.
      

      
      That is why, on the 70th anniversary of the first crucial captures which made the mastering of the naval Enigma code possible,
         my publisher has asked me to update this book so that it includes the contents of at least some of the most interesting documents
         about Enigma that have been revealed during the last eleven years.
      

      
      Before these documents became available, little was known about why British cryptographers failed to break the code before
         July 1939, when the Poles confessed they had beaten them to it. Nor was much known about the steps taken by British codebreakers
         immediately afterwards to exploit what the Poles had told them. Thanks to the release of these documents, details of what
         happened in those early days can now be covered so that the whole story can at last be told in one volume.
      

      
      One of the most poignant stories contained in the new documents concerns the British codebreaker Dilly Knox. Even before these
         new documents became available, readers of my first edition would have been well aware that he was upset when he found out
         that he had been unable to match the young mathematicians from Poland during the race to break the Enigma code used by Germany’s
         army and air force. The new documents reveal just how upset he really was. It is almost painful to read about the undignified reaction of this great classical scholar, who had already broken the Enigma code
         used by the Spanish and Italians during the Spanish Civil War and who would go on to break the German Abwehr and Italian naval
         codes, on discovering that he had lost the race.
      

      
      The Polish victory certainly represented a major personal setback for Knox, since it laid him open to the charge that he was
         not up to the task of coping with Germany’s most sophisticated enciphering machinery. Knox’s successes in connection with
         the Enigma code all related to relatively uncomplicated Enigma machines: they did not have a plugboard, one of the scrambler
         elements incorporated into the machines used by the German armed forces. Nevertheless his reaction was unbecoming.
      

      
      As readers of this new edition will see, rather than magnanimously celebrating the fact that Britain and her allies had acquired
         a potentially war-winning weapon, he temporarily lost control of himself and furiously told his boss that the Poles were attempting
         to trick them into believing they had broken the code without obtaining help from a third party.
      

      
      Although he subsequently pulled himself together and played an important role in the exploitation of what the Poles had discovered,
         one is left with the sad feeling that, his subsequent triumphs notwithstanding, one is watching the decline and humiliation
         of a genius who had seen better days. Not only was his health failing – he had cancer – but so was his ability to extract
         whatever concessions he wanted from the bureaucratic Bletchley Park managers, despite his repeated empty threats that he would
         resign if he did not get his own way. This was a pity, since as the declassified documents confirm, his undoubted inventive
         skill made him the linchpin of the British attack on the Enigmas without plugboards, no mean achievement.
      

      
      The enduring nature of this tragedy is highlighted by the fact that in spite of the best efforts of at least one eminent writer
         to give him the enormous credit he deserves – 2009 saw the publication of an insightful biography about him by Mavis Batey,1 one of his Bletchley Park ‘girls’ – the general public will always think of Alan Turing as the man who broke the Enigma.
         And that will probably remain the case until an enlightened film maker or playwright focuses on Dilly Knox’s contribution.
         In the meantime I am grateful to Mavis Batey for all the time she has spent encouraging me to write up his achievements and
         explaining his complex character.
      

      
      If the role played by Dilly Knox has been understated, it should not be forgotten that Alan Turing’s is sometimes exaggerated.
         In spite of what I wrote in my first edition, many people still believe that he broke naval Enigma on his own. Although he
         was an undoubted genius, this is overegging it. A more accurate assessment of his work can be made after reading what one
         of the declassified documents contains under the heading: ‘Naval Section’s Share in the Organisation for Capturing Documents’2. The writer of this document, which focuses on Bletchley Park’s contribution to the attempt to capture Enigma codebooks,
         points out that their capture during the second half of 1940 was ‘a matter of the highest policy, the cryptographers having
         given out no hope of being able to decipher Enigma traffic currently for some months to come unless we were able to pinch
         the clues to at least one day’s traffic.’
      

      
      Even this document, which describes how the codebooks were eventually captured and presented to Alan Turing’s section, thereby
         enabling him to break the code, does not contain the complete story of how the codebooks came to be seized. For that, one
         has to dip into another document which, at the time of my completing this updated edition, was still outside the public domain.
         ‘The Handling of Naval Special Intelligence’, which contains a blow by blow account of how Bletchley Park’s Naval Section
         struggled to persuade the Admiralty that Enigma codebooks had to be captured, was at the time of writing still unavailable
         to readers at London’s National Archives.3 Fortunately, GCHQ’s Departmental Historian, on learning that this 70th Anniversary edition was being compiled, decided that
         the relevant portion of the document should be made the subject of a special discretionary disclosure so that I could refer
         to it. This discretionary disclosure requires me to declare that the material disclosed remains Crown Copyright and is used
         by me thanks to the permission of the Director, GCHQ. Thanks to GCHQ’s intervention, the full story of how Bletchley Park’s
         staff battled to have the Enigma codebooks captured can be told for the first time. It appears in this edition’s Postscript
         2.
      

      
      I need to refer to Dilly Knox again when dealing with another question that has been raised since the first edition of my
         book was published: to what extent did his codebreaking enable the British fleet in the Mediterranean to defeat the Italian
         Navy at the March 1941 Battle of Matapan? When my book was published, most Bletchley Park codebreakers and historians believed
         that whilst Knox’s team’s break into the Italian Naval Enigma enabled the British Admiralty to warn Admiral Andrew Cunningham, Commander-in-Chief
         of the Mediterranean fleet, that the Italian ships might be about to attack some British convoys on 28 March 1941 in the area
         surrounding Crete, it did not give him precise details describing where the Italian fleet would go. However, since then, Captain
         Hugh Lee, the officer who was Cunningham’s Flag Lieutenant, has claimed that he received very precise details from an Enigma
         message which was given to him the morning before the expected sortie. Although it is always possible that he has misremembered
         what happened, his story is at least consistent with some other clues in the newly released files. They raise the intriguing
         possibility that had Dilly Knox not protested to the Bletchley Park managers about the way they were circulating the content
         of the messages he had broken, the contents of at least one of the messages would not have reached Cunningham in time, and
         that great morale-boosting victory at Matapan during the dark days of 1941 would never have occurred.
      

      
      Of course, none of the codebreakers’ efforts would have made any difference if the Germans had realised that their code had
         been compromised. As readers of my first edition will know, they certainly suspected that the British might be reading their
         messages. But most of the German investigations appeared to start with the naive presumption that the code was not compromised
         unless definite proof could be produced. The Germans reasoned that if the Allied were reading the code, their messages would
         have clearly revealed that this was the case. Because the British messages rarely accurately pinpointed the location of German
         vessels, even though such details were included in the German messages, the German investigators concluded that the naval
         Enigma code had not been compromised after all. Paradoxically, the fact that the Germans were secretly reading British messages
         turned out in this context at least to be advantageous for the British Navy, and disastrous for Germany’s. Never was there
         a clearer case of a country being hoist with its own petard.
      

      
      The investigators also unwisely assumed that the only way the code could be broken was if the codebooks including all the
         settings were captured. Because they made this assumption, they ignored any evidence which merely suggested that their messages
         were being read on particular days. They would not accept that the code was broken unless they saw evidence that all the days
         covered by the current settings had been read. Because I felt that these incorrect assumptions would help to explain why the Germans were deceived
         for so long, I wanted in this new edition to show readers how the investigators went about applying these ill-advised principles
         in practice. That is why I am grateful to Ralph Erskine, the Naval Enigma expert, who told me where to find the most revealing
         German investigations into whether Britain was reading her messages. They included the one mentioned in detail in another
         book about the Enigma which was published after mine.4 I was fortunate to obtain his assistance again since he knows as much as anyone about the Enigma, and the book which he has
         co-edited about the Enigma and codebreaking in general includes a chapter written by him about the German fears that their
         code had been compromised.5

      
      The investigation I have focused on was carried out at the beginning of 1943 after an Allied coded message decrypted by the
         Germans suggested that Britain and America knew about an Atlantic meeting point mentioned in a German enciphered message.
         At first sight, it seemed obvious that the Allies were reading some of Germany’s messages. However, because the investigators’
         blinkered approach demanded that they must have proof that all messages sent using the current settings had been read, before
         they would agree that their code had been compromised, the Allies were let off the hook. I could not have found a better example
         to demonstrate why the Germans never admitted that their code was broken.
      

      
      I have mentioned just some of the new material that has been disclosed since this book’s first edition. So that readers who
         have previously read the book can quickly go straight to the new material, my publisher and I have decided to leave the original
         text more or less unaltered except where mistakes have been identified, and to put all new material in a series of postscripts
         immediately in front of the index at the end of the book. That is where readers should look for the most up to date material.
      

      
      Thanks to information recently supplied by Mavis Batey and Frank Carter, a retired mathematics lecturer who acts as a consultant
         at the post-war Bletchley Park, this new material includes technical details concerning the breaking of the Italian Naval
         Enigma. Armed with this, I have revised the relevant technical section (Appendix 5). Also, I can now give readers the chance
         to try out the techniques described there.
      

      
      If readers would like to try their hand at rodding, using Dilly Knox’s technique explained in Appendix 5, in connection with one of the Italian signals which helped the British fleet to
         win the Battle of Matapan, they might like to do so utilising the crib and rodding table that were used at Bletchley Park
         to break the message. These are in Postscript 7, and the complete cipher text is in Postscript 7’s note 4. Readers might also
         like to try using the crib and cipher text laid out in Postscript 1’s note 7 on the Enigma simulator mentioned therein so
         they can see for themselves that when the cipher text is tapped out on the Enigma simulator, the plain text is produced, and
         vice versa.
      

      
      
         
         1 Mavis Batey, Dilly: The Man Who Broke Enigmas, London, 2009 (‘Batey’s Dilly’).
         

         
         2 ‘Naval Section’s Share in the Organisation for Capturing Documents’ (hereinafter referred to as the ‘Short Pinch Report’)
            is Section V1 in ‘Evolution of Technical Intelligence’ in NA (National Archives, London) HW 50/15.
         

         
         3 The relevant section is ‘Operations Assisting Sigint’ which is Chapter X111 of ‘The Handling of Naval Intelligence’. This
            section is hereinafter referred to as the ‘Long Pinch Report’.
         

         
         4 Delusions of Intelligence: Enigma, Ultra, and the End of the Secure Ciphers by LA Ratcliff, published 2006 (‘Ratcliff’s Delusions’).
         

         
         5 Michael Smith and Ralph Erskine, Action This Day: Bletchley Park from the breaking of the Enigma Code to the birth of the modern computer, London, 2001. Ralph Erskine’s chapter referred to is ‘Enigma’s Security: What the Germans Really Knew’ (This chapter is
            hereinafter referred to as ‘Erskine’s ‘Security’’).
         

         
      

   
      
      Introduction

      
      Lots of books have already been written about Enigma, and they all have one characteristic in common. They all say that it
         was thanks to the brilliant codebreakers at Bletchley Park that Britain managed to read Nazi Germany’s most secret messages.
         But what has been written has given a false impression about how the code was really broken.1 The codebreakers did of course make a vital contribution. But they would never have achieved what they did if some of the
         Enigma codebooks and manuals had not first been captured by spies and ordinary British seamen who risked, and some times lost,
         their lives in the battle for the code.
      

      
      The very first capture of Enigma documents occurred long before the outbreak of the Second World War. Hans Thilo Schmidt,
         the so-called ‘Enigma spy’, handed over some Enigma manuals to the French Secret Service in 1931. Subsequently, after war
         was declared, more Enigma codebooks and apparatus were captured in a series of hit and run raids on German U-boats and trawlers
         that were carried out by the British, American and Canadian Navies. It is these ‘pinches’ – as they were nicknamed by the
         Bletchley Park codebreakers – and the resulting breaking of the all-important Naval Enigma code which form the core of this
         book.
      

      
      The Enigma spy, Hans Thilo Schmidt, has been mentioned in history books before. Paul Paillole, the head of French Counter-Intelligence
         during the war, described Schmidt’s espionage for the French Secret Service in his book Notre Espion Chez Hitler which was published in France in 1985. But more information has become available since then: Paillole wrote about Schmidt
         without hearing the testimonies subsequently provided by British codebreakers. These accounts make a case for saying that,
         without Schmidt’s assistance, Army and Air Force Enigma messages would not only never have been read regularly by the Allies before the war,2 but they would also, after the outbreak of hostilities, not have been read until June 1940 at the earliest, and possibly
         until the end of 1941.3 This would probably in its turn have delayed the date when Naval Enigma messages could have been read by the Allies.4 (These dates are explained in Notes 3 and 4 to this Introduction.) Paillole was also denied access to Schmidt’s family, so
         he was not able to write anything about Schmidt’s private life, nor could he pinpoint what happened to Schmidt after he was
         arrested by the Gestapo. Schmidt’s daughter, Gisela, told me the whole heartbreaking story, and it is revealed for the first
         time in this book.
      

      
      The captures at sea have also been written about before. The classic books on this subject are The Secret Capture by Stephen Roskill and Seizing the Enigma by David Kahn. However both were written without the aid of crucial sources that have become available following their publication,
         such as the recently declassified ‘The History of Hut Eight 1939–45’ by Patrick Mahon (hereafter referred to as ‘History of
         Hut Eight’), and Hugh Alexander’s ‘Cryptographic History of the Work on the German Naval Enigma’, which describe in graphic
         detail how British codebreakers, including Alan Turing, joined forces with the Royal Navy to break the code being used by
         Nazi Germany’s U-boats. These official accounts of how the Naval Enigma cipher was broken lay hidden away in the British and
         American archives for over fifty years. Until December 1999, the History of Hut Eight could only be inspected in Washington;
         it was not available in England, and the ‘Cryptographic History of Work on the German Naval Enigma’ (hereafter referred to
         as ‘Alexander, Naval Enigma History’) was not declassified anywhere until December 1999. These histories, together with other documents unearthed in the Naval
         Historical Branch of the Ministry of Defence in London, which reveal exactly what Engima documents were captured, have enabled
         me to give a more complete description of how the Naval Enigma was really broken.
      

      
      It is worth pointing out that no single capture of material enabled the codebreakers to break the Naval Enigma once and for
         all. The early captures only gave the codebreakers some of the answers they needed, and even the later captures only showed
         Bletchley Park how to read German messages until the next change in Enigma procedure. That explains why so many captures were
         necessary for Naval Enigma to remain an open book to Britain and its Allies. So describing the battle to break the code is like commentating on an evenly matched boxing match, with first one man and then the other pinning
         his opponent against the ropes and attacking him mercilessly until the next change in fortune. A chronology of the events
         relating to the breaking of the code has been placed at the end of this book in order to help the reader see where each of
         the captures figures in the Enigma history, and how it helped the codebreakers.
      

      
      One of the interesting questions which is answered by this new look at the captures at sea is who was at fault on the German
         side. When attempting to fathom why it was that so many German codebooks were captured, it is easy to assume that panic and
         shell shock amongst the German sailors and submariners was the predominant reason. After all, who could blame them for forgetting
         about the encrypting machines and codebooks as they struggled to escape from U-boats which were being attacked at point blank
         range by Allied warships? However, interviews with German crewmembers from the captured U-boats reveal a different story.
         The main problem was that the U-boat commanders had not been trained properly on how to dispose of the encrypting machines
         and codebooks when forced to abandon ship. They thought they were acting correctly when they attempted to sink their U-boats
         without first destroying all Enigma paraphernalia or throwing it into the sea. But they were wrong, and much of the blame
         for this should be laid at the door of the German Naval Command which should have insisted that all Enigma material was destroyed
         or thrown overboard before any German U-boats were scuttled by their crews. It should have been obvious that there would be
         occasions when a U-boat commander would abandon ship after attempting to open the diving tank vents only to find that the
         U-boat did not sink because the levers operating the tanks had been damaged during the attack, thus rendering the Enigma machine
         and codebooks liable to be captured – which is exactly what happened.
      

      
      This culpable failure by the German Naval Command would not have mattered so much if they and their cipher security advisers
         had had the foresight to adapt the Enigma machine so as to make life difficult for codebreakers, even following the capture
         of the codebooks. But no adequate contingency plan seems to have been put in place at the design stage. So, for example, the
         German cipher experts unwisely allowed each of the wheels which could be used inside the Enigma to be given different characteristics:
         each wheel when placed inside the Enigma machine had a different ‘turnover position’; in other words it turned over the wheel placed next to it at
         a different position in the former wheel’s cycle.5 This was the very feature which eventually helped Alan Turing to crack the Naval Enigma cipher once some of the codebooks
         were captured. All he had to do to know which wheels were in the machine – one of the crucial questions to be determined when
         breaking the Enigma – was to identify the position at which the wheels in the machine were turning over the wheels next to
         them. This was one of the points which is revealed in the recently declassified ‘History of Hut Eight’.
      

      
      Another factor which should have minimised the effect of the Enigma machine and codebooks being captured was the German Naval
         Command’s reaction when there was evidence suggesting that this might have happened. It would not have been difficult to devise
         a test to check whether the Enigma was compromised. For example, a message could have been sent out on the Naval Enigma networks
         announcing a rendezvous of U-boat tankers at a remote spot not normally frequented by Allied ships. If Allied ships had then
         turned up at the spot on the date and at the time specified in the message, the Germans could have been pretty sure that Enigma
         was compromised. But no such step was taken, and so the British and American codebreakers carried on reading German messages
         unchecked.
      

      
      The Germans certainly tried to make their Naval Enigma cipher more secure in the course of the war. Their decision to use
         a fourth wheel after 1 February 1942 ‘blinded’ Bletchley Park for ten and a half months. However even that measure was blighted
         by an elementary mistake. The security of the four-wheel Enigma was dependent on two codes, the short weather report code
         and the short signal code used by the U-boats, remaining out of Allied hands. After the codebooks for these codes were captured
         in October 1942, the four-wheel Enigma cipher was read. The Alexander, Naval Enigma History, states that weakening Naval Enigma’s security in this way was an act of ‘extreme folly’.6 That was only half the story. Documents uncovered in the course of researching this book show that the German willingness
         to close their eyes to what was happening at times bordered on stupidity. Even when the British armed forces made mistakes,
         such as infamously allowing the battle cruisers Gneisenau and Scharnhorst to escape from France in February 1942, the German admirals used this as evidence to confirm that Enigma could not have been
         compromised. They could not imagine how the British could have failed to intercept these ships if they were reading Naval Enigma signals. This kind of approach meant that when Allied
         operations went wrong the Allies were in a no-lose situation. Paradoxically, the greatest threat to the Allies winning the
         war at sea was the danger that they would sink too many ships too quickly, thereby alerting the German Naval Command to the
         possibility that this was because its ciphers were being read.
      

      
      All this assumes that Naval Enigma was a vital cog in the Allied war machine. But was it? It was certainly responsible for
         winning individual victories, such as the stunning decimation of the Italian Fleet at Matapan in March 1941 and the sinking
         of the Scharnhorst in December 1943. According to the official history British Intelligence in the Second World War written by a team led by Sir Harry Hinsley, Enigma’s greatest contribution to the war at sea occurred when it helped Britain
         to defeat the U-boats in the Atlantic between October and November 1941. ‘The growing expertise of the OIC, (the Operational
         Intelligence Centre within the Admiralty), in evasive routing, based on the reading of the Enigma, was a fundamental cause’
         of the U-boats’ defeat according to Hinsley and his colleagues, even if other factors such as the diversion of U-boats from
         the Atlantic to Norway and the Mediterranean played their part as well.7 That victory alone would have been enough to have made the long drawn out struggle to break it worthwhile. If sinkings of
         merchant ships supplying Britain had increased proportionately with the number of new U-boats coming into service during the
         second half of 1941 and the early part of 1942 – as would probably have been the case had Enigma not been broken – who knows
         what might have been the result?
      

      
      Enigma’s role in May 1943 in warding off the renewed assault by U-boats in the Atlantic was also important, but ‘it was only
         one of the factors underlying the success of the Allied offensive’ at sea according to the official historian.8 More warships and aircraft, better radar and a willingness to attack the U-boats rather than wait to be attacked by them
         were all equally, if not more, instrumental in the defeat of the U-boats during 1943. On the other hand, Hinsley and his colleagues
         believe that the Allied invasion of France would probably have had to be delayed until 1946 if the breaking of the Enigma
         had not contributed to the comprehensive defeat of the U-boats by the beginning of 1944, the year when the invasion, codenamed
         Overlord, was actually undertaken.9 So the breaking of the Naval Enigma is thought to have enabled the Allies to end the war two years earlier than would have been the case without it.10

      
      Shortly before this book was first published as a hardback in England, the controversial Hollywood film U-571 was released; it was controversial because it showed the Americans capturing an Enigma from a U-boat, whereas in real life,
         as has been indicated above, it was the British who made the most crucial captures. Since then the newspapers have been full
         of reports telling ‘the true story’. However in doing so another injustice has been perpetrated, and this time it is the Americans
         whose role has been unjustly downgraded. They did play an important part in the breaking of the Enigma code in that they were
         able to produce and manufacture machines which could break the Enigma regularly even after the Germans added the fourth wheel
         to their cipher machines. Although the American machines were only produced after May 1943, by which time the German U-boat
         threat to shipping in the Atlantic had temporarily abated, the Naval Enigma code still had to be broken if the Allies were
         to win the war without unacceptable loss of life at sea. So the machines produced were very important. The British engineers
         had been unable to design equivalent machinery which was reliable. That is why in this new edition of my book I have written
         a fuller account describing what the Americans did, and the obstacles that were put in their way.
      

      
      The new material about Naval Enigma in this book should not obscure the fact that there were difficulties in researching it.
         Sir Harry Hinsley, who played such an important role in breaking the Naval Enigma code, died after I had interviewed him for
         the first time, but before I could see him again. Fortunately, his son Hugo put me in touch with Jonathan Steinberg, a history
         don at Trinity Hall, Cambridge, who had interviewed Hinsley in depth shortly before he became ill. The tape of this interview,
         which Steinberg so generously lent to me, helped me to fill in many of the gaps which had been left as a result of Hinsley’s
         tragic and premature demise.
      

      
      I encountered a different problem when I was attempting to find the family of Rodolphe Lemoine, the spymaster who had run
         the Enigma spy, Hans Thilo Schmidt, during the 1930s. The surviving Lemoines would, I hoped, give me some clues which might
         enable me to find Hans Thilo Schmidt’s family. The high point of my search came when I rang the number given in a French telephone
         directory for a G. Rolf Lemoine and was told by the lady who claimed to be his wife that her husband was indeed Rodolphe Lemoine’s
         son Guy. Unfortunately, he was away in Paris, she told me, but he would arrive home soon. But each time I phoned there was another
         excuse why he was not there. Further enquiries unearthed the fact that she was living in an old people’s home. ‘She suffers
         from delusions,’ the receptionist told me. ‘She thinks she has a husband, but really she is alone.’ Fortunately, this setback
         was not disastrous, since I did eventually manage to find Hans Thilo Schmidt’s daughter by following up another lead.
      

      
      Although I started this Introduction by stating that I wanted to correct the mistaken impression that the codebreakers broke
         the Enigma by themselves, I do not want to minimise their involvement. So this book is not exclusively about the ‘pinching’
         of the Enigma codebooks and manuals by spies and the Navy. Even after the codebooks were captured, the Bletchley Park codebreakers
         still had to use their ingenious methods, many of them invented by Alan Turing and his colleagues, to read the German encrypted
         messages. Some of their most important techniques are explained in Appendices at the end of this book. Because there are some
         limited descriptions of the codebreaking techniques in the main text itself, and because it is easier to follow these descriptions
         if a summary of the defined terminology is available, I have listed some of the most important definitions in a restricted
         Glossary which is also at the end of this book.
      

      
      I must confess that there is an additional reason for my wishing to research the Enigma story. Bletchley Park, the house in
         Buckinghamshire where the Enigma code was broken by Britain’s codebreakers, used to be owned by my great great grandfather,
         Sir Herbert Leon. He was a stockbroker who later became a Liberal MP at a time when Gladstone was prime minister. He and his
         second wife, Fanny, lived at Bletchley Park from the early 1880s until his death in 1926. The house and its surrounding estate
         was eventually sold off by the Leons, following Fanny’s death, in 1937. My father, Stephen Sebag-Montefiore, has often told
         me about the strange Victorian time warp he entered when, as a young boy, he was taken to Bletchley Park by his parents to
         visit the Leons. A family pilgrimage was made every Christmas. He remembers above all else that the house was always humming
         with servants. There were no less than forty gardeners. You could go to sleep at Bletchley Park with the flower beds ablaze
         with yellow daffodils, and wake up in the morning to find that the same beds had been transformed into a sea of red tulips.
      

      
      My father also remembers that the Leons loved horses. On Boxing Day all of their guests were expected to attend the lawn meet
         in front of the house. The riders would first congregate in the Bletchley Park stable yard opposite the Cottage where Dilly
         Knox’s section would one day break into the Italian Naval Enigma. It was a memorable and colourful event with the pink coats
         worn by the huntsmen set off by the darker habits worn by the women who rode side-saddle. As the Leons and their descendants
         sat in their saddles during those Boxing Day meets in the early 1930s, sipping sloe gin from the glasses handed to them by
         the Bletchley Park butler, neither they – nor my father watching from the sidelines – realised that they were witnessing what
         would turn out to be the end of an era. Like all Anglo-Jewish families they would have been horrified if they had known about
         the Holocaust which was about to sweep across Europe, but how pleased they would have been if they had known that one day
         their estate would be used in an operation which would make such a great contribution towards the saving of the nation and
         the winning of a world war.
      

   
      
      Prologue

      
      A graveyard in a forest south of Berlin – January 1999

      
      I was standing in the middle of a clearing in a pine forest just outside Berlin when I realised that I must have found what
         I had been seeking. For months I had been hunting for some concrete evidence about the Enigma spy, Hans Thilo Schmidt. He
         was the German Defence Ministry Cipher Office executive who in 1931 gave the French Secret Service their first clues on how
         to break the Enigma code. Now I was almost sure that I had literally stumbled upon his last resting place. My feet were embedded
         in a springy, mossy mound, and the ground where I was standing was soft and swelling, as if the body hidden down below had
         loosened the earth while trying to push its way out.
      

      
      It was exactly as it had been described to me. Behind the mound stood a solitary gravestone. I had to hack away the undergrowth
         and branches surrounding it before I could see that it was no longer the pristine white tablet, garlanded with flowers, it
         had been when last seen by my informant. It was already beginning to turn green, thanks to a coating of mould. But it bore
         the words ‘Johanna Schmidt Geb. Freiin Von Könitz * 27.12.1857 + 24.10.1928’. That was Hans Thilo Schmidt’s aristocratic mother,
         who had been born a German baroness, in spite of the fact that her mother was English. Hans Thilo Schmidt’s own grave under
         the mossy green mound was unmarked.
      

      
      Before I tracked down his daughter, Gisela, I had had serious doubts about whether this man, who was said to have played such
         an important role in the Enigma saga, had ever existed. So little was known about him. My worries were only allayed after
         his daughter told me about the grave, showed me her documents, and told me her sad story. That begged another question. Should Hans Thilo Schmidt be revered as an unsung hero,
         or had he just spied for the money? He had not exactly given the Enigma cipher to the Allies. He had sold it to them for a
         lot of money, and his original act of treachery had taken place two years before the Nazis seized power. So no one could say
         that he had, in the first place at least, been motivated by a desire to overcome the evil regime. His desire to destroy the
         Nazis only developed later. That made him a flawed hero, the codebreaking equivalent of Oscar Schindler, who, like Hans Thilo
         Schmidt, was perfectly prepared to put his own life on the line as long as he made a handsome profit, and seduced a lot of
         women, in the process.
      

      
      Schmidt was eventually betrayed to the Germans by one of his French spymasters. But what happened next has been shrouded in
         mystery. Was he tortured by the Gestapo after his arrest in March 1943? Was he shot? Or did he kill himself? Even the French
         Secret Service which ran him as its most treasured spy did not know what happened to him at the end. His daughter was able
         to fill in some of the gaps. She also told me that she had only seen the grave in the forest once since that terrible day
         in September 1943 when, with tears streaming down her cheeks, she had watched her father’s coffin being lowered into the ground.
         In her mind’s eye, she could still see the words he had written to her shortly before he poisoned himself with the cyanide
         which she had helped to procure.
      

      
      After finding the gravestone, I sought out the little cottage which serves as the administration centre for the graves dotted
         around the forest. It was there that I at last found the written proof I needed that Hans Thilo Schmidt had really been buried
         where his daughter said. A clerk handed me a formal document certifying where Hans Thilo Schmidt had been buried and when,
         and who had paid for the flowers which had once decorated his gravestone. The document contained a poignant reminder that
         he was abandoned and forgotten. No one had tended the grave since flowers had last been placed on it more than fifty years
         ago.
      

      
      The German military cemetery near Stafford – 12 February 1999

      
      Five hundred miles to the west of Berlin, in the German military cemetery at Cannock Chase in Staffordshire, are the graves
         of twenty-five more men who died while fighting in the battle for the code. These men were once part of an elite fighting
         force which manned the German U-boats during the Second World War. Their U-boat was the U-33, which was sunk on 12 February 1940 while attempting to lay mines in the Firth of Clyde, one of Britain’s busiest estuaries,
         off the west coast of Scotland.
      

      
      Every year on 12 February, the anniversary of their death, flowers are laid beside their gravestones. The flowers provide
         a shocking splash of colour in this bleak and desolate spot where the groups of identical grey granite rectangular gravestones
         are lined up in rows as orderly as soldiers standing on parade. No one at the cemetery knows who pays for the flowers. Even
         the cemetery administrator can only say that the order comes from somewhere in Germany.
      

      
      There used to be another gravestone which commemorated the death of Max Schiller, a twenty-sixth member of the crew, but it
         was quickly removed during the late 1970s after Schiller turned out to be alive. He is now an old age pensioner living near
         Annan in Dumfriesshire. He will never forget the hours he spent in the sea following the sinking of the U-33. It was the worst day of his life.
      

      
      None of these vigorous young men was prepared for the terror they experienced when their U-boat was spotted by HMS Gleaner, a British anti-submarine vessel. They had heard the sound of the British ship’s asdic sonar beam searching for them under
         the water; it was as if gravel was being sprinkled on the outer shell of their submarine. Then their blood froze, as deafening
         explosions from the depth charges dropped above their heads were accompanied by what felt like violent blows from a huge hammer
         striking the submarine’s hull. The bangs were so loud that they left even the bravest men feeling disoriented and out of control.
         So who could blame one of the officers for pleading with Max Schiller, who was just eighteen years old and the youngest in the crew, to sit beside him because he thought he was going to die? And who could have guessed
         that the fear of being killed by the depth charges combined with the shock of being immersed in the freezing waters of the
         Firth of Clyde after abandoning the U-boat would cause another member of this elite force, who had Enigma wheels in his pocket,
         to lose his mind temporarily. It was just unfortunate, as far as Nazi Germany was concerned, that the Enigma wheels which
         this man had been told to drop into the sea were said to be still concealed in his clothing when he was rescued, and so were
         effectively handed to the British without their even having to board the sinking submarine.1

      
      Bedrule church in the Scottish Borders, 30 October 1998

      
      There is no special ceremony or floral tribute to mark 30 October, another important anniversary in the Enigma story, at the
         tiny church in the parish of Bedrule, in the Scottish Borders, near Jedburgh. But inside the church the searcher can find
         a black metal memorial on the north side of the nave, bearing the words:
      

      
      
         In loving memory of Francis Anthony Blair Fasson, Lieutenant, GC, RN. Killed in Action in an Enemy Submarine in the Mediterranean
            30 October 1942.
         

      

      
      Under the plaque a more detailed explanation can be found in a modest wooden frame:

      
      
         ‘At 1550 hours, on 30 October 1942, HMS Petard, of which Lieutenant Fasson was First Lieutenant, commenced a hunt for a German U-Boat in the Eastern Mediterranean. At about
            2200 hours, following a search in company with other destroyers, U-559 had surfaced and was being abandoned by its crew.
         

         In a gallant attempt to recover Top Secret enemy code books, Lieutenant Fasson and Able Seaman Colin Grazier stripped off
            their clothes and swam across to the U-559. With the help of a very young NAAFI Assistant, 16 year old Tommy Brown, the attempt
            was partially successful, but the seacocks had been opened. U-559 sank taking Lieutenant Fasson and Able Seaman Grazier with
            it. Both were awarded the George Cross posthumously for reasons that could not be revealed at the time.’
         

      

      
      This brief prosaic account barely does justice to what was one of the most courageous and significant acts of the Second World
         War. To dig up the details of the heroic story it was necessary to travel down to London so that I could look up the documents
         stored in the Public Record Office near Kew Gardens. There I found an account of what happened which is infinitely more stirring
         than what is revealed on the wall of the Bedrule church. The codebooks which Tony Fasson and his assistants recovered on that
         dark night contained the key to the Enigma code being used by the German U-boats, in the Atlantic as well as in the Mediterranean,
         in their attempt to bring Britain and her American ally to their knees.
      

      
      The codebreaker boffins working at Bletchley Park, near what is now known as Milton Keynes, just could not break Germany’s
         Naval Enigma code using brainpower alone. Without the codebooks Britain might have been starved into submission as her Atlantic
         lifeline was cut off by the German U-boats. But with the codebooks in Britain’s hands everything changed. All of a sudden
         those eerie morse code messages, which for so long had been the harbingers of night attacks on Britain’s defenceless merchant
         shipping, became welcome tell-tale clues enabling the convoys to avoid the deadly ‘sea wolves’.
      

      
      The Honours and Awards Committee, sitting in 1943, stated that Fasson’s – and Grazier’s – ‘gallantry was up to the Victoria
         Cross standard’.2 It was only with reluctance that the Committee went on to say that Fasson and Grazier were not eligible for the Victoria
         Cross ‘because the action was over and the service cannot be held to have been in the face of the Enemy’. Instead they were
         both awarded a George Cross and Tommy Brown was awarded a George Medal for heroism not in the face of the enemy.
      

      
      *

      
      Behind all of these deaths, graves and medals lies an almost incredible story. It is the story of how Enigma was broken and
         how it remained an open book to the Allies for a substantial part of the Second World War. Contrary to what many people still
         believe, it is not a story of one solitary genius breaking the Enigma code through brainpower alone, although the famous mathematician
         Alan Turing did indeed play a starring role. Nor were the men mentioned in this Prologue the only ones who risked their lives
         in their bid to see that the code was broken. It is a long-running saga involving a large cast of charismatic, courageous
         and eccentric characters, many of whom would never have been allowed to perform the functions they carried out in today’s
         more security-conscious society.
      

      
      But courage and brilliant brains would not have been enough to have ensured that the code remained broken over such a long
         period. Luck, and mistakes by both sides in the conflict, also played an important part in the story. By analysing these mistakes,
         lessons can be learned which should be remembered long after all the heroes and geniuses mentioned in this book are forgotten.
      

   
      
      1

      
      The Betrayal

      
      Belgium and Germany
 1931

      
      On Sunday 1 November 1931 Hans Thilo Schmidt, a forty-three-year-old executive at the German Defence Ministry Cipher Office
         in Berlin, took a step from which there was no turning back. He booked into the Grand Hotel in Verviers, a small Belgium town
         on the border with Germany, for his first meeting with a French Secret Service agent. Schmidt had been contemplating making
         this move for months. During June 1931 he had paid a visit to the French Embassy in Berlin to find out who he should contact
         in Paris if he wanted to sell some secret documents to the French government.1

      
      Three weeks later he had followed up the advice given by the Embassy staff and had written a letter to the French Deuxième
         Bureau, the umbrella organisation which on France’s behalf carried out many of the tasks performed in Britain by MI5 and MI6.2 In his letter he explained that he had access to documents which might be of interest to France, and he specifically mentioned
         that he was in a position to hand over the manuals for a coding machine which had been used in Germany since June 1930. If
         the Deuxième Bureau was interested he was happy to meet up with its representative in Belgium or Holland, he wrote. It was
         in response to this letter that the meeting in Verviers had been arranged, and the scene was set for Schmidt’s first act of
         treachery.
      

      
      In normal circumstances Schmidt would probably never have considered becoming a traitor. He was just an average man from an
         upper-middle-class background with no political agenda or burning ambition to be successful. Although his mother had been born a baroness, she was not rich. She had lost her title when she had married Hans Thilo’s father, Rudolf Schmidt, a
         university history professor. Hans Thilo’s circumstances had improved a little in 1916 when at the age of twenty-eight he
         had married Charlotte Speer, the daughter of a well-to-do hat-maker. Charlotte’s mother’s family business, C.A. Speer, ran
         a shop in Potsdamerstrasse in Berlin which was the place for smart Germans to go for their umbrellas, walking sticks and of
         course their hats. The profits from this shop helped to pay for Hans Thilo and Charlotte’s wedding present, some land and
         a house in Ketschendorf, a rural area, now part of Fürstenwalde, just outside Berlin.
      

      
      But then came the galloping inflation and the economic downturn which forced the Speers to close their shop. All of a sudden
         Hans Thilo’s prospects looked far from rosy. He was fortunate that his father and his brother, another Rudolf, were prepared
         to help him out with his domestic expenses. Hans Thilo and Charlotte had two children by the time the economic depression
         began to bite and, although he had his job in the Cipher Office thanks to an introduction arranged by his brother, his salary
         was barely enough to keep himself, let alone his young family.
      

      
      His first act of betrayal had nothing to do with matters of state. He betrayed his wife by having an affair with his maid.
         Presumably Hans Thilo must have hoped that his wife would never find out what went on when she was out of the house. But if
         he wanted to be discreet, he certainly went about it in a half-hearted way. His children, Hans-Thilo the younger and Gisela,
         knew exactly what was going on. They quickly realised that they had to tip-toe around their small Ketschendorf house in case
         they barged in on something which they and their father might have found extremely embarrassing. Sometimes they could hear
         the sound of their father and the maid making love in the spare room when their mother was out shopping. It was to be the
         first of many such affairs. His children at first had no idea whether their mother knew about her husband’s philandering.
         They suspected that she did not. But they did notice that from time to time one maid would disappear only to be replaced by
         a more ugly substitute. Then their father would start off another seduction ritual until the next maid disappeared.
      

      
      Hans Thilo’s extramarital affairs were not confined to his maids. He also had sexual encounters when he stayed the night in
         Berlin; he claimed that he had to work late in the office. His sister Martha would try to cover his tracks when Charlotte,
         his wife, attempted to ring him at Martha’s flat where he was supposed to be staying. ‘He has just gone shopping,’ Martha
         would tell Charlotte. But Martha’s excuses gradually wore a bit thin, and Charlotte must have soon realised that she could
         not believe a word Martha said. The relationship between the two sisters-in-law took a turn for the worse after they fell
         out over the clothes Martha gave Charlotte for Christmas. Charlotte was far from being the neat gazelle-thin princess Hans
         Thilo coveted. She ate for comfort because of her unhappy marriage and put on weight. Martha, who either was not very sensitive
         or perhaps wanted to make a point, always insisted on giving her stockings and dresses that were several sizes too big. To
         Charlotte this appeared to be a not very subtle hint that she was too fat, and there were furious scenes every Christmas.
         Charlotte complained to her husband about the insults she was forced to endure.
      

      
      But these rows were nothing compared to those which occurred when Charlotte confronted Hans Thilo about his love affairs.
         He would try to reassure her by saying, ‘Mutzipuss, you are the only one I really love. The other women mean nothing to me.
         I’ve tried to stop having affairs, but I just can’t help myself.’ Her response was that if he could not help himself, she
         could – by hiring uglier maids. At this he would sigh philosophically, and say, ‘That would not do any good. The uglier they
         are, the more grateful they are for my taking an interest in them.’ Their children guiltily listened to all this through the
         thin plaster walls which ensured that no one in the house had any privacy. They felt they were implicated in their father’s
         treachery, since once the rowing had stopped, he would try to explain to them why he behaved as he did. ‘It’s just that I
         love women,’ he would tell them. ‘I love them so much that I wish I had been a woman myself.’
      

      
      Hans Thilo loved fantasising. ‘When you grow up, people will not drive to each other’s houses,’ he told his children. ‘They will fly from house to house. You will see people on the moon,
         and everyone will have their own wireless with pictures.’ The dream world he conjured up for them was all part of his charm.
         Everyone who heard him talking in this way was amused. Except for Charlotte. Every now and then she would threaten to leave
         him so that she could make a new start with someone who really loved her. After one such threat, Hans Thilo decided to move
         out of their Ketschendorf house so that he could live permanently in Berlin. His sister Martha even went so far as to find
         him a girlfriend, someone who, she said, would look after him properly. However, even this crisis passed after Gisela and
         Hans-Thilo the younger urged their parents not to split up.
      

      
      It was Hans Thilo’s inability to resist temptation at work which turned him into a traitor. In the Cipher Office where he
         worked ciphers were made up for the German armed forces. These were kept in a locked safe. However, thanks to his brother
         Rudolf, who had been head of the Cipher Office between 1925–8, Hans Thilo was the trusted assistant to Major Oschmann, his
         brother’s successor. As a result he often had access to the safe where the ciphers were stored. It did not take a genius to
         realise that these ciphers would fetch a lot of money if they were offered to another country, and Schmidt eventually decided
         to exploit his money-making opportunity. That is how it came about that he made contact with the French Secret Service.
      

      
      The Deuxième Bureau’s secret agent who had been entrusted with the task of ensnaring and tempting Schmidt into a life of espionage
         was a larger than life character who went under the name of Rodolphe Lemoine. In fact Lemoine was not his real surname. Like
         many spies, he enjoyed having as many aliases as possible. His real surname was Stallmann. Lemoine was his French wife’s surname.
         He had married her in 1918 after moving to France from his native Germany. However, when he was working under cover for the
         Deuxième Bureau, he used the codename Rex. Whoever was responsible for allocating the codenames must have had a sense of
         humour, perhaps spotting that Lemoine lived like a king – usually at the Deuxième Bureau’s expense. When he went out on an
         assignment he would stay at the best hotel in town and book the most expensive suite. His informants were invariably softened up with champagne and encouraged
         to smoke the large cigars which Lemoine himself favoured. Or perhaps it was because he looked like a king or at the very least
         a medieval pope. Lemoine was a huge bear of a man. When he met Schmidt for the first time he was sixty-one years old and his
         powerful charismatic personality was accentuated by his large shaven head and piercing blue eyes which looked out from behind
         round-rimmed spectacles. Once you were caught in their hypnotic gaze it was hard even to think of escaping.
      

      
      As soon as Hans Thilo Schmidt was shown into Lemoine’s opulent hotel suite in Verviers in November 1931, Lemoine began to
         put into practice the procedure which had been honed by similar encounters over the years. At all such meetings a subtle form
         of jostling for position has to take place before both sides settle down to the serious business of hammering out a deal.
         In order to take control of the situation, Lemoine wanted to frighten Schmidt just a little before befriending him. So Schmidt
         was asked what he would have done if the official to whom he had spoken at the French Embassy in Berlin had taken him to be
         an agent provocateur and had handed him over to the police. This suggestion had the desired effect and Schmidt, who was obviously
         very tense, said that if Lemoine was going to talk like that there was no point carrying on with the meeting.
      

      
      But Lemoine could not let the matter rest there. He had to make it clear to Schmidt that the French Secret Service could not
         possibly take on a new recruit unless it was convinced that he was genuine. Lemoine had to know why Schmidt was willing to
         become a traitor. It was then that Schmidt told Lemoine about his financial difficulties and his feeling that his country
         could not expect him to be loyal if it failed to look after him. He might have added that he had trained as a chemist; so
         it should have been easy for him to find a well-paid job if the government had been running the economy properly.
      

      
      Once Lemoine heard this, he knew exactly how to deal with Schmidt. He would offer him fabulous amounts of money for any valuable
         documents which he could produce. In short, he would play Mephistopheles to Schmidt’s Dr Faustus. By the end of their first meeting, Lemoine and Schmidt had come to an understanding.
         Schmidt was to bring the best documents he could lay his hands on to their next meeting and Lemoine would tell him then how
         much they were worth.
      

      
      Lemoine was not to be disappointed. On Sunday 8 November 1931, the two men met again at the same hotel. During the meeting,
         Schmidt produced two documents out of his brief case which made Gustave Bertrand, the 34-year-old code expert accompanying
         Lemoine, gasp with disbelief. For they were nothing less than the manuals explaining how to operate the top secret Enigma
         machine being used by the German Army. When Bertrand heard Schmidt go on to apologise for not bringing along the list of current
         Enigma settings, he knew that he was on to a potential goldmine as far as France’s security – and his own career – was concerned.
      

      
      As soon as he was alone with Lemoine, Bertrand suggested that they should pay Schmidt 5000 Reichsmarks for what he had brought.
         It was difficult for Bertrand, when he was interviewed about this meeting several years later, to remember exactly what Lemoine
         then told him. But in substance it was something like this: ‘We must catch him once and for all now. Let me offer him twice
         as much as you are suggesting, that is 10,000 marks [about £20,000 in today’s money]. And I would like to offer him the same
         again if he carries on helping us.’ Bertrand, who was by this time metaphorically rubbing his hands with glee, quickly agreed
         to what Lemoine was saying. So while Bertrand took the Enigma manuals up to his hotel room so that they could be photographed,
         Schmidt was signed up as a Deuxième Bureau spy. The deal he agreed was both exciting and terrifying. It would enable him to
         earn large amounts of money. But as Lemoine told him, once he was in, there was no way out. The French Deuxième Bureau would
         never let him go.
      

      
      Back in Paris, Bertrand showed his photographs to the cryptographic specialists. Although he was in charge of the cipher section
         in the Deuxième Bureau, he was not a hands-on cryptographer himself. The cryptographers must have felt that Bertrand and Lemoine
         had been taken in, because they reckoned that the documents provided by Schmidt would not enable them to break the Enigma code; the manuals explained how to encipher
         a message, but they did not enable a cryptographer to read Enigma messages. Bertrand was very disappointed, but he and his
         superiors agreed that they should get a second opinion from the cryptographic experts in Britain.
      

      
      Wilfred ‘Biffy’ Dunderdale, the man who was running the British Secret Intelligence Service’s French station during the 1930s,
         was to be the go-between. Like Lemoine, he was a cosmopolitan man of independent means. Lemoine’s money came from his father,
         a jeweller in Berlin; Dunderdale’s father was a shipping magnate. Biffy Dunderdale, who was just thirty-one years old when
         he was approached by Bertrand, would later play a significant role in making sure that Bertrand’s Enigma secret ended up in
         Britain without the Germans discovering. But that was later. In 1931, even he was powerless to help. All he could do was to
         send the copy photographs to London and then relay back to Bertrand the British cryptographers’ verdict. They agreed with
         their French counterparts that Schmidt’s documents would not enable them to crack the Enigma.
      

      
      Bertrand’s response was to ask the head of the Deuxième Bureau if he could show the documents to his opposite number in Poland
         who, long before Bertrand had met up with Hans Thilo Schmidt, had mentioned the Poles’ inability to read the impenetrable
         code being used by the German Army. When the answer came back in the affirmative, Bertrand booked his ticket to Warsaw.
      

   
      
      2

      
      The Leak

      
      
Poland, Belgium and Germany
 1929–38
      

      
      Two years before Bertrand went to Warsaw with his Enigma manuals, the Polish Army’s Cipher Bureau had found itself caught
         up in its own drama relating to an Enigma cipher machine. On the last Saturday in January 1929 an alert customs officer working
         in Warsaw had been about to process a heavy box when his suspicions were aroused by a request from the Germany Embassy. Apparently
         the box had been sent to Poland by mistake and a German Embassy official was requesting that it should be returned to Germany
         immediately. When the box was opened, an Enigma machine was found inside.
      

      
      The Polish General Staff ’s Cipher Bureau quickly called in two engineers to examine it. They were Ludomir Danilewicz and
         Antoni Palluth, two of the proprietors of the AVA corporation, a Warsaw-based communications company which had established
         close links with the Cipher Bureau. The examination of what turned out to be a commercial Enigma cipher machine went on throughout
         Saturday night and Sunday, the two men only returning to their homes on the following Monday. By that time the Enigma had
         been packed up again and was on its way back to the German company in Germany. As far as is known no one there ever suspected
         that it had been opened.1

      
      There is no official record available for public scrutiny which confirms that the examination of the Enigma in the customs
         warehouse heightened the Polish Secret Service’s interest in the cipher machines being used by the German armed forces at
         the end of the 1920s and the beginning of the 1930s. But a private account written by Leonard Danilewicz, another AVA partner, suggests that the findings made by his brother Ludomir and Antoni
         Palluth did indeed lead to an attempt being made to read some Army Enigma messages.2 According to Leonard Danilewicz, the attempt to decipher the messages was carried out using strips of white celluloid marked
         with squares in which the letters of the alphabet were inscribed. Using these strips, it was possible to trace the path taken
         by the electric current as it passed through the wheels inside the Enigma machine. However this attempt to decipher the German
         Army’s secret messages came to nothing, which was not surprising since, as the Poles discovered later, the Enigma wheels used
         by the armed forces included different internal wiring to that used inside the commercial Enigma wheels.
      

      
      During the same month, January 1929, Lieutenant Maksymilian Ci[image: image][image: image]ki, the 30-year-old head of the Cipher Bureau’s German section,
         turned up at the Mathematics Institute at the University of Pozna[image: image], a town west of Warsaw, to set up a cryptology course.
         While he was at the university, he interviewed some of its cleverest students and invited twenty of them to attend a series
         of lectures on how to break codes.3 The Enigma cipher was never mentioned, but Marian Rejewski, Henryk Zygalski and Jerzy Ró[image: image]ycki, the three students who were
         eventually employed by the Cipher Bureau, later found out that both Ci[image: image][image: image]ki and Palluth, who also taught on the course, had
         tried unsuccessfully to read some Enigma messages.4

      
      By December 1931, when Bertrand turned up in Warsaw with his photographs of the Enigma manuals, the best of the cryptology
         course students were already working on simpler ciphers in a cellar in the basement of the Pozna[image: image] army command post which
         had been commandeered by the Cipher Bureau. It was known as the ‘Black Chamber’, a rather pretentious nickname in the eyes
         of the students.5 They were not told about Bertrand’s December 1931 meetings with Major Gwido Langer, who was the 37-year-old head of the Cipher
         Bureau in Warsaw. In the course of the meetings Bertrand had handed over the photographs of the Enigma manuals to Langer.
         After a quick consultation with his codebreaking experts, Langer had told Bertrand that the manuals contained some very important information which would assist the Poles. The manuals revealed that
         the German Army had adapted the commercial Enigma machine which the Poles had already inspected. But the photographs furnished
         by Bertrand were not quite enough to enable the cryptographers to read the Enigma messages. Langer asked Bertrand whether
         his source might be able to procure a copy of the Enigma settings which were currently in use.6

      
      Shortly after Bertrand’s visit to Warsaw the setting instructions which Langer had requested were handed over to Bertrand
         at another meeting with Hans Thilo Schmidt in Belgium. The documents were quickly sent to Warsaw in a diplomatic bag and handed
         over to Langer. Further settings were handed over to the Poles in May and September 1932. But even then Bertrand received
         no confirmation from Poland that there was any prospect of the Polish cryptographers breaking the code. By the time Bertrand
         travelled to Warsaw again in September 1932, he was having to face up to a growing crisis which was brewing within his own
         country’s intelligence service. For Bertrand and Lemoine were not the only secret agents meeting up with Hans Thilo Schmidt.
         After the first meetings they had been accompanied by André Perruche, who worked for the Service de Renseignements department
         of the Deuxième Bureau (the French equivalent of MI6). Unlike Bertrand, he was not solely interested in ciphers. He had to
         look at the wider picture encompassing all Franco-German relations.
      

      
      Perruche believed that Schmidt’s information about Germany’s rearmament plans was far more important than the cipher documentation
         which might or might not lead to the reading of some Enigma messages. The rearmament intelligence could usually be sent in
         a normal letter as long as it was written in invisible ink, and it could be sent without Schmidt having to cross international
         frontiers with incriminating documents in his briefcase. In other words the intelligence could be acquired more safely than
         the ciphering documents. Although Schmidt had been given a camera so that he could photograph documents himself, that did
         not avoid the risk that he would be caught crossing the German border with the photographs. By May 1932 Perruche had already received a number of such letters from Schmidt. Most of the information came from Schmidt’s brother
         Rudolf, whose high-flying Army career made him an insider.7

      
      In May 1932 Perruche asked Louis Rivet, the deputy chief of the Deuxième Bureau’s SR-SRL intelligence service, the umbrella
         organisation which was responsible for both Perruche’s and Bertrand’s sections, as well as counterespionage, to stop Schmidt
         travelling abroad so frequently. Notwithstanding Bertrand’s objections, Rivet agreed with Perruche, and arrangements were
         made for Lemoine to set up a safe way of communicating with Schmidt in Berlin. Henceforth it was to be used whenever possible.8

      
      This put-down concentrated Bertrand’s mind wonderfully. He had to try to bring the Enigma project to a head once and for all.
         His first attempt to move things along took place in Warsaw in September 1932. As he handed over a third list of Enigma settings,
         he explained that he was more than a little worried that no progress had been made. But Langer merely asked him to be patient
         a little longer and promised that Bertrand would be the first to find out when they managed to construct an Enigma machine,
         which had to be done before the Enigma messages could be read.9 So Bertrand left Warsaw once more with nothing to show for his trip.
      

      
      Bertrand’s second gambit was made at the end of October 1932 during his next meeting with Hans Thilo Schmidt. The meeting
         was held at the Hotel d’Angleterre in Liège in Belgium. In the course of the meeting Bertrand asked Schmidt whether the Enigma
         documents which he was handing over were definitely for the up-to-date Enigma model. It was the first time that he had raised
         the question whether Schmidt was being paid for nothing. Schmidt countered that he was not a crook, and a serious argument
         was only averted thanks to Lemoine, who did not translate into German Bertrand’s most cutting comments. In an effort to calm
         everyone down Perruche suggested that Bertrand and he should go out of the room. Lemoine was left behind to restore the peace
         with Schmidt. Fortunately, some soothing words, coupled with the 5000 marks retainer which Lemoine proceeded to hand over, appeared to have the desired effect.10

      
      But the money which Lemoine handed over so liberally ended up by creating another problem for the Deuxième Bureau. Hans Thilo
         Schmidt had used it to improve his lifestyle dramatically, and his French spymasters were concerned that this could lead someone
         to ask questions about where the money had come from. When he turned up to their meetings, he now wore elegant flannel suits
         and smart shirts and ties rather than the shabby attire in which he had originally presented himself. His family had also
         noticed a difference. He began to take his wife, Charlotte, away on expensive holidays. During the summer of 1932, they left
         their son and daughter at a children’s home run by a Jewish couple, who had not yet been affected by the Holocaust that was
         brewing in Germany, while Schmidt and Charlotte spent six weeks travelling around Czechoslovakia. Their holiday included a
         trip to the mountain resort of Spindermühle, now known as Spindleruv Mlyn, a place which Schmidt later nominated for one of
         his meetings with the French secret agents.
      

      
      Other rendezvous locations were identified by Schmidt, as he and his wife went on sightseeing tours around Europe. They particularly
         liked going on skiing trips to Switzerland, where they could use the brand new wooden skis purchased by Schmidt at great expense.
         If anyone had been observing Schmidt closely, they would have reported that, on the one hand, he and his wife appeared to
         have made, or inherited, a lot of money and were using it to bankroll a second very lavish extended honeymoon and, on the
         other hand, he was still visiting the nightspots in Berlin by himself as if he was a care-free bachelor. Lemoine eventually
         advised him to settle down a little so that he would attract less attention.11

      
      But settling down involved Schmidt spending more money. He decided to enlarge his house at Ketschendorf, and he also set up
         a small factory with just a handful of employees which could produce fat for local soap-producers. Unknown to his children,
         this was to be a front for all the money he was being paid by Lemoine. What they did notice was that he did not seem to spend
         much time working at the factory. If anything, Charlotte Schmidt spent more time there than her husband, which was of course partly explained by the fact that he had a regular job
         at the Cipher Office. It was Charlotte who had to drive the vanloads of fat to their best client. The fat was extracted from
         animal bones picked up from the local butcher each week by one of Schmidt’s factory workers. Gisela and Hans-Thilo the younger
         also noticed that, unlike most businesses, their father’s factory did not seek to make as much money as possible. Some of
         its practices would not have been out of place in a charity. For example, Hans Thilo Schmidt carried on paying his staff,
         even when he allowed them to take lengthy breaks from work.
      

      
      Another device which covered up how Schmidt came to be earning so much money was set up with the assistance of Lemoine and
         Guy Schlesser, another agent who worked alongside Perruche in the Service de Renseignements section of the Deuxième Bureau.
         Schmidt had devised a new method of making soap, and under a bogus contract, he was to be paid a royalty in return for allowing
         his process to be used by a soap manufacturer based in France.12

      
      Schmidt’s children thought that his growing prosperity should have made him more relaxed. But instead his success appeared
         to have hardened his heart. He had always been an indulgent father when they were young. Then all of a sudden he began to
         become impatient and intolerant. Gisela never forgot an incident that typified his new frame of mind. She and her brother
         had been looking for some stationery on their father’s desk. During their search she picked up a white envelope, inside which
         was another black cardboard envelope suitable for protecting photographs. When Schmidt discovered they had taken it, he became
         apoplectic with rage in a way they had never seen before. He made them swear that they would never interfere with what was
         on his desk again. At the time Gisela and her brother were terrified by the way their father had shouted at them. It was only
         later, after they found out about his dealings with the French, that they understood why he had been so angry.
      

      
      The envelope incident was not the only occasion when traces of Schmidt’s double life appear to have affected his behaviour
         at home. He and Charlotte would talk together in French – presumably to hide what they were talking about from their son and daughter. But when Gisela asked for some help with her
         French homework both parents denied being able to speak or read any French. It was as if they did not want anyone else to
         know. Another inexplicable mystery was the way Hans Thilo and Charlotte Schmidt refused to tell their children where they
         had been on holiday. On one occasion they came back from a holiday saying that they had been to Denmark. But they had brought
         back the skeleton of a sea horse which the children felt must have come from another country. Gisela risked her father’s wrath
         by looking through his desk drawers again, and found a card from a hotel in Algeria. After another trip to Switzerland, her
         parents claimed that all the snapshots they had taken had been stolen. So there was nothing to show where they had been.
      

      
      But one aspect of Schmidt’s life never changed. In spite of his attempt to be a better husband, he could never quite manage
         to be absolutely faithful to his wife. His house became a domestic version of a knocking shop. On the one hand there was the
         father carrying on as before. On the other hand there was his twelve-year-old son who, encouraged by his father, also began
         to have affairs with the servants. Once that occurred, Gisela could no longer discuss what was going on with her brother.
         It was something which the men in the family were allowed to do, but which was certainly not permissible for any of the women.
         Gisela had to be content with having chats with her father about who she was going to marry. He took on board the fact that
         she was not interested in men who were in the Army, and encouraged her to marry an upstanding professional man such as a doctor.
         He assured her that he had enough money to set a doctor up in a good practice, if she ever found the right man. The advice
         he gave his son was of a much more earthy nature. Schmidt told Hans-Thilo the younger which nightclubs to visit if he wanted
         to pick up women. But he advised him to watch out for the beautiful transvestites who often frequented the places he was recommending.
         Hans-Thilo the younger was blond, and his father was keen that he should be forewarned so that he could repulse any homosexual
         advances.
      

      
      It is not clear whether Schmidt intended to use his children in order to pass himself off as a good Nazi. As far as Gisela can remember, he never positively told his son to join the Hitler
         Youth. Her father never talked about politics at home at all. It was just that it seemed the obvious thing for Hans-Thilo
         the younger to do if he wanted to please his father. Hans Thilo the older acted as if he was a committed member of the Nazi
         party. This was more important than ever after January 1933 when Hitler finally took over the reins of power in Germany. Schmidt’s
         highly placed contacts at the Cipher Office had warned him that the Nazis intended to set up a new organisation, the Air Ministry’s
         Forschungsamt (Research Office), which would be permitted to tap the phones of anyone who was acting strangely. ‘Never talk
         about politics, even in private,’ Schmidt would advise his children. ‘Someone is always listening.’
      

      
      After the Nazis came to power, the Deuxième Bureau once more attempted to reduce the risks which Schmidt was taking on its
         behalf. In 1936 Perruche and Guy Schlesser, who for a time took over as Schmidt’s principal Deuxième Bureau contact, insisted
         that Schmidt should not meet French secret agents outside Germany except in an emergency. This effectively meant that Bertrand’s
         regular supply of Enigma settings would have to be sacrificed so that Schmidt was free to concentrate on the German Army’s
         movements and invasion plans.13

      
      On 1 October 1936 Rudolf Schmidt became a general. Thanks to Rudolf’s quick promotion and his willingness to talk to his brother
         about his job, Hans Thilo Schmidt was able to reveal how quickly the Germans were rearming themselves, how they were adopting
         new tactics involving the use of armoured divisions to blast their way through their enemies’ defences and, most important
         of all, when they were about to invade another country. In January 1936, for example, Schmidt was able to warn the French
         about Hitler’s plans to invade the Rhineland, which duly occurred two months later.14

      
      But ironically, it was the Deuxième Bureau’s concern for Schmidt’s safety and the emergency procedure set up by Perruche and
         Schlesser to enable him to communicate with his French spymasters without leaving Berlin which was to lead to quite the opposite
         result to that intended. Schmidt was told that if he needed to contact the French quickly, he should telephone Georges Blun, a French journalist based in Berlin. If
         Schmidt slipped into the conversation the words ‘Uncle Kurt has died’, Blun would know that Schmidt needed to see him immediately.
         Both men would then go to the waiting room in the Charlottenburg railway station in Berlin.
      

      
      At 8 a.m. on 6 November 1937 Blun received the pre-arranged signal and hurried to the agreed meeting place. By 11 a.m. the
         document which Schmidt had handed to Blun was being put into the hands of the French Ambassador, André François-Poncet. It
         was only then that the procedure which had been so carefully worked out broke down.15 The document was Schmidt’s account of a secret meeting between Hitler and some of his highest ranking generals and admirals
         which had taken place the day before. According to Schmidt, Hitler had decided to expand Germany at its neighbours’ expense.
         He was prepared to use force if necessary. Austria and Czechoslovakia were to be his first targets.
      

      
      François-Poncet should have sent Schmidt’s report to Paris in a diplomatic bag. He had already been warned, thanks to intelligence
         provided by Schmidt, that the Germans had in the past been able to penetrate the diplomatic cipher which the French Ambassador
         was using to communicate with his political masters in Paris. The cipher had been altered since then, but it should have been
         obvious that the Germans would try to break it again, which they duly did. So the telegram which François-Poncet sent was
         intercepted by the Air Ministry’s Forschungsamt and read. Perruche, Lemoine and Bertrand were only to find this out when they
         met up with Schmidt in Switzerland eleven days later. Their meeting was a stormy affair. Schmidt was furious that François-Poncet
         had referred to the Hitler meeting in a vulnerable telegram. Fortunately, his contacts in the Forschungsamt had told him that
         it had been intercepted before he had passed on the extra details of the meeting given to him by his brother. He was prepared
         to hand this document over to the French agents, but he wanted their assurance that none of his information would ever be
         sent to France via the French Ambassador again.
      

      
      The document which he proceeded to hand over could not have been clearer. For it consisted of a map of Europe with dates written
         on each country indicating when it was scheduled to fall under the control of Nazi Germany: Austria in spring 1938, Czechoslovakia
         in autumn 1938, Poland in autumn 1939 … Once again Rudolf Schmidt was Hans Thilo’s source. Rudolf had been told what had been
         discussed by Colonel Hossbach who was writing up the minutes of the meeting. Rudolf, who was shocked by Hitler’s plans, had
         then discussed the details with his brother.
      

      
      The one aspect of the affair which may never be explained, now that François-Poncet is dead, is why the French Ambassador
         sent the telegram which he did send. According to the book Notre Espion Chez Hitler by Paul Paillole – who worked alongside Schlesser in the Deuxième Bureau – the document Schmidt gave the Ambassador was so
         shocking that François-Poncet decided he should tip off Paris immediately about what had taken place the day before. The account
         given in Paillole’s book however does not explain why François-Poncet’s telegram to the French Minister of Foreign Affairs
         on 6 November 1937 was so vague. It stated:
      

      
      
         Yesterday afternoon an important meeting took place in the Reich’s Chancellery which was attended by a large number of generals
            and admirals … [including] General Goering.
         

         The newspapers have not reported it and it is difficult to know what this long meeting was about. I have been told that it
            was about raw materials and the difficulties which the shortage of iron and steel impose on rearmament … But it would be astonishing
            if that was all that was being talked about when so many high-ranking officers were summoned to the Chancellery.16

      

      
      At first sight the telegram did not appear to serve any purpose. One might have expected François-Poncet either to have spelt
         out the details of the meeting being described, so that the French government could have done something about it quickly,
         or he should not have sent any telegram at all, in case it compromised the security of France’s most important secret agent.
         But Paillole’s book does quote the minutes of a meeting which was convened on 9 December 1937 by Admiral Wilhelm Canaris, the head of the German Abwehr (the German Army’s Secret Service),
         to look into the leak. The minutes described what at least one general believed had happened: ‘General Beck believes that
         François-Poncet knows his diplomatic code has been cracked. The last sentence of his cable suggests that he knows more than
         he is saying and that he will send his full report by courier.’17

      
      A photograph of the full minutes of the 9 December 1937 meeting in Canaris’s office was handed to Schlesser when he met Schmidt
         in Bern, Switzerland in January 1938.18 Schmidt told Schlesser that his position as the liaison man between the Cipher Office and the Forschungsamt enabled him to
         monitor how the investigation into his own leak was progressing. But for Schlesser, who could read between the lines of the
         superficially helpless comments made by the people reporting back to the head of the German Secret Service, the minutes of
         the meeting must have made chilling reading. The Canaris report stated that ‘On the day after the [5 November] meeting François-Poncet
         correctly reported what had been discussed … Everyone present [at the Canaris meeting] was asked if they had any idea who
         was responsible for the indiscretion. No one had any idea … Canaris reminded everyone that the main object of the meeting
         was to find out at any cost who passed the information to François-Poncet.’
      

      
      After this French slip-up, new procedures were laid down governing how Deuxième Bureau agents could keep in touch with Schmidt.19 No French agent was allowed to meet Schmidt in Germany. He was to use a new kind of invisible ink when writing to his spymasters,
         and all his letters were to be sent to new addresses, one of which was in Geneva. Most important of all, as far as Bertrand
         was concerned, Schmidt was to be encouraged to leave his position at the Cipher Office so that he could move to the Forschungsamt.
         He would then be able to see what happened as the investigation into the 6 November 1937 leak progressed. But in spite of
         all of these precautions Schlesser must have realised, as he read through the material handed over to him and passed them
         on to his colleagues in Paris, that the documents which their super-agent could supply to them in future – and the days of his life – might soon be
         numbered.
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      An Inspired Guess

      
      
Poland
 1932
      

      
      By 1938 most of the Deuxième Bureau staff who knew about Hans Thilo Schmidt had come to the conclusion that his documents
         would never lead to the breaking of the Enigma code. So that same year, as a last resort, a plan was devised in Paris which
         it was hoped might resolve the Enigma problem once and for all. The plan envisaged French agents, with contacts inside the
         Abwehr, letting it be known that Enigma messages were being read. The idea was that such a move would force the Germans to
         use a new cipher, which might be easier to break.1

      
      It is not absolutely clear whether this plan was ever approved in the higher echelons of the Deuxième Bureau. Perhaps the
         French Secret Service bosses merely considered it a legitimate ruse which could be used against the Poles, rather than the
         Germans, in order to force the Polish Cipher Bureau to reveal whether they were near to breaking into the Enigma code.2 Whatever the motive behind the formulation of the plan, it must have horrified Langer when it was put to him during 1938.
         He persuaded Bertrand not to put it into operation in the short term, on the grounds that the Poles would soon be in a position
         to report to the French and the British on how their research into Enigma was going. But what Langer failed to do was to admit
         that he had broken his promise to keep Bertrand informed if Enigma was ever broken. The Polish cryptographers had, in fact,
         not only broken into Enigma, but had been reading it for more than five years!
      

      
      The break into Enigma had been achieved in an atmosphere of growing tension and extreme secrecy. The Polish codebreakers’
         families may have known that their husbands and sons were working for the government, but none of them heard anything about
         the groundbreaking work relating to Enigma. When Antoni Palluth, one of the Pozna[image: image] cryptology lecturers, slipped his revolver
         into his pocket each month and went off to Nazi Germany on another secret mission, it would have been hard for him to tell
         his wife Jadwiga that he was going on a normal business trip. So when she waved goodbye to him, she always did so with great
         emotion, as if it were for the last time. Given his expertise in radio, it did not take her long to guess that he was liaising
         with Polish agents who needed to have radio equipment to communicate with their spymasters in Warsaw.
      

      
      Back in Warsaw, Palluth did not attempt to conceal the fact that he was helping the Polish Secret Service. He would work a
         normal day at his AVA radio company, before speeding away in the General Staff’s black limousine for another evening of top
         secret moonlighting. Hours later he would return to his Warsaw flat, escorted by a soldier. Palluth would often be carrying
         a briefcase handcuffed to his wrist. He was then expected to work on the German coded messages in the briefcase until the
         early hours of the morning. Sometimes he was forced to ask his wife to guide him up to their bedroom after he had literally
         been blinded through overwork. In the morning the soldier always returned to pick up the documents before it was time for
         Palluth to go to his AVA office once again.
      

      
      But Palluth, for all his expertise at cracking some of Germany’s simpler codes, had no success when it came to Enigma. The
         Enigma problem was eventually handed down to three of the mathematics students from Pozna[image: image] University who had once been Palluth’s
         pupils. Jerzy Ró[image: image]ycki, the youngest of the trio, was not even twenty when Palluth’s cryptology course was set up. He was an
         extrovert who appears to have found it hard to observe the secrecy rule imposed on him when he was signed up by the Cipher
         Bureau. When he went home, he would kiss his mother and say, ‘My beautiful mother, it’s so sad that you’ll never be able to
         be proud of me.’ She wondered whether he was referring to the time when she had caught him as a precocious four-year-old,
         surreptitiously helping his older brother with his mathematics from under the table. Then, she had said to him, after she had finished scolding him, ‘One day you’ll be a great
         man, and I’ll be very proud of you.’ His wistful comments, now he was grown up, led her to believe he was concerned that he
         was not able to live up to her high expectations.
      

      
      It is interesting to note that whatever security vetting was carried out by the Polish Cipher Bureau, it was not put off Ró[image: image]ycki
         because of his dissolute family background. Bebenek Ró[image: image]ycki, Jerzy’s father, was a heavy drinker, a gambler and a womaniser,
         attributes which were less frowned upon in the Ukraine, where his family had once been aristocratic landowners, than in Poland.
         Perhaps the vetting committee was swayed by one of Ró[image: image]ycki père’s good points. He was exceptionally lucky, which led his Polish friends to say of him, ‘Bebenek could jump into the water
         stark naked, and still come up wearing a tuxedo.’
      

      
      Marian Rejewski and Henryk Zygalski, the other two mathematicians who had been asked to work on Enigma, were very different.
         They were solid, down-to-earth characters, born in the west of Poland, an area once under Prussian rule. History does not
         relate why it was that out of the three mathematicians Maksymilian Ci[image: image][image: image]ski selected Rejewski to make the first mathematical
         assault on the elusive Enigma cipher. Perhaps it was because Rejewski was the oldest of the trio – he was twenty-three in
         1929 when he attended his first lectures on the Cipher Bureau’s cryptology course – or perhaps it was because he had received
         better reports from his university professors. Or perhaps it was because everyone agreed with Marian’s father, a cigar merchant,
         who told everyone that his son was a genius, and that Marian was clever enough to break through the barriers which, under
         Prussian rule, had prevented Polish people taking up the most prestigious positions in the law and the civil service.
      

      
      After the last of the three mathematicians had completed his studies at Pozna[image: image] University, all three moved to Warsaw in the
         autumn of 1932 so that they could work part time for the Cipher Office. It was then that Ci[image: image][image: image]ki sought out Rejewski and asked
         him if he would mind putting in a few extra hours in the afternoons. When Rejewski agreed, Ci[image: image][image: image]ki told him that he must not tell his two colleagues and proceeded to give him some
         of the information which he had collected about Enigma.3 Much of it had been taken from the Enigma manuals which Hans Thilo Schmidt had given to Bertrand in 1931.4

      
      These manuals5 made it clear that an Enigma was used to scramble the letters making up the words in a message before it was sent out in
         morse code by a radio transmitter. So, for example, if a German wanted to send a message saying ‘Hitler ist in Wilhelmshaven’,
         the Enigma operator would tap the H key on his keyboard and write down on his notepad which bulb on the Enigma’s lightboard
         lit up. And so on for each letter of the message. Schmidt’s manuals also explained how an Enigma machine produced the cipher
         text. (See the simplified representation of the path taken by the electric current inside an Enigma machine in Diagram 1 on
         page 38.) Hitting a key on the Enigma keyboard released an electric current which ran to a series of scrambling elements –
         including a plugboard and three wheels. The scrambling elements diverted the current away from its original course. The current
         would then hit a ‘reflector’ end disk which would send the current back through the same scrambling elements again, though
         on a different course, and the current would finish up by lighting a bulb marked with one of the letters of the alphabet.
      

      
      The scrambling elements were the most important parts inside an Enigma. The way they were set determined what cipher text
         was produced. The plugboard, one of the scrambling elements, looked like a telephone switchboard. The settings lists which
         Schmidt passed to the French Secret Service specified how all Enigma operators and receivers during a particular quarter should
         set the plugs connecting the plugboard sockets. These socket settings were referred to in the German manuals as the Steckerverbindungen.
      

      
      The second scrambling element described in Schmidt’s manuals was a series of three movable wheels, which could be rotated
         individually or together around a horizontal axle, like a series of bicycle wheels.6 On the right face of each wheel, there were twenty-six pins, which served as current entry points, when the current was going
         from right to left through the wheels; on the left face of each wheel, there were twenty-six flat contact plates, which served
         as current exit points when the current was going from right to left. If the current, going from right to left, emerged at
         a contact plate on the left face of, say, the wheel placed inside the Enigma on the right, it flowed into the pin sticking
         out from the right face of the middle wheel, which was touching the contact plate in question, and then carried on flowing
         through the middle and left wheels. When, on the other hand, the current flowed from left to right through the wheels, the
         function served by the pins and contact plates was reversed; the contact plates became the entry points into the wheels, and
         the pins became the exit points. Inside each wheel there were twenty-six wires which connected the twenty-six electric current
         entry points on the right face of each wheel with the twenty-six exit points on the left face of each wheel. A typical internal
         wire would connect up an entry point on the right face of the wheel, say the one labelled J, with an exit point labelled with
         a different letter, such as X. So if ever the current went in at J on the right face, it was diverted to come out of the left
         face at X. If this diversion occurred inside the wheel placed on the right side of the Enigma, and if the middle wheel was
         lined up with the right wheel, so that X on the left face of the right wheel was lined up with X on the right face of the
         middle wheel, the current would enter the middle wheel via the X pin, and then would be diverted again, as it passed through
         the wire inside the middle wheel connecting the X pin on the middle wheel’s right face with the relevant contact plate on
         its left face. The same would happen inside the wheel placed on the left, and then the current would go into the reflecting
         end disk which was referred to in German as the umkehrwalze (the reflecting wheel). Each current entry point on the end disk’s
         right face was connected to a different current exit point on the end disk’s right face. So that if, for example, the current
         went into the end disk at L, it would bounce back out of its right face at, say, G, and it would then go back through the
         three wheels, going from left to right, being diverted again as it went through each wheel.
      

      Diagram 1

      [image: image]

      
      The H keyboard key is tapped and the current goes to H in the plugboard then to J in the plugboard, then to J in the entry
         disk’s right and left faces. Then after going through the wheels, it is reflected back to W on the entry disk. It then goes
         to W in the plugboard, then to C in the plugboard, then to C in the lightboard.
      

      
      The wheel on the right turned anti-clockwise one twenty-sixth of a revolution each time a keyboard key was pressed. This meant
         that if an Enigma operator pressed the H key on the keyboard twice consecutively, the current would go into the right wheel’s
         right face at a different point on each occasion, it would follow a different pathway through the wheels, and it would usually
         light up a different letter. Any one of the three wheels could be placed on the right, middle or left. The wheel order to
         be used by all Enigma operators, which might be, say, wheel 1 on the right, wheel 3 in the middle, and wheel 2 on the left,
         was, like the plugboard socket connections, specified in the settings lists provided by Schmidt.
      

      
      Another element regulated by these settings lists was the ring, marked with the twenty-six letters of the alphabet, which
         was around the rim of each wheel. The ring could be rotated relative to the inner core of the wheel, and then fixed into position
         with a catch. The settings at which the rings were fixed were referred to as the Ringstellung by the Germans. If the ring
         setting on a wheel was, say, A, the ring had to be rotated manually until the A on the ring was opposite the Ringstellung
         marker, which was a red dot on the catch on some Enigma machines. The letters around the ring – visible through a window above
         the wheel once the wheel was in its working position inside the Enigma machine – were used by message senders to describe
         the position of the wheel to message receivers.
      

      
      The rings also had another function. A notch on each ring ensured that the wheel placed on its left turned one twenty-sixth
         of a revolution whenever the ring reached a particular position in its cycle. This position was different for each of the
         three wheels. So, for example, when wheel 1 was placed on the right, the ring on wheel 1 ensured that the middle wheel turned
         one twenty-sixth of a revolution anti-clockwise if Q was showing through the window above the right wheel when a keyboard
         key was tapped. The middle wheel was turned as the right wheel turned so that R rather than Q was showing through the window
         above the right wheel. (The ‘turnover positions’ for wheels 2 and 3 were at E and V respectively.) The middle wheel would then remain in the position to which it had turned until the keyboard keys were tapped twenty-five more times, by which
         time the right wheel would have rotated one complete revolution. At this point Q would once again be showing through the window
         above the right wheel, and the ring around the right wheel would then ensure that the middle wheel turned another one twenty-sixth
         of a revolution when the next keyboard key was tapped. Following the same principle, the left wheel would be turned one twenty-sixth
         of a revolution each time the middle wheel passed its ‘turnover position’. After the three wheels were set to a particular
         position, they would only return to their original position after the keyboard keys had been tapped about 17,000 times.7

      
      Rejewski knew that if he was to break the code, he would first have to construct a replica Enigma machine. To do this he worked
         out a formula which, he hoped, would enable him to discover the wiring inside the wheel which was placed on the right.8 However, the formula could not be solved unless Rejewski could somehow get his hands on the settings which the Germans had
         used. It was only at this point that Ci[image: image][image: image]ki gave Rejewski the settings for September and October 1932 which had been supplied
         by Hans Thilo Schmidt in August 1932.9 Rejewski believed that these settings would enable him to reconstruct the wiring inside two of the three Enigma wheels. One
         of these wheels was on the right during September 1932, and the second wheel was on the right during October 1932, according
         to the settings lists he had been given. But he quickly discovered that the formula was still not giving him the correct answer.
         He only worked out what he was doing wrong when it suddenly dawned on him that there was one solution to the problem which
         he had not tried.10

      
      When interpreting the algebraic symbols in his formula he had always assumed that the wiring running from the keyboard, or
         from the keyboard and plugboard, to the entry disk goes to twenty-six labelled terminals on the right side of the entry disk,
         i.e. the right side as you sit in front of the keyboard, arranged clockwise around the entry disk and following the same order
         as that which existed on the commercial Enigma machine, which is:
      

      
      Q W E R T Z U I O A S D F G H J K P Y X C V B N M L

      
      Rejewski decided to alter his assumption, and guessed that the wiring running from the keyboard, or from the keyboard and
         plugboard, to the entry disk goes to twenty-six labelled terminals on the right side of the entry disk, i.e. the right side
         as you sit in front of the keyboard, arranged clockwise around the entry disk but following the alphabetical order:
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