


[image: 001]





[image: 001]





For Melissa






I am a citizen of the Kosmos, the Universe.

Diogenes of Sinope


 



I am a citizen of the world—I’m a drunkard.


Rick of Casablanca






INTRODUCTION

One hot, peaceful day in July 2001, the front page of my daily newspaper showed a picture of Russian President Vladimir Putin smiling and embracing Chinese President Jiang Zemin. They had just signed a treaty of “friendship and cooperation” spurred by growing conflict with the United States. Both governments had received stinging criticism for cracking down on what they considered troublesome speech. China came under pressure to release American scholars arrested while doing research in China, and Russian officials were accused of stifling internal dissent after Putin took office. In voicing concerns about the treatment of dissenting voices and academic researchers, the United States took the moral high ground.

 



So it was somewhat incongruous when, later that same day, U.S. officials arrested a Russian computer scientist and charged him with violating an American law while he was working in Moscow: writing the wrong computer program.

 



The FBI detained the Russian software engineer, Dmitry Sklyarov, after he gave a speech about encryption at Defcon, an annual hacker convention in Las Vegas. Sklyarov, a programmer for the Moscow-based company Elcomsoft, was about to board a plane at the Las Vegas airport when federal agents accosted him. A warrant had been issued the previous month by the Federal District Court for Northern California in San Francisco charging Sklyarov with a criminal violation of the Digital Millennium Copyright Act (DMCA) for revealing weaknesses in an encryption scheme that the software company, Adobe, employed in its electronic book-reading program. His speech over the weekend outlined how weak and easy to crack the Adobe system was.

Sklyarov was not arrested for talking about decryption but for composing the software that unlocked the Adobe eBook Reader encryption system. His software turned protected digital eBook files into the easily accessible portable document format (PDF), which makes them readable on more than one computer and easier for sight-impaired people to use. Until the summer of 2001, Sklyarov’s employer, Elcomsoft, sold copies of the decryption software, called Advanced eBook Processor, for $99. Adobe, like so many other firms that trade in culture and information, was worried that its products could be shared without remuneration by millions of users of peer-to-peer communication networks. After all, in 2001 U.S. courts ruled that Napster, the company that sponsored the most notorious music file-sharing system, had contributed to the copyright infringement of millions of songs.

Dmitry Sklyarov’s arrest caused a minor international uproar. Computer scientists and encryption experts announced they would not travel to the United States, since their work might be misinterpreted as a threat to American businesses. “Free Dmitry” appeared on Web sites and T-shirts. Adobe was shamed into announcing that it was not behind the move to prosecute the scientist. The federal government eventually dropped the charges against Sklyarov in exchange for his agreement to testify against Elcomsoft. In the fall of 2002, a jury found Elcomsoft not guilty, and jurors wondered how the DMCA could be enforced against a foreign national or company for work done outside U.S. borders.

The Sklyarov case raises some important questions about how the information environment will be regulated in the twenty-first century. Can a cultural industry survive or thrive without high protection from the state? Should governments try to enforce information policies across borders and oceans? Is it possible to prevent the invention and distribution of a small batch of code or an algorithm? What implications do such laws and technologies have for imagination, expression, adaptation, and aggregation of culture and information? What impact will these laws have on science and mathematics research? What does it mean for the future of democracy when a nation prosecutes someone for opening up the electronic text of Aldous Huxley’s Brave New World?

The Sklyarov case shows how quickly battles to control digital communication can spill over into the “real world.” The issues of democracy, sovereignty, and control in the digital world are not new. Until now the debate has  focused on whether we should and how we could install “friction” into an otherwise unregulated medium; about how closely we should try to make cyberspace conform to and resemble the analog world. The metaphors we use to discuss controls in cyberspace always appear clumsily lifted from our more familiar transactions: locks, gates, firewalls, crowbars, vandals, and shoplifters. Those with a vested interest into the status quo have been trying to lock their economic and communicative advantages into the new electronic networks. Others have been arguing that cyberspace is so fundamentally different that no rules should apply. What neither of these sides has acknowledged, what makes these issues so urgent, is that instead of cyberspace becoming more like the real world, the real world is becoming more like cyberspace. It’s become trite to say we live in an information world in which bytes mean as much as atoms. But lately the debate over topics as urgent and diverse as cultural identity and national security suggests that we have allowed our virtual worlds to invade our real worlds, altering forever the terms we use to describe our problems and the tools we use to manage them.




Oligarchy Versus Anarchy

This is a story of clashing ideologies and dizzying technologies. The ideologies did not arise with the popularity of America Online or the merger of Vivendi and Universal. In fact, they are among the oldest ideologies still around: anarchy and oligarchy. Anarchy is a governing system that eschews authority. Oligarchy governs from, through, and for authorities. These ideologies feed off each other dialectically. Oligarchy justifies itself through “moral panics” over the potential effects of perceived or imagined anarchy. Anarchy justifies itself by reacting to alarming trends toward oligarchy. Anarchy and oligarchy have new resonance in our digital, connected age. These ideologies are rapidly remaking our global information ecosystem, and the information ecosystem is remaking these ideologies. Those of us who are uncomfortable with either vision grow increasingly frustrated with the ways our media, cultural, information, and political systems are changing. We thought we had gone a long way toward disposing of anarchy and oligarchy, but they are back in slick new forms.

Freedom can be terrifying. Cultural and technological trends are increasing freedom in ways many people find threatening. Yet the reactions  (or more accurately “preactions”) to these trends are extreme, ill-considered, and imposed unilaterally without public discussion or deliberation: easy answers to difficult problems. More often than not, we have used technological quick fixes to avoid complex, serious discussion of the dangers posed by the increasing speed and amount of information. I hope to prompt more careful thinking about how much and which freedoms are excessive or dangerous. And I hope to identify and criticize “moral panics” engendered by the common perception that freedoms are getting out of hand, that the anarchists are taking over the libraries.1


More centrally, I am concerned about the blowback against the specter of information anarchy, and the ways those reactions constitute threats to the widely accepted freedoms to browse, use, reuse, alter, play with, distribute, share, and discuss information. These are valuable behaviors that help creators and citizens shape their worlds. The strange interactions among technologies, ideologies, and desires that have emerged in the past decade have opened up new ways to be creators, consumers, and citizens.

This book offers an account of the information arms race. One side invents a device, method, algorithm, or law that moves our information ecosystem toward increased freedom of distribution and the other subsequently deploys a method to force information back into its toothpaste tube. This pattern imposes the basic paradox of the digital world onto the real world: Stronger efforts toward control often backfire to create less controllable—and less desirable—conditions.




Techno-Fundamentalism

Two revolutionary technological phenomena—digitization and networking—have amplified the sociopolitical trends we call globalization to stir up all kinds of messes. The confluence of these dynamics challenges and complicates things we used to take for granted: the stability of nation-states; the sense that we could afford to embrace certain freedoms because most people couldn’t actually exercise them; and the unacknowledged comfort that distance and inconvenience offered us in an earlier, less connected world. Inconvenience was comforting: Potentially dangerous information and alarming expressions only circulated in obscure pockets of subculture  or lay undisturbed in inaccessible repositories. The bad stuff was always around. It was just inconvenient to find, distribute, or deploy.

The collapse of inconvenience has sparked a series of efforts that could reestablish the distance, or friction, that our information systems have featured since the rise of movable type and bound books. Often the imposition or creation of friction involves building a new machine to correct for the last machine’s consequences. This blind faith in technology as a simple solution to complex social and cultural issues is what I call “techno-fundamentalism.” It has ideologically colored the discussions of public concerns ranging from pornography to piracy to national security.

Those who seek to restrict the flow of information use two rhetorical strategies when campaigning for the techno-fundamentalist changes that would empower them. First, they argue for treating information as property or contraband. An appeal to “property” removes information policy discussions from the domain of the public interest. And an appeal to “contraband” nudges the public to surrender freedom for the sake of imagined security. But there is a special risk in regulating information and the technology that delivers and processes it, a risk absent from efforts to control objects or devices such as cars or guns. Information is special. It is the raw material of deliberation. And rich deliberation is the foundation of healthy democracy.

Because these battles have been waged with blunt technological tools instead of intricate, sophisticated, and messy human deliberations, there has been no systematic examination of the long-term effects that such technological regulation might generate. More often than not, deploying a simple technological tool to confront a complex social or cultural phenomenon causes more harm than good. The same tools used to restrict music sharing may be used by oppressive states to crack down on political dissidents. Efforts to stifle communication among terrorists may undermine legitimate uses of networks and information by students or scientists.

This book takes as its initial subject the battle for control of peer-to-peer communication systems, such as Napster, Gnutella, and the Internet itself. But the future of entertainment is only a small part of the story. In many areas of communication, social relations, cultural regulation, and political activity, peer-to-peer models of communication have grown in influence and altered the terms of exchange of essential information and cultural forms. In recent years several broad global systems have developed in which  information flows freely through unhierarchical channels. This book examines how traditional power structures such as corporations and governments have reacted to the rise of these systems. The terms and tactics of freedom and control—so familiar to those who follow the debates over the effects of the Internet and efforts to regulate it—are now spilling over into battles that will shape what we mean by culture, liberty, democracy, and human progress in this new century. This book thus considers the ways that similar strategies for stifling electronic communicative networks support efforts to rein in such “real world” systems as Falun Gong, open source programming communities, scientific cultures, anti-neoliberal protest movements, dissident political groups, globalizing religions, terrorist organizations, and systems for counting votes in the elections of the twenty-first century.

As distributed information systems gain prominence and importance, the reaction to them grows fierce. Distributed systems tend toward anarchy. Centralized systems tend toward oligarchy. The space between these models is shrinking, offering no middle ground, no third way. Efforts to minimize the effects of too much freedom or too much information-based contraband tend to quash legitimate uses, as well as the flow of beneficial content. Because both the anarchists and the oligarchs prefer to use technology first and ask questions later, they are avoiding the hard work and the inevitable compromises that an open, humane, connected, stable, liberal society requires. When we see a need to curb freedoms, we should do so deliberately, soberly, and carefully. Yet in the early days of the twenty-first century threats to freedom are arbitrary, hasty, panicked, and often brutal. One of the chief challenges of the twenty-first century will be to formulate ethics, guidelines, habits, or rules to shape an information environment that provides the freedom liberal democracy needs as well as the stability that commerce and community demand.

Anarchy and oligarchy are rapidly remaking our information ecosystem and challenging the way we talk about commerce, globalization, and citizenship. Those who are uncomfortable with both ideological visions and value republican “information justice” increasingly find fault with changes in media, cultural, information, and political systems. There are many examples of conflict arising out of efforts to control the flow of information:• The “locust man,” an imprisoned democratic activist in China, distributed political messages by attaching them to the backs of locusts.

• The ordeal to which public libraries in Fairfax County, Virginia, and Broward County, Florida, were subjected when some of the September 11 hijackers used public terminals in the days preceding their attack. Under the provisions of the USA Patriot Act, an increasing number of American librarians have felt pressured by federal law enforcement agencies that might ask them to violate their code of ethics and their patrons’ privacy since this incident.

• The controversy over the complaint that some Canadian women cannot be tested for genes that indicate a predisposition for breast cancer because an American company has patented those genes and charges too much for the test.

• The widespread acts of civil disobedience that have led otherwise liberal institutions like Swarthmore College to bow to corporate pressure and shut off Internet services to students who shared damning and revealing information about a major vendor of electronic voting machines.



 



These and other case studies raise a host of important issues:• The battle to control public libraries, which are suddenly considered dens of terrorism and pornography, through technological mandates and legal restrictions.

• Efforts by governments to radically reengineer personal computers and networks to eliminate the very power and adaptability that makes these machines valuable so that they can better control flows of material deemed illicit: pornography, copyrighted music, or raw materials of political dissent.

• The cultural implications of allowing fans and creators worldwide to sample and share cultural products at no marginal costs through peer-to-peer computer networks.

• Attempts to restrict the use and distribution of powerful encryption technology out of fear that criminals and terrorists will evade surveillance.

• Commercial and governmental efforts to regulate science and mathematics, including control over the human genome.

• Attempts to stifle the activities of political dissidents and religious groups.

• Proposals by the U.S. government that constitute domestic “information warfare,” such as the USA Patriot Act, the aborted TIPS initiative, and the Total Information Awareness program.



 



Peer-to-peer systems are about more than music. Individuals are disorganizing to distribute an abundant resource that the state and other powerful agents wish to make scarce. The battles over control of cultural distribution can be read as a prelude to more overtly political battles to come. The peer-to-peer model of information sharing is both ancient and emergent. Peer-to-peer electronic networks simulate transactions that have occurred throughout human history in open, nonhierarchical systems. Gossip is anarchistic and peer-to-peer. Communities of punk rock fans sharing home-replicated cassette tapes are peer-to-peer. So are most major world religions. But something has clearly changed. Global electronic, unmediated communication, often masked by encryption, has collapsed time and space. Global communication and organization by nonelites is stimulating a reaction by elites. Powerful institutions cannot ignore the threats that open, anarchistic systems seem to present. Thus reactions to the emergence of peer-to-peer systems—though largely unjustified—have been fierce.




Taking Anarchy Seriously

Anarchistic structures and tactics matter to our daily lives more each day. Implicitly, therefore, important social, spiritual, and communicative networks are building themselves along the principles of radical democracy—or, as it is sometimes called, anarchy.

Whether we embrace anarchy or fear it, we should try to understand it. Anarchy matters. Peer-to-peer systems, like other distributed systems, are like punk rock: They empower fans and citizens, create new communities, and close the gap between creators and consumers. They democratize elements of cultural production and demand a new set of theories. But anarchy is not common democracy, at least not in the sense that we have been accustomed to debating and fighting for through the twentieth century. Democracy usually requires stable procedures and protection for minorities against the tyranny of the majority. It has in recent times been tempered by republicanism.

Anarchy is radical democracy. It has its limits as a governing tool; it also has its dangers. “Smart mobs” are still mobs. In a mob, anyone who steps out of line or runs at a different pace can get trampled.2


The great challenge in the new century is to mediate between two divergent and trends—anarchy and oligarchy. In the war between distribution and concentration of information, the issues and conflicts seem intractable.

I won’t accept intractability. We have only begun to consider the long-term ramifications of these revolutionary technologies and the behaviors they will enable or inspire. If we can energize an open, distributed, diverse network of thinkers and writers to consider these conflicts in a new way, using fresh vocabulary and models, we can generate social, cultural, legal, and technical protocols that will strengthen democracy and inspire trust and confidence. If we fail to generate this conversation, if we continue to let these conflicts work their way through courtrooms and technological incubators, basements and boardrooms, both democracy and stability are in danger.





CHAPTER 1

Public Noises

Parisians living in the turbulent eighteenth century found out about their world and their politics by sharing “public noises” (bruits publics) in a handful of social nodes around the city. They gathered and gossiped at Pont Neuf, on particular benches in Luxembourg Garden, in various cafés, and most importantly under the Tree of Cracow in the garden of the Palais Royal. Fortunate Parisians would then gather in salons to sift through the gossip and debate the issues of the day, although they weren’t supposed to. According to historian Robert Darnton, politics was not supposed to be public. It was the king’s business, le secret du roi. All printed matter was supposed to be filtered through the king’s offices. The illicit discussion of issues, personalities, and scandals was treated as gossip. Gossip was essential to the emergence of the Enlightenment and eventually the French Revolution—and ultimately the bourgeois revolution across Europe.1


Gossip is uncensored, unmediated, unfiltered, peer-to-peer communication. The term describes the method, not the subject, of communication. In prerevolutionary France gossip was anarchistic in the sense that it grew and thrived outside of hierarchies and beyond the reach of the state, not that it necessarily advocated or caused the overthrow of the king, although it certainly did contribute. Unmediated and decentralized, gossip was anarchistic in structure if not content. If Parisians were allowed to imagine dissenting from the arbitrary strictures of the sovereign, they might eventually imagine a new kind of a state. Parisians, unlike those who lived outside the city, enjoyed the advantage of geographic proximity and noise that created a shield from the state. The agents of the state lacked the technology, numbers, and will needed to monitor every conversation occurring in every park of Paris. Rural citizens were less likely to experience state surveillance, yet they were excluded from  the sites of information exchange. The inconvenience—the expanse of time and space and the expense of traversing them—extended the rule of monarchy for a couple more decades.

Robert Darnton, in examining the ideological origins of the French Revolution (e.g., in The Great Cat Massacre and The Forbidden Best-Sellers of Pre-Revolutionary France), has described the methods and substance of conversations that escaped state surveillance. Darnton explains how ideological communicative functions informed the revolution that was brewing; in his view, there was more to the French Revolution than the enlightened rationalism of the philosophes. They mattered, but not as much as we might think. Anarchy mattered too.2





Taking Anarchy Seriously

Since about 1776, the world has been trying to decide how much centralized control it will allow over its affairs. Models inspired by Adam Smith, Karl Marx, John Stuart Mill, Friedrich Hayek, and John Maynard Keynes have dominated our debates and inspired our wars. As the twenty-first century dawns, we need to reexamine the contributions of Emma Goldman and Johnny Rotten as well as those of Marx and Mill.

Anarchistic systems are a relatively unexamined function of the sociopolitical dynamics of our time. Some of the tangle of changes in the world that we clumsily call globalization includes the establishment of distributed networks of information. Some of the reactions to this process involve efforts to centralize control of those flows under the power of nation-states, multinational corporations, or multilateral international organizations. So we must consider the ways in which these processes challenge the stability and relevance of the nation-state and open a new front in the battle over the value of Enlightenment thinking.

For the past two hundred years, the centralization of power and information under the aegis of the state was considered the greatest challenge to republican forms of government and commerce. But now decentralization and distribution have emerged as the most important political reactions to the expanding power of the global state-corporation partnership that is setting the political and economic agenda for the entire world. For the past two hundred years the world has been consumed by the debate  between the socialist vision of economic and political organization and the liberal vision. But in the new century, distributed systems represent emerging anarchic visions, new and unexamined challenges to liberalism’s Enlightenment project. Whether we welcome anarchy or fear it, we must take it seriously.




The Ideological Origins of the Techno-Cultural Revolution

Anarchistic functions and methods have been around for many centuries. Recently individuals have used widespread, low-cost, high-quality technologies to communicate, persuade, and organize over long distances, beyond the prying ears and eyes of powerful institutions. Digitization and networking make anarchy relevant in ways it has not been before. Global electronic networks make widespread anarchistic activity possible. What used to happen in a neighborhood barbershop or on a park bench now happens across a nation-state or beyond. Rumors can bubble up into action.

We are in the midst of an unfinished global techno-cultural revolution. Like the French and American Revolutions, it has ideological origins and could have any of several outcomes. It could be a triumph for freedom or unfreedom. It could devolve into violent chaos or a stifling sense of order. Unlike those revolutions, everything is still up for grabs. It remains to be seen which ideologies will triumph and what effects they will have on the world. The present revolution’s ideological origins are synergistic and dialectical: anarchism, oligarchy, techno-fundamentalism, and globalism. They are familiar in old contexts and powerful in new ones. Of these anarchism is the ideology that most loudly demands a new look.

Anarchy is not necessarily chaotic and dangerous. It is organization through disorganization—anarchistic tactics generally involve uncoordinated actions toward a coordinated goal. Instead of formal leadership structures, anarchism relies on agreements, conventions, conversation, and consensus to move the group toward action. Anarchy is by definition nonhierarchical, radically democratic. It is possible for nonanarchists to employ anarchistic tactics or join anarchistic organizations in the sense of  believing that the state should wither, crumble, or fall. Just as exploiting socialist institutions such as public schools or farm subsidies does not make one a socialist, so protesting the World Trade Organization or using a peer-to-peer service to share music does not entail flying a black banner, wearing a black mask, or smashing a McDonald’s restaurant.

Derived from the Greek word anarchos, “without authority,” anarchism denies law and considers property to be tyranny. Anarchists believe that human corruption results when differences are enforced through the maintenance of property and authority. Anarchists do not oppose or deny governance as long as it exists without coercion and the threat of violence. They oppose and deny the authority of the centralized state and propose governance through collaboration, deliberation, consensus, and common coordination. Justice can emerge from a sense of common purpose and practices of mutual aid, not the monopoly on violence that the state demands. While anarchism is commonly associated with bloody violence and rage, anarchists believe deeply in an ideology of love.3





From Public Noises to Public Nuisances

Many are sadly ignorant of the breadth and depth of anarchistic thought and its legacy in world history. In both my undergraduate and graduate curricula, I studied political philosophy as an element of American cultural history. Amid all the Aristotle, Machiavelli, Madison, Jefferson, Marx, and Rawls that I had to read, only one writer took the concept of anarchy seriously enough to mention it: American philosopher Robert Nozick.4  Anarchy has played a romantic and tragic role in Europe and America. As a fact or condition, one might say that it was the original political philosophy of Homo sapiens. The world has witnessed many stateless societies, groups of people who have lived without a dominant authority. As an explicit political philosophy, anarchism dates from the late eighteenth century. Mature, articulated anarchist thought has been an important undercurrent in political history over the past three hundred years. We have been mostly deaf to it because our big battles have been among the forces that oppose anarchy—capitalism, socialism, and fascism.

Anarchy as a cultural and political stance has its roots among the Cynics of Greek antiquity. Its first modern expression, during the English Revolution of 1640 to 1660, came from a group of landless radicals who called themselves Diggers. Drawing on the radical timber of their time, the Diggers advocated love and the abolition of private property. They thought of the earth as a common treasury for all, and so they would walk onto someone’s land and start to dig. Finally they were forced to explain themselves to Lord Protector Oliver Cromwell, who was not interested in helping them forge their propertyless utopia in Albion.5


Anarchist thought matured during the eighteenth and nineteenth centuries through writers such as William Godwin, Pierre-Joseph Proudhon, Peter Kropotkin, Leo Tolstoy, and Mikhail Bakunin. These writers influenced the attempted revolutions of 1848 and the Paris Commune of 1871. Karl Marx’s social ontology and theories of history remain essential to anarchist thought, but anarchists—chiefly Bakunin—immediately challenged Marx’s faith in the power of a strong state to maximize human happiness.6


In the late nineteenth and early twentieth centuries anarchists passionately exerted their limited influence on the processes of industrialization and ethnic urbanization in the United States. The visceral reaction their efforts elicited vastly outweighed their political influence. Anarchists have always been on the extreme margin of American politics, unable to articulate their visions and views beyond the distorting lenses of dominant political ideologies. For a brief period in late nineteenth-century American history, anarchism seemed to matter, but as something to fear or oppose rather than a potential source of political change. Several violent events attributed—perhaps unjustly—to anarchists sparked some important effects. In 1877 anarchists organized a nonviolent demonstration at Haymarket Square in Chicago. They were protesting the deaths of two workers from the McCormick Harvesting Machine Company, who had been killed by Chicago police officers for their union organizing efforts. During the anarchist-led protest, a bomb exploded, killing one officer. In response, police opened fire into a crowd of 3,000 people. Seven policemen died in the ensuing battle, and an unknown number of civilians died at the hands of the police. The riot was followed by a an efficient, ruthless crackdown on suspected anarchists. Courts convicted and sentenced to death eight anarchists for playing a role in the riots, even though no evidence linked any of them to the explosion. They were convicted for espousing ideas that made them accessories to the police deaths.7


The industrial anarchist movement in America ended when Leon Czolgosz, a fan of anarchist feminist Emma Goldman, assassinated President William McKinley at the Pan American Exposition in Buffalo, New York, in 1901. Czolgosz was a Michigan-born man of Polish-Prussian descent. He was not a very passionate or informed anarchist. And the anarchists who had crossed his path suspected that he was a police stooge or plant. He was certainly deranged. Seeking greater meaning in the event, reporters and officials immediately labeled Czolgosz an anarchist and—just as significantly—a foreigner. Many people expressed relief that McKinley’s murderer was not an “American.” Soon after Czolgosz was arrested in Buffalo, Chicago police started rounding up anarchists who might have known him from his brief travels to the city. Emma Goldman was among those detained. Ultimately officials decided that Czolgosz had acted alone and there was no conspiracy to kill the president. The trial proceeded swiftly.8


During Czolgosz’s incarceration and trial, some western New Yorkers tried to lynch him. This generated widespread protest from African American writers, many of whom explicitly linked the principles of anarchy to the persistent habit of lynching African American men. Booker T. Washington, among others, took the opportunity to remind his fellow Americans that the lynch mob was an anarchistic phenomenon: decentralized, leaderless, antistate. “I want to ask,” Washington wrote in the Montgomery Advertiser in 1901, “Is Czolgosz alone guilty? Has not the entire nation had a part in this greatest crime of the century? According to a careful record kept by The Chicago Tribune, 2,615 persons have been lynched in the past sixteen years . . . we cannot sow disorder and reap order.” Washington explicitly denounced what he called the “anarchy of lynching” and called for a proper trial. This sentiment echoed through African American newspapers, many of which were controlled by the Republican party.9


For many Americans, McKinley’s assassination cemented the stereotype of an anarchist as an eastern European, possibly Jewish, definitely violent revolutionary. Two years after McKinley died and Theodore Roosevelt rose to power, American immigration policy reflected Roosevelt’s deep-seated racism and the fear of immigrants and anarchists that he exploited in the days after he assumed the presidency. American immigration laws were sparse before 1903, and they chiefly excluded Chinese immigrants. In 1903 Congress passed a new immigration act that moved restrictions beyond race and national origin to include political thought. Anarchists were now  forbidden to enter the United States. The Naturalization Act of 1906 required prospective citizens to swear that they were not “opposed to organized government” and to demonstrate a commitment to social order. Thus members of the radical International Workers of the World could be denied citizenship, and many were. In an effort to rally political momentum and define a common enemy that Americans of many persuasions could unite against, Roosevelt declared a “war on anarchism” and called for the expulsion of “all persons who are known to be believers in anarchistic principles.” Many of Roosevelt’s reform efforts were intended to stave off the more alarming prospect of radical revolution in America, even though no one could sincerely predict anarchists threatening the foundations of American society, economy, or government.10


Persistent fear of anarchists justified the Red Scare of 1919, with its brutal Palmer raids that precipitated widespread imprisonment and expulsion of many suspected of disloyalty to the United States. Among those forcibly exiled was Emma Goldman.11


Perhaps the image of fiery anarchists rallying workers against the government of the United States rendered the historical awareness of anarchism shallow and marginal. Anarchists seemed passionate, violent, and unreasonable. Their historical presence was fleeting and abrupt. Consequently, few historians have tried to explain the influence of anarchist thought on American history. In Europe, anarchists were present throughout the evolution of radical political thought in the nineteenth century. But anarchist parties mattered little to the resolution of conflicts and tensions until the early twentieth century.

By the dawn of the Spanish Civil War in 1936, the anarchist movement outside Spain was all but destroyed. The rise of fascist governments in Germany and Italy signaled to anarchists that their movements would not be tolerated in much of Europe. Their great hopes in Russia were dashed by the socialist Bolsheviks in 1917. Although the most influential anarchist thinkers, Mikhail Bakunin and Peter Kropotkin, were Russian, the anarchist movement failed miserably in Russia. During the Russian revolution the socialists destroyed and betrayed the anarchists. Lenin and Trotsky were particularly brutal in their efforts to stamp out anarchism. After the 1917 revolution the small anarchist groups that emerged in St. Petersburg and Moscow found themselves powerless against the Bolsheviks. Kropotkin returned from exile in June 1917 and established a tiny,  ineffective anarchist commune in the village of Dmitrov. Peasant organizer N. I. Makhno raised an armed force that used guerrilla tactics to hold a large part of Ukraine until 1921, when it too was crushed. The anarchist movement became extinct in Russia, never to rise again in the twentieth century.12


After World War I and the Russian Revolution, Spain was the only source of optimism and success for anarchists, who counted such notables as Pablo Picasso among their fellow travelers. From about 1850 until 1936 the Spanish anarchist movement enjoyed popularity and influence. In 1845 Ramón de la Sagra founded the world’s first anarchist journal, El Porvenir. By 1870 Spain was home to about 40,000 anarchist party members and three years later it had about 60,000 members. In 1874 the monarchy grew alarmed by the popularity of the anarchist party and forced the Spanish movement underground. But anarchist ideas and passions continued to circulate as political tensions and working-class dissatisfaction intensified in the early twentieth century. Efforts to crush the anarchists only dispersed them, playing into their ideological dispositions and making it harder for authorities to exert direct pressure on the movement as a whole. This state oppression caused anarchists to change their strategy from supporting an open, identifiable political party to forming a loose, distributed network of sindicatos únicos that linked craft and trade unions into local committees. The structure of these sindicatos  prevented one person or group from dominating the rest and thus restrained corruption. The national committee that coordinated the local committees was elected each year from a different region of Spain to ensure that no individual served more than one term and that no part of Spain grew accustomed to power. Their management and staffing needs were fulfilled by volunteers. All delegates were subject to recall by the members. The sindicatos grew from 700,000 members in 1919 to 2 million during the civil war. A formidable force in Spanish life by the 1930s, anarchists were quick to assert themselves among loyalist factions as events led to the Spanish Civil War in the 1930s.

Troubled by the rise of fascist leader Francisco Franco, Spanish anarchists sparked several unsuccessful uprisings in the early 1930s. By the early days of the civil war in 1936, anarchist forces defeated royalist and nationalist troops in Barcelona, Valencia, Catalonia, and Aragon. Early in the  war anarchists controlled much of eastern Spain. Workers took over management of factories and railways in Catalonia. Peasants seized land in Catalonia, Levante, and Andalusia. Many anarchists established agricultural and industrial communes governed by radically democratic principles. As the war dragged on, however, such loose arrangements failed to serve armed struggle. Not surprisingly, anarchists were hard to order around. They were prone to break into conversation at moments when obedience might have served them better. The communist-funded International Brigades were more effective warriors than the anarchists were. Franco’s fascists were the best armed, best disciplined, and ultimately most successful warriors in Spain. As the war raged on, even countries that declared firm opposition to fascism failed to support the antifascist forces in Spain. Betrayal, both internal and international, doomed the anarchist movement in Spain.13


European anarchism moved from the political to the social and cultural realms after World War II, just as most western European states adopted some form of strong social welfare and liberal democracy as their guiding principles of governance. Socialism allowed some anarchists to exploit state support while undermining state authority. The vestiges of anarchist social passion were visible in Christiania, the squatter section of Copenhagen. It was an abandoned military camp until squatters moved in during the early 1970s. They set up a “free state” and governed collectively. Residents still live rent-free and tax-free and run their own schools and parks in Christiania.14 Anarchists, calling themselves “provos,” played a central role in urban reform debates in the 1960s and 1970s in Amsterdam.15 The 1968 revolts in the streets of Paris saw passionate activity by all elements of the anticapitalist and antiestablishment left. Anarchists were central to the protests, though irrelevant to the aftermath. Every major city in Europe now has an anarchist collective of some sort. For a while postwar anarchists embraced absurdity, play, hedonism, and spontaneity instead of concerted political action. Since the rise of the European Union and the World Trade Organization, European anarchist activism has become more confrontational and politically effective. Thanks to widespread access to global electronic networks across western Europe, activists communicate anarchistically and swarm spontaneously to disrupt any function in Europe deemed worthy of their disdain.




Don’t Follow Leaders, Watch the Parking Meters

The American civil rights movement protests of the 1950s and 1960s had the peculiar effect of both making anarchist tactics relevant and disguising them as Christian. By embracing direct action and civil disobedience, American civil rights leaders did more than advance the centuries-long struggle for racial justice in the United States. The battles waged in courtrooms and legislatures legitimized the anarchistic tactics that protesters were employing in streets and public facilities instead of the anarchistic tactics delegitimizing more republican forms of activism. The civil rights movement is the strongest example of nonanarchistic activists borrowing moves from anarchists for use toward nonanarchistic ends. Cultural, social, and political dissatisfaction with what C. Wright Mills called the “power elite” drove American experiments in anarchy from the focused agenda of the traditional civil rights movement to a broader variety of struggles and efforts through the 1960s. Soon the antiwar, feminist, Asian American, and environmental movements were dabbling in anarchistic forms of governance and civil disobedience. In the late 1960s, a San Francisco collective known as the Diggers—named after the Diggers of the English Revolution—revived anarchism as a cultural, albeit politically impotent, force. They were all about the political power of cultural play. They were devoted to living according to personal maxims and disturbing those who in their judgment were not. According to journalist Don McNeill, who chronicled the 1960s Diggers in his 1970 book Moving Through Here, “the diggers declared war on conditioned responses. They blew minds by breaking subtle mores. They practiced public nuisance.” The Diggers held playful, silly “happenings” meant to disrupt a structured event. They spread chaos and confusion by spoofing, singing, and screaming, creating a kind of “guerrilla theater.” In one incident, they mocked and flaunted a San Francisco law against being a “public nuisance” by walking down Haight Street wearing animal masks, carrying a coffin as if they were pallbearers. Believing in freedom of drugs as well as freedom of speech, they gave away marijuana. They ran a “free store” that offered “liberated” goods at no cost. As Digger Peter Berg explained to Todd Gitlin, the mission of Digger anarchism was to “create the condition that it describes.”16


But playful anarchism did not change much in the world. Frustration with power structures demanded stronger action than creating a nuisance. Some radical students in the United States, Mexico, Japan, and France began sharing new politics and new possibilities. Being young and bold, these students found the rigid structures of the “old left” dull and ineffective. The soul of anarchism—spontaneity, theoretical flexibility, simplicity, local autonomy, and hedonism—appealed strongly to these young people. In the mid-1970s, anarchistic political energy in America dissipated, but its cultural significance continued to grow. Anarchist theory influenced the rise of punk rock in the United States and England, and anarchist practice influenced the rise of hip-hop culture. By the end of the twentieth century, anarchy was youth culture.

Politically, only the radical ecology movement openly embraced anarchism. Decentralized organizations such as Earth First! took often risky action to protect resources such as old-growth forests. By the 1980s many environmentalists came to believe that the assumptions about the nature of “progress” embedded in both republican and capitalist thought were fundamentally incompatible with efforts to preserve natural resources and species. So instead of engaging in traditional activism—fund-raising, holding press conferences, lobbying, and compromising—the most radical members of the environmental movement resorted to “direct action.” Frequently it was nonviolent, such as protesters chaining themselves to a bulldozer or sitting in a tree and daring loggers to cut it down. But some went farther; for example, members of the Earth Liberation Front drove metal spikes into trees that could kill unsuspecting loggers. And more recently, environmental radicals have been destroying dealerships that sell sport utility vehicles in an attempt to drive up the insurance costs of such dealerships and thus shrink the profit margin of their operations. The Earth Liberation Front, like some animal rights activists and white supremacists, practices “leaderless resistance,” a political structure meant to simulate a network in which no one member knows everything that the group is up to. If leaderless resistance works (and there is doubt about its efficacy), then every activist or terrorist has “deniability” and thus cannot be held responsible for the actions of others. More importantly, no defection or leak would bring down the entire group.17


The environmental critique of “progress” echoes radical political thought of the past three decades. Similar ideas about the pernicious  effects of “totalizing” ideologies such as capitalism and Marxism have influenced critical thinkers in the domains of culture, imperialism, and science. Two very different writers have influenced recent thought around the world: Michel Foucault and Noam Chomsky. Foucault, a French philosopher who rose to prominence during the Paris revolts of 1968, did not openly embrace anarchy as his political philosophy. But his quasi-historical work on prisons, asylums, sexuality, and ideology in general revealed the almost invisible forces limiting our otherwise radical sense of freedom and autonomy. Foucault has inspired many cultural and political anarchists, as well as nonanarchists, to experiment with radically libertarian notions. Chomsky, who differed with Foucault in many ways (e.g., on the plasticity of human nature), also rose to fame in the 1960s. Chomsky is a major linguistic theorist at the Massachusetts Institute of Technology who stirringly rebuked American aggression in Southeast Asia long before the rest of the country noticed that it was at war. Chomsky has issued rants and tirades—some verging on paranoia—about various injustices perpetrated by the U.S. government and its partners. Calling his political philosophy “libertarian socialism,” Chomsky bluntly endorses anarchistic means to anarchistic ends. He has held up the Israeli kibbutz system—at least in its early incarnation—as a successful experiment in libertarian socialism and radically democratic governance.18


In the last years of the twentieth century, anarchism flowered in ways it had not since 1936. Inspired by struggles such as the Zapatista movement in Mexico, many activists worldwide have become familiar with anarchist tactics and principles.19 The technology that exposes activists to news and ideas about such movements is anarchistic in nature. This combination of example and techno-ideology fostered a new anarchistic age in which sudden, spontaneous, direct action shut down a meeting of the World Trade Organization in 1999.20





Anarchy, State, Utopia

One difference between the common people who transmitted bruits publics as tinder for the French and American Revolutions and the drug-addled tricksters who pushed themselves forward as public nuisances in the 1960s was self-identification or ideological articulation. The actors  shared an attitude of indifference toward authority and propriety but differed in the consequences of their actions. No self-defined anarchist has ever sparked a revolution. But the ideologically uninitiated who have trafficked in the habits of anarchism—chiefly unmediated communication—have toppled dozens of tyrants.

The historical omnipresence of anarchism, tempered by its general impotence, should have left us with some understanding of its relevance in the world. Yet it remains one of the least understood political and cultural phenomena. Anarchy remains something to fear, something to avoid, something to strive against. It remains a bogeyman, justification for a thousand panics. Journalist Robert Kaplan titled his 2000 book on the future of world politics (with his typical gravity and pessimism) The Coming Anarchy. Kaplan predicted that the stable comfort of the modern nation-state is doomed because too many dangerous goods, services, and ideas can flow too easily without the traditional regard for authority and tradition. Especially in areas of the world that lack instruments of civil society, Kaplan warns, “the grid of nation-states is going to be replaced by a jagged-glass pattern of city-states, shanty-states, nebulous and anarchic regionalisms.” Drug runners, bands of mercenaries, and weapons dealers will be the real power centers in much of the world, Kaplan fears. This condition, which is more accurately described as “prearchy,” “postarchy,” or “transarchy,” emerges once in a while, most recently in West Africa. It is a transitional state that exists after one mode of authority crumbles and before another rises to take its place. At any local place or specific time, there is an authority. Even a drug-running gang can be an authority. This sort of “government,” temporary, arbitrary, and brutal though it is, does not really indicate the presence of anarchy. Yet that is the cartoon version of anarchy that democratic republics have avoided ever since the excesses of French Revolution.21


The term “anarchy” has several common uses.22 To some, anarchy is a state of history or a state of affairs, as in “we are in a state of anarchy.” This is Kaplan’s point of view. While Kaplan’s alarmist descriptions of the collapse of civil society lack sophistication and rigor, he is right to point our attention to the behavior of mobs that destroyed any sense of security or dependability in much of Central and West Africa in the 1990s. These mobs, in the absence of a relevant or dependable state, appear to have governed themselves through communicative channels that were both  elaborate and unheirarchical. The raging mob, for nothing yet against everything, represents a sort of “half-baked” anarchism having a negative theory of smashing the state yet lacking a positive theory of how to govern once the state collapses. And it is brutal.

To others, anarchy is a utopian socioeconomic and political vision. Noam Chomsky posits a system of organization called anarcho-syndicalism or sometimes libertarian socialism. Anarcho-syndicalists are more important than ever, not because their vision of society has more traction (although that might be true), but because their chosen tactics have found purchase among a variety of movements and habits and have worked themselves into the toolboxes of many who do not share the anarcho-syndicalist utopian vision. In this third sense, anarchy is a process, a set of behaviors, and a mode of organization and communication. This “information anarchy” is a potentially powerful influence on life in the twenty-first century. Anarchistic habits, structures of thought, matter more to more people every day. Many people around the world have the ability to participate in the “collective anarchistic imagination.”23


It would be a mistake to overstate the anarchistic effects of global networks. The sophisticated form of anarchy is hardly enabled by the spread of its irresponsible cartoon versions. Global electronic technologies have allowed people seeking to satisfy simple, everyday desires to hook themselves into a dynamic system that dissolves their sense of limits. The act of saying “Why can’t we share music with millions of people around the world?” or “Why can’t we coordinate mass demonstrations with thousands of people we have never met?” or “Why can’t we generate a free and open and customizable collection of software?” has had profound consequences. These shifting expectations have allowed everyday people (albeit technologically proficient and financially privileged) to consider new ways of relating and communicating with one another. Increasingly important areas of life seem outside the reach of state regulation—even if in reality they are not. Revolution does not beckon, but irresponsibility calls and creativity thrives.





CHAPTER 2

The Ideology of Peer-to-Peer

How did we get from “liberty, equality, fraternity” to “rip, mix, burn?” Sean Fanning, the college student who first cribbed together the pieces of computer code that grew into Napster, is no anarchist. At first he wasn’t even a capitalist. Fanning, a music fan and computer maven, was trying to solve two communication problems. The more obvious problem was practical. People wanted to find sites that contained particular songs. Vigilant copyright lawyers had wiped the World Wide Web and file transfer protocol (FTP) sites clean of MP3 copies that were out in the open. Consequently, music fans, hungry to discover music outside their collections, had no online library of MP3s to consult. This was a menial problem, but for digital music enthusiasts, the buzz about the flexibility, portability, and malleability of the MP3 was flowering.1


Fanning, perhaps inadvertently, was also trying to solve a much larger communication problem: How do you harness the latent computational and storage power of millions of personal computers into the Internet itself? This is the peer-to-peer challenge: The Internet was designed to be peer-to-peer, but it ceased to be so some time in the mid-1990s. For years the Internet was a conduit for communication among stationary mainframe computers with stable Internet protocol numbers, or addresses. The computers that requested data from the network were the same ones that supplied data. Every Internet user was a both a client and a server. By the mid-1990s, millions of mobile personal computers were hooking themselves up the Internet for fleeting moments. Engineers would have run out of Internet protocol (IP) addresses within months had they not come up with a system that dynamically generates an IP number for a computer on  the fringe of the system while that computer is logged in. When the computer severs itself from the network, another may use that IP number. This temporary admission to the network meant that despite growing storage capacity, Internet users generally only took content from the system. There was a high level of interactivity on Web sites, in news groups, and in chat rooms. E-mail (the bulk of Internet use since its inception to this day) operates along client-server principles, even if the data is stored in a remote server belonging to Microsoft or America Online. At least e-mail simulates client-server processes.

Most users are not granted permission to act as servers. Many Internet service providers contractually forbid their customers from using their home computers as servers. So if IP numbers change constantly, and millions of people have billions of files on their hard drives, inaccessible to the curious, isn’t there some way to connect these hard drives without going through a gatekeeper like America Online? Isn’t there some way of “resolving” a request from an anonymous seeker with a supply from an anonymous donor? Certainly there is. Sean Fanning, like many others, spent some time working on this problem. By the late 1990s, the collective creativity of hundreds of software engineers—Fanning among them—produced some code that solved this communicative problem with an interface that everyday computer users would love. These artists gave intelligence back to the end users of the Internet.2





The Nature of Distributed Systems

Most of the public accounts of Napster, Kazaa, Gnutella, and similar digital controversies tend to read like sports articles. Who is winning? Who is losing? They focus on the specifics, the characters, the money, the immediate conflicts. Discussion of the legal cases, when it is good, focuses on the rights and responsibilities of users. But there is far more at stake here than the price of a compact disc, the cost of a lawsuit, or the value of AOL Time Warner stock. Taking the examination to an organic, ecological, and systematic level, I want to start by considering how each case reflects the values and concerns of many well-meaning people—and a few ill-meaning people—on both sides, and how these stories fit into the larger epic of the battle to establish, maintain, rein in, and control distributed information  systems, electronic and otherwise. To accomplish this, we must examine the defining characteristics of peer-to-peer communicative systems. Distributed peer-to-peer systems, whether digital or analog, virtual or real, generally share the following qualities:• They have an “end-to-end” design. All the “thinking” and “memory” of these systems happens at the end point, in many cases a personal computer or perhaps a person.

• They are decentralized. The resources are spread out, making the system invulnerable. An attack on any one part alters the system only slightly. Resources exist throughout the system and flow easily.

• They are antiauthoritarian. There may be guides, mavens, or experts who contribute more to the system than others do. But no one person or committee can turn the system off or remove participants. There is no discernible command-and-control system.

• They are difficult to manage. Removing material or members from a distributed system requires excessive effort and diligence.

• They are “extensible,” meaning they support open access to many. People can join with few challenges, and the total number of “nodes” or members may grow exponentially without degrading system operations. “Open access” means it is limited only by ability to work within the protocols. For example, participation in a network of diaspora Chinese communities on the Internet is limited by the ability to read and write Mandarin. Participation in most of the Internet is limited by an ability to speak English and access to an Internet-connected machine. Because of differences in interface design, participation in the noncommercial peer-to-peer system Gnutella requires a bit more technological cultural capital than participation in Napster did.



 



Distribution (or, to employ an awkward term, distributedness) is not a Boolean quality. It is not either/or, black or white. Most systems that operate in a distributed manner are mixed systems, carrying architecture that has centralized branches in a larger and more open system. For example, proprietary networks like America Online are closed, centralized systems that are linked with the more open and more distributed Internet. The Internet contains many gated communities, and therefore has an increasing number of controls embedded among its architecture. Some systems are  more distributed than others. Napster was fairly distributed in that its content was fully distributed among millions of users. But it had a central database of users and a registration process. Gnutella, which has neither, is even more distributed. The Internet was designed to be distributed. But the concerted influence of elites and circumstances have developed a series of tools and strategies that have severely limited its distributedness. Scientific communities are supposed to be open, extensible, and nonhierarchical. But commercial and political interests limit the distributedness of science through formal institutions. Some world religions, such as Islam and Judaism, are paradigms of distributed systems. Others, like the Roman Catholic Church, have highly stratified power and information structures. Many things can be distributed throughout a network or system. But I am concerned chiefly with information in its various forms. Of course, money and music can function as information as well as real, semisolid things.3
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