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For Dad









‘Did I request thee, Maker, from my clay


To mould me man. Did I solicit thee


From darkness to promote me?’


John Milton, Paradise Lost
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AUTHOR’S NOTE


In 2016 I was commissioned to write a biography that became The Commando: The Life and Death of Cameron Baird VC, MG. This is the story of how a young star footballer became an Australian special forces operator and a legend within Australia’s Special Operations Command (SOCOMD) even before he was killed in action in Afghanistan, and posthumously awarded Australia’s highest commendation for bravery, the Victoria Cross.


While working on that book in 2016 and 2017, I spent time with the operators in Baird’s unit, the 2nd Commando Regiment, Australia’s full-time east coast special forces unit. While this wasn’t my first experience with the regiment – previously I had attempted the unit’s barrier test in 2005 for a magazine story and then, a year later, enjoyed a protection detail from the unit when working near Nasiriyah in Iraq – it was certainly the most exposure I’d had to the regiment’s operators and their work.


I was stunned by what I learned from those men about the war in Afghanistan.


They described a far bloodier and more confusing conflict than I had imagined, with civilian oversight and overall strategic mission clarity often lacking. Stories of individual bravery, sacrifice and restraint were commonplace, and also tales of incredible perseverance and adaptability. But well before the war crimes investigation from the Inspector General of the Australian Defence Force was announced, it seemed that the war in Afghanistan would be remembered most starkly for the mistakes made.


While working on The Commando, I was also hearing whispers about another war SOCOMD was involved in: the war against Islamic State in Iraq and al-Sham, or ISIS.


There was some public information about the role the Australian special forces had in this fight but that information claimed only a minor involvement, well away from the fighting. This didn’t seem to comport with what I was hearing, but it wasn’t something I thought much about until a former operator asked to meet to talk about the part he played.


Over three hours and four coffees he told me an amazing tale. He explained that small Australian special forces teams had been heavily involved in the war against ISIS, and that one team, his team, played an especially consequential role in the Battle of Mosul, perhaps the largest urban battle since World War II.


This operator wanted his story told. He, like almost all of the Australian operators within SOCOMD who had fought in Afghanistan, was being visited by war crimes investigators and was also receiving furtive questions from friends and family about his service since serious allegations were now being made public thanks to dogged Sydney Morning Herald, The Age and ABC reporting.


Like the great majority of soldiers who served in Afghanistan, he’d never seen another Australian soldier commit a war crime, but he felt that his service was becoming tarnished.


‘I’m so proud of what we did to ISIS,’ he told me. ‘It was a win, maybe the first one we’d had since World War II. I reckon it’s time people knew.’


In the weeks following, I spoke to military and political contacts in Australia and overseas and read news reports, white papers and first-person accounts in an attempt to confirm what I’d been told. As it all started to line up I began to envision a book, this book.


I wanted to tell this operator’s story of adventure, excitement and professional excellence, but I didn’t only want to tell that story. I wanted to also write about the attritional nature of warfare and of killing and what it meant to love a job that was changing you so much it may ultimately kill you. I wanted to write about what it was like for those at home also, caring for those who were changing. I wanted to write about what happened after all the excitement and public mourning that was detailed in The Commando.


There was one other aspect of the story I needed to include: the perspective of the enemy.


This is a standpoint that is, in fact, lost in much reporting on the war in Afghanistan.


I wrote The Commando without visiting the battlefields of Afghanistan, but I resolved that I wouldn’t finish this book without visiting the recent battlefields of Iraq. Then, as an officer from the Iraqi Counter Terrorism Service (who you will read about later) was processing my visa for a visit to Mosul and Baghdad, the world started to close for business due to the COVID-19 pandemic.


My trip to Iraq was firstly postponed and then cancelled. When that happened my story changed, because my deadline wouldn’t. In the end, this wasn’t necessarily a bad thing.


The perspective of the enemy was still available to me. There had been Islamic State fighters who had been part of our community, and their victims were here as refugees. I could access these viewpoints in Australia.


I decided to concentrate on three Sydney jihadi: former labourer and convicted terrorist Khaled Sharrouf, his friend champion boxer and millionaire’s son Mohamed Elomar and Mohammad Ali Baryalei, a man who used to work at the Love Machine strip club, across the road from my apartment in Sydney’s Kings Cross, and who was someone I’d greet with a nod when I saw him.


These three men came to jihad in different ways, but all suffered the same fate. Their stories, from radicalisation to death, are captivating and cautionary ones.


Some questions raised in this book are answered and others are not, but one thing I hope is firmly established: the story of the middle eastern conflicts that followed the 9/11 attacks and the rise and territorial fall of ISIS is an Australian story, with veterans from both sides of the conflict having walked among us.


There are more differences than there are similarities between the Australian special forces operators and the Australian jihadi described in this book, but there is one thing I think they both share: an applicability to the quote below attributed to Russian poet and veteran Mikhail Lermontov; and suggested to me by one of the book’s interview subjects.


‘He in his madness prays for storms, and dreams that storms will bring him peace.’


Ben Mckelvey, 2020









PROLOGUE


THE BEGINNING AND THE END


One evening in early 2017 in the ancient city of Mosul in Iraq, a group of Australian men retired to a madafa (guest house), weary as the last light of the day silhouetted a city slowly being devoured by war.


The men, who had pledged themselves to the Islamic State, knelt and performed the salat al isha, the last Islamic prayer of the day, in which they asked for mercy and guidance, perhaps in the fight they were to be involved in the next day, before supplicating themselves to Allah above. That evening, however, He wasn’t alone in the sky above them.


An MQ-1 Predator drone circled high above the city, using a powerful sensor array and camera system to send images of the madafa a few hundred metres to another group of Australians in the city: operators from Sydney’s 2 Commando Regiment who were running a strike cell with an element of US Navy SEALs.


This strike cell, assembled inside a seized house, represented the height of modern military innovation. It was a place from which the battle could be managed, intelligence could be gathered, and where aerial ordnance from the British Typhoons, French Mirages, US B-52 Stratofortresses and even Australian FA/18-F SuperHornets could be directed onto targets with extreme precision and devastating effect.


The Australian and US operators alternated control of the strike cell, and on the night that intelligence came in that the Australian jihadi were bedding down in a known madafa, the Australians were in charge. There were five or six planes available, each with the capacity to level the madafa and kill everyone inside. For both groups of Australians, a decision of great consequence needed to be made.


This moment is the end of two trajectories that were set in motion in the mid-2000s. The start of those trajectories is where this story begins.


***


A few months after that night in Mosul a commando team leader named Ian Turner contacted me after returning from Iraq. It had been Turner’s second tour as part of Operation Okra, Australia’s fight against Islamic State, his fourth tour in Iraq and his eighth and last combat deployment.


He messaged me from a psychiatric ward where he was interred.


‘Rehab for alcohol and PTSD. The price for chasing the action for too long,’ he wrote.


Known as ‘Turns’ in polite company and in impolite company sometimes as ‘Mad C*nt’, Turner was one of the best-known and best-respected soldiers at Australia’s Special Operations Command. He was brash, unforgiving and sometimes insubordinate; he drank and fought and swore, but he also had a reputation as an exemplar on the battlefield, a man whose mind was never more focused than when in a gunfight.


Universally the men who fought alongside Ian Turner say there’s no one in the world they would rather be in a stink with, due to his bravery, instinct and ability to change as the missions did.


From the muddled vehicle and foot ops in the early tours of Afghanistan, to the specular aerial missions of the later war; from the training deployments to counter-terrorism rotations; and finally to the tech-heavy deployments in Iraq against Islamic State – Ian Turner learned, adapted and overcame.


Except in one respect. Turner couldn’t remember what home was supposed to feel like.


‘It’s like you become more normal over there. Then you have issues trying to fit back into normal life,’ he wrote.


‘I feel like it just comes in waves,’ Turner said of his PTSD. ‘Every now and again it just hits you. Other times it doesn’t even bother you.’


Four months after this conversation Ian Turner would be dead, which is where this story ends.









PART ONE


‘Why do you work for these infidel dogs …
You should not work for these dogs.
Okay, I’ll have ten nuggets, a Big Mac,
large chips and a Coke.’


– KHALED SHARROUF TO A YOUNG MUSLIM GIRL WORKING AT THE
SOUTH-WESTERN SYDNEY MCDONALD’S DRIVE-THROUGH









CHAPTER 1


THE SMALLEST SPLINTER


It was all over. Operation Pendennis had been completed and the plots of mass murder it had been tracking had been foiled.


Pendennis had been a monumental undertaking; then the biggest counter-terrorism operation ever in Australia. New South Wales, Victorian and Federal police, working with the Australian Security Intelligence Organisation (ASIO), had invested millions of dollars and years of man-hours. Day after day, month after month, police had listened to conversations, tailed cars and watched houses around the clock. They’d built a strong case that stretched from Sydney and Melbourne to Lebanon and Pakistan, a case that built on a foundation of surveillance material equivalent to nearly 900 million pages of intercepts, and a further 2100 witness depositions. Twenty-two men would be arrested, thirteen in Victoria and nine in New South Wales with eighteen standing trial.


The biggest counter-terrorism operation in Australian history migrated into one of the biggest criminal cases in NSW history.


The cases against the accused were very strong. In New South Wales, nine men were looking at custodial sentences; three were working with the Crown and were pleading to lesser charges, but five were fighting the charges and their free lives were soon to be shortened considerably.


Then there was the ninth man: 27-year-old Khaled Sharrouf of Wiley Park; doughy, gormless, unemployed. A man who stared blankly, whose ire rose quickly and who would throw fists at any opportunity. A man who should have been standing trial alongside the five men fighting charges and sharing the highest level of complicity, but he was not.


While Sharrouf’s co-accused moved through the courts and toward their legal fates, his case was littered with legal interjections and medical complications. The weeks became months and Sharrouf became the annoying loose end of Operation Pendennis; the lingering pain of an old injury, the last money owed on a debt.


‘Pretty safe to say that trial fatigue had set in then,’ said Detective Sergeant Peter Moroney, formerly of the NSW Police Force Terrorism Squad and one of the key Pendennis investigators.


Then, on Wednesday, 25 June 2008 Khaled Sharrouf was finally cleared to stand before a court for judgement and there Khaled Sharrouf, a life-long loser, was about to have a win.


While many of the New South Wales Pendennis nine remain in prison today, Khaled Sharrouf’s jihadi life was not ending in court, but just beginning.


***


Khaled Sharrouf’s interest in violent jihad, and indeed all of Operation Pendennis, started with one man: Abdul Nacer Benbrika. An aeronautical engineer by training but cleric by trade, Benbrika was born in Algeria around 1960 but had been in Australia since visiting Melbourne in 1989 and filing a failed petition for asylum.


He was a self-styled ‘sheik’ or Islamic leader and while he wasn’t a traditional scholar, Benbrika had been initially embraced by Melbourne’s Islamic community as he fought deportation. When his status became settled, however, he began to voice increasingly radical and violent views and when he did so, he made his way to the margins of the community.


Benbrika prayed at the Preston Mosque in northern Melbourne, but after multiple warnings about his apocalyptic and violent interpretations of the faith, he was told he must pray elsewhere. For a while he was part of Ahlus Sunnah Wal Jama’ah (ASWJ), a fundamentalist organisation run by Mohammed Omran, himself one of the more radical voices in Australia’s Islamic community. Eventually Benbrika was told his views were too radical for Omran’s group, and that he was no longer welcome at the prayer centre in Melbourne that he used to frequent.


This led Benbrika to become the leader of his own tiny prayer group or jummah.


‘A splinter of a splinter of a splinter,’ Waleed Aly described Benbrika’s influence while on the board of the Islamic Council of Victoria in 2005, but sometimes the smallest splinters can be the most troublesome.


A usually quiet and measured speaker, Benbrika projected confidence and depth of knowledge when he preached. For those with only a cursory understanding of Islam, he was seen as an exhaustive spiritual resource, but those who understood the faith well often found him lacking, and the question of violence and armed resistance set Benbrika apart from most circles of Islamic thought and prayer.


Benbrika’s group was small, but those men who attended were completely in his thrall. His combative and separatist lectures about death and fire spoke to a certain type of young man: usually from a broken home, usually without fulfilling work or the prospect of a satisfying future. These were men who craved grandeur in their life, perhaps violent grandeur; young men who had neither the patience nor emotional and spiritual discipline for true Islamic scholarship.


Benbrika’s message seemed to speak only to men who had existing base instincts and paranoias. If Benbrika had included moderates or even extremists with a strong ideological understanding of Islam into his fold, not only would he likely have lost them, his power over the other men in his jummah would have eroded also.


This is without even mentioning the security risk a large jummah would have posed for his followers once his plans for attacks against Australia developed.


To his small, select group Abdul Nacer Benbrika was everything. With Benbrika they were not uneducated and unworldly, but the holders of transcendent wisdom unknown even to most Muslims. With Benbrika they were not poor and lacking prospects, but deferring riches in this less significant part of existence. With Benbrika they were God’s warriors at the most important moment in the most important war.


Benbrika’s targets were usually young men with emotional difficulties or mental illness; young men on welfare or a disability pension. A bill that fits Khaled Sharrouf perfectly.


In 1981, Khaled Sharrouf was born into a violent home in south-west Sydney, a home in which the hatred of a civil war lingered and festered.


Khaled’s father, Mohammad Sharrouf, grew up in the northern Lebanese city of Tripoli in a neighbourhood called El-Qobbeh, which had been largely peaceful as well as ethnically and religiously mixed until, in the 1970s, a number of foreign agitators started to exert influence in Lebanon and the shadow of war crept over the suburb, city and country.


As the fighting got worse, the détente between the ethnic and religious groups in the country started to erode, so too the power and influence of the federal defence force, the Lebanese Armed Forces. In a neighbourhood such as El-Qobbeh, residents increasingly attached themselves to those who could help and protect them, be they foreign countries or armed militias.


Throughout the seventies and eighties most Christians left the neighbourhood. The Alawite minority aligned themselves with Syrian forces, which occupied Tripoli for many years, and later with Hezbollah.


Many Sunnis, like Mohammad Sharrouf, formerly an officer in the Lebanese Armed Forces, allied themselves with armed sectarian militias. These militias were likely funded by Egypt and Saudi Arabia and became a powerful force in Tripoli. Some exist to this day and a few have pledged themselves to Al Qaeda or Islamic State.


El-Qobbeh became a flashpoint during the Lebanese Civil War, and dozens of families from that small neighbourhood, including the Sharroufs, fled their country and sought refuge in Sydney’s south-west, in suburbs such as Bankstown, Punchbowl, Greenacre and Lakemba.


The Sharrouf household was one in which the violence and hatred of the Lebanese wars seemed not only ongoing but immediate. While most Lebanese migrants were happy to be away from sectarian hatred, Mohammad Sharrouf was known to rant and rave about the Shiite, their militia Hezbollah and the Israelis, but his most toxic verbal venom was reserved for the Alawite people and Hafez al-Assad, the brutal Syrian dictator who ruled until his death in 2000.


After coming to Australia, Mohammad Sharrouf took on work as a bodyguard under the employ of Imam Sheikh Taj El-Din Hilaly, then the Imam of Australia’s largest Islamic house of prayer, the Lakemba Mosque. This was a period of disquiet and factionalism within Sydney’s Islamic community and, as a boy, Khaled observed his father attend the mosque not as a place of spiritual reflection, but of political dominance.


Dr Jamal Rifi, a general medical practitioner and community leader who grew up on the same street in El-Qobbeh as Mohammad Sharrouf, maintained a relationship with the family in Tripoli and in Sydney, and he says Mohammad Sharrouf had the capacity to be a very dangerous man.


‘In the nineties he would always have guns on him. He would usually use his fists and feet but he would always show off that he also had a gun. He was the muscle man, the enforcer. Like a gang leader.’


Dr Rifi says Mohammad Sharrouf was known for being a strict disciplinarian at home, and kept his son Khaled in line with these fists and feet. It seemed Khaled generally accepted the discipline of his father, until Mohammad went back to Tripoli in the nineties and returned with another wife, who co-habited in their Chester Hill home with Khaled and his mother.


A rift developed between father and son while Khaled was still in primary school.


When Khaled started at Chester Hill High School he was found to be a capable student but one who largely refused to do any schoolwork. After two years at the school he was expelled after assaulting another student. That was the end of Khaled Sharrouf’s secular education.


After leaving school, Sharrouf became a habitual drug user, exposing his still-developing brain to psychedelics, amphetamines and ecstasy. He worked for a time as a labourer but when he reported spells of psychosis, depression and paranoia, he became dependent on a disability pension, with a medical report stating that he believed that people were plotting against him and that he suspected someone was monitoring and perhaps even controlling his thoughts.


Dr Stephen Allnutt, a consulting psychiatrist who examined Khaled Sharrouf nine days after his arrest for terrorism offences in 2005, seems to have had one of the more lucid and honest conversations with Sharrouf about his radicalisation and how it related to his mental illness. Dr Allnutt’s notes from that conversation (tendered to the court) are illuminating:




Used to be highly contemplative about what people meant when they were talking to him. After he realised he had a problem, he began to hang out with Muslims. They always reminded him of God. Began to hang out with people at the mosque. Attended each time prayers were on. This relaxed him. He found that every time he felt paranoid, the thought of God relaxed him.





Sheikh Taj El-Din Hilaly used to say that his bodyguard’s son was an empty vase in which you could put anything. Later he said Sharrouf was filled up with ‘rubbish ideology’.


It was at an inauspicious, second-floor prayer room on Haldon Street in Lakemba that Khaled Sharrouf, the empty vase, was filled with Abdul Nacer Benbrika’s rubbish ideology.


Unremarkable from the street, the prayer room had become a refuge for those who wanted to explore the most extreme limits of Salafist ideology, something not welcome at the Lakemba Mosque down the road.


In Salafism, a reformist and radical form of Islam developed in the late nineteenth century as a response to European imperialism, the faithful are encouraged to look back to the inception of Islam and the time of the Prophet for guidance in modern problems. This can mean coming up with extreme and divisive answers.


One of the questions that had been asked by some at the Haldon Street prayer room when Khaled Sharrouf started attending in 2002 was whether Osama Bin Laden, the architect of the 2001 September 11 attacks that killed thousands in New York, Washington D.C. and Pennsylvania, was a legitimate warrior and faithful follower of Islam, and whether his Al Qaeda organisation was to be supported.


On Haldon Street this was a question that had a history different to almost everywhere else in the country. On Haldon Street, Osama Bin Laden had been known since the eighties as a famous mujahideen commander who had resisted the Soviet invasion of Afghanistan. Fundraisers had been held on Haldon Street in the eighties and nineties to support his mujahideen and also the men in the neighbourhood who wanted to go to fight with him.


Osama Bin Laden became infamous for masterminding the 9/11 attacks and when he did, most Salafists in Sydney denounced him and his organisation Al Qaeda. Most, but not all.


Abdul Nacer Benbrika supported Bin Laden and his new brand of violent jihad.


By 2002, when people saw Benbrika walking Haldon Street looking for young, impressionable men he could bring to his prayer room, they would often find Sharrouf’s menacing bulk a step behind.


Benbrika became something of a father figure for Khaled Sharrouf, who hosted the ‘sheik’ when he came to Sydney and worked as his enforcer and bodyguard.


This was one of the many ways in which Khaled Sharrouf became his father’s son.


Benbrika was the spiritual head of what eventually metastasised into a terrorist cell in Sydney, but he was not the operational leader. He was the engine not the driver, the founder but not the CEO.


In Sydney the CEO was another man. Another man from El-Qobbeh in fact, who had grown up on the same street as Mohammad Sharrouf and Dr Jamal Rifi. A man who had likely known Khaled Sharrouf his entire life. This man was Mohamed Ali Elomar, whose life has many parallels with Osama Bin Laden himself.


Osama Bin Laden’s father had grown up extremely poor and became a refugee. So too the Elomar family. Bin Laden’s older brothers ran a construction company that became extremely successful. So too Elomar’s brothers, who migrated to Sydney and developed a business which, at its peak, employed more than 200 people.


Osama Bin Laden’s brothers had no interest in violence and conflict. Mohamed Ali Elomar’s older brothers Ibrahim and Mamdouh have been vocal opponents of radical Islamic groups and broadly denounced men such as Benbrika.


The way Mohamed Ali Elomar was most like Osama Bin Laden, however, was that he thought God wanted him to slaughter and terrorise a population to effect change in foreign policy.


***


On 19 March 2003 there was a reckoning for Sydney’s Salafist community. A giant military force had begun an attack on Iraq, the stated purpose of which was to find suspected weapons of mass destruction and depose dictator Saddam Hussein. This force was primarily American, but not exclusively; three other countries contributed ground troops to what US President George W Bush had rather grandiosely called ‘the coalition of the willing’, namely Britain, Poland and Australia.


Australia had been militarily involved in the invasion of Afghanistan before, but that action, many Australian Muslims believed, had been justified by the 9/11 atrocities and by the fact that dozens of other countries, many with Muslim majority populations, were involved.


The 2003 invasion of Iraq was seen very differently.


The justification for war was uncertain and the coalition almost non-existent. There had been little support for the Iraq War, either in the United Nations or on the Australian street, before the invasion, and yet it happened anyway.


When it became apparent that Iraq didn’t have the weapons of mass destruction program that the Australian government had said existed, conspiracies started to waft around Haldon Street. With the real reasons for the invasion nearly impossible to understand (and chaos loving a vacuum), some of those conspiracies were wild and apocalyptic.


Some Salafists decided that the Australian government was actually engaged in a war against Islam itself, and some believed that their allegiances should not be with their homeland but their religion.


On a mild winter night, a few months after the invasion of Iraq, a meeting was convened for those who prayed at the Haldon Street prayer room to try to bridge an increasing ideological Salafist divide. One sheik came forward and told those in attendance that a higher clerical power had informed him that some Muslims had a special dispensation to commit crimes against kafir (non-believers). This man was confronted by another sheik who said the question of local law was explicit in the Quran: unless a local law was an affront to God’s law, the local law must be obeyed.


Another sheik stepped up and said he believed that Osama Bin Laden was a criminal in the eyes of the law, and that he should be handed over to the Americans. Benbrika argued vehemently against the idea that Bin Laden was a criminal and at one point Khaled Sharrouf rushed toward the opposing sheik with his fists clenched and violence in his eyes.


Sharrouf was held back from attacking the sheik, but it was obvious that the splinter had fractured again, and further.


Court documents suggest that shortly after that night Abdul Nacer Benbrika and Mohamed Ali Elomar started having conversations about how they may conduct a terrorist attack against Australia. The documents also show that some other men in the jummah were included in the plans after they completed a grooming process.


The grooming of Khaled Sharrouf was detailed in other court documents.


Sharrouf was first shown graphic imagery of Muslims being slaughtered and persecuted in foreign wars, likely to see how he responded to the general idea of violence. Then he was shown imagery of glorious resistance – Muslim warriors fighting back against aggressors from another religion or sect – likely to see how he would respond to a simplistic and binary view of conflict. Then Sharrouf was shown videos of graphic and sadistic executions.


Of the material Justice Whealy saw when prosecuting the Pendennis case against Khaled Sharrouf, Whealy said it was: ‘impossible to imagine that any civilised person could watch these videos’. The videos were often only described in Sharrouf’s committal hearing, not tendered as evidence, to save the jury from having to experience them.


After it became apparent Sharrouf had no problem with any of the imagery, he was welcomed into Benbrika and Elomar’s plans for attack.


One man in their group, who cannot be named but shall be identified as Abdul, started reconnoitring federal and state government facilities, detailing the type of security in place and the kind of weapons that might be appropriate for an attack.


When, in early 2004, Abdul had concluded that the group wasn’t ready for an attack on a local facility, he made plans to go to Lebanon and train at a militant camp. Using a false identity that he’d bought from another man, Abdul flew to Lebanon in March 2004, travelling straight to Tripoli, where he met a contact whose details he had been given in Sydney. With the help of that contact, Abdul made his way to a refugee camp in southern Lebanon, where he trained for weeks in weapons, explosives, tactics and spy craft, the latter of which he seemed to fail when he left the camp, bought a burner phone and called his wife in Australia.


The Australian Security Intelligence Organisation (ASIO) intercepted the call, and asked the Lebanese government to investigate. When Lebanese officials started to ask around in the camp, Abdul was taken by those running his training to a house in a nearby village, where he was given food, drink, fresh clothes and then asked to become a suicide bomber.


‘We need men to forward our cause. We need men who will sacrifice,’ one man said.


The group told Abdul his family would be given US$25,000 after the deed was done. Abdul told the men he needed time to think and then, with no desire to die, went straight to Beirut’s international airport where he booked a flight for Germany. As soon as Abdul presented his passport to the immigration desk, alarms rang and he was swamped by heavily armed guards.


With the detention of Abdul, a number of disparate nascent Australian police operations started to tie together. The Haldon Street jummah and Benbrika’s Melbourne jummah had both revealed themselves as primary terrorist threats.


Operation Pendennis had begun.









CHAPTER 2


A TICKING CLOCK


In 2005 the police working Operation Pendennis tapped hundreds of phones and placed listening devices on dozens of cars and in houses, capturing close to 100,000 conversations between members of Benbrika’s jummah. These audio intercepts would become the cornerstones of the court cases that followed.


‘The best thing now is to be a mujahadid, prepared,’ Benbrika was heard to have said to Sharrouf when they were travelling in a car together once in Melbourne early in the operation. ‘We do maximum damage, maximum damage. Damage their buildings with everything and damage their lives, just to show them,’ Benbrika said.


This was alarming talk, but not illegal, and not even necessarily an indicator that an attack was being seriously planned. After all, in every milieu there are big talkers and bullshit artists; those who could talk but would never walk.


Most of those in Benbrika’s jummah seemed men of limited means and intelligence. Police wondered if they even had the capacity to undertake a terrorist attack.


As investigators learned more about the group, they became more concerned. For instance, they discovered that one of the men in Benbrika’s jummah, Moustafa Cheikho, had flown to Pakistan a few days after the 9/11 attacks and had trained there in the use of weapons and explosives at a camp run by the terrorist organisation called Lashkare-Taiba (LeT). They were also alarmed when they learned more about Cheikho’s lifelong friend Mohamed Ali Elomar, someone with money, property and who legally owned weapons. Early on in the operation they observed Elomar order 10,000 rounds of 7.62mm ammunition. While that ammunition could be used in a bolt-action rifle that Elomar legally owned, it seemed an unusual order for a weapon that could fire only a few rounds a minute.


Police suspected that the jummah was planning to use AK-47 rifles in a mass-casualty event, until they also found that the group were collecting materials from the internet about chemical manipulation and bomb making. Ironically, one of the documents the jummah downloaded was The White Resistance Manual, an illicit book written by and for American white nationalist terrorists detailing how to conduct large-scale guerrilla operations, including chapters on everything from fundraising and firearms maintenance to kidnapping and counter-surveillance.


Khaled Sharrouf had managed to find a CD-ROM that detailed how to make a car bomb and Benbrika had a CDROM called ‘A Guide for the Mujahadeen’. Police wiretaps captured conversations between Benbrika and Sharrouf discussing an instructional manual Benbrika owned entitled ‘Martyrdom Operations’.


Eventually the jummah started to realise that the police were observing them and, in at least one instance, Khaled Sharrouf ended up face-to-face with some of the detectives surveilling him.


After a routine traffic stop that Detective Moroney feared was about to become a violent showdown, he and his plain-clothed team was forced to intervene and support uniformed police who had pulled over Khaled Sharrouf and four other men he was travelling with. When the detectives arrived, Sharrouf swore, threatened and menaced but managed to avoid committing an act of felonious violence.


After that incident, Benbrika’s group showed some surprisingly effective counter-surveillance techniques. They broke routine, lost tails and employed codewords. They used credit cards from people outside the jummah and avoided phones when they could, or used burner phones.


It became difficult for police to know what the group was doing, but the breadcrumbs that were being dropped indicated they were still planning something. There was even talk between the Sydney jummah and Melbourne jummah, suggesting Sydney was running behind and that they must accelerate their efforts.


(It seems there was not much of an operational link between the Sydney and Melbourne terrorist cells and that two independent attacks were being planned in the two different cities, likely happening at the same time due to senior-level coordination.)


This all put the police, most of whom had never conducted a counter-terrorism operation, in a uniquely desperate position. This wasn’t like a drug operation, where they preferred to make an arrest after the drugs had already been trafficked. Nor was it like a gang murder, which would likely not happen if the suspects knew they would be convicted afterwards.


Terrorism was a different and unique beast. There was a temporal delicateness to this type of police operation. There was no point in making arrests when the suspects could only be convicted for owning illicit materials; that would only slow plans for atrocity, not stop them. Not to mention the poor return on the millions of dollars being spent.


It would be a far more catastrophic failure, however, if police waited too long. Arrests after a terrorist attack would be a very hollow victory, especially if the attack was conducted by people already being surveilled.


In the pre-dawn of 16 March 2005, Khaled Sharrouf, Mohamed Ali Elomar and four other men in the Sydney jummah left their phones at home, gave instructions to their wives not to tell anyone that they had left and drove west. After meeting with three men from the Melbourne jummah, the nine men drove nearly a thousand kilometres into the north-east corner of New South Wales.


The plan was to spend time incognito at a rural property the group had rented, but when they got lost and had to stop to ask for directions in a small country town, the large group of men with beards – some wearing military camouflage, some weighing more than 110 kilograms – were noticed as something out of the ordinary, and remembered when police retraced the jummah’s steps.


Also noticed was Khaled Sharrouf shoplifting junk food at a service station they stopped at.


Police learned about the trip after it had happened and visited this property a few days after the suspects had left. There they found shell casings indicating the men had more than just the weapons Elomar legally owned, as well as melted batteries and spark plugs.


Were these attempts at making explosive primers for bombs? The police didn’t know for sure, but this was their suspicion.


On 22 June 2005 the house of one of the Melbourne jummah was raided by police, who found an itemised list of chemicals and laboratory equipment. This led to Sydney police raiding the houses of Khaled Sharrouf, Mohamed Ali Elomar and one other man. They collected a wealth of material from the Sydney houses, including bomb-making manuals, 30,000 rounds of ammunition, including 12,000 7.62 rounds and, most concerning, dual-purpose chemicals that had domestic applications but with some expertise could be turned into explosives.


This evidence wasn’t enough for a major conviction, but it was enough to paint an incomplete picture of what was being attempted. The group was probably trying to make triacetone triperoxide (TATP), a homemade explosive made famous when Al Qaeda operative Richard Reid boarded an American Airlines flight in Paris heading to Miami wearing shoes with soles made of the explosives and attempted to blow up the plane mid-flight. (Speculation is that the attempt failed because Reid had perspired too much into the soles for the TATP to ignite.)


It seemed the group didn’t quite have either the materials or knowledge to conduct an attack, but police couldn’t be sure. Did the jummah have access to properties or safe houses police didn’t know about? Detective Sergeant Moroney said that after those raids he felt like his team was working against a ticking clock.


Then, ten days after the raids, on 7 July 2005, the ticking stopped.


Three TATP improvised bombs tore through three underground trains and a fourth decimated a bus. Fifty-two innocent people were killed, as well as four suicide bombers. A further 784 people were injured.


This attack had happened in London, but it felt local for the Australian police; urgent and imminent. They had to ensure that this group was unable to piggyback on the British bombings and commit another atrocity in a country that was part of the ‘coalition of the willing’.


Shortly after the London attacks Benbrika came to Sharrouf’s house and called together the jummah. Sharrouf begged his mentor to move to Sydney and ‘challenge the other sheiks’. It seemed that perhaps an impediment before executing the attack was some kind of religious approval or framework above Benbrika, though this was never established.


A fortnight after the London attacks, there was another attempted bombing, again in London. Once again three bombers boarded trains and one a bus. Once again there was an attempt to detonate chemical bombs. The terrorists, however, had used hydrogen peroxide as the base chemical for their bombs and in this instance the chemicals hadn’t been processed expertly enough to create an explosion, so only the detonators exploded, not the main charges. No one was killed.


A week after those failed attacks, Benbrika incredibly made himself available for an interview with ABC’s current affairs program 7.30. It’s not clear what Benbrika was trying to achieve in the interview, but it’s possible he was either wanting to put police off the scent, or speak to someone involved in the plot through the television so that plans for an attack might be accelerated.


In the interview, Benbrika praised Australia, saying he preferred Australia to his home country of Algeria because he was free to practise his religion as he chose. When the discussion switched to Australian law, however, and the Australian legal obligation to live side by side with people of another religion without prejudice, Benbrika said this co-habitation was: ‘A hundred percent … very bad. This is very bad.’


The question of violent jihad was raised. First was the question of jihad in countries such as Iraq and Afghanistan (‘You may find many Muslims fighting in Iraq or in Afghanistan which is because they believe they are brothers, as John Howard is helping Bush in his war and then people do the same,’ Benbrika said), and then a question about jihad in places such as Central London. The interviewer asked, point blank, whether it would be wrong for a Muslim here to commit an atrocity in Australia like the one London had endured.


‘I can’t give you the answer, the reason why this Muslim who wants to do this kind of job. I not … I can’t give you the answer, not because the answer is difficult, just because I need to know what he wants to do. According to his action I can’t tell you this is correct or this is wrong,’ was Benbrika’s reply.


In the interview Benbrika also, at length, extolled the virtues of martyrdom, describing the paradise someone would find themself in after they died for the honour of Allah.


The police operation expanded again. In New South Wales all aspects of the suspects’ lives were scrutinised in the service of building the case. When it was mentioned on one of the wiretaps that Sharrouf had stolen a jet ski, Peter Moroney and his team decided they would go to Sharrouf’s house and try to eyeball the vehicle’s serial number. Sharrouf didn’t seem like the water-sports type, and the police thought it more likely that the jet ski was destined to be sold to further fund their terrorist operation.


Moroney approached Sharrouf’s house from an adjacent storm-water drain in the small hours of the morning. When he got to the fence of the Sharrouf home, he expected silence and darkness but instead he found Sharrouf and the group chatting in a shed in the backyard. Moroney recalled ending up inches away from Sharrouf when he heard footsteps approaching the fence he was crouching behind, and hearing a stream of liquid.


Sharrouf was taking a leak.


The police left without being able to observe the serial number of the jet ski, but in Sharrouf’s backyard Moroney found something potentially more consequential: two boxes full of bottles of hydrogen peroxide, the precursor used in the failed London attacks. While it was never established in court that Benbrika or men in the Sydney or Melbourne jummahs were in contact with people overseas, it’s likely that, in encrypted chat rooms there were men from other countries or organisations helping with technical or operational support. The hydrogen-peroxide bombs had failed in London but it wouldn’t take much more expertise to make them a viable explosive option in Sydney.


In September and October the police, and Benbrika and Elomar’s group, raced toward their respective finish lines, but for both the race was more of an obstacle course than a straight sprint. The jummah, who knew they were being observed, had to operate with extreme caution. The police had to prove that the bomb-making materials and ammunition they knew about were to be used in a terrorist atrocity, and also that there wasn’t other weapons or chemical cache ready to be used by an unknown member of the jummah once the raids and arrests happened.


A very expensive and consequential game of cat-andmouse ensued with the office of the Prime Minister, then John Howard, looped into the operation and briefed daily.


Over that period the police established that members in the jummah visited an automotive wholesaler and ordered 200 litres of sulphuric acid and a large amount of distilled water, claiming the chemicals were for a second-hand car-battery business they were starting. Another man in the jummah bought 60 litres of acetone from a hardware retailer and another obtained Bunsen burners, beakers, tongs and protective equipment. Yet another ordered 900 hollow-tip bullets; projectiles that are designed to make larger and more damaging holes in targets.


One man in the jummah visited a chemical wholesaler and ordered 200 litres of methylated spirits, 50 litres of hydrochloric acid, 25 kilograms of citric acid and 20 litres of glycerine. When asked why he needed to purchase the chemicals, the man said they were for his uncle’s cleaning company. When he was asked which cleaning company his uncle ran, the man panicked and said: ‘I’ll tell you when I come back.’


Khaled Sharrouf was tasked with the easiest of the procurement tasks: he was to buy an assortment of batteries and alarm clocks to be used as timers. On Thursday, 7 October, Sharrouf and two friends drove to Big W at Chullora and there he got a shopping trolley, placed some large boxes on the trolley under which he placed the batteries and clocks and left the store without paying.


Sharrouf thought he’d got away with the theft, but the whole scene was recorded by the store’s CCTV system.


Store detectives approached Sharrouf and his associates in the car park and a verbal fight ensued. The police were called and Sharrouf was arrested for shoplifting. Sharrouf was released after the charge when he likely got a bollocking from Elomar or one of the more senior members in the jummah.


The police assumed they had at least until the chemical orders were fulfilled before the attack would go into the final stages, but when there were conversations captured about temperature and coolers, the police wondered whether the chemicals had already been processed into TATP, a substance that must be kept below room temperature before use.


On the afternoon of 4 November, police observed the group picking up some of the chemicals and afterwards listened to a phone intercept in which one of the members complained about being sick, because he’d ‘been in the mosque for the last ten days’.


The man they described hadn’t been observed visiting any mosque. Police, therefore, suspected that the man had actually been somewhere processing the chemicals into explosives. It was time to act.


Representatives from the Victorian and NSW Police met with Prime Minister Howard and told him they surmised that enough evidence had been collected for conviction and completion. It was time to bring down the hammer in Sydney and Melbourne.


At two o’clock the next morning, the 8th of November, Detective Sergeant Peter Moroney and 400 or so officers arrived at the NSW training facility in Westmead for a pre-raid briefing. Most of the officers knew nothing of the operation, and learned for the first time about the suspects’ violent plans and possible desire for death. The final speech before the raids was from Peter Moroney’s father, Ken Moroney, then the NSW Police Commissioner, about the importance and complexity of the operation they were about to undertake.


In New South Wales alone 400 heavily armed officers were tasked with executing nine warrants. Most of the suspects went quietly, but two men went for their guns. One of the suspects was tackled before he could get to a bedside drawer in which he had loaded pistols, but another, Omar Baladjam, formerly an aspiring actor who appeared on Home and Away and Wildside, fired his handgun at the four officers as they approached him. One officer was shot, as was Baladjam. Both survived.


Some chemicals the police knew the group had were never found and one key suspect wasn’t arrested until days after the initial raids, but no one had been killed, no bombs had been set off and there had been no mass shooting. The raids were not an unmitigated success, but they were a success.


The NSW committal hearings started on 4 March 2007 at Penrith Local Court. Security was extreme, and was tightened even further when observers in the court with large beards and wide shoulders shouted support to the defendants in Arabic in the first days of the trial.


It took the Crown thirty-five days to present the salient evidence police had collected to the judge and jury at the committal hearing. It was agreed that all of the nine NSW defendants, including Khaled Sharrouf and Mohamed Ali Elomar, should stand trial for conspiracy to commit a terrorist act, as well as lesser charges in the preparation of the terrorist act.


In Victoria, they had similar success, committing nine men to trial, including Abdul Nacer Benbrika.


***


Generally the prison sentences handed down in New South Wales were longer than those in Victoria, mostly due to the Sydney jummah becoming victims of their own success. After the intercept suggesting Sydney was behind Melbourne, Mohamed Ali Elomar accelerated his group’s effort and by the time the police raids came, the Sydney jummah were far closer to completing their plans than Melbourne, whose plans were still unspecific.


Police established that the Sydney jummah had been ready for a planned gun attack, and were perhaps only a week or two away from being able to detonate TATP bombs.


Five men ended up in the dock when the Sydney trial finally started in the NSW Supreme Court. They eyeballed witnesses with threatening stares for the first couple of weeks before eventually becoming resigned or abjectly bored of the seemingly endless proceedings. The pre-trial arguments started in February 2008 but it wasn’t until 11 November 2008 – more than three years after the arrests – that the Crown started making their case.


After nearly 300 exhaustive days in court, in which arguments were made about chemistry, psychology, geography, ballistics, medicine, language, telephony and, of course, endless points of law, the jury found all five men guilty of conspiring to do acts in preparation for a terrorist act.


In his sentencing ruling Justice Whealy said he found that ‘each offender intended that acts in preparation would be for an action or threat to be carried out or threatened in Australia involving either or both the detonation of one or more explosive devices or the use of firearms’. Each man was given a sentence of more than twenty years.


That just left the question of Khaled Sharrouf.


Just before Sharrouf’s five co-accused went to trial, it was decided that Khaled Sharrouf was unfit to go to the dock.


‘In 2006 he was right to sit through thirty-five days of committal hearing and in 2008 he was right to sit through 110 pre-court judgements, but when it was time to stand trial, he was sick. How about that?’ Peter Moroney told me.


In 2002 Sharrouf had been diagnosed with either schizophrenia or drug-induced psychosis – a consultant psychiatrist couldn’t decide. Just before Sharrouf was to stand trial, court-appointed psychiatrist Dr Olav Nielssen found that Sharrouf was again suffering from depression, paranoia, hallucinations of taste, smell and vision, as well as acute schizophrenia.


Another psychiatrist, Dr Bruce Westmore, examined Sharrouf while in prison, stating that: ‘I cannot say whether he is delusional. He provides a very limited history about himself and his current situation. He does not appear to understand the nature of the charges. If he is psychotic it is likely he is not able to plead to the charges or exercise his right of challenge.’


Although the police wiretaps suggested Khaled Sharrouf had a severe lack of empathy and delusional thoughts (it’s hard to ascertain whether Sharrouf exhibited paranoia, because people really were following him), there was nothing to suggest he’d lost his connection with reality. No more than the rest of the jummah, anyway.


On 25 June 2008 the court ruled that Khaled Sharrouf wouldn’t be required to stand trial for a period of at least twelve months as he received treatment. Over the next year, two things happened: Sharrouf’s lawyers started to talk to prosecutors about a lesser charge, and Sharrouf started to make a near miraculous recovery.


On 14 September 2008, Dr Nielssen issued his final report on Sharrouf:




He appears to have gained some perspective on his situation and how he came to be involved in this offence. He indicated that he did not hold any kind of extreme religious views or desire to remain in any organised religious activity …


My impression is that he is unlikely to become involved in further offence[s] of this kind and does not need to be detained in a maximum-security setting.





Ten days after the report was issued, Khaled Sharrouf pleaded guilty to possessing six clocks and 140 batteries that were connected with the preparation for a terrorist act or acts, knowing that connection. This replaced far more significant charges the other men such as Mohamed Ali Elomar had originally shared with Sharrouf.


Sharrouf pleaded guilty and, at sentencing, he wedged his chubby face into his hands and, under instruction from his lawyers, sat silently. Sharrouf stared blankly as others spoke. It was here, at sentencing, that the first battle between the Commonwealth and Khaled Sharrouf concluded.


Adding to Dr Nielssen’s submission to the court that Sharrouf had turned his back on extreme religious activity and had ‘gained some perspective’, Sharrouf’s lawyers filed another submission, which was included in the sentencing summary, from Sharrouf’s wife, Tara Nettleton, who had also attended Chester Hill High School. From all accounts, Tara truly loved Sharrouf.


‘We often talk about moving out to the country and living on a farm so that we get away from everything and get the chance to have a fresh start. He has said to me many times how he wants things to be different, how he wants the chance to start a career and try and make something of himself. He doesn’t want to involve himself with anyone. He just wants to stick to himself and stay out of trouble,’ the submission read.


Tara Nettleton’s globe-spanning journey through the depraved depth of vicious fundamentalism was just beginning. She had already spent time with Sharrouf’s jummah and, of course, knew Benbrika well, but there was no indication Tara knew anything about their violent plans. It’s likely, in fact, she didn’t know the extent of their radicalism, as she was required to leave the room when men wanted to speak to each other.


‘Khaled and I have discussed on numerous occasions during our visits what he wants to do once he is released from prison. He often tells me how sad he feels that he has missed out on so much of his children’s life and that he can’t wait to be able to return home so that he can have a chance to make up to his children all the time that was missed and get to know them again,’ Tara’s submission continued.


At the time of the proceedings, Nettleton and Sharrouf had three children: two girls, Zaynab and Hoda, born in quick succession in 2001 and 2002, and a boy, Abdullah, born in 2005. It’s possible that there is a part of Sharrouf that genuinely wanted to change his ways and become a faithful father to his children, but given the gift of hindsight and the shocking fate of his children, it seems highly unlikely, even if he had expressed that desire to his wife.


Doctors had submitted testimony that Sharrouf wanted to change his ways, and now his wife had too. What was missing, however, was any submission from Khaled Sharrouf himself.


Sharrouf’s lawyers must have told him that a personal submission in which he renounced violence, extremism and fringe Salafist ideology would be an important factor in lessening his sentence. Sharrouf refused.


‘It is difficult to place very much weight upon the statements made by the offender to Dr Nielssen and Tara Nettleton in the circumstances where the offender has not given evidence concerning his withdrawal from, or rejection of, his previous extremist position,’ Justice Whealy commented.


Justice Whealy did, however, note that a guilty plea was an important step away from an extremist position. ‘There is a prospect for rehabilitation in this regard,’ Justice Whealy said.


Khaled Sharrouf was instructed to stand as the final adjudication on the length of his term was revealed: ‘Khaled Sharrouf, in relation to the charge in the indictment to which you have pleaded guilty, I sentence you to a term of imprisonment of five years and three months. This sentence is to commence on 8 November 2005 and is to expire on 7 February 2011.’


For a plaintiff who had been planning mass murder, who had held the materials likely to be converted into bombs and who had fired illegal weapons that were likely to be used against innocents, this ruling must have been considered a relief by Sharrouf and his legal team.


Sharrouf just stared blankly as Justice Whealy further explained the terms of the sentence, including the non-parole period, and the news only got better for Sharrouf. The effective length of the sentence was to be three years, seven months and eleven days.


‘This means that you will have to spend a little less, one day less, than three more weeks in prison,’ Justice Whealy concluded.


Twenty days after the ruling, Khaled Sharrouf would be free to continue his life in whichever way he chose, parole stipulations notwithstanding.


In the months after the convictions, when police, prosecutors and journalists covering the case had been reassigned, it seemed that perhaps this story of domestic terrorism was over and names like Elomar, Benbrika and Sharrouf would disappear from the headlines. This would not be the case.


The Sydney and Melbourne jummahs had been fragmented by Operation Pendennis, but they were far from destroyed. The fragments would become essential parts of further plots and further violence, using Pendennis and Benbrika as a brand name. This was especially true when Iraq and Syria fractured, and a huge, rich and highly publicised Salafist terrorist organisation – ISIS – became a globally known entity.


As this book goes to print, Benbrika is still in prison (he is likely to be released from Victoria’s Barwon Prison in November 2020), but when parts of Syria and Iraq became as violent and mad as his ideology, his influence grew. It has been established that a number of Australian men who have since died in foreign wars or were convicted for their own terror plots were influenced by Benbrika, either in prison as an inmate, or as a visitor.


The name Elomar echoes through this story too. While Mohamed Ali Elomar would play no further part, a family member, nephew Mohamed, likely radicalised by Mohamed Ali, would commit heinous acts of terrorism, slavery and paedophilia.


And Khaled Sharrouf? He managed a peaceful, home-bound life for a vanishingly brief period of time.


With Operation Pendennis, Sharrouf had advertised that he was a man capable of loyalty and unflinching violence. The latter was a trait that was useful within the jihadist milieu, but also outside it, as the world would soon discover.
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