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The nature of cyber crime


Cyber crime (or cybercrime as it is also often written) is an inelegant term used to cover a whole range of different offences and activities carried out by individuals, gangs, businesses and, in some cases, governments, with the aid of new technology. For many, the phrase is simply an alternative to ‘computer crime’ – that is, any crime involving the use of computers, either as a tool of the crime or the intended target. But that usage is becoming increasingly outdated as cyber crime also covers any illegal activities involving the Internet. Mobile phones and other handheld devices make use of the Internet without any involvement from computers – though, of course, one could argue that modern mobile phones or smartphones are simply mini-computers, even if we don’t call them that.


So cyber crime refers to any offence committed using a computing device, personal computers, computer networks, the Internet in general, telecommunications systems, message boards, internal communications systems such as intranets and mobile devices, including smartphones. An important element of cyber crime is that – generally, though not always – the criminal acts are carried out remotely, with a distance between the criminal and the victim. So, for example, someone disseminating a computer virus – a classic cyber crime – could do so from the palm-fringed beach of a tiny remote island, many hundreds of miles away from their nearest potential victim. This, evidently, can make the criminal harder to catch. Cyber crime is, in that sense, a natural development in crime for a world that has become more globalized. Whereas once government, the military and the financial community were the only ones who were able to make decisions remotely that affected people a long way away, now criminals have that power, too.
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Are cyber crimes simply more high-tech versions of old ‘real world’ ones, or new offences? This is a good question and the answer is – in most cases – the former. Identity theft is cyber crime. It lies squarely at the heart of it. You use someone else’s details to gain access to places that you should not be – assuming another person’s identity to gain access to their money and other valuables. This is not new, as criminals have been using such techniques since the dawn of time. However, the modern practice of putting so much personal and financial information on computers, data storage devices and online has made identity theft a much easier and thus more lucrative crime. It is much safer for the criminal, too, as often they can assume the identity of someone on the other side of the world, reducing their chances of getting caught to almost zero.


Another example is stalking, another familiar crime that has now found online form in what is called ‘cyber stalking’. It’s the same as ‘real world’ stalking except that it’s easier to carry out, as the stalker doesn’t have to leave the comfort of their living room.


On the other hand, one could argue that hacking – the use of computers and the Internet to gain access to someone else’s electronically stored data – does not have any real-world parallels. Yet, as we shall see in the next chapter, computer hacking originally evolved from the ‘hacking’ of telephones, known as ‘phone phreaking’, which was not itself at the time illegal. Perhaps a better example of a ‘new’ form of crime would be computer viruses. If you used a time machine and travelled back even just to the 1960s, you would have a hard job explaining to someone what a computer virus was. Nonetheless, that person would understand the notion of sabotage – which is effectively what viruses help commit.


In general, then, we can say that cyber crimes are largely traditional forms of crimes using modern tools. After all, at some point in the past highwaymen graduated from using knives to guns, so it should come as little surprise if, in the 21st century, some of them are now upgrading to computers. The essence of the crimes remains the same: bad people wanting your money, individuals wanting to victimize others – as in stalking – or societies and companies wanting to steal their competitors’ secrets.


	

 The major cyber offences





Identity theft


Hacking


Computer viruses


Denial-of-Service (DoS) attacks


Phishing


Computer fraud


Cyber espionage


Software piracy


Cyber stalking and bullying


Child pornography
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As in the so-called real world, some cyber ‘crimes’ are in the eyes of the beholder. So, for example, protest movements in repressed countries have turned to the Internet and, in particular, social media to communicate with each other and the outside world. The ‘Arab Spring’ of 2011 was a good example, with protesters against the regimes in countries such as Egypt and Tunisia making extensive use of social media; the uprising in Tunisia even became known as the ‘Facebook Revolution’. For the states in question, however, these communications were considered subversive and thus cyber crimes. On the other side of the coin, there are some civil liberties groups who consider that any state surveillance of the Internet, emails, websites and so on is a cyber crime (in the moral if not the legal sense), whether carried out by dictatorships or Western democracies.


Western governments and businesses have also been targeted by politically motivated activists or ‘hactivists’ who seek to embarrass the authorities or companies through targeting and taking down official websites or releasing confidential information. Anonymous is perhaps the best-known of these hactivist groups. For the authorities, such activities are a ‘crime’; for the activists, they are a simple manifestation of their liberty of expression and protest, and there have been (fruitless) attempts to enshrine it as such in the US Constitution.


Another example of what some consider moral cyber crime is unauthorized file-sharing, the practice of downloading music, films and other data from the Internet and sharing it with friends or ‘peers’ without permission from the copyright holders. For some this is natural sharing of material, akin to giving a friend your newspaper or magazine to read. But for the music or film industries this is a breach of their copyright. In the United States the 1998 Digital Media Copyright Act (DMCA) made the exchanging of files of copyrighted material illegal. Four years later the US Department of Justice said it would prosecute cases of so-called ‘peer-to-peer piracy’. Thus, for the American authorities, such activity is indeed a cyber crime.


One important factor to consider in relation to cyber crime is the fundamental nature of the Internet and the World Wide Web. The Internet – the telecommunications infrastructure – and the Web – the system that displays pages via HTML, or Hyper Text Markup Language – enables any user to go where they want online and even remain anonymous. This is in line with the philosophy of the early adopters of the Internet (and later the Web): that it should remain free, open to all, egalitarian and non-commercial. It may be hard to imagine now, but early on commercial use of the Internet was frowned on by many users. This philosophical approach to the Internet has many laudable aspects to it. It has encouraged, for example, the use of the Internet as a tool against oppression, as discussed earlier. There is also the idea that the pursuit of knowledge should be a private endeavour. There are also civil liberties groups who consider that any collection of our personal information online by firms for commercial purposes – so-called data mining – is itself a cyber crime.


But the anonymous and chaotic nature of the Internet – who runs it? who controls it? who polices it? – is also of great benefit to criminals. The ability to commit crimes at distance without one’s identity being known – or at least requiring considerable effort to get it – is a technological windfall for them. In Dickensian London, pickpockets were able to commit crimes, then vanish into the rat-run of tiny streets to escape pursuers. Using the Internet, criminals do not even have to leave those rat-runs. For some law enforcement agents, the World Wide Web is synonymous with the ‘Wild Wild West’.


The anonymous nature of the Internet and the Web has also encouraged individuals to behave in ways they would be reluctant to do – for fear of being caught – in the real world. So, for example, free, anonymous and virtually unlimited access to pornography on the Web has led to a truly colossal number of hits on porn sites. It has been said that the porn industry worldwide is worth more than the combined revenues of Microsoft, Google, Amazon, eBay, Yahoo! and Apple.


This furtive interest in pornography makes Internet users more vulnerable to criminals, either through blackmail – criminals find porn searches when they hack a computer, then threaten the owner that they will reveal it – or, more often, through users visiting websites that then download malicious software that surreptitiously sifts through private and financial information on that person’s computer.
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The true scale of the problem of cyber crime is hard to quantify. In July 2012 General Keith Alexander, the director of the National Security Agency, which oversees United States Cyber Command, America’s military organization fighting cyber attacks, suggested that the total cost of loss of intellectual property to American companies alone was around $250 billion a year. Internationally, the figure was said to be $1 trillion dollars, though the figure is highly controversial. However, these figures – mostly based on computer security company reports – have been widely contested as being far too high. The British government has itself estimated the annual cost of cyber crime to the United Kingdom’s economy at £27 billion, but again some experts have disputed this figure and say it is an exaggeration.


The truth is that it is virtually impossible to put a true and accurate figure on the cost of cyber crime to society. For one thing, individuals and especially companies do not always know whether they have been targeted and lost out, financially or commercially. Even when home-owners and firms do know they have been hit, they may not report the loss, perhaps through embarrassment or for reasons of commercial confidentiality. However, even just using conservative reported figures, the numbers are huge. The United States’ Internet Crime Complaint Center (IC3) has put the annual cost of Internet crime based on complaints made to it at just over $485 million. Another way of assessing the financial scale of the problem is that the value of the computer security industry worldwide is put at around $300 billion annually.


Despite the uncertainty over figures, what we can say unequivocally, however, is that cyber crime now poses the greatest potential threat to our society that we have even known. Why? It is because of the massive global uptake of technology at the end of the 20th century by businesses desperate to save costs and boost productivity. In embracing the world of, first, computers and then the Internet the world adopted technology that lacked the empirical certainty of the cogs of metal and drive shafts of the Industrial Revolution. It was a completely new idea. In the Industrial Age we had grown used to a spade being a spade – now we were in an age where a good spade could be a bad spade at the press of a button. Computer code is a language and it can be adapted and rewritten by others, and for dubious purposes.
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[image: image]  Pie chart showing the countries suffering the most cyber crime (Source: http://www.enigmasoftware.com, 18 April 2013)
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The fact that we were working with an imperfect technology was not at first realized; the possibility that we might be doing bad things with computer code was simply not considered. Thus, from the very beginning, the world of computing and the Internet was based on imperfections, flaws and sometimes poorly understood processes. You might even call this the Internet’s ‘original sin’. Eventually, not just ‘intellectual’ hackers and computer philosophers were exploiting these faults, but criminals, too.


By then it was too late. By the early 21st century the modern world has become utterly – one might say frighteningly – dependent on computer code and the Internet. From cars to public utilities, from nuclear power plants to the buildings we live and work in, all rely on the digital world to function. Unfortunately, by allowing the imperfection into the system from the start, the creators of this world also let in the criminals, terrorists and rogue states. These groups have learned how to exploit the technological weaknesses that underpin our daily lives, in ways of which we are largely ignorant. Cyber crime is today a threat to our very way of life.


This last point has not been lost on military strategists. Taking out a country’s water supply system could be even more effective – and cheaper – than dropping plane-loads of bombs or firing endless quantities of hugely expensive rockets. The Prussian general Carl von Clausewitz famously said: ‘War is the continuation of politics by other means.’ As we shall see in a later chapter, cyber attack is now the continuation of war by other means.
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The history of hacking




When teams of highly talented mathematicians and academics worked together at Bletchley Park in central England during the Second World War to break German military codes, they were carrying out work of the utmost importance. By cracking the codes used by the German Enigma and Lorenz machines, the code-breakers are estimated to have shortened the war by up to two years. Nowadays the Bletchley Park site is home to the National Museum of Computing, but it is also a popular venue for ‘geek’ and hacking events, paying homage to the men and women who once worked there. Why? Because many hackers see those wartime teams as ‘predecessor code-breakers’, their spiritual forebears.


In the recent past, hacking – the unauthorized entry into a telecommunications system, network, computer or database – was an intellectual game and was not a crime. The motivation for it was the same as climbing a mountain for mountaineers – because it was there. Modern hackers come in all shapes and sizes; some still do it just for the thrill, many do it for money, while still others are political idealists. But whatever their motivation, hackers are the most visible, best-known and, it has to be said, the most glamorous of all cyber ‘criminals’.


The modern hacking movement originated in the 1960s in the United States. And it did not involve computers – which were still very much in their infancy then – but the telephone system. Talented, technologically minded and intellectually curious youngsters – some of them students at the prestigious Massachusetts Institute of Technology (MIT) – learned how to hack into the telephone system. This meant they could talk to people all around the world for free. Most of these early ‘phone phreakers’, as they were called, were idealists who were not hacking phone networks to save or make money. Instead, they were engaged in a voyage of discovery to understand exactly how the system worked, acquiring knowledge and insight that rivalled and sometimes surpassed that of telephone engineers. In fact, they would occasionally pass on information to the telephone companies about system weaknesses they had found, and actively disapproved of other students who used ‘phreaking’ simply to avoid paying phone bills.


But the line between ‘good’ hackers and the less ethical could become blurred. An example was John Draper, who left the US Air Force in 1968 and who went on to become a legendary phone phreaker. His main motivation was intellectual curiosity. In a magazine article in 1971, Draper explained that for him a phone company was simply a ‘system’ to explore. He said that if he does what he does, it is only to explore a system. ‘That’s my bag,’ he said.


The US authorities saw things rather differently and Draper was twice prosecuted, the second time in 1976 when he served a short prison sentence in California. Here the intellectually curious hacker came into contact with hardened criminals. They became interested in Draper’s ability to hack phone systems, not, it is safe to say, out of scientific curiosity but because they saw that they could make money out of it. So Draper’s cell became a kind of ‘hack school’. Criminals also asked other phreakers to build them hacking devices. Hacking – or at least some people involved in it – had moved to the dark side.


[image: image] Famous hackers


As mentioned, the so-called ‘good’ hackers were primarily interested in spotting and exploiting flaws in systems to make an intellectual point, and to highlight how the system could be improved. They loved technology and wanted to make it better. This relationship between hacking and the development of the computer (and later the Internet) is a close and important one. Steve Wozniak, the co-founder of Apple Computers, was himself a phone phreaker (in the days before it became illegal), apparently inspired by reading the magazine article on John Draper referred to earlier. At a speech in 2004, Wozniak explained the appeal of hacking for many: He described hacking as often just about a kid trying to be funny, and explained that hackers have a particular sense of humour. ‘Most people just don’t get our jokes,’ he said.


Another figure with a hacking past is Tim Berners-Lee, the man who designed the Internet protocol that became the World Wide Web at the start of the 1990s. While studying at Oxford University, he and a friend were caught hacking and banned from using the university’s computer system. It is also worth noting as an aside that, after developing the World Wide Web, Berners-Lee declined to take out a patent on his creation, preferring it to be free and available to all. In this, we can once again see a key hallmark of the Web (and the Internet) – their free and ubiquitous nature, which springs from the philosophy of those who helped develop them. One other prominent person with an ethical hacking background is software engineer Linus Torvalds, a Finnish American who was the driving force behind the open-source – non-proprietorial – computer operating system LINUX. Even Bill Gates – the co-founder of mighty Microsoft – was one of four school students temporarily banned from using computers at the now defunct Computer Center Corporation (CCC) after the company found that they had exploited bugs in the operating system – essentially a form of hacking, legal at the time – to gain additional free time on its computers.
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