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PREFACE



ON THE WEST SIDE OF CHICAGO AVENUE BETWEEN THIRTY-SEVENTH AND Thirty-Eighth Streets in South Minneapolis, there sits a long, low brick building housing a few small businesses. The building’s south side faces a patch of asphalt that in ordinary times could serve as a small parking lot; aside from two rows of glass-block windows near the top, the south side is solid brick. When I saw it, on a balmy July day, the building had been painted purple, with bluish clouds on top and vibrant yellow sunflowers below. Between the flowers and the clouds, in swooping block letters, was painted, “You Changed the World, George.”


That building sits down the street from the Cup Foods store, where on May 25, 2020, a Minneapolis police officer slowly choked George Floyd to death, in broad daylight and in full view of spectators and their cellphone cameras, as three of his fellow officers looked on. Millions of people saw the horrific video of the incident, which went viral on May 27.


I’m writing this sentence on the afternoon of July 12, just a couple of hours after my visit to the intersection now known as “George Floyd Square,” so I don’t know whether or how the weeks of protests that followed Floyd’s murder affected, or perhaps even determined, the presidential election—still months ahead as I write, but in the past as you read. Nor do I know what lasting reforms they will have wrought in American policing. But on this warm afternoon, the muralist seems to have gotten it right: George Floyd did change the world.


A couple of doors down from the purple building, I saw a boarded-up shopfront window covered in signs calling to “Defund & Dismantle the Police.” A row of flowers hanging on a clothesline framed a piece of laminated paper urging people to “creatively imagine a world without police.” On a bus shelter a few blocks away, a sign showed a balance, with a police car weighing down a school, a hospital, a bus, and houses, and asked, “Why are we fighting over crumbs for the things we need? #DefundMPD.”


Minneapolis’s city council pledged to abolish the city’s police department, and while as I write that hasn’t happened, that they even passed such a measure at all shows how much the ground has shifted. Politicians, particularly Democrats, used to be terrified of appearing soft on crime. City politicians never wanted to get on the wrong side of the police and their unions. Now many otherwise left-wing, pro-union activists and politicians cast police unions as impediments to reform, and openly discuss curtailing their collective-bargaining power.


Two things link all of these developments. First, they involve a long-overdue rethinking of the rules around American policing. I don’t agree with all of them. I would rather see a world with good, well-regulated police than no police, for instance, and in my view, the city council acted precipitously in vowing to abolish the Minneapolis Police Department without a full consideration of what comes next. But as a society, we have asked the police to do too much. To the extent that “defund the police” means “redirect some share of the police budget to social service workers better equipped to handle many of the problems that, by default, police handle today,” I’m all for it. To the extent that it means “wantonly reduce police budgets for political reasons,” I’m against it. Vindictive, grandstanding policy is almost always bad policy.


Second, the protests escalated and spread across the world only after I submitted the manuscript for this book, on May 30, 2020. Hence this preface.


It’s true that the protests did not directly concern surveillance technology, the main subject of my book. But George Floyd’s apprehension and murder were recorded on security and cellphone cameras—both of which I discuss in these pages. During the protests that followed, cellphone cameras captured police officers assaulting unarmed, peaceful protesters and driving SUVs through crowds. In many instances, they shot rounds of nonlethal rubber bullets at journalists (nonlethal just means they don’t kill you; they still injured numerous people, some permanently, simply for engaging in First Amendment–protected activity). Thomas Lane, one of the four officers present at Floyd’s death, bolstered his motion to have his aiding and abetting charges tossed with transcripts from officers’ body-worn camera (bodycam) footage.


The eighty-two pages of the transcript make for horrific reading. Those transcripts showed that Floyd was, as he said, “scared as fuck,” pleading with officers, “Please, don’t shoot me.” He told officers that he couldn’t breathe fifty-one times, at one point saying, “I’ll probably just die this way.” Without bodycams and cellphone cameras, Floyd’s death may have gone unnoticed by the wider world.


That points to an important benefit to camera footage that I perhaps paid too little attention to in my chapter on the topic. I was mainly concerned with the question of whether being filmed—by bodycams or cellphones—improves officer behavior, principally as measured by use-of-force and other civilian complaints. On that question, the social science is ambiguous: some studies have found that outfitting officers with bodycams results in fewer use-of-force complaints; others have found that doing so produces no noticeable changes.


But an immediate, universal, and objectively observable reduction in use-of-force complaints is neither the sole benefit of bodycams nor the only measure by which to judge them. In conjunction with social media, they also publicize bad behavior, and in so doing galvanize social and political pressure to stop it.


This may ultimately be how bodycams drive change: not because police chiefs and other senior officers review footage and decide to change policy, or even because individual officers change their behavior because they know they are being filmed (though of course many might), but because millions of people see something unjust and gruesome, and take to the streets to make sure it doesn’t happen to someone else. Had I delivered my manuscript just a few weeks later, I would have more strongly emphasized this point.


I would also have written more about police use of bulk location data and social media monitoring to surveil protesters. On June 24, Lee Fang reported in The Intercept—which does particularly good work on surveillance tech—that the FBI “modified an agreement” with Venntel, a firm that aggregates and sells cellphone location data, and “signed an expedited agreement to extend its relationship with Dataminr,” an AI firm that monitors social media.


Just over two weeks later, Sam Biddle, also writing in The Intercept, reported that “Dataminr relayed tweets and other social media content about the George Floyd and Black Lives Matter protests directly to police, apparently across the country”—despite Twitter’s terms of service ostensibly prohibiting “the use of Twitter data and the Twitter APIs by any entity for surveillance purposes, or in any other way that would be inconsistent with our users’ reasonable expectations of privacy. Period.” Among the tweets about which Dataminr alerted the Minneapolis Police Department was one that read simply, “Peaceful protest at Lake & Lyndale.”


A Dataminr spokesperson told The Intercept that “alerts on an intersection being blocked are news alerts, not monitoring protests or surveillance.” That distinction seems fuzzy and artificial. The real distinction between “news alerts” and surveillance, it seems to me, is who gets alerted. When I cover a protest, for instance, I’ll talk to people, ask their names and other identifying information, but they are at no risk of state-run violence or further intrusive monitoring from me. That’s not true when a police officer does the same thing (not to mention that people can more easily refuse to speak to me, or tell me to get lost, than they can a police officer).


It may not be reasonable to expect privacy for tweets, which are of course public, but it also seems reasonable to expect that if a company says it won’t allow third parties to exploit its data for surveillance purposes, then it won’t allow a company’s AI to monitor social media feeds on a scale impossible for humans, or to forward the tweets of peaceful protesters—people engaged in activities protected by the First Amendment—to police.


I was gratified to see, in the wake of the protests, that IBM stopped selling facial-recognition products, and that Amazon put a one-year moratorium on police use of its facial-recognition technology. Amazon hoped its moratorium might “give Congress enough time to implement appropriate rules” around the technology. Having covered Congress for the past few years, I have to admit that Amazon’s hope seems wildly misplaced, though I hope a new Congress and administration prove me wrong. IBM also called for “a national dialogue on whether and how facial recognition technology should be employed by domestic law enforcement agencies.”


A couple of weeks after these firms announced their decisions, Detroit’s police chief admitted during a public meeting that the facial-recognition software his department was using misidentified subjects “96% of the time.” This was a striking revelation, and it bolstered the case for police departments to reject this uniquely dangerous technology. It also bolstered the case for everyone concerned about civil liberties to vigorously protest it. I do not think I overhype its dangers in this book—to my mind it represents a bigger threat to our privacies and liberties than any other technology I discuss—but I did underestimate how responsive tech firms that sell it would be. Activists, take note!


In early June, when the protests were at their peak, I wrote a long piece on police reform for The Economist. In the course of my reporting, I spoke to Barry Friedman, who runs New York University’s Policing Project. His favored reform was simple: better regulation. “It’s remarkable,” he told me, “that most states don’t have clear laws on use of force. Instead, every agency has its own use-of-force policy. The same is true with surveillance technology. It’s remarkable that we just leave it to the police themselves.”


In no other aspect of life would we even consider that approach. We don’t tell banks, “Just figure out how you want to run things; I’m sure it will all work out.” (Yes, thank you, I remember 2008, and I agree that America is often too lax when it comes to enforcing the rules of finance. But at least they exist.) Regulating the police, however, requires confrontation. That does not mean it should be done with hostility or anger, but people will have to push politicians to set rules and penalties for an entity that has long been left to regulate itself.


Before George Floyd’s murder, that seemed a heavy lift for most of America. Oakland did it early and well, as you’ll read in the book’s last chapter, and some other cities in the Bay Area followed suit. A few other places, mainly coastal or college towns, passed some sort of surveillance-oversight legislation. But the protests—and more importantly, politicians’ responsiveness to them, both rhetorically and in policy changes—suggest that I underestimated Americans’ readiness for police reform and regulation. I hope it’s not a passing fancy.















PROLOGUE



“A perfect architecture of control”





SOMETIMES THE FUTURE REVEALS ITSELF AS THE PRESENT.


On February 10, 2020, I flew from New York to Las Vegas. The Democratic primary campaign had begun in earnest. As The Economist’s Washington correspondent and a co-host of our new American politics podcast, Checks and Balance, I was on the road nearly every week from just after New Year’s Day until Covid-19 shut everything down. I had been in New Hampshire the previous week and Iowa before that, and I was about to spend three days in Nevada, followed by five in South Carolina—after a brief stop at home to do some laundry and make sure my wife and kids still recognized me and hadn’t changed the locks.


Delta’s cross-country and international flights both leave from the same terminal at JFK. Nearly all the gates had a placard advertising Delta’s facial-recognition boarding—blue, tall, and thin, with an outline of a face captured by the four corners of a digital camera’s viewfinder. “ONE LOOK AND YOU’RE ON,” it blared above the picture. A banner just below read, “You can now board your flight using Delta Biometrics, a new way to more seamlessly navigate the airport.” And, in tiny type at the bottom, down at foot level: “Boarding using facial recognition technology is optional. Please see an agent with any questions or for alternative procedures. Visit delta.com to view our Privacy Policy.”


About eight months earlier I had flown to Quito through Delta’s biometric terminal in Atlanta. Facial recognition was a strange novelty: the cameras weren’t working; most people boarding my flight, including me, walked right past them and had their tickets checked by a flight attendant. But apparently it worked well enough—or soon would work well enough—for Delta to roll it out more aggressively. I had noticed facial-recognition gates in Minneapolis and Detroit; in late 2019, Delta announced it would install them in Salt Lake City. Some 93 percent of customers boarded without issue, Delta said in a press release, and 72 percent preferred it to standard boarding.


Signs of Delta’s ambition can be found in the banner text below the picture, which mentions not just boarding, but the ability to “more seamlessly navigate the airport.” And indeed, Delta’s press release touted its “curb-to-gate facial recognition”: you can use your face to check in for your flight, check luggage, go through security, and board your plane. It’s all very convenient. If you’ve traveled internationally, the airlines already have your passport picture on file—either in their own database or accessible in one built by Customs and Border Protection.


My feeling about this program is clear: I opt out, and I hope, after reading this book, that you will too. Facial recognition imperils our civil liberties. Volunteering to use it normalizes it. The more you choose to use it, the more it will be used in ways and places that you do not choose. Whenever you have the option to avoid using it, you should take that option; you should do everything you can to slow facial recognition’s spread.


After I posted a picture of Delta’s placard online, a friend commented that at least Delta gave passengers the choice: he had flown Singapore Airlines to Tokyo and was required to board using facial recognition. That was relatively new: until July 2017, I was based in Singapore for The Economist and flew Singapore Airlines several times each month. They did not then use facial recognition. Future as present.
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When I landed in Las Vegas, I found messages from several friends asking me what I thought of that day’s episode of The Daily, the New York Times’s daily news podcast. I hadn’t heard it, but on their advice I listened as I drove between meetings. It was the audio version of a terrific, terrifying story that Kashmir Hill had broken a couple of weeks earlier.1 Hill has been reporting on tech and privacy for about a decade; she is a perceptive, thoughtful, and engaging writer and a terrific reporter—one of the rare few whose stories tend to get better as they get longer.


This particular piece concerned a company called Clearview AI that had developed a facial-recognition app. When a user snaps and uploads a picture of anyone they see, the app tells them who that person is, thanks to Clearview’s database of more than three billion images scraped from the public domain, including Facebook, YouTube, and other widely used sites. That’s more than seven times as big as the FBI’s facial-recognition database.


To put it another way, if you are an American, there is a one in two chance that you’re in an FBI-accessible database. If you are a person in a first-world country, you’re probably in Clearview’s. Anyone who has Clearview’s app on their phone can learn in just a few seconds who you are, and with a little sleuthing they can find out much more: your address, employer, friends, family members, and any other information about you that may be online.


As I write, hundreds of law enforcement agencies use it, as do some private companies (Clearview declined to say which ones). Some of Clearview’s investors—and their friends—have used it as well: John Catsimatidis, a grocery-store magnate, happened to see his daughter on a date with someone he didn’t recognize.2 He asked a waiter to take the guy’s picture, which he then ran through Clearview. Within seconds, the app told him who his daughter was eating dinner with—a venture capitalist from San Francisco. Catsimatidis also used it in his stores to identify ice-cream thieves. (“People were stealing our Haagen-Dazs,” he complained. “It was a big problem.”)


Police love it; they say it helps them identify suspects quickly. But that convenience alone should not determine a product’s worth or legality. There are many things—such as indefinite detention without charge and repealing habeas corpus—incompatible with a free and open society that would make the job of law enforcement easier.


And while police are the main customers now, nothing is stopping Clearview from selling its app to anyone who wants to buy it. Indeed, the founder of a firm that was one of Clearview’s earliest investors seems resigned to this possibility. He told Hill, “I’ve come to the conclusion that because information constantly increases, there’s never going to be privacy.… Laws have to determine what’s legal, but you can’t ban technology. Sure, that might lead to a dystopian future or something, but you can’t ban it.” If backing a technology that produces “a dystopian future or something” for everyone on earth makes him richer, then bring on the dystopian future.


Facebook and other social media sites ban others from scraping their images; Clearview did it anyway. Eric Schmidt, Google’s former chairman, said in 2011 that facial recognition was “the only technology that Google has built and, after looking at it, we decided to stop,” because it could be used “in a very bad way.”3


Clearview’s founder, Hoan Ton-That, displayed no such qualms. On The Daily, he did not sound evil; he sounded smug, callow, and indifferent. When Hill asked him about the implications of creating technology that “would herald the end of public anonymity,” she wrote, he “seemed taken aback”: “I’ll have to think about that,” he replied. One would have hoped he had done so before he invented his nightmare app.


Today, too much of our privacy, and too many of our civil liberties, depend on the whims of people like Ton-That. I’m sure that Mark Zuckerberg did not sit in his dorm room at Harvard dreaming of building a platform to help Russia undermine American democracy, but that’s what he did. He more likely dreamt of building something great, and world-changing—of being successful, of making his mark on the world. He did all that too. And today, he has a fiduciary responsibility to his investors to maximize their returns. He has no such obligation to the rest of us. If our civil liberties imperil the profits of tech entrepreneurs and firms that sell surveillance technology, they are free to choose the profits every time.


That is not because they are bad people. After all, even the CEOs of crunchy, green companies probably also care more about maximizing returns than about strangers’ civil liberties. But Clearview AI’s technology, and the panoptic powers of modern surveillance technology more broadly, when combined with low-cost and permanent digital storage—particularly in an era of resurgent authoritarianism and institutional weakness in developed countries—imperil our democracy in a way that we’ve never before seen. To put it another way: our liberty isn’t threatened by people buying more ethically produced yogurt or BPA-free water bottles; it is by people buying more of what Clearview is selling.


It is our responsibility to speak up for ourselves, our civil liberties, and the sort of world we want to see. Is it one in which any stranger can snap a picture of us and know everything about us? If not, it is up to us to prevent that world from emerging. In the coming chapters,


I hope to show you why and how.


This book grew out of a series of articles I reported and wrote for The Economist in the first half of 2018 about how technology is changing the justice system—in particular, police work, prisons, and sentencing.4 I chose to focus on police and tech because police are perhaps the most tangible and familiar representatives of state power. If I told you that the National Security Agency, or the Chinese government, had surveillance technology that could overhear and store every conversation we had on our cellphones, or track all of our movements, you might be outraged, but you would probably not be surprised. I hope it would both outrage and shock you, however, to learn that every police department has that ability, with virtually no oversight about how it’s used. By writing about the police, I am really writing about state power.


When I was reporting, facial recognition was still largely theoretical to most people—it was not part of their lived experience. Some police departments had launched modest trial programs. A few small ones used it for limited purposes—Washington County, Oregon, began using it in 2017 to identify suspects. Today it’s in airport terminals. Even if Clearview were to fold tomorrow, another firm would probably do what they are doing.


Some critics argue the technology is unreliable, and it is—particularly, in America and Europe, for people of color. But that’s not really the point. Yes, facial recognition is dangerous when it’s unreliable, because it risks getting innocent people arrested. But it’s dangerous when it’s reliable, too, because it lets governments track us in public anytime. And it is getting more and more reliable.


License plate readers can track our cars, and they can go on as many police cars and city-owned light and telephone poles as political whim and budgets will allow. Devices that mimic cellphone towers, tricking our phones into revealing who we’ve called, what we’ve texted, and what websites we’ve searched, can now fit in the trunk of a car.


The architecture and infrastructure of a surveillance state are here. We’ve seen what it looks like in China, which now has more state-owned surveillance cameras than America has people. It has used its capacity to repress free speech and expression, monitor dissidents, and keep more than a million Muslims in modern-day concentration camps—and, when not locked up, under permanent, crushing surveillance.


The single most incisive and unsettling question I heard in the year I spent reporting for this book came from Catherine Crump, a law professor at the University of California, Berkeley, who directs the school’s Samuelson Law, Technology and Public Policy Clinic and codirects the Berkeley Center for Law and Technology. “We can now have a perfect architecture of control,” she told me—as China does. “What democratic practices do we need to not become China?” This book is a modest effort to answer that question.
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TECHNOLOGY AND DEMOCRACY


How much state surveillance and control are you willing to tolerate in the name of public safety?





I’M IN THE FRONT SEAT OF A POLICE SUV. BEHIND THE WHEEL IS A precinct supervisor, the profoundly good-natured Lieutenant Leo Carrillo, born and raised Down Neck, in Newark’s historically Portuguese Ironbound district. Twenty years a Newark cop, his knowledge of the city is encyclopedic. Mark DiIonno is in the back. DiIonno is the police department’s public information officer, but before that he spent twenty-six years writing for the Newark Star-Ledger. He’s tough, smart, and streetwise, with a gruff and warm manner and a solid turn of phrase. Those qualities together give him the enviable impression of having sprung fully formed from a Damon Runyon story.


We’ve been driving around for about four hours, with every corner rattling free a raft of stories and memories from both men: here’s the pizza parlor where Willie Johnson was shot; there’s the corner where a mother went down to buy milk for her three kids and got clipped in a running gun battle; my parents used to take us shopping here, now it’s a warehouse that has seen better days; Hawk’s Lounge is boarded up—looks like they’re renovating it—it used to be pretty rough.


It’s late Friday afternoon, a week before the summer solstice, and Newark is preening. New Jersey’s biggest city has a lousy reputation. Unless you’re lucky enough to know the city well, you probably think of it, if you think of it at all, as a punchline or an object of sympathy. Perhaps it conjures up a similar set of associations as Detroit or Youngstown: violence, postindustrial decay, and abandonment. Newark is Rust Belt in spirit, economy, and circumstance, if not location: it deindustrialized along with other northeastern manufacturing towns, and nothing has really replaced the industry that left.


But what nobody ever tells you, and you can’t understand until you put in some time here, is how beautiful it can be—especially on one of those June afternoons so long and mild that you decide to put aside, even just temporarily, all of your quarrels with God and your fellow man and bask in the liquid gold. The art deco buildings downtown look like they’ve been bathed in honey. You wouldn’t want to skip through the overgrown vacant lots without a hazmat suit and thick-soled boots, but from across the street they really do look like little squares of sylvan paradise, with all the weeds in flower and bees droning lazily above.


Driving past Weequahic Park—a three-hundred-acre expanse in the city’s south ward, designed by the sons of the man who designed New York’s Central Park—we hear young kids laughing and playing tag. The surrounding area is tidy and cozy, a suburb built in the days of streetcars and modest incomes: two-story homes separated from each other by little strips of lawn, a car in every driveway.


Philip Roth grew up here (his family’s house, on Summit Avenue, has a plaque in front of it), in this neighborhood of midcentury American promise. It’s a modest, charming house a few miles west of the park. Roth maintained a romantic connection to Newark, if not an actual one, throughout his career. By far his best comment about New Jersey and literary ambition came from The Counterlife: “While dialing home from the restaurant, Henry remembered that after the lecture, during the question period, Nathan had been asked by a student if he wrote ‘in quest of immortality.’ He could hear Nathan laughing and giving the answer—it was as close to his dead brother as he’d come all day. ‘If you’re from New Jersey,’ Nathan had said, ‘and you write thirty books, and you win the Nobel Prize, and you live to be white-haired and ninety-five, it’s highly unlikely but not impossible that after your death they’ll decide to name a rest stop for you on the Jersey Turnpike. And so, long after you’re gone, you may indeed be remembered, but mostly by small children, in the backs of cars, when they lean forward and tell their parents, “Stop, please, stop at Zuckerman—I have to pee.” For a New Jersey novelist that’s as much immortality as it’s realistic to hope for.’”1


Groups of older kids are out on the side streets, beginning their weekends on the stoops and sidewalks, shouting and flirting and puffing out their chests the way teenagers do everywhere, caught in that awkward lope between tag in the park and adult life. At one corner we stop as a father—tall, proud, and gleamingly bald—picks up a toddler under one arm and offers the other hand to his son to cross the street. He throws a nod and a smile to someone he knows across the way. Cookout sounds and smells waft on the evening air. Just an ordinary summer evening: so long it feels eternal, so perfect it can only be fleeting.


As we pass the empty Seth Boyden Homes—low-rise brick buildings, now abandoned and boarded up—Lieutenant Carrillo’s smartphone chirps. An app tells him that seven shots were fired about a minute ago, a few blocks from where we are. Carrillo taps the icon on his phone’s screen, which brings up a map that shows the intersection where the app believes the shots were fired, along with an audio clip: seven shots in quick succession—two, a brief pause, then three, another pause, then two again. It doesn’t sound like a gun battle, or two shooters: the shots all have the same pitch and frequency; they sound like they all came from the same gun, fired from roughly the same place.


The app is called Shotspotter, and as of December 2019, police departments in over one hundred cities across America were using it.2 The premise is fairly simple: across these cities, arrays of mounted acoustic sensors are trained to recognize gunfire and alert police in real time. In Newark, the sensors look like white diamonds; they are usually mounted on traffic lights. When they recognize something that sounds like a gunshot, they triangulate its location on a city map, then alert Shotspotter’s acoustic analysts, who confirm that the sensors detected gunshots, and not a metal door slamming or a large truck backfiring. Then an alert goes out to police: how many shots fired, from how many guns, and where.


Carrillo grows alert, flipping the scanner to the precinct’s channel as he drives, lights flaring and siren bleeping at every intersection. So far nothing from dispatch, but as we get closer to the scene, cruisers approach from every direction.


The app says the shots came from inside an immense cemetery that backs up onto a high school. The cemetery is locked and surrounded by a tall chain-link fence, topped with three rows of rusty barbed wire. By the time we stop, seven other police cars are parked alongside the cemetery’s edge. A couple of officers stand on the high ground behind the school, scanning the cemetery to see if anyone is running. Others patrol the perimeters.


On one hand, there was nothing unusual about this scene: police got a call about a shooting; they went to the scene and tried to find the shooter. But one thing about it was extraordinary, and would have been unthinkable just a decade ago. The dozen or so officers on the scene came not because their dispatcher or lieutenant told them where to go, but because their phones did.


Perhaps it should not be surprising that the police are sometimes led by their phones. After all, the rest of us are. But the day before I went out with Lieutenant Carrillo, I spent some time with his boss, Anthony Ambrose, Newark’s public safety director. (Newark’s mayor, Ras Baraka, merged the city’s police, fire, and emergency management operations; Ambrose runs the consolidated entity.)


Big, bald, and broad, with an old-school Jersey accent, Ambrose is perfectly cast in his role. He joined the Newark Police Department in 1986, when, he explained, “the only thing that may have been computerized was how you got gas in your car.” Police recorded their activity on a log sheet with a pen. Dispatchers wrote down assignments on index cards that were filed and kept for three years. Officers stuck thumbtacks into a wall map where crimes occurred, then colored the tack’s head: red for homicide, black for robbery, and so on.


Ambrose recounted these details with wry affection, but without nostalgia. The shift toward digital information and storage, he said, “makes [policing] easier.… Computers are great for record keeping, plotting crime, using your automatic vehicle locator.” In the old days, he added, amassing a file on a homicide victim—including not just name, address, and age, but also any arrests, convictions, and police stops, and known associates and family members—could take the better part of two days. Now all of that information is available with a click on an officer’s tablet or in-car laptop.


And yet, he said, “most of our cops… they end up working for the computer. There’s no proactive policing.” GPS systems track where officers go, and computerized dispatch tracks what they do and how long it takes to do it. With every minute and movement tracked, recorded, and judged, officers are less likely to spend unstructured time walking their beats and getting to know people in the communities they patrol.


The impact of forgoing that practice is hard to track; there is no metric for un-had conversations. But it is worth at least considering what gets lost when an institution lives and dies by the numbers. The stop-and-frisk policy of the New York Police Department (NYPD)—reformed after a judge ruled that the way the department carried it out was unconstitutional—was driven at least in part by the desire to appear statistically productive.3 That is not an argument against technology, of course—just an awareness of its limits in this area.


There are other limits worth considering, too. There is much to praise about Shotspotter. Too often, gunshots go unreported. Perhaps they happen on a vacant lot, and nobody hears them. Or if people hear them, everyone assumes someone else will call. Maybe people who heard the gunshot have learned not to trust the police, and so don’t call. They may fear retaliation. But nobody wants to live in an area plagued by gun violence. If Shotspotter can help catch shooters who would otherwise not have been caught, that is all to the good, right?


But consider, more broadly, what it means to have police directed not by a commanding officer, or by a call from a concerned citizen, but by a private company using proprietary technology. If a citizen were to ask one of those officers scanning the cemetery why they were there, he would have to say the phone sent him. What does that mean for accountability, and for law enforcement autonomy? Perhaps the citizens of all ninety of the cities where Shotspotter is used are fine outsourcing some dispatching decisions from police officers themselves to an opaque gunshot-detection algorithm offered by a for-profit company. But perhaps that is not what they want—and if not, they deserve a say.
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Or consider another piece of technology aimed at solving unreported crimes: the monitoring service offered by Ross McNutt’s Persistent Surveillance Systems. This technology was born on the battlefields of Iraq as a way to catch people planting the improvised explosive devices that killed American troops.


McNutt, who headed the Air Force Center for Rapid Product Development, put cameras on drones and flew them over the city of Fallujah to record what they saw. If you’re in your twenties or early thirties, you may have no particular associations with the Iraqi city of Fallujah. But those of us who remember the start of America’s catastrophic invasion of Iraq after the attacks of September 11, 2001, also remember the violent fights for control of that city.


“We could watch a bomb go off,” McNutt explained to me, “follow the people who set it, and go back in time to see where they came from.… We helped significantly to bring peace and stability to Fallujah.”


When McNutt retired, he decided to use that technology to try to solve murders in America. Most go unsolved, often for the reasons I mentioned above. McNutt figured that eyes in the sky would let police see more. Police would no longer be dependent on citizens to alert them to violent crimes. It would give them a time machine: they could see a killing, and then rewind the video to see where the shooters came from.


Would you want a technology like that flying over your city? Would you want it flying over your neighborhood? What if it wasn’t over your neighborhood, but over another one across town—one that you avoid because of its high crime rate? Who gets to decide which communities the drones fly over? How do you weigh the wishes of people in neighborhoods with high levels of reported crime, which would presumably receive the most intense surveillance, against those of the rest of the city?


How rigorous are the rules governing how the footage can be used, seen, and stored? And is this really a precedent we want to set? McNutt’s footage now just renders people as indistinguishable little dots, but what happens when the cameras get better—or when the drones fly lower, and we’re not just dots but recognizable people? What happens when a city gets a police chief with a well-hidden vindictive streak, who wants to keep an eye on his critics? Can police use those drones to monitor and record a protest against police brutality, in the name of public safety, and then turn the time machine on protesters, to see whether they may have done anything warranting arrest?


We can boil all these questions down into a fundamental one, which you should bear in mind as you read this book: How much state surveillance are you willing to tolerate for improved public safety?


These are not easy questions, and they are not going to get any easier.
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“We believe we can remove the repeat offenders early in their career,” McNutt told me. “By stopping someone after they shoot their first person rather than their tenth person, you can save a lot of people. We reduce crime by solving otherwise unsolvable crimes.… And by solving those otherwise unsolvable crimes, we’re showing that the system works, that if you commit major crimes here you’ll get caught and convicted. That’s where deterrence kicks in.”


Who could disagree with any of that? Catching shooters who otherwise would have evaded justice, strengthening faith in the criminal justice system’s efficacy, deterring people from committing further crimes—those are goals that everyone can support.


But can they support those goals at any cost? Persistent Surveillance’s drones can circle above a huge swath of a city, watching and recording everyone, even those—mostly those, statistically—not suspected of committing any crime.


Now, for the moment, this sounds worse than it actually is. As I explain later in this book, the resolution of the company’s cameras is extremely low, so people look like little dots. You can’t tell what they look like, what they’re wearing or holding, or what color hair or skin they have. But camera technology is constantly improving. Even if McNutt’s company maintains a principled fidelity to low-resolution imagery, nothing is stopping another company from mounting high-resolution cameras on drones and setting them aloft above a city.


Persistent Surveillance, McNutt told me, responds to reported crimes, meaning that when they hear that a shooting has happened in an area under surveillance, they focus on that—they’re not looking for jaywalkers. But again, another company could. This technology can be used to target crime, but it could also be used to see who goes to abortion providers. Or Alcoholics Anonymous meetings. Or churches, synagogues, and mosques—and how often. It could follow people home from a demonstration. You could argue that the police could just as easily follow someone around in public. But you would notice a police car if it was following you for days. This technology is invisible and undetectable.


The Baltimore Police Department (BPD) used Persistent Surveillance for much of 2016. It was a privately funded trial—paid for by John and Laura Arnold, two philanthropists from Texas who have funded a range of criminal justice innovations. The department did not have to go through—or even inform—the city council, so it did not. The program only came to light after Bloomberg Businessweek wrote a story about it, prompting a spokesman for the BPD to explain that a surveillance program that nobody knew about was somehow not “a secret surveillance program.”4


During the trial run, the BPD reported that it retained images gathered by Persistent Surveillance for only forty-five days unless they were related to an ongoing case. But later that year, Baltimore’s police chief told the city’s Office of Public Defenders that “all images recorded/captured during the pilot program have been saved and archived and are therefore available, regardless of whether the images were provided to BPD for use in investigations.”5 This contradiction highlights another recurring theme of this book: usage policies are crucial, but without independent auditing and real penalties for failing to abide by them, they aren’t worth much.


McNutt talked to me at length about his commitment to assuaging people’s privacy concerns, about the audit trail that exists for the footage—which means that if an officer sneaks onto the system to peep at an ex-girlfriend’s house, they’ll know. I believe he is genuinely concerned about public safety and privacy. But in evaluating technology’s potential harms, the intent of a company’s founder only goes so far—which is not really all that far.


McNutt also talked about his conversations with the American Civil Liberties Union (ACLU). To his credit, he attempted to plead his case to the group at their headquarters in Washington, DC, arguing that the low-resolution images presented no threat to privacy. It did not go well. According to the article in Bloomberg Businessweek, Jay Stanley, a privacy expert and policy analyst with the ACLU, “felt as if he were witnessing America’s privacy-vs-security debate move into uncharted waters.” Stanley said to himself, “This is where the rubber hits the road. The technology has finally arrived, and Big Brother.… is finally here.”


Some would argue that McNutt is also a citizen, and would no more want to be subject to intrusive surveillance than you or I would. But financial motivations, the temptations of success, and fiduciary responsibilities to shareholders can do strange things to principles. As tinkerers from Victor Frankenstein onward can attest, creations can take on lives of their own, often quite different from those envisioned by their creators. Jack Dorsey probably did not set out to make Twitter a website for people to spread misinformation and spit bile at each other—but that is the website he created.


Obviously, Baltimore’s experiment with Persistent Surveillance was poorly handled. Police departments should not deploy active surveillance systems like this one and not tell anyone. But controversy notwithstanding, the drones did good work, and as I’ll explain later, they will fly again. In around three hundred hours of flight time, they captured twenty-three shootings on film, five of them fatal. Our phones track our locations; cookies let advertisers know our web-browsing habits; police on foot and in cars can see us as we go about our day. The drones are filming city streets, not the insides of our houses; they watch us in public, not private. Is it really that big a deal to appear as an indistinguishable dot on some drone footage, if the drones catch shooters and killers who would otherwise not be caught?


Or consider what was happening as I worked my way through the copyedited manuscript of this book—the last chance an author has to make significant changes. It was mid-May 2020, and, like the rest of the East Coast, I had been locked down at home for a little over two months. Nearly 90,000 Americans had died of Covid-19—more than a quarter of them in my home state of New York.


America and South Korea confirmed their first cases of Covid-19 on the same day—but at the time of my writing, just 260 people had died of it in South Korea. America’s population is a bit over six times South Korea’s, but it saw more than 330 times as many of its people killed. That is attributable in large measure to South Korea’s extensive human and app-based contact tracing, which involves levels of government intrusiveness, monitoring, and information gathering that many Americans simply would not tolerate. Even the suggestion to wear masks in public was too much for some.


Curiously, attitudes toward surveillance did not seem consistent or partisan: opposition to shut-down orders—and, presumably, to mandated contact-tracing app-downloading—was far more prevalent on the right than on the left, as is sympathy for the police. I spoke with numerous people on the left who are uneasy with police surveillance but pined for the sort of active health monitoring that South Korea used to corral the spread of Covid-19. For the record, I did not pine, exactly, for that sort of surveillance. But if a contact-tracing app were available—and if I had confidence that its data would go only to state and local health departments, and would not be accessible to law enforcement under any circumstances—I would have downloaded it. If it becomes available between the time I’m writing this and when you’re reading it, I will download it—and then I’ll delete it as soon as I’m vaccinated.


Some collection of personal data is essential for contact tracing, and contact tracing is essential to stop the unchecked spread of Covid-19. But there is a world of difference between voluntarily providing limited personal information for public-health purposes—and to public-health authorities—and the sort of creeping, invisible, police-driven surveillance I discuss in this book. Accepting the former, which is limited in scope and purpose, does not require accepting the limitless latter. If anything, rejecting surveillance creep becomes even more important in the face of pandemic-driven surveillance.
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I began digging into these questions about surveillance and policing, as I explained in the prologue, in early 2018, when I reported a series of articles about how technology is changing justice systems around the world. That series started with the same premise as this book: technology is radically changing policing, and we have not fully come to grips with the extent or implication of those changes. In one sense, that statement is banal: technology is changing virtually every aspect of our lives. This revolution is still young, and we haven’t fully come to grips with any of it.


But policing is unique. Police are the most visible representatives of state power. Their job is to keep us safe; to do so they are empowered to surveil, interrogate, beat, imprison, and kill. How they exercise their power can have lethal consequences, and the police are intimidating—by design.


I have been out on patrol with police officers in Newark, Los Angeles, Atlanta, and Washington, DC, as well as in High Point, North Carolina, and in Newport News, Virginia. I’ve spoken with officers from a good dozen more departments, and I’ve met scores of police officers. I have laughed with them, argued with them, gone out drinking with them, and learned from them.


Still, whenever I see a police car parked by the side of the highway, or coming up in my rearview mirror, I get nervous—and for the record, I’m a middle-aged white man who has never been arrested. I feel a sudden spike in adrenaline—the sweaty palms, the metallic taste in the mouth. Several years back, while driving my family home from Florida to Atlanta, where we then lived, I was pulled over by an officer in a tiny town in south Georgia for driving a few miles over the speed limit. (Many Atlantans believe that south Georgia police officers ticket cars with Dekalb or Fulton County plates—i.e., from Atlanta—with particular ferocity.) I was shaking—and I knew I hadn’t done anything more than mild speeding.


Police are also familiar. If I told you that, say, the National Security Agency (NSA) could listen in on our phone calls and track our movements, you would probably gnash your teeth and shrug. But “NSA” conjures up images of endless rows of computer monitors in a remote office park. Police are more identifiable, ordinary, even routine. You can put faces to police officers in ways that you probably cannot for NSA agents.


Yet police have access to much of the same street-level surveillance capacity as the NSA, with relatively little oversight. In America and other liberal democracies, the complex interlocking web of privacy laws and expectations have not yet caught up to the observational and retentive powers available to most police departments.


For instance, police cannot tap your phones to listen to your conversations without a warrant. But in most jurisdictions, your metadata—the non-call content of your phone use, including who you called, when, and for how long; your SMS messages and web-browsing data; and your location information—carries much less protection, even though, in aggregate, it provides far more information than police could glean from overhearing a few conversations: where you have been, who you talked to, what you looked for online.


Under the law, all of this is public information, because you have shared it with your telephone service provider. The “third-party doctrine” holds that voluntarily surrendering information to a third party—such as a bank or a telecom provider—negates any reasonable expectation of privacy.6 So police can obtain your financial records from your bank, for instance, without a warrant. Courts have begun to take a more skeptical view of that principle, but it remains operative even today, when for cellphone and online communications, it makes no sense.


Or consider social media postings. These are, of course, public, to varying degrees, depending on the service and your settings—but far more public than, say, a diary or folded sheet of paper that you lock in your bedside table. It makes sense that the police should want to use suspects’ posts in an investigation.


An officer for one East Coast department shook his head ruefully as he told me just how often people post videos of themselves committing crimes, or pictures of themselves with the proceeds of their crimes. My favorite of this sadly extensive genre of stories comes from Kentucky, where a young man posted a picture of himself giving the middle finger with one hand while with the other he siphoned gas from a police car (he spent a night in jail).


And yet governments have used tools that scrape data (often invisibly and without the user’s informed consent) from social media posts on an immense scale. They reap not just the contents of the posts and users’ IDs but also their IP and email addresses, telephone numbers, location data, and social media history.


In early 2019, the ACLU sued the federal government for failing to respond to Freedom of Information Act (FOIA) requests regarding its social media monitoring of immigrants and visa applicants.7 That July, the FBI solicited proposals for a tool that would let the agency track people by location and use keyword monitoring in real time. I would guess that most people understand that police can follow them around in public without a warrant, but are still uneasy at the sort of massive, warrantless monitoring offered by Persistent Surveillance; in the same way, I would guess that most also understand that social media posts are public, and therefore fair game for police to use in an investigation, but are still uneasy at this sort of warrantless, intensive, secretive monitoring on a massive scale.


In the course of writing this book, I have heard police officers and privacy activists gripe about each other extensively. Police often think that activists are naive, annoying, and reflexively anti-police; activists often think that police are deceptive and bent on control. In fact, they need each other. Activists, like everyone else, need police to maintain public safety; police need activists to hold them to account. To a large extent, as reluctant as both sides might be to admit it, they benefit from each other’s work.


A small ideological note here: I have spoken with and read the work of both police authorities and abolitionists. The latter believe, if I understand and can compress their central argument correctly, that society would be better served without police, with communities setting their own standards for criminal behavior and enforcing them collectively. I sympathize with that view but do not share it. I believe that societies need both police and civilian oversight of police; if you think otherwise, I hope you will still find the sort of activism and oversight that I endorse in this book beneficial.


Police officers will tell you—have told me—that they do not do what the privacy activists fear. They do not monitor or compile files on innocent people. They are not interested in peeking into people’s bedroom windows or keeping tabs on what political rallies they attend. But, of course, law enforcement has done all those things, and emergent forms of technology give them the power to do all of them—and more—with minimal cost and effort.


Police should have access to technology they deem necessary to do their jobs, but they should also explain to the people they serve why they need it and how they want to use it. They should set rigorous usage policies, with independent auditing, public-reporting requirements, and penalties for failing to follow them. I believe in rigorous civilian oversight of police, not because police are bad people, but because our civil liberties should not be dependent on the state’s whims and preferences, or on our ability to prevent the coming of another J. Edgar Hoover. Citizens deserve a say in how they are policed.


The overwhelming majority of both police and privacy activists have the safety and well-being of their community at heart. That is not to say they want the same thing all the time. I’m sure, for instance, that most police would prefer minimal oversight, and most activists would like maximal. But get them in the same room instead of in front of TV cameras, talking to rather than at each other, and they can quickly iron out 90 percent of their disagreements. Slowly, honestly, and laboriously, they can almost always reach a workable compromise on the remaining 10 percent. I know this to be true because I have seen where and how it works, and I will take you there.






[image: image]








In this book I’ve tried to create a framework for how citizens should think about emergent forms of surveillance technology. I’ve applied the framework to police practices, but the issues go way beyond policing. Is an open, liberal society possible if we can be tracked and recorded everywhere we go? Do we have a right to a degree of public anonymity—to expect that we won’t be tracked and monitored if we’re not suspected of committing any crimes? What is the state permitted to know about us? How, and with what degree of oversight, can they glean that knowledge? Jeremy Bentham conceived of a prison designed in such a way that a single guard could see every inmate from his post. His “Panopticon” was never built, but in essence, we all now live in a panopticon. What should we do about it? This book will look deeply into the sorts of technology that are giving rise to these questions.


The book starts by examining automatic license plate readers (ALPRs)—cameras that are being mounted on an increasing number of police cars as well as at fixed points and on private vehicles. When these devices sit atop police cars, they automatically capture images of each license plate the car passes. They let police easily find cars suspected of being used in crimes: so far, so good. But of course they also capture license plates of cars not suspected of involvement in crimes. In effect, they let police amass a granular record of everywhere you drive: whom you visit and when, how long you stay there, and where you go next.


These devices track your movements in public; nobody is peering through your window shades or listening to your phone calls. But if a police officer were standing on your street all day every day, writing down the names of every passing license plate, day after day, week after week, you would notice. And your local police department would have to decide that assigning officers to this task, for twenty-four hours each day, was a worthwhile use of resources. ALPRs accomplish the same thing effortlessly, invisibly, and cheaply.


The license plate images often wind up in databases shared by multiple police forces and supplemented by privately held ALPR companies. Who should have the right to access that database, and when? What sort of security safeguards does the database need? What happens in the event of a data breach? More importantly, do we have the right to have our data deleted, or must we simply accept that police now amass records of everywhere we go, that they can then keep forever?


The book then looks at body cameras and cellphone cameras, which give police and citizens new ways of looking at each other. Bodycams have been touted as a tool to promote transparency: instead of two conflicting verbal accounts of a contested police-citizen encounter, adjudicators can rely on video evidence. But who decides when to turn on the camera? What does it really show—and what does it leave out? What happens to the footage? Who gets to see it, how long is it stored, and with what safeguards? Who decides when to delete it? And how can it be used? These are not academic questions: What happens when you walk past a police officer on your way to a protest, and the officer is wearing a bodycam equipped with a facial-recognition app?


The next chapter discusses drones, which give police eyes in the skies. Few technologies have a larger upside. They can fly over fires without risking a helicopter pilot’s life and health. Equip them with a heat-sensitive camera, and they are peerless at finding people lost in the wilderness in winter. But they can also subject a city to, as you’ve read above, perpetual surveillance. And they can easily be weaponized.


I then consider electronic monitoring, a technology familiar to most people as ankle monitors. This technology offers immense promise as an alternative to incarceration, either post-conviction or (more politically plausible) for people awaiting trial: it’s better that they stay at home, maintaining ties with their families, perhaps with permission to travel to work each day, than sit in a criminogenic jail for months. But even as a pretrial alternative to jail, it subjects people not yet convicted of crimes to constant, burdensome state surveillance.


The book examines facial recognition, which poses perhaps a more dire and lasting threat than any other technology I discuss. When I began my research, facial recognition still had a pie-in-the-sky aspect to it, at least for the general public. Today it is in use at airports and by police departments; it is part of China’s architecture of control and repression. A growing number of places have banned it. Initially that struck me as alarmist; now it seems like good sense.


I go on to describe the algorithms used in policing, which purport to predict where and when crime will occur, as well as those used in sentencing, which try to forecast how big a risk of reoffending a suspect poses. Backers of the former use say it helps them better allocate patrol forces. Backers of the latter say it removes human bias from sentencing and pretrial detention: a judge prejudiced, consciously or not, against defendants of a certain ethnicity will no longer be able to act on that prejudice.


But these algorithms operate opaquely, and they rest on data amassed over decades, by individuals with all their biases. Far from eliminating bias, they risk calcifying it in the name of science and objectivity, thus making it harder to combat.


The book looks into encryption and the tools that can defeat it, rendering privacy protections useless. Governments and police often argue that they need a “back door” to encrypted communications services like WhatsApp and Signal: the “bad guys” shouldn’t be able to keep their communications secret. But weakening privacy protections for suspects weakens them for all of us.


And when should police be able to use these tools? When should they be able to use Stingrays, which capture the metadata of all phones in a given area? Police may trot out those tools to eavesdrop on someone they have good reason to eavesdrop on, but what happens to the rest of our data caught up in that dragnet?


I also explore what can happen when all of these technologies are combined and put in the hands of a government with scant regard for its citizens’ civil liberties. I was unable to report from China, for reasons I will explain later, so I went to Ecuador to look into that country’s Chinese-built emergency management system, which centralizes feeds from thousands of cameras across the country. It improves the responses of police, fire departments, and ambulances to emergencies, but it is also an effective central monitoring system: it lets the government spy on almost anyone, anytime, almost anywhere in public.


And finally, I report on what citizens have done in one city, Oakland, California, to safeguard their civil liberties and forge a more productive relationship with their city’s police. Their example, I hope, is the heart of the book.


Some may accuse me of scare tactics in how I write about these technologies. Guilty. You should be scared. But I do not only want to scare you. I want to scare you into taking action—into using the democracy available to you in the most effective way possible. The surveillance state is here, and it is up to us to stop it.


Ultimately, this book is less about technology than it is about democracy—I am less interested in how various pieces of surveillance tech function than in the risks they pose to citizens of open, liberal democracies. The risk in writing a tech book is that it will be quickly outdated, overtaken by news and new technology. But I trust my thesis is proof against that fate, at least for some time. I want to provide citizens with the heuristics, framework, and tools necessary to come to grips with surveillance technology in whatever form it takes for the foreseeable future.


As you read, I hope you bear in mind three metrics for evaluating emergent forms of technology.


First, consider where each new technology places responsibility for decision-making. If a security agent pulls you out of line at the airport for a secondary search before you board the plane, you know who made that decision, and you can ask why. If a machine using facial recognition does the same, then who, ultimately, has decided you should be subject to additional screening?


If, over a period of years, the facial-recognition machines at Major City X airport are found to select a disproportionate number of nonwhite people for secondary screening, whose fault is that? The airlines using the system? The agents who follow the machines’ recommendations? The programmers who created the algorithm powering the system? Can they all point fingers at each other? If a passenger believes she was unfairly treated, to whom does she turn for redress?


Can the airlines and agents just blame the algorithm? And if so, what happens then? Tech firms often consider their algorithms trade secrets, and worry that revealing them would put them at a competitive disadvantage, or let criminals game the system. The latter has always struck me as deeply implausible: show me the mugger or car thief who decides to shift hunting grounds because he knows, day to day, which neighborhoods his local police department’s predictive-policing algorithm has flagged for extra attention.


How much do citizens have the right to know about algorithms that decide their fate? In my view, they have the right to know a whole lot, but many tech firms disagree, and so far no mechanism has yet forced them to open their books.


Second, consider what each emergent form of technology means for our privacy rights and expectations. What information does it gather, and how; how is it stored, and who can see it; who can make a decision to use the technology, and with what degree of oversight?


Stingrays are devices that mimic cellphone towers, tricking all the phones in an area into connecting to them rather than the actual towers. Stingrays can then determine each phone’s unique subscriber number, and hence its owner, as well as its location, the numbers each phone calls, the numbers that call them, and how long the two phones remain in contact. They also intercept text messages and data usage, such as the websites each phone visits. Police have used these devices without a warrant—which they would need if they wanted to examine your browsing history on your laptop or look inside your mailbox.


The data from automatic license plate readers includes the times and locations of the pictures. Many police departments upload these images to shared databases, where they reside next to images captured by other police departments as well as by private actors, such as repo men. State, federal, and local police from across the country may be able to see everywhere your car has been for the past several years.


Outside of the few cities with public transportation extensive and reliable enough to let people live without cars, these images paint a granular portrait of people’s lives: where they go, when, and how long they stay. They show where someone worships, who they visit, where they shop, what doctors they see. Some agencies store these images for years, and they can remain on the shared databases for years as well. Police do not need warrants to take the pictures—they are, after all, capturing images in public view, where you have little or no expectation of privacy—nor do they always need to have any particular reason to access these databases.


A 2016 study from Georgetown Law Center found that more than half of all American adults have their faces stored in facial-recognition databases accessible to law enforcement.8 By now the share may well be higher, and at the same time, the number of law enforcement agencies that can access a given database is growing. Cameras enabled with facial-recognition technology are increasingly common, allowing unmatched tracking capacity.


In August 2019, the New York Times reported that New York City has a DNA database with 82,473 profiles.9 Some come from people convicted of crimes, but others are from those merely arrested or questioned. Police officers offered a twelve-year-old boy, whom they were questioning, a soda, then pulled his DNA from his straw and put it in their database. They’ve done the same with water bottles and cigarettes that suspects used and discarded. The practice is not unusual: at least thirty states have similar databases, comprising profiles similarly collected, often from people without their consent.


New York state law mandates that a person be convicted before his DNA can be entered in the state database. But no such law governs cities. Does that make sense? What should the law require when it comes to governments amassing genetic databases? What sort of control should we have over our own genetics and biometrics—over when the state can capture such data, who can see it, and for what purpose? Currently, we effectively have none.


Technology moves faster than the law. That is a descriptive statement, but comes fairly close to also being normative. The law should not be capricious; innovation should not be ponderous. Today, however, the threats to privacy far outstrip the antiquated guidelines set by jurisprudence developed in the landline and postal-service era.


We need to think about what privacy means in an age of perpetual surveillance. We need to think much harder than we have about what constitutes a reasonable expectation of privacy, particularly in public spaces. For instance, I doubt you would object to being captured on video by a CCTV camera that a store has trained on its front door as you quickly walked past it on your way to work. But what if that camera were suddenly to train itself upon you as you passed—as did the next one, and the ones across the street, and those on the next block, and so forth? Each of those cameras would fundamentally do the same thing as the first one: capture your image while you were in a public space. But scale and purpose make this objectionable in a way that a single, occasional camera is not.


Finally, consider how each new form of technology imperils—or can be used to enhance—equity.


Start with algorithms used in predictive policing, which, again, forecast where crimes are likely to be committed, and pretrial risk-assessment tools, which determine whether someone gets released or detained to await trial. Among these algorithms’ promises is that they can eliminate, or at least help to reduce, systemic bias. Instead of having, say, a veteran police captain, who may have formed, consciously or not, biased judgments about a particular racial group, assigning officers to patrol a neighborhood where that group is overrepresented—or a judge, who may have formed similar biases during decades on the bench, deciding the fate of a member of that same group—the department and the court would use data-driven analyses to make better, less biased decisions.


PredPol, one of the leading predictive-policing firms, proclaims that its algorithm only uses “the three most objective data points… crime type, crime location, crime date and time.”10 Shotspotter Missions (known as HunchLab before Shotspotter bought it), a PredPol rival, notes that its algorithm “does not use personally identifiable information to create its predictions.” Instead it uses historical crime data in an area, calls for service in the area, the time and day (crime tends to rise in the evening and on weekends), “upcoming events” (such as concerts or sporting events, which might dump large crowds of possibly intoxicated people on the same street at the same time), and “environmental factors” (such as the density of bars and clubs in a neighborhood).11


But historical crime data is not an objective record of all the crimes committed in a city. It is a record of all the crimes the police record. If certain neighborhoods, often poor and majority-minority, are overpoliced, and certain laws have been enforced in a biased way—such as African Americans being arrested for marijuana-related crimes nine times as often as whites, despite similar rates of use—then using that data in an algorithm will perpetuate those biases under the guise of objectivity.


Arrest patterns born from racial bias are used to determine where to send police to find further crimes. In her outstanding book Weapons of Math Destruction, Cathy O’Neil calls this “a pernicious feedback loop” in which “the policing itself spawns new data, which justifies more policing.” It echoes the famous streetlight effect—in which a drunkard looks for his lost keys beneath a streetlight not because he thinks he lost them there, but because that’s where the light is. But now it’s about crime and race, not a drunkard’s lost keys.


Or consider facial recognition’s well-known problem identifying darker-skinned people. In 2018, the ACLU built a database out of twenty-five thousand publicly available arrest photos using Rekognition, Amazon’s publicly available facial-recognition tool. The researchers then ran all the sitting members of Congress through that database, which misidentified twenty-eight of them as criminals. Fully 40 percent of those twenty-eight were people of color.12 That was embarrassing for Amazon, but in the real world that sort of misidentification could have fatal consequences.


So what does a concerned citizen do? Should we push for national and statewide bans on facial recognition, criminal justice algorithms, and other emergent technologies because they disproportionately imperil the civil liberties of people of color? That would be worthwhile as far as it goes, but it probably doesn’t go all that far: bans may pass in more liberal cities and states, but that leaves people—particularly people of color—elsewhere unprotected. And the problem is not the technology. The problem is unaddressed racial bias in the criminal justice system that risks being exacerbated if we pretend that technology can magically become race-neutral when the practices and data that feed it never have been.


Built into any humane system of laws is a contradiction. On one hand, we want laws to be enforced fairly and objectively. It offends our sense of justice when one person gets away with something for which another is punished. On the other hand, we want some space for disobedience. Jaywalking is a crime, but should everyone get a ticket every time they cross any street away from a crosswalk? That would be fair, but it would also be inhumane. We want to be able to ignore some rules at our own risk, provided doing so does not risk harm to others, and we want a measure of understanding when we break them—a warning, occasionally, when a policeman pulls us over for speeding, rather than a ticket.


These emergent forms of technology, which gather and store more information about more people with less effort than at any time in human history, imperil precisely that space for disobedience. They risk creating a society in which everything can be seen and punished, and nothing is forgotten. I do not want to live in that world, and I doubt you do, either. It is up to us to prevent its emergence.


How do we do that? Here is how we start: we use our free-speech rights to make a public case against the unfettered use of surveillance technology. We use our associational rights to find and organize other people who feel the same. And we use our states’ and cities’ public-meetings laws to show up at city council and county board meetings, demanding that our cities, towns, and states, and eventually the federal government, explain precisely what technology they want to use, why they want to use it, and how. We demand that they write usage policies before opening the first box of whatever new gadget they want to buy. We demand that they regularly and publicly report on what they’ve used, when they used it, and why. And we demand that measures be put in place to protect our data: to store it responsibly, to ensure that only those with a legitimate reason to see it can access it, and to delete it—particularly if we have not been charged with or suspected of a crime—as quickly as possible.


That task may seem daunting. Many people—in particular, many middle-class white people, who for the most part have not had the same fraught relationship with the police as communities of color—are used to treating the police with deference, and are unaccustomed to asking them hard questions. Not many of us go to city council or county board meetings. I get it—we’re busy, and it’s hard to make time in the evenings for meetings about permits, zoning laws, and parking police. Perhaps we see them as parochial, and prefer paying attention to national news, and giving our time and activism to bigger causes. But most police forces are locally controlled and governed, and hence respond to local politics and concerns. And so the first step in reining in the surveillance state is showing up.


Pressing for transparent usage policies—and more importantly, for the police to explain why they need the next shiny new toy or genius crime-prevention software before buying it—will have effects beyond just the near-term safeguarding of our civil liberties. It helps counter what one activist I interviewed astutely called “techno-determinism”—the idea that if something is invented, then it has to be used, and that to object to its usage, in whatever way law enforcement authorities say they want to use it, is to be a Luddite indifferent to public safety. It reminds tech firms, elected officials, and perhaps, most importantly, ourselves and each other, that we still live in a democracy, where we get to decide how we’re governed.


Paradoxically, pressing for these sorts of policies can help improve police-community relations. That may seem counterintuitive. But insisting on policy changes does not have to be snarling and antagonistic; it can be done firmly but politely, through established democratic channels. In Oakland, a privacy commission attached to the city council gives citizens a way to voice their concerns to police before problems start to fester. In effect, it’s a way of allowing the community and the police to create a solid, respectful working relationship.


This may strike some readers as Pollyannaish. Perhaps you believe that the police in your community cannot be trusted. Perhaps you’re a police officer, and you believe that citizens can never understand your job. But a democracy cannot function if citizens who disagree turn their backs on each other. And if we do not speak out—if we simply allow the state to amass and store more and more of the increasing amounts of data we generate—we will, through inaction, hasten the arrival of the permanent surveillance state. The only thing that prevents liberal countries from becoming China is their democratic practices. Those practices are like a muscle: they atrophy through disuse. But atrophy can be reversed. It’s time to start flexing.
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