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Introduction


Writing about hidden codes is a paradox. Secret activities traditionally are concealed behind codes and ciphers. However, time passes. Secrets eventually float up from the dark waters of occult groups and mystical communities. However secret their activities are, people love to leave traces behind. They hope to survive through their actions and creations. They want to keep their actions secret, but their grand designs have to be public so that they can amaze the universe.


We humble curious historians can only stand outside their secret worlds and gaze at their achievements or explore whatever archives reach us. In that sense, their code is both their most intimate and most vulnerable secret. It can be the code of their secret ciphered exchanges or the aesthetic code of their achievements. Breaking and entering their codes leads us to knowledge of their daily arcane life as well as to understanding of their great achievements.


We now live in codes. The world we have developed and live in is more coded every day.


We use codes to open and close our houses, cars, computers, cell phones, e-mails, and bank accounts. These codes are strangely similar, not to say identical, to the magic formulas of fairy tales, in which wealth and life depended on the knowledge of one word. An open sesame would open caverns or stop armies. Today, digital keyboards everywhere await our codes, and amulets we call credit cards generate money from ATMs. We live in a fantasy writer’s dream. No wonder fantasy books and films are so successful—they depict our daily lives.


Coding becomes a virtual extension of our skin, defining what we are and what we are not: “I code, therefore I am.”


All this magic relies on computers to manage the business of delivering, remembering, and checking codes. Computers work from programs, which are codes, the critical links between human thought and nonhuman machinery. Codes within codes within codes, as formerly there were wheels within wheels, but the watchmaker’s world has given way to the more subtle programmer’s world. Subtle or complex? Should we fear the day when one more code will gridlock the whole system or the day when codes carry on their business without caring about us?


With codes managing security, we don’t have to carry physical keys anymore. We carry codes in our heads. Is that how society protects itself against the insane? Lose your mind, lose your memory, and you are shut out of your house, your car, and the rest of your life. Remember your codes and you are back in your world. Or is that how we progressively give the keys of our universe to memoryproof, absolutely logical machines that will never fail to remember the codes?


As you’ll see in Chapter 2, “Pythagoras’s Codes,” that must be how an ancient Greek named Pythagoras felt before the universe two and a half millennia ago. He intended to break the codes of nature. Knowing the codes, he could become a player instead of a bystander indefinitely played by the world. The pentagram, the right angle, and perfect numbers were Pythagoras’s mystical set of keys. With those keys, he could start creating, assured that his creations would be as valid and beautiful as the original creation. Ever since Pythagoras, mystical societies have revered Pythagorean codes and strived to transmit them. Architects, builders, and artists have lived by his codes to guarantee the aesthetic value of their works.


This book explores how codes—both cipher and aesthetic—have come to exist and develop parallel to common open writing and speech. Coding is probably as old as humanity. We follow the developments of code from the ancient world of Pythagoras and Aeneas the tactician (Chapter 1, “The Dawn of Code”) to the present.


Code is a rich and ambiguous word. It can be a reference: a moral code, an aesthetic code, a code of honor, or a dress code. It also can be the key to a cipher in which one purposely hides a meaning that someone else can read by using the same code. This means it can be a key to being true to your surroundings or a key to treacherous diplomacies aimed at your brothers. We follow these two threads throughout the book because they cannot be separated.


Codes have been a concern of “pure” mathematicians such as Pythagoras (600 B.C.E.) and Alan Turing (1940), who believed in being true to one’s surrounding but who also had to take part in wars.


Ciphers are fascinating subjects because cipher making and cipher breaking are like puzzles applied to real life. The contest between the cipher maker and the cipher breaker is the ideal contest between two minds. Coders and codebreakers keep outwitting one another. “It may be roundly asserted that human ingenuity cannot concoct a cipher that human ingenuity cannot resolve,” Edgar Allan Poe wrote in 1840. Indeed, the history of cipher has proved that no secret writing resists breaking forever. Some codes have taken several centuries to break into, but eventually all of them were broken. We see in Chapter 6, “Homophones and Vigenère,” that the Vigenère method was renowned for three centuries as an absolutely unbreakable cipher, only to be broken by a simple solution.


Although it looks like a puzzle, it is important to stress that a cipher is not a puzzle. What is the difference? A real cipher is a conversation. It involves three persons: the sender, the receiver, and the breaker. The sender writes a text, turns it into a “ciphertext” with a code, and sends it to the receiver. The “ciphertext” is supposed to be unreadable by the breaker. Later, the receiver, knowing the code, is able to get back to the original “clear” text. However, this is not happening in the virtual world of games and puzzles; it is happening in real life, and that has two consequences. First, the coding method has to be practical and as foolproof as possible: the coder needs be sure that the receiver will read the message easily and correctly under stress and in difficult conditions such as a combat environment or a diplomatic mission in a hostile country. Also, the sender and the receiver know that the codebreaker’s success or failure is a matter of time: time, ingenuity, or plain intelligence information will bring clues and crack the code wide open. A cipher can always be made harder to break by coding and recoding a message several times, as one would put a safe in a safe in a safe, but chances are that it will become unbreakable for its very users. The risks of error will be high, not to mention the time lost in coding and uncoding. A simple mistake in one of the steps will render the code useless.


In practice, the choice of a cipher code is an acceptable risk as long as a workable code will protect the message at least as long as its content is useful. But this requires walking a thin line. For instance, historians say that Napoleon was defeated in Russia because his code was too easy: The Russians often uncoded and read his ciphered orders before his generals could read them. In contrast, the Vigenère code was used in World War I and World War II, a century after everybody knew how to crack it. In a combat environment, it held up long enough to protect short-lived information.


Aesthetic codes are the other, brighter side of coding, as the Vitruvian saga teaches us. Unlike cipher codes, they are meant to be obvious. They are meant to touch the heart before the brain. Aesthetic appreciation should come before logical analysis. Paradoxically, though, the aesthetic value is more intense when a strong hidden logic supports the code. Ever since the Pythagoreans, an aesthetic code has been considered perfect when it has been based on perfect mathematics or perfect logic yet reaches the heart directly even though the logic is hidden. With aesthetic codes as with cipher codes, we have to compromise. The code has to be refined enough to be aesthetically perfect and simple and versatile enough to be usable in all situations. Pythagoras’s genius produced that rare combination with the golden mean 25 centuries ago.


If this book were a novel, its main character would be code wearing varied masks, whether appearing in communications, aesthetics, or morals. In this epic, we humans are codes’ partners. We pride ourselves on being codes’ masters, with an inborn right to create code and to use it, disregard it or discard it. However, the reality of our relationship with code is more complex. We do create code rather easily, but code eventually gets the better of us. We often find ourselves inextricably bound by code to the point of being paralyzd in double- or triple-bind situations (our quest for freedom, our need for security, and our curiosity about new technologies, each with its own exclusive code).


Even worse, a new situation arose in the twentieth century: code underwent a quantum leap, acquiring independence and autonomy. Today code still depends on people to create and develop it, but this acquired autonomy already lets code spread and act beyond the possibility of human control. Millions of little frankencodes are out there, swarming in the virtual sphere of the Internet and electronic communication. Are these ultimate grandchildren of Pythagoras’s codes a help or a danger greater than global warming?


A note about the content and design of this book. In addition to pictures and graphics, this history of code features many examples of ciphers and codes, both old and new. They can be seen as challenges by the puzzle-minded reader, exercises by the industrious reader, or eye-catching illustrations by the aesthetic-minded reader. Who wants to read about codes without seeing some? To satisfy the aesthetically minded reader, Chapter 10, “The Cipher Gallery,” is a portfolio of codes. Some of the coded texts contain collateral data on the subject but do not influence the general course of the story.














CHAPTER 1
The Dawn of Code


A few centuries before our Common Era (C.E.), the Greeks and Romans explored basic principles of cipher that, with progressive refinements, would remain in use for two millennia. The basic human need for network communication and ciphers as a necessary counterpart was so strong that it emerged and was developed even before an appropriate technology was available. For centuries, optical telegraphy with torches, mirrors, smoke, flags, or semaphore established the basis for our current digitized networking civilization.


Polybius


The innocent-looking matrix of figures and letters at the left was a major breakthrough in the second century B.C.E. (Before Common Era). Twenty-two centuries ago, Polybius, a Greek soldier and historian, designed it to create the first efficient, sturdy all-purpose code for sending optical messages over a distance.


[image: image]


In this chapter you will see how this “Polybius code” works and how it might have become the essential communication tool in the Roman Empire. As a result of technologies such as this, Roman armies had a serious advantage over their opponents. They could exchange orders and information directly without having to send horseback messengers who might be captured by the enemy.


The Romans built the first information network and used it to exchange messages across western Asia and Europe in hours or days instead of weeks or months. For want of definite documentation, my hypothesis to date is that this system was based on the Polybius code.




Decode:


This adage of Scipio Africanus became a proverb. Can you read its meaning before learning more about the code? In the Latin alphabet, U and V are the same letter. (All answers are at the back of the book.)


21 35 43 45 51 34 15  21 11 51 35 43 44  45 23 15  12 35 32 14





The discovery and development of this code, along with the communication technologies that supported it, are vital to understanding what a code is and how it works. This history leads us to our present-day codes.


From Greece to Rome


In the second century B.C.E., Rome was in the process of conquering Greece, the last independent civilized region in the area. The Romans were pursuing their grand design of Pax Romana—a local “world peace”—by surrounding Italy with friendly countries that were run by Romans and that followed the Roman legal system.


Polybius resisted Roman domination by trying to create a federation among the Greek cities of the Peloponnese, the southern part of the Greek mainland. That effort failed when he was captured by the Romans and sent to Rome, where he spent 17 years. Although technically a captive and then a slave of the famous Scipio family, he was able to participate in Roman culture. He wrote books bearing witness to this important period when Rome was destroying its strongest enemies: Carthage and Corinth. We know of Polybius through his books on history, in which he also wrote about military strategy and technology.


As a strategist, Polybius was acutely aware of the importance of communications, and he researched methods of communicating across long distances. As a historian, he recorded the use of a sort of telegraph that had been invented and described two centuries earlier by another Greek, Aeneas the Tactician. Aeneas’s text is lost, but Polybius’s description of it is precise enough to allow us to understand the system and what he did to improve it.


Aeneas used what we now call a codebook. This is a list of possible messages—“Advance,” “Halt,” “Engage,” and so forth—in which each message is numbered. When two parties who have the list need to communicate, they need only send and receive these numbers.


Although Aeneas’s codebook listed only a few items, modern codebooks, such as those used by navies during World War I, are thick. They contain thousands of items and refer to names, places, weapons, and even specific words and sentences.


A codebook might look like this:


 







	
Advance




	
1









	
Retreat




	
2









	
Halt




	
3









	
Camp




	
4









	
Hide




	
5









	
Engage




	
6












With this codebook, the message 1–4–6 would mean “Advance, make camp, and then engage in battle.”


More important than his codebook is the way Aeneas sent messages. Although he was not the first to use optical signals, Aeneas invented the first optical telegraph. Well before him, the Babylonians and others had used smoke signals or mirrors to reflect the sun’s rays, but those messages were limited to very basic content such as “we win” or “we lose.” For any information beyond “yes” or “no,” the Babylonians had to resort to using messengers on foot or on horseback. Aeneas moved beyond such “either-or” signals and toward a defined list. Thus, his invention may well be called a telegraph, although that word was coined much later. Claude Chappe, the Frenchman who made up the word in the eighteenth century, knew about Aeneas and had so much respect for him that he created a Greek-sounding word for the device by combining graph, which means “writing,” and tele, which means “at a distance.”


How did this telegraph work in practice? Aeneas had to synchronize the sender and the receiver. To do that, he used the only time device that was available to him: a water clock. A clepsydra, or water clock, is a vessel of water in which the water drips out regularly so that its level displays the time.


Each party had an identical vessel with a tap at the bottom. The codebook was written on both vessels, with each word or phrase corresponding to a certain level of the water. The technique involved starting with both vessels full of water, opening the taps together, letting the water flow from both vessels at the same speed, and closing the taps at exactly the same time. When the water was level with the intended message in both vessels, the receiver would read the correct message on his vessel.


Two synchronizations were thus essential: the start and the stop of the flow of water. Here’s how that was done:


1. Party A would raise a torch, meaning “ready to send.”


2. Party B would raise his torch, meaning “ready to receive.”


3. Party A would lower his torch, meaning “I am opening my tap; open yours.” Party B then would lower his torch and open his tap, and the water would flow from both vessels.


4. Party A would raise his torch again to signal “Let’s close the taps.”


[image: image]


Reading level of water inside the vessel was not as simple as it would be today. At that time, no transparent large glass vessels were available, and so Aeneas’s telegraph had to work with opaque earthenware vessels. Aeneas drilled holes in those vessels so that one hole was level with each message item and put corks in the holes. He stuck wooden rods through the corks, half inside and half outside the vessel (see the illustration at the left). When the vessel was full of water, the inner parts of the rods would float up in the water, causing the corresponding outer parts to flip down. When the level of water was between the top and the bottom, some rods would be up and others would be down. This arrangement made it possible to know the level of water inside a vessel by looking at the outside rods. Many other systems could be used to display the water level. For example, a float on the water could activate an outside marker with a string-and-pulley system.


[image: image]


Much of Greece is hilly enough to make an optical system practical, but the Greeks had to compensate for distance and bad weather. To do so, they used an early version of telescopes—simple hollow tubes—to concentrate the image. Modern lens telescopes were still 2,000 years in the future.


Theoretically, the torch and water clock system was a definite improvement on smoke signals, but there is no proof that it ever was used. It could convey only a dozen or so fixed messages, and every military situation meets with unforeseen events that call for a wider range of communication, or a larger bandwidth, as we say today. When he studied the system, Polybius felt that a finite list of items would never be sufficient: they needed a way to send the full range of real language. In other words, he needed a simple way to code language and a method for sending that code. His five-by-five array (see page 6) satisfied both requirements. His brilliant idea was to switch from a codebook to a code and send letters instead of items on a list.


Polybius’s telegraph used 10 torches. The sending party had five torches on the left and—well separated from them—another five on the right, arranged so that that the receiver could count them easily. When they were not being used, they were hidden behind a wall.


To send a single letter, a specific number of torches was raised on the left-hand side, corresponding to the row in the code matrix; simultaneously, a number of others were raised on the right-hand side, corresponding to the column. The receiver needed only one torch to indicate when the letter corresponding to the intersection of row and column had been received and understood. The sender then would display the next letter.


The torch code for the letter L would look like the illustration at the right, with the taller symbols in the first sequence representing the raised left-hand torches and the taller symbols in the second sequence representing the raised torches on the right.


[image: image]


”Hello” would be torch coded in Latin like this:


Here we are coding Polybius with numbers instead of torches.


[image: image]




Decode:


Cato the Elder’s message to the Senate.


13 11 43 45 23 11 22 15  33 51 44 45  12 15  51 45 45 15 43 32 54


14 15 44 45 43 35 54 15 14







Decode:


Scipio Africanus’s paradoxical confidence.


24  11 33  34 15 51 15 43  32 15 44 44  11 45


32 15 24 44 51 43 15  45 23 11 34  52 23 15 34  11 45


32 15 24 44 51 43 15  35 53  32 15 44 44  11 32 35 34 15


45 23 11 34  52 23 15 34  11 32 35 34 15





In the 1980s, students at the RWTH Aachen University, a technical school in Germany, tested Polybius’s technology by using traditional torches to send signals between two hills. After some practice, they succeeded in sending an average of eight letters a minute. Let’s compare that rate with present-day computer transmission. If a letter is transmitted in 8 bits, the students succeeded in transmitting 64 bits a minute, or roughly 1 bit a second. This may seem low even to a pre-DSL Internet subscriber enjoying 48,000 bits a second, but it was a considerable improvement over systems.




Decode:


Suppose Polybius had adopted a slightly different coding logic in his matrix. What would the poet Virgil be saying here?


45 42 51 23 41  43 53 54  54 53  33 42 44 12 53 34 54 15 43 51 44


21 15 54  11 41 15 11 43 31 51  11 23 23  54 32 51  33 53 34 51  21


53 23 41 23 45  11 22 11 42 43 44 54  54 32 51 33


Here, the first number is the column and the second number is the row.





Julius Caesar


In 55 B.C.E., Julius Caesar leaped from his ship onto the British shore before his soldiers had a chance to do it. That act of bravery, which he carefully recorded in his own book, celebrates Caesar the first Roman to set foot on British soil. Two millennia later, Napoleon considered invading Britain but never made up his mind to do it. Because his physical strength and skill were no match for Caesar’s, he would not have jumped ashore ahead of his men. He always took part in combat from a tent on a hill with his spyglass, maps, and couriers. As we’ll see later, on this occasion he had his own telegraph ready to communicate across the channel.




Decode:


Here are Caesar’s legendary words upon hitting British soil:


OHDS, IHOORZ VROGLHUV, XQOHVV BRX ZLVK WR EHWUDB BRXU HDJOH


WR WKH HQHPB. L, IRU PB SDUW, ZLOO SHUIRUP PB GXWB WR WKH


FRPPRQZHDOWK DQG PB JHQHUDO





Of course, Caesar’s words were not sent as ciphered messages as we know them today; they were shouted in the middle of action and probably were different from what he recorded in his Commentary on the Gallic Wars. However, as you’ll see, Caesar played an important role in the development of codes, in more ways than one.


Like other powerful men, Caesar had a team of servants, called speculatores in Latin, devoted to an ambiguous function. They were employed as both carriers and gatherers of information; they acted as couriers as well as spies. Every politically active person had his speculatores to inform him on and dispatch letters to his friends and enemies. Caesar went further. Knowing all too well that they could be bribed by his adversaries, Caesar did not trust his speculatores to safely deliver his important letters. He devised the code that bears his name to hide the content from them as well as from other parties.


Here is how Caesar’s method works. You replace each letter by the letter three places farther down the alphabet: D stands for A, E for B, and so on. Conversely, when you receive a message, you replace each letter by the letter three places up the alphabet.


X, Y, and Z are coded by going “around the corner.” Think of the alphabet as being written on a circle, with A following Z, and so on. Then X is coded as A, Y as B, and Z as C. When you are decoding, A is decoded as X, B as Y, and C as Z.


There is no proof that Caesar knew about Polybius’s code, but it seems likely that he did. Torch telegraph towers were still in use well beyond Caesar’s time, several centuries later, under the emperor Trajan (98–117 C.E.). They were such an important means of communication that Caesar must have known about their basic code. However, he might not have realized the power of Polybius’s code as an enciphering method and considered it a simple telegraphic device, never imagining that its use with a keyword could transform messages into secrets (see the section on Marie-Antoinette in Chapter 6).


Today Caesar’s code may seem too simple to provide adequate secrecy, but in the first century B.C.E. it was a major innovation and probably defeated all attempts to break it.


Legend says that Caesar excelled in everything. As a teenager, he was an excellent swordsman and an indefatigable horseman. He was an outstanding strategist with a continuous record of success. He had a direct relationship with his soldiers, who loved him. He was an excellent writer and poet, a quality recognized even by his enemies. As a politician he could be dishonest, capable of bribing any opponent to achieve his goals, but he was also a visionary, passing excellent laws that became the foundation of modern republics. We owe to Caesar the rule that all debates in senates and congresses must be public. This rule is the essential difference between democratic assemblies and secret societies. Yet secrecy is a basic need of all societies for two reasons. First, democracies always need to keep an eye on government agencies. Second, in democracies, the most prominent citizens and members of the government often belong to secret societies in which laws are discussed and developed before becoming public.




Decode:


This is a saying of Publius, often quoted by Caesar, that may account for Caesar’s outstanding record of successful strategies:


EDG LV D SODA ZKLFK FDQQRW EHDU D FKDQJH





Caesar’s death took place exactly as he wished. He had said many times that the best possible death is an unexpected one. However, his famous last words express his surprise, for he never expected to see his adopted son slay him.




Decode:


Caesar’s last words at seeing his son Brutus ready to kill him.


BRX WRR PB VRQ?





Even in death Caesar could not escape singularity: Indeed the Senate immediately voted for his deification. As if to validate that act, a comet appeared that evening over Rome and remained in the sky for several days. Would a god make this his personal motto?




Decode:


Caesar’s cynical advice to politicians (coded with a different leap and broken into five-letter groups to increase the challenge).


ROHXD VDBCK ANJTC QNUJF MXRCC XBNR1 NYXFN ARWJU UXCQN ALJBN


BXKBN AENRC





Breaking Caesar’s Code


The main weakness of Caesar’s code is that there are only 25 possible jumps. If you try all of them successively, you are bound to find the right one. However, there is a much more elegant way to break the code. We’ll see in Chapter 6 that in English the letter E is used much more often than any other letter. Knowing this, the codebreaker can compute the statistics for all the letters in the message. The most frequently used one is likely to represent E, which suggests the secret leap.


Here N stands out, with 9 occurrences, followed by the 6 occurrences of C and X. This suggests that N represents E and that the code thus uses a leap of 9.


Augustus, who after a period of civil war became Caesar’s successor as head of state, felt the need for a better tool for managing the empire than private speculatores. He created the cursus publicus carried by oxen for ordinary mail and the cursus velox carried on horses for express messages, public communications, and messenger services run by the state. We’ll see that this technology survived until the nineteenth century, when optical telegraphs appeared in Europe and America switched from the Pony Express, a service very similar to the cursus velox, to the Morse telegraph.


These details of Caesar’s life are not just entertaining anecdotes. They represent the parameters of an aesthetic and political code in that Caesar has been magnified into a fundamental code of reference: that of outstanding political leader. Caesar’s name is used in many languages to designate a political leader who has absolute power. For example, it is the basis of kaiser in German, czar in Russian, and possibly Gesar in Tibetan.


Whether Caesar-like leaders are actually called Caesar or not, the code of reference addresses at least four elements of those leaders:


• They excel in physical as well as mental achievements.


• They are makers of good laws yet stand above them and may break them.


• They are excellent strategists, seeing ahead and leading the nation to conquer new territories.


• They stand as mediums between common mortals and the spiritual world.


The last element creates a link between political leadership and secret societies, in which Caesars are created and/or belong and that symbolize their access to a mythic world. Moreover, paradoxes such as simultaneously making and breaking the laws add to their mythical status and strengthen their image. Ambiguously, such leaders stand between several worlds, drawing power from all of them (see the discussion of mythical journeys at the end of Chapter 5).


The scytale


Another encryption technology was invented by the Greeks as early as the seventh century B.C.E. Using a radically different approach, this method does not replace the letters of a message with other letters, figures, or arcane symbols. Instead, it simply works on the order of the letters, setting them in a new coded order. Technically, this is referred to as transposition rather than substitution.


[image: image]


The Greek scytale system is technically very simple: the sender wraps a leather band around a stick and writes the message on the band, line after line. When the band is unwrapped, it bears a meaningless string of letters. In the example above, “abcdefghijk” becomes “ieajfbkgclhd.” One can read the content only by wrapping the band around a stick with the same diameter. The loop used here is three letters long. In the following ciphers you will have to guess the length of the loops. The ciphers are broken into groups of five letters, something professionals usually do to limit transmission errors.




Decode:


A wise remark by Aesop.


ANACD DEIOR SUTWB AOTIR FNSUE ELNTF EHRMA IYNE







Decode:


A cynical remark by Aristotle.


NNLIA RTAAI NNEHS RFGTN ELEEO HOVEA FNEBI ELOEL EGPIR HATOK


AAZTR ELLYE OWLFD RUHMO UTSEE FRHA







Decode:


A practical remark by Sophocles.


DAITL TOTIC OSOIT NMHCP EEAMA RELTR TGIHO TEOOT DFRNA UEGTW


EHSNA ENR





The mindset involved here must have been advanced, for transposition codes were only rediscovered and developed in the nineteenth century.


Trajan’s Network


In the first centuries of our Common Era, the Roman Empire seems to have made extensive use of optical communications to transmit data throughout Europe, the Near East, and North Africa. According to Ottavio Bianco Zanotti in Telegrafia optica (Torino, 1887), a network of small towers was spread over thousands of miles, with each tower guarded and managed by two soldiers. Zanotti mentions 1,200 towers in Italy, 1,200 in Gaul, and 500 in Asia.


[image: image]


We know what those towers looked like from pictures on Trajan’s Column, the monument the emperor Trajan erected to record episodes of his wars against the Dacians.


The monument is a 98.5-foot (30-meter) marble column on which scenes from the wars are displayed on a spiraling frieze, with very precise details of the characters and their clothes, weapons, and tools. At the start of the strip, which you can see above, five small towers, each enclosed in a wooden fence, could be interpreted as signal towers. Three of the towers display a burning torch, and two have no torches. Two straw huts stand between the towers on the left and the right.


Between the two types of towers a rectangular object forms a sort of 5-by-12 matrix. This could be a pyre made of very precisely piled logs, but there is no flame or anything on it to be burnt. Furthermore, the carver used a perspective that makes the towers look as if they were being viewed by an observer standing in front of the matrix.


[image: image]


The interpretation of the first spiral as a depiction of a network system is credible, but it would be much more convincing if there were written documentation. Its situation at the very start of the strip underlines its importance. Of course, a system of information and communication would have been essential to the management of war and of the empire as a whole. Moreover, the buildings are not fortified, and that precludes interpreting them as defensive structures such as forts and watchtowers.


There are several ways this system might have functioned. The carver took such care with other parts of the frieze that we have to assume that he took the same care with this part.


One possibility is that the network is a series of stations, each consisting of a single isolated tower. This tower may or may not display a torch. The system would employ a code that used only one possible signal; this would be like Morse code with only the dots. This seems feasible, but it would not have been reliable.


Let’s base another hypothesis on the matrix between the towers. The fact that that object is placed by perspective at the very center of the scene means that it must play a central role. Indeed, it shows five lines, reminding us of the Polybius code, which is based on a 5-by-5 matrix. Since there are five towers, we might imagine that the Romans used a five-torch system in which every station was a set of five small towers, each one displaying or not displaying a torch and with the towers sufficiently far apart to be seen as distinct from a distance. Like the array of shutters later used by Claude Chappe and Nicola Edelcrantz that we will discuss later in this chapter, this would enable a 5-bit binary system with 32 (2 × 2 × 2 × 2 × 2 = 32) possible signals; that is sufficient to transmit an alphabet and even more information.


This hypothesis would stand on firmer ground if the nodes of the matrix were readable. Unfortunately, the marble of the original tower has been eroded by acidic air pollution. The plaster mold ordered by Queen Victoria for the Victoria and Albert Museum in London is not precise enough. The bronze copy ordered by Napoleon III and displayed in the moats of the Saint-Germain castle is in better shape but offers no more detail except that the array of unknown objects does look like a pile of logs.


[image: image]


We may be engaged in an impossible quest here. Would the Romans carve their network code in stone for everybody to see and thus give away their secrets? If we choose the matrix hypothesis, we may consider that the log pile is there for no other purpose than to symbolize a matrix.


The Chappe Brothers’ Telegraph


After the fall of the Roman Empire, the telegraph system was all but forgotten, with no physical trace of it remaining. If ruins still exist today, they are not known as such. The system was rediscovered by scientists in Europe in the eighteenth century. As was the fashion, research started by looking for good ideas in ancient texts. Scientific work in those days required knowledge of Latin and Greek. Research papers and books were often written in Latin so that they could be read in every country. New concepts or machines often were given names formed by combining elementary Latin or Greek words. This naming strategy worked as a universal code. Anybody with a standard education could analyze a new name and know what the concept or machine was about.


[image: image]


In 1791, Claude Chappe read a book by Polybius. With the enthusiastic aid of his four brothers, he started a series of experiments. Quickly setting aside the use of torches or smoke signals, he looked for other types of indicators. He also excluded electricity, which was still only a toy: nobody really knew how to put it to practical use. As is almost always the case in research, he did not go straight to the simpler solutions but first worked at improving Aeneas’s system.


The Tachygraph


The system that Chappe called a tachygraph (“fast writing”) involved the synchronization of two clocklike pendulum devices (see the illustration at the right). Each one displayed a quadrant bearing symbols and had a needle powered by a falling weight. Since the devices were synchronized, the needles moved at the same speed and pointed to the same symbols. The sender would transmit symbol after symbol by signaling to the receiver whenever the needle passed over the desired symbol. Referring to his own quadrant, the receiver would note only those symbols.


[image: image]


The signals had to be clear and instantaneous so that sender and receiver were pointing to the same symbol. Chappe experimented with several possibilities. He first tried sounding a bell or striking a pan, but in that case the two posts had to be within hearing distance, no more then a thousand feet apart, not mentioning the time lag due to the speed of sound. Strangely enough, among other things, he did experiment with an electric wire, which put him close to beating Samuel Morse’s invention of the electric telegraph by a half a century. He abandoned electricity for lack of good insulation for such a long wire and finally opted for a rotating shutter with black and white sides above the quadrant. Opening and closing the shutter could be done almost instantaneously, and the display could be seen over long distances with the aid of a telescope.


Modern telescopes with lenses had been in use for more than a century. They played an essential role in all optical telegraphy and allowed for greater distance between posts.


Chappe demonstrated his clock and shutter mechanism to a group of official witnesses, including a notary, a priest, and a mayor, on March 2, 1791. The witnesses were impressed and testified that the message was sent and received correctly.


It is not known whether that machine sent letters, numerals, or symbols, but however quaint and unnecessarily complex it may look today, it did work. The signed affidavits of the witnesses are on display in the small museum of the village of Brûlon where the event took place. The tachygraph was not developed further, but its success encouraged Chappe to continue his work.


The shutters


Chappe went on to do experiments with different technologies. He tried an array of five wooden shutters that displayed a 5-bit binary system, with 32 (2 × 2 × 2 × 2 × 2) possible signals. By opening or closing shutters with pulleys, he could display 32 different codes, 26 of which are shown below.
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Chappe also experimented with an array of 10 shutters, which allowed for a much greater range of codes: 1,024 different signals. This better suited his goal of working not only with an alphabet but with an extended codebook, letters, symbols, and a dictionary of common words, as we’ll see shortly.
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The message sent by the first—and short-lived—tachygraph is coded here in the 10-shutter system.
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Absorbed in this scientific work, Chappe did not realize that he was risking his life. During the French Revolution, the people of Paris were in dread of the armies of neighboring countries and were not informed of Chappe’s real purpose. Seeing his machine set up on the hill of L’Etoile (the path leading up the hill was not yet the Champs Elysées), they imagined that he was exchanging signals with the enemy armies. An angry mob soon gathered to lynch him. He fled in a hurry, leaving his nearly destroyed machine behind.


After that misadventure, Chappe abandoned the shutter system. His main reason for doing that was that the signals were not sufficiently visible at a long distance in all types of weather. An array of open and closed shutters requires a very clear sky behind it to display the black and white squares clearly.


The Beam System


In 1792 Chappe finally came closer to actually writing in the sky with the system of articulated wooden beams that made him famous. A long beam—the regulator—was mounted at the top of a pole. Two shorter beams—the indicators—were attached at the ends of the regulator, as is shown in the illustration at the right. All three of the beams could rotate on axes. Each indicator was balanced with a counterweight so that the whole system could easily be manipulated into and then hold a large number of positions. With little effort, a man using ropes and pulleys could set the system into 196 of those positions. Inside the tower, a small repeater or telltale showed the operator the exact position of the beams.
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However, Chappe’s mind was set on a grander design than the signal machine itself. Chappe saw beyond the elementary mechanism of transmission; his real goal was the creation of a communications network. That vision set him apart from his contemporaries, who were proposing clever mechanisms for one-to-one communication. None of them had seen beyond that limited scope.
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With the ultimate goal of creating a practical network, in August 1793, the French National Convention (that nation’s parliament or congress) appropriated enough money to build a line of 15 telegraph stations between Paris and Lille. They were not promoting a new device; rather, they were promoting modern communication. Because of his breadth of vision, Chappe was awarded the new title of “telegraph engineer” with full official powers to use existing high buildings or build towers and cut down trees wherever necessary.


The line formally opened in July 1794. It cost the Chappe brothers a year of hard work. They had to overcome all kinds of difficulties, the least of them being constant conflict with local interests. In spite of government support, few people understood the national scope of the project. Fortunately for the project, the first transmitted message bore excellent news: victory over the enemy. The town of Condé-sur-l’Escaut had been won back from the Austrian Army.
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The Codebook


Chappe then set his mind to improving the speed of communication. Since breaking messages up into letters sent one by one was too slow, he developed an extended codebook, a rich dictionary of common words and expressions that could be sent as simple signals.


Theoretically, the main beam could assume four positions and each indicator could assume seven, allowing for 96 (4 × 7 × 7) different signals. For the sake of clarity, only 92 of the signals were used, and they were sent in pairs. The codebook thus contained 92 pages of 92 codes. When a pair was sent, the first signal pointed to a page and the second pointed to a code, word, sentence, or symbol on that page.


Among the 92 pages, there was one that contained only letters, both uppercase and lowercase, and another devoted to network use, with signals for breakdown, end of day, poor visibility, error, lunch break, and so on.


Chappe also had to deal with the fact that his signal could be seen by everyone. His telegraph was never put to public use but was reserved for official matters that had to be kept secret. To ensure security, aside from an absolute minimum number of people at both ends of the lines, no one had the codebooks or knew the codes. A message was encoded by a director and then sent and relayed from tower to tower by operators who copied what they saw without understanding the content. At the other end, another director would decode the message and deliver it.


A tower usually had two operators. A “glassman” read the incoming signals from the preceding tower with a field glass and then informed the “ropeman,” who reproduced the signal. The glassman then would observe the next tower to make sure the signal was read and transmitted correctly. A specific position of the beams signaled that everything had been done correctly.


Soon, all over France and Europe, Chappe towers were waving their beams and broadcasting indecipherable and puzzling contents. Understandably, frustrated bystanders wondered about the meaning of the signs, which became a common subject of conversation. It also stimulated the imagination of poets. Victor Hugo, for example, wrote hundreds of angry or ironic verses about it. Although he was fond of séances in which he talked to great people of the past, including Christ, and recorded the conversations in French alexandrines, Hugo resented the contemporary telegraph, which eluded his understanding.
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The first Chappe “victory” message.
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At its peak, before closing in 1854, the Chappe network operated hundreds of towers and could link Amsterdam to Venice.


Military Developments


The first country to follow France in developing an optical telegraph network was Sweden. King Karl XIII, who feared an invasion by the Russians, commissioned the young poet and engineer Abraham Niclas Edelcrantz to build a line of telegraph stations from the shore to the roof of the royal castle. Edelcrantz had studied many forms of technology in depth and had written the only book on optical telegraphy available at that time. For Sweden, he chose the 10-square shutter system shown at the right.
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When Napoleon seized power, he closed the French telegraph line, fearing that it might be used against him. Not long afterward, realizing that it was a useful tool for the exercise of power, he not only reopened the line but extended it in all directions across France and parts of Europe.
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That triggered the development of an optical telegraph in England. The London Admiralty was concerned about the possibility of an invasion by the Napoleonic armies and wanted to be informed as rapidly as possible if that occurred. Indeed, on his own side of the English Channel, Napoleon had built a giant telegraph adapted to the 20-mile-wide (32.2-kilometer) gap and had assembled all the elements of a second one to be constructed on the British side to send back signals as soon as his armies landed there.
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Napoleon’s invasion never took place, but a British telegraph system was deployed from the shore to London. The British Admiralty chose a shutter system with a code similar to the alphabet shown above.


The British shutter system must have been unreliable or perhaps it had other shortcomings, for the Admiralty closed and dismantled it the day Napoleon was removed from power. Lord Popham then chose one of the beam systems described by Edelcrantz in his 1796 Treatise on Telegraphs.
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The First Network Virus


The first documented network virus appeared on the Chappe telegraph in 1834. It persisted until 1836. Like present-day computer viruses, it took advantage of a specific weakness in the code and the network. Far ahead of its time, it worked perfectly and brought its hacker creators a fortune.


The hackers exploited the way the system managed errors. Unavoidably, the operators sometimes would make a mistake when trying to send a code. When a tower operator realized he had sent an incorrect code, he had no alternative but to send a “cancel” code immediately, before sending the correct one. The incorrect code, together with its cancellation code, would be transmitted down the line, tower by tower, with the error “tagged” for eventual correction. At the end of the line, where the messages were translated, the director would simply erase every code that immediately preceded a cancel signal.


Thanks to this procedure, it was easy for dishonest directors to introduce a virus code into a message as long as they followed it with a cancel code. At the end of the line, the code and the cancel code would be suppressed like any other mistake, and no one would be the wiser. All that was needed to complete the scheme was an accomplice near any tower, watching the wooden arms with field glasses and waiting for the right code-and-error combination. Of course, the most important weakness of the system was the fact that the wooden arms of the towers could be seen by anyone.


The hackers who used the scheme were the Blanc brothers, who were bankers in Bordeaux. They made money by playing the local stock exchange. The Bordeaux stock exchange used on Paris stock prices, but only after those prices reached Bordeaux. That involved a delay of three days, the time it took the horseback postal service to deliver a letter containing the details. Every evening a letter would leave Paris with the prices, and Bordeaux would display them when the letter arrived three days later. The Chappe telegraph could have carried the data in a matter of hours but was restricted to government use. As with all stock exchanges, anyone in Bordeaux who knew in advance whether the rates were going up or down could make easy money by buying before they rose and selling before they fell.


The Blanc brothers were persuaded to use the Chappe telegraph error system to make huge profits. However, first an obstacle had to be overcome. The telegraph line did not go straight from Paris to Bordeaux. It stopped at a substation in Tours, where the messages were decoded and written down and then sent over the line to Bordeaux. Any code-error virus sent from Paris would be routinely canceled in Tours and would not reach Bordeaux, and so the real hacking had to start in Tours.


The final solution worked like this: the Blanc brothers bought the services of the telegraph director and his assistant in Tours. In Paris, an accomplice visited the stock exchange daily, concentrating on a particular government bond that was the most popular investment at that time. Whenever the rate changed significantly, he would send a small parcel to the director’s wife in Tours: socks if it was going down, gloves if it was going up. This was not likely to arouse suspicion because the director’s wife ran a haberdashery shop where she sold those articles. Immediately after receiving the parcel, the director would insert the corresponding code into a message and his assistant accomplice would send it. The Blanc brothers had another accomplice in Bordeaux, a former telegraph manager from Lyon. Knowing the codes, he spent his days in a rented a room with a view of a Chappe tower. Watching for the right codes, he immediately reported the corresponding information to his banker friends, thus beating the postal service by two days.


Of course, the Blanc brothers’ extraordinary streak of luck aroused suspicion, but a discreet inquiry found nothing. The hacking was discovered only when the assistant to the Tours director who was in on the scam died. Before passing away, he confided in a friend, suggesting that he ask the director to take him on in his place. The director refused, and the dead man’s friend went to the police.


The hackers were obviously guilty, but they were breaking no law. Their lawyers easily won the case, arguing that although the telegraph was used only by the government, no law actually forbade private use of it. The hackers were acquitted and paid only the legal costs. The Tours director was fired.


During the trial the government came to see the danger of that loophole. A new law was drafted hurriedly that forbade personal use of a means of communications without government approval, and it was passed on the day of the verdict. Thereafter, the broadcasting of information remained a state monopoly in France until January 1, 1998, when European Community liberal laws forced a change.


It was the former director from Lyon who had watched from outside and knew everything about the Chappe codes who was the real hacker. It was he who had conceived the scheme and taken it to the Blanc brothers to put into operation. His name was Pierre Renaud. Should his name be honored or cursed?





The British network was never linked to the continental one. It connected London to strategic sites on the shore: Yarmouth, Sheerness, Deal, Portsmouth, and Plymouth. It was later replaced with a network supplied by the railroads.


Optical Telegraphy in the New World


True to the spirit of private enterprise, American telegraph systems were never government-run centralized networks. Instead of being reserved for administrative and military affairs, they were created by businessmen and used for commercial matters. Except for the Philadelphia–New York line, which was used by stockbrokers, the optical telegraph functioned mainly in ports, sending information on sea traffic. Telegraph systems of this sort were erected in Baltimore, Boston, Charleston, New York, Portland (Maine), and San Francisco.
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Americans adopted the wooden beam rather than the shutter system but also developed a system of their own: the simple and sturdy “yard-and-ball” (see the illustration above).


The Martha’s Vineyard–Boston Line


As early as 1801, the Massachusetts line was transmitting information over 72 miles (116 kilometers) between an observatory on the island of Martha’s Vineyard and Boston. The first station on the mainland was in Woods Hole. Thirteen other stations, most of them on hills that still are called Telegraph Hill, relayed the messages to Boston. The line was created, patented, and run by Jonathan Grout, a lawyer from Belcherstown. It was used by the merchants of Boston and Salem, who were eager to know about the cargoes of ships arriving in their harbors as early as possible. Conveniently, the information was delivered at post offices or was received there originally. Several successive owners then developed the line further.


There is no surviving detailed description of the system, but it was close to that of Chappe’s wooden beams. Grout named his project a telegraphe, with the terminal e indicating the French origin. Grout’s offer was business-oriented: clients applied for information on specific ships and paid if and when information about those ships was announced.


John Rowe Parker, who took charge of the system in 1822, adapted it to make it universal. He used a higher beam placed on top of the mast to indicate which code was in use, allowing the system to accommodate a variety of codes. Among others, he used the so-called Elford numbers to identify American ships precisely.


From New Jersey to Staten Island to Manhattan


New York built its first telegraph, of which we know very little, in 1812. It seems to have been based on the “yard-and-ball” or “barrel signal” principle. Black balls or barrels glided up and down vertical cables, replacing the European shutters or beams. At night the balls could be replaced with lamps, a definite improvement on European systems.


Later a line of wooden beam semaphores was deployed from Wall Street to the Sandy Hook lighthouse and to the Navesink Highlands on the New Jersey coast.


At its peak, the operation of that telegraph seems to involved the coordination of several actions and technologies. When a vessel was approaching the coast, a canoe would row out to it, get information about its cargo, and send pigeons carrying that information to the Sandy Hook or Navesink telegraph station. From there the semaphores would relay the data to Wall Street via the Staten Island and Battery stations.


The system worked with numbers in a corresponding codebook that was divided into five parts with a thousand lines each. The first part dealt with compass points and positions, the second with nautical phrases, the third with words and expressions, the fourth with vessel names, and the fifth with countries and port names.
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The San Francisco Semaphore


Telegraph Hill in San Francisco got its name from the installation of a wooden beam telegraph on its summit. This was the last one built in the United States, and it started operations in 1849, two years after San Francisco abandoned its earlier name Yerba Buena and began to expand. The code described ships and where they came from. It worked between the Outer Station, beyond the Golden Gate, and Telegraph Hill.


The San Francisco semaphore (see the illustration at the right) was short-lived: the fog that sets in at any time of the day or year made transmission impractical. In 1853 it was replaced by an electromagnetic telegraph. The mast on Telegraph Hill later was used for another code: the “time-ball.” Each day exactly at noon, a large hollow ball was dropped from the top so that ship captains could synchronize their watches, allowing them to position their ships on the high seas. Time-balls were in operation in many harbors until 1900.
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Morse Code


While articulated beams and switching shutters were chatting away to each other, many inventors had not given up hope of harnessing electricity to carry information. The essential breakthrough was the invention of the electromagnet by William Sturgeon in 1825. Sturgeon had shown that he could use electricity to strike a bell a mile away. Five years later the magnet was refined by Joseph Henry into a more powerful version that could work over greater distances.


But progress is seldom simple at the start. The first real electric telegraph was devised by the physicist Charles Wheatstone, who filed a joint patent with William Fothergill Cook in 1837. This was an apparatus with five magnetic needles pointing to a matrix of 20 letters. Despite the fact that six letters of the alphabet could not be sent and the system required six wires to run it, it was the first electric telegraph to be used successfully. The first experiment was conducted on July 25 of that year over a distance of one and a half miles in London, between Euston terminus and Camden Town station. It surprised the British Parliament, which at the start of the nineteenth century had banned “useless” debates on “electric toys.”


Samuel Morse was a portrait painter whose hobby was electric machines. His interest in communication was triggered during a trip to France when he saw the Chappe telegraph in operation. Back home, he toyed with batteries, wires, and electromagnets until he came up with an idea that was distinctly different from all previous attempts: he sent simple bursts of electricity over a wire and used an electromagnet at the far end to write on or punch dots on a paper tape. This method was simpler than Weatstone’s and left a material trace of the transmission. No trained personnel were needed at the receiving end for interpretation or recording of the message. Groups of dots represented numbers, and those numbers yielded letters in a code similar to that of Polybius.


Only later did Morse and his assistant Alfred Vail invent the combination of dots and dashes that constitute Morse code as we know it today. The debate is still open as to which of the two men actually added the essential dashes that turned the clumsy dots-only system into the practical dot-dash code. According to some historians, it was Vail alone who came up with the decisive concept, but Morse persuaded him that the commercial success of the system depended on its being marketed under a single name.


Morse first tried to raise money in the United States to put his invention into production. When that failed because American investors were not yet on the lookout for new technologies, he turned his hopes to the French and went and presented his project to the Academie des Sciences in Paris. Unfortunately, at that time, the young republic that had sponsored the optical telegraph had collapsed. Following Napoleon, France was ruled by kings who were not concerned with the advancement of the sciences. The academicians congratulated Morse on his unusual and fascinating project but dismissed it. They were happy with the Chappe telegraph, unaware that it was already outdated. Since the beginning of research on the telegraph, the French had feared that electric wires might be cut too easily; they were not sufficiently conscious of the threat posed by the fact that anyone could see their optical signals.
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Back in the United States, Morse made another try and finally found government funding for a full-scale experiment between Baltimore and Washington. On March 3, 1843, Congress passed a bill to spend $30,000 for the line. Morse set it up with insulated wires on chestnut poles. On May 24, Baltimore was linked to Washington and Morse successfully sent a message.
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Samuel Morse’s first message (Numbers 23:23).
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Morse rapidly went on to create an industry, the Magnetic Telegraph Company. Ten years later he was making plans for an international link between Newfoundland and Ireland. However, his competitor Western Union proved more successful in the long run and is now recognized as the telegraph company.


From Morse Dot to Dot-Com


Effective January 27, 2006, Western Union will discontinue all Telegram and Commercial Messaging services.


This message marked the definitive end of the 155-year era of Morse code. When Western Union sent it, the Morse-based telegraph was so obsolete that the message was not coded in Morse, and the millions of people who read it received it over the Internet, the very technology that supplanted it.


Until the middle of the twentieth century, when computer codes became more efficient, the Morse code was essential. Computer coding brought faster transmission, and computer-managed time superseded Morse’s slow, hand-managed time. With the disappearance of Morse code, humanity lost its last direct hold on its information network. Thereafter, only machines would be fast enough to manage and conduct the communication process. With satellite communication we have gone, within two centuries, from wooden beams to laser beams.


Accordingly, during the era of Morse code, all traditional forms of cipher survived and even blossomed (see Chapter 8). Such is the speed of history, however, that nowadays the Morse code and all refinements of traditional cipher coding have become the toys of Girl Scouts and Boy Scouts. However, they are fascinating in and of themselves and are central to an understanding of the history of secret societies, hidden diplomacy, and open warfare.







OEBPS/Images/f0023-01.jpg





OEBPS/Images/f0027-01.jpg





OEBPS/Images/f0029-01.jpg





OEBPS/Images/f0008-01.jpg





OEBPS/Images/f0021-01.jpg





OEBPS/Images/f0006-01.jpg
iR e
tO0_Zwn>
MOTSax
NDO TS
—~<<LXa >

O





OEBPS/Images/f0023-02.jpg
i
== _
Bx
-

=2
4O
b
e W

L= Ja)

2 oo}
<





OEBPS/Images/f0023-03.jpg





OEBPS/Images/f0014-01.jpg
N





OEBPS/Images/f0016-01.jpg





OEBPS/Images/f0009-01.jpg





OEBPS/Images/f0018-01.jpg





OEBPS/Images/f0010-01.jpg
mmn te.
Meer Mee
11 M.





OEBPS/Images/f0026-01.jpg





OEBPS/Text/nav.xhtml




CONTENTS



		Cover Page



		Title Page



		Copyright Page



		Contents



		Introduction



		Chapter 1: The Dawn of Code



		Chapter 2: Pythagoras’s Codes



		Chapter 3: The Knights Templar



		Chapter 4: The Vitruvian Saga



		Chapter 5: Freemasons from Guilt to Free



		Chapter 6: Homophones and Vigenère



		Chapter 7: Washington 108°



		Chapter 8: Turing Turing



		Chapter 9: Migrating to Code Land



		Chapter 10: The Cipher Gallery



		Solutions



		Bibliography



		Acknowledgments



		Picture Credits











Navigation





		Cover



		Table of Contents











OEBPS/Images/f0028-01.jpg
L

NORTH T FRGATE  SLOOP OF WAR

L

BRIGOFWAR  WARSCHOONER  SHP BAROUE

4}k

SOENMEEL PROPELER  BRG  BRIGANTINE
STEAMER

1A

SCHOONR SO0  VESSELIN
o VESSELIN VESSELIN





OEBPS/Images/f0020-01.jpg





OEBPS/Images/f0020-02.jpg





OEBPS/Images/f0022-03.jpg





OEBPS/Images/f0009-02.jpg
| S §





OEBPS/Images/f0022-02.jpg
NV L I'[g/‘\,l'[;/ 8 2 I
[TISN2LT mTLvv TATN
AT ST Pl 22S TS





OEBPS/Images/f0022-01.jpg





OEBPS/Images/f0015-01.jpg





OEBPS/Images/9781402783777.jpg
HIDDEN
CODES

GRAND
DESIGNS

SECRET, LANGUAGES FROM

PIERRE BERLOOQUIN





OEBPS/Images/f0017-02.jpg





OEBPS/Images/f0017-01.jpg





OEBPS/Images/f0019-01.jpg





OEBPS/Images/f0019-02.jpg
]
==





OEBPS/Images/f0019-03.jpg
=
&
E1:
-

=z
o
e
ffw
o
ffo
Ko
<





OEBPS/Images/f0019-04.jpg
CINGE I I e
Cri e S
R R





OEBPS/Images/f0030-01.jpg





OEBPS/Images/pub.jpg
s~
STERLING

New York / London
www.sterlingpublishing.com





