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Introduction


Picture the scene: it’s the evening and you’re in an American city in the 1920s, on a normal city block busy with pedestrians and traffic. The street is lined with stores and cafés, and people are shopping, eating, drinking and basically carrying on with everyday life. Then you spot something about halfway down the block – a gap sandwiched between tall buildings. An alley. Separate from the street, this place is narrow, run-down, dark, all bare walls and iron fire escapes. A dumpster lurks in the shadows, making the alley smell like the armpit of the city (can a city have armpits?). On one of the walls, right at the farthest shadowy end, there is a metal door.


This is the kind of unlabelled door you have to know a secret knock for. The kind of door that creaks as it opens, and clangs when it shuts, sealing you inside and far away from the everyday, normal, safe world. This is the door to a very specialised bar.


There’s no hope of any ‘A man walked into a bar . . .’ jokes here: this bar is exactly one of those sorts of dodgy drinking holes you imagine exist behind rusty doors. The air inside is thick, smoky, and if the alley outside smelled like the city’s armpit, the air inside smells like its sweat-stained undershirt. By a curious coincidence, standing in front of a shelf of dark bottles, each reflecting evilly the flickering neon bar sign on the wall, there’s a sweaty, burly barkeep wearing a sweat-stained undershirt.


Shady-looking characters are dotted around, sitting at tables in ones and twos. Someone thought it was important to only screw in a few bare light bulbs as ceiling lights, and the flickering candles jammed into brandy bottles on each table somehow add to the darkness. Some of the drinkers are wearing hats with the peaks tipped down low – under those brims you just know there are grim faces littered with scars. The hats seem over-cautious; it’s hard to make out anybody in the thick, dark haze.


This is the sort of bar where mysterious illegal deals are hammered out in quiet, murmured conversations. The sort of bar – no, the sort of ‘joint’ – where, if you know who to ask and how to ask for it, you can hire a hit man or arrange for some tainted money to be laundered, purchase weird illegal things (penguin sandwich anyone?) or even buy some, ahem, you know, cough . . . drugs. This is a place where murmured references to ‘the family’ are made. Say the wrong thing in this room, you think, and in a flash a gun will be pointed at you from under a table.


Every now and then there will be some sort of ‘clean city’ political initiative, and a gang of police will bust in here with guns waving. They will round up a bunch of the more suspicious characters and then slam down a sheaf of papers on the countertop, shutting the bar down using a fire regulation technicality. But a few weeks later, down the same alley with the same smell and murky atmosphere, the bar will be open again. Maybe some clients will be absent, maybe there’ll be a different barkeep serving drinks underneath a blinking neon sign spelling out a different name, but it will be, in essence, the same bar.


Can you picture it?


 


Now take this shady gangster movie-style bar and bring it into our digitally connected, virtual twenty-first-century world. Mentally transform it into a modern online place: it’s now a cyber bar! An illegal meeting place every bit as grim as our fictional ‘real-world’ gangster bar, with the same sort of nefarious types having secretive illegal conversations. Design it how you like, put blinking digital signs up, make it VR! Dot the tables with grimy QR code menus and add strange optical filters to hide the faces of the characters you find here.


Crimes of all sorts are still certainly being committed, or at least quietly talked about in code, just as in the ‘real’ bar. But no one here is drinking bourbon from dirty glasses, and instead of rolls of worn dollar bills being passed between patrons, cryptocurrency is exchanged to seal the same sort of murky deals.


Now look at the flashing pixelated sign above the barkeep’s head. See it? Grimly humming next to the ironic blue fly-zapper? It says ‘The Dark Web’.


*


In a way, this digital bar represents what plenty of TV shows and even mainstream news channels would have you imagine the real-life Dark Web is like. It’s not a bar, of course, it’s a digital meeting place. But it’s shown as secretive, ominous and threatening. The people who visit the Dark Web, it’s alleged, are like the drinkers in the gangster bar – disguised individuals with downright evil intentions and murky motives.


On certain kinds of TV shows (you know you’ve seen them; they have lots of exciting acronyms in the titles), the Dark Web is the place where an enthusiastic, young, tech-savvy cop will go and look for traces of the stolen diamonds from the big jewellery heist, or coded plans for that big drug-smuggling operation. On shows like this, even the Dark Web name is used wrongly, as a catch-all for all sorts of illegal or shady things that happen online, no matter where they happen online. Often the Dark Web is simply portrayed as bad or wicked, locked away and far from normal. Which is odd, because digitally speaking, it’s ‘just around the corner’ from the mainstream Internet. You know, the everyday cheerful place where you search for knitting patterns on Pinterest or buy artisanal bread ingredients on Amazon. This is, if you think about it, exactly the same as the shady imaginary speakeasy being ‘just around the corner’ from a main city shopping street in the safe, ‘normal’ part of town.


Ignore these tired stereotypes! They are not a true picture of the Dark Web! Well, not totally true.


OK . . . Maybe they’re a bit true.
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When it comes to the Dark Web, as you may have guessed, the truth is much more complicated than you (or any uninspired TV show producer) may have imagined.


There are many curious things about the Dark Web, including the fact that it’s not even a new invention: in one form or another it’s been around for years. Its name, which now carries those hefty evil overtones, frames it as something very different from the normal, everyday sort of Internet experience we all enjoy every, er, day. But while it is indeed a place where you can carry out digital crimes, it’s not impossible to do that on the everyday Internet either! And not everything that happens on the Dark Web is illegal.


So let me try and change a few of your preconceptions of the Dark Web. Let me help you understand what it is and what it isn’t, as well as why it is both dangerous and useful. To do this, we’re going to have to get a bit technical, and you’re going to have to learn some computer jargon.


Don’t panic. Don’t rush off and review your social media privacy settings, clear your browser history and delete all the cookies stored in your devices (though you really should do that from time to time; it’s a bloody good idea for all sorts of reasons!). I’m going to take you back in time to the slightly weird birth of the Internet, where it all began . . .










Chapter 1


The Mysterious Case of the Internet


Before we get to the complex secrets of the Dark Web itself, it’s a good idea to go over the basics of how the Internet and the regular everyday World Wide Web work. You might think you know the story already, but stick with this section, because the tale of the Net and the Web is actually a low-key thriller involving an atom-smasher, some dried figs in a time machine, and a secretive government research wing . . .FN1


This is the dawning of the age of Internet-ius


A long time ago, a particularly James Bond-ish section of the US Department of Defense called ARPA (the Advanced Research Projects Agency) was looking at various ways of connecting together lots of different computers and networks. Back then, a network of computers was a pretty new idea, but all it really was was a bunch of machines all connected together so that data could be moved easily between them, be it a bit of text, an email or some scientific data or whatnot. Basically you can picture a lot of similar-looking computers all wired up in a dingy, smelly room buzzing with electricity and hordes of researchers eagerly tapping away.


ARPA was thinking bigger than this idea of a network, though, and realised that if one computer user from a particular company or research agency wanted to share data with someone on a separate agency’s network, it wouldn’t automatically be possible or even cheap (often an important factor in government work! Sarcasm mode: off). There was often no physical connection between the two distant networks, and even if someone did hook them up, the two separate nets might be using totally different types of computer.


‘So what if,’ the enquiring minds at ARPA wondered, ‘you could “interconnect” the two networks, and give them a shared language for the connection so that they could understand each other enough to pass information between them?’ Admittedly this is a slightly strange question, but it was an important one! ARPA’s thinkers thought you could even use regular phone lines, since that was a network that already spanned the country, which could help with pricing and timeliness and so on. And if it all worked, you’d have an interconnected network sort of thing going on. An ‘Internet’, if you will!


Defence scientists liked this idea because as well as making it easier for information to travel between different users of wholly different computer networks, it made the whole shebang resilient to attack. Since this new invention was made up of a sort of grid of interconnections, it didn’t really have a single weak ‘centre’ and this meant that if you removed one key machine or link from the network, data could still flow between the various other computers over different links. That’s super handy, particularly if part of your network or the data on it is at risk of being blown up, hacked or stolen by some type of ‘bad guy’.FN2
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