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PRAISE FOR BORN DIGITAL


“Philosophy blends with social issues and insights in an invaluable pick for a brave new world, perfect for any discussions or collections strong in social issues, philosophy or science.”


—California Book Watch


“After a slew of interviews with what they call Digital Natives and a thorough survey of the digital world, Palfrey and Gasser have written a book about this social transformation that is both insightful and responsible.”


—Washington Monthly


“Born Digital offers a compelling account for parents, teachers, policy-makers, lawyers, and technical developers who want to know more about digital natives’ online activities and how these are changing society. Palfrey and Gasser present a balanced view, highlighting problems and calling for solutions. Born Digital is timely and informative.”


—Science


“Palfrey and Gasser’s fine early history of this generation serves as a starting point for any conversation about how to mentor the children of the Web.”


—City Journal


“Parents and educators will benefit from Palfrey and Gasser’s discussion of issues like safety, content control and illegal file sharing.”


—Publishers Weekly


“Ultimately, the book is an accessible survey of many of these as-yet-unsolved Internet dilemmas of our time and is well executed given the immense task of synthesizing the vast corpus of social science concerns relating to the Internet.”


—Library Journal


“Energetic, expert, and forward-looking, the authors serve as envoys between the generations. As old institutions crumble, there is a need for just this sort of enlightening, commonsensical, and positive guide to digital reality.”


—Booklist


“Digital technologies are changing our kids in ways we don’t yet understand. This beautifully written book will set the framework for a field that will change that. It is required reading for parents, educators, and anyone who cares about the future.”


—Lawrence Lessig, author of Code and Free Culture


“From now on, any attempt to understand what it is like to grow up or to live one’s life in a digital world must begin with this outstanding, original synthesis.”


—Howard Gardner, author of Five Minds for the Future and Multiple Intelligences
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INTRODUCTION


RAISING AND EDUCATING CHILDREN WAS HARD ENOUGH AS IT WAS. The way young people today use technology has only made things more complicated. It’s one thing to worry about how children are socializing, learning, and growing up generally without texting, sexting, and an always-accessible mobile phone at hand. Yet for most young people in most countries today, that’s their reality. As their parents and their teachers, we must catch up to them and figure out how to lead the way.


Our children are spending an extraordinary amount of their time staring into screens. In 2015, the average US teenager spent about nine hours per day using various digital devices, according to a study by Common Sense Media. An average tween—that is, a child between the ages of eight and twelve—spent about six hours per day on such devices. Granted, they are using some of that time to do homework on their laptops, read an ebook, or listen to music: as digital devices become more and more prevalent and interconnected, it is becoming ever harder to say what is “screen time” and what is not. What is “computer time” and what is “reading”? What is time spent “learning” and what is time spent “wasted”? The Common Sense Media figures include time spent listening to music. But no matter how you look at it—emphasizing the positive aspects or the potentially worrisome ones—it’s an unprecedented way of life, a first for this generation.1


Think about how much more complex the jobs of parenting and teaching have become with social media and other digital technologies in the mix. In the analog era—let’s call that before the 1980s—the task of raising a child involved social and emotional challenges at every age. Parents worried about their young children making friends and learning how to share in kindergarten. They sought to give their children strength not to submit to peer pressure as they entered middle school. They called upon the better angels of their children’s nature as they ran the gauntlet of the teenage years, with its manifold temptations and challenges. Parents did everything they could to help their children become well-adjusted, confident, happy people as they launched into the world as adults.


In the digital age, these questions remain at the core of what we worry about as parents. The essential nature of the challenge doesn’t change. What’s different in the digital age is that there’s another layer of complexity to the problem. Our children’s lives are mediated by technology much, though not all, of the time. Our children are living partly in a digital environment and partly in a face-to-face environment. From their perspective, there is no “online life” and “offline life.” There’s just “life.” The two are nearly seamless. The consequences of their actions in the digital realm are just as real to them as they are in the face-to-face environment, and sometimes even more acutely felt.


Our job as parents and as teachers is to help children make good choices in their digital life, just as they must in the analog aspects of their lives. An eight-year-old has always needed to learn not to wander alone into a dangerous part of town or to accept rides from strangers lurking around a park. She still needs that lesson, but she also needs to learn to make good choices with respect to data she shares about herself online and how she presents herself to the public on her first social media sites. And she needs to know what the consequences can be of making a mistake in these regards.


As the adults who are guiding them, we need to use these technologies wisely ourselves in order to be good examples to our children and our students. In order to be credible to a young person, we need to be fluent in how these technologies work, how other people are using them, and what effects their use can have. We don’t have to become experts in every new app as it emerges on the scene, but we do need to get our hands dirty (or, more literally, “thumbs active”) enough to understand how to give decent advice. Most of the time, common sense should be a sufficient guide to children, but we all know that children can sniff us out quickly if we sound like we don’t know what we are talking about.


We all know that peer pressure exerts a strong influence on children and teenagers—that’s just common sense (and social science research consistently confirms it). It’s true not only for other kinds of behavior but also for behavior involving technology use. We must inspire our children and teenagers to serve as good influences on each other rather than a negative force. The goal for a school is to create a positive youth culture around technology use, not one that accepts or rewards bad behavior. Such a culture is more easily described than created, but it is the most powerful possible force for good in technology use among youth. Once the culture is established, adults in the community must play an active role in supporting students who make good decisions, making clear what behaviors are unacceptable, and enforcing the rules fairly and consistently—just as they would with rules on other behavior issues.


There is one thing we know for sure: these children are growing up in a world that is different from what came before. They study, work, write, and interact with each other in ways that did not exist when we were growing up. They read texts, Facebook posts, Snapchat, and Instagram feeds more often than they read newspapers. They often meet each other online before they meet in person. They get their music online—often for free, sometimes illegally—but they almost certainly haven’t bought any of it in record stores. They’re more likely to send a text than to pick up the telephone to arrange a date later in the afternoon. And they’re connected to one another by a common culture. Major aspects of their lives—social interactions, friendships, civic activities—are mediated by digital technologies. They’ve never known any other way of life.


Beginning in the late 1970s, the world began to change—and fast. The first online bulletin board system (or “BBS,” for short) let people with clunky computer equipment and access to telephone lines swap documents, read news online, and send one another messages. Usenet groups, organized around topics of interest to communities of users, became popular in the early 1980s. Email began to enter popular usage later in the 1980s. The World Wide Web made its debut in 1991, with easy-to-use browsers widely accessible a few years later. Search engines, portals, and e-commerce sites hit the scene in the late 1990s. By the turn of the millennium, the first social networks and blogs cropped up online. In 2001, Polaroid declared bankruptcy, just as sales of digital cameras started to take off. In 2006, Tower Records liquidated its stores; by 2008, iTunes had become the largest music retailer in the United States. Today, most young people in many societies around the world carry mobile devices such as cellphones, smartphones, and tablets at all times. These devices don’t just make phone calls; they also send text messages, surf the Internet, and stream music. The most expensive of these phones are extremely powerful, Internet-connected computers.


Our children are growing up in the most rapid period of technological transformation ever, at least when it comes to information. It took many centuries from the time the Chinese invented the printing press before Johannes Gutenberg churned out his first printed Bibles. Few people could afford the printed books made possible by presses for another several centuries. By contrast, the invention and adoption of digital technologies by more than 2 billion people worldwide has occurred over the span of a few decades. Despite the saturation of digital technologies in many cultures, no generation has yet lived from cradle to grave in the digital era.


No major aspect of modern life is untouched by the way many of us now use information technologies. Business, for instance, can be done more quickly and over greater distances, often with much less capital required to get up and running, than in earlier times. Politicians email their constituents, offer video introductions to their campaigns on their websites, and provide volunteers with sophisticated digital tools to organize events on their own. Even religion is being transformed: priests and pastors, imams, rabbis, gurus, and even Buddhist monks have begun to reach their faithful through social media, blogs, and apps.


Most notable, however, is the way in which the digital era has transformed how people live their lives and relate to one another and to the world around them. Those who were born in the digital age don’t remember a world in which letters were printed and sent, much less handwritten, or where people met up at formal dances rather than on Facebook. The changing nature of human relationships is second nature to some, and learned behavior to others.


This narrative is about those who wear the earbuds of an iPhone on the subway to their first job, not those of us who still remember how to operate a Sony Walkman, or remember buying LPs or eight-track tapes. Much is changing beyond just how much young people pay (or don’t pay) for their music. The young people becoming university students and new entrants in the workforce, while living much of their lives online, are different from earlier generations along many dimensions. Unlike those of us just a shade older, this new generation didn’t have to relearn anything to live lives of digital immersion. They learned digitally the first time around; they only know a world that is digital.


Instead of thinking of their digital identity and their real-space identity as separate things, they just have an identity (with representations in two, or three, or more different spaces). They are joined by a set of common practices, including their tendency to multitask, their ease in expressing themselves and relating to one another in ways mediated by digital technologies, and their pattern of using the technologies to access and use information and create new knowledge and art forms. For these young people, new digital technologies are primary mediators of human-to-human connections. They have created a 24/7 network that blends the human with the technological to a degree that people have never before experienced, and it is transforming human relationships in fundamental ways.


Young people are constantly connected. They have plenty of friends, in real space and in the virtual worlds—indeed, a growing collection of friends they keep a count of, often for the rest of the world to see, in their online social network sites.2 Even as they sleep, connections are made online, in the background; they wake up to find them each day. Sometimes, these connections are to people the young person would never have had a chance to meet in the offline world. Through social network sites, young people connect with friends all over the world. They engage in various forms of messaging with them and share photos with them. They may also collaborate creatively or politically with them in ways that would have been impossible thirty years ago. But in the course of this relentless connectivity, the very nature of relationships—even what it means to “befriend” someone—is changing. Online friendships are based on many of the same things as traditional friendships—shared interests and frequent interaction—but they nonetheless have a very different tenor. They are often fleeting; they are easy to enter into and easy to leave, without so much as a goodbye; and they are perhaps enduring in ways we have yet to understand.


Young people don’t just experience friendship differently from their parents. Consider the ways in which young people now experience music. Not so long ago, teenagers would go to a friend’s house to listen to a new record. Music could signal a shared intimacy: a teenage girl might give her new boyfriend a mixed tape, with song names carefully written onto the cassette lining, to signal her growing affection. Not everything has changed: young people still listen to copious amounts of music. And they still share lots of music. But the experience is far less likely than before to take place in physical space, with friends hanging out together to listen to a stereo system. Instead they share music that they can each hear through headphones. There’s no need to be together to share a song, because the song is not on a disc or a tape or a record; it’s on iTunes or YouTube, or it can be accessed on Spotify or Pandora or some other music streaming service. The mixed tape has given way to the playlist, shared with friends and strangers alike through social networks online. A generation has come to expect music to be digitally formatted, much of which is free for the taking, and endlessly shareable and portable.


Young people are tremendously creative. It is impossible to say whether they are more or less creative than prior generations, but one thing is certain: they express themselves creatively in ways that are very different from the ways their parents expressed themselves at their age. Many young people perceive information to be malleable; it is something they can control and reshape in new and interesting ways. That might mean editing a profile on Facebook or encyclopedia entries on Wikipedia, making a movie or online video, or downloading a hot music track—sometimes lawfully, sometimes not. Whether or not they realize it, they have acquired an unprecedented degree of control over their cultural environment. The best-prepared young people can learn how to use a new software program in a snap. They seemingly can take, upload, and edit pictures to share with friends online in their sleep. Young people can rework media, using off-the-shelf computer programs, in ways that would have seemed impossible a few short decades ago. They can create applications that transform their own and their friends’ social lives.3


Young people are coming to rely upon this connected space for virtually all of the information they need to live their lives. Research once meant a trip to a library to paw through a musty card catalog and puzzle over the Dewey Decimal System to find a book to pull off the shelves. Now, research means a Google search—and, for most, a visit to Wikipedia or YouTube before diving deeper into a topic. They simply open a browser, punch in a search term, and dive away until they find what they want—or what they thought they wanted. Most young people don’t buy the newspaper—ever. It’s not that they don’t read the news, it’s just that they get it in new ways and in a wide variety of formats. And they have little use for those big maps you have to fold on the creases, or for TV listings, travel guides, or pamphlets of any sort; the print versions are not obsolete, but they do strike young people as rather quaint. These changes, to be sure, are not all good, but they will be enduring.


Indeed, many aspects of the way in which young people lead their lives are cause for concern. Young people’s ideas about privacy, for instance, are different from those of their parents and grandparents. In the process of spending so much time in this digitally connected environment, young people are leaving more traces of themselves in public places online than the rest of us have left in our lives. At their best, they show off who they aspire to be and put their most creative selves before the world. At their worst, they put information online that may put them in danger, or that could humiliate them in years to come. With every hour they log online, they are leaving more tracks for marketers—and strangers, for that matter—to follow. There’s more about them for admissions officers and potential employers—and potential dates—to find. The repercussions of these changes, in the decades to come, will be profound for all of us. But those who are growing up as young people are on track to pay the highest price.


All of these youth practices are exerting a strong influence on society. Young people are already moving markets and transforming industries, education, and global politics. The changes they bring about as they move into the workforce could have an immensely positive effect on the world in which we live. By and large, the digital revolution has already made this world a better place. And young people have every chance of propelling society further forward in myriad ways—especially if we encourage and support them in the right ways.


But make no mistake: we are at a crossroads. There are two possible paths before us—one in which we destroy what is great about the Internet and about how young people use it, and one in which we make smart choices and head toward a bright future in a digital age. The stakes of our actions today are very high. The choices that we are making now will govern how our children and grandchildren live their lives in many important ways: how they shape their identities, protect their privacy, and keep themselves safe; how they create, understand, and shape the information that underlies the decision-making of their generation; and how they learn, innovate, and take responsibility as citizens. On one of these paths, we seek to constrain their creativity, self-expression, and innovation in public and private spheres; on the other, we embrace these positive attributes while minimizing the dangers that come with the new era.


Fear is the single biggest obstacle to getting started on that second path, the one where we realize the potential of digital technology and the way that young people are using it. Parents, educators, and psychologists all have legitimate reasons to worry about the digital environment in which young people are spending so much of their time. So do corporations, who see their revenues at risk in industry after industry—recorded entertainment, telephony, newspapers, and on and on. Lawmakers, responding to this sense of crisis, fear that they will pay a high price if they fail to act in the traditional manner to right these wrongs.


The media feeds this fear. News coverage is saturated with frightening stories of cyberbullying, online predators, Internet addiction, and online pornography. Of course parents worry. Parents worry most that their digitally connected children are at risk of abduction when they spend hours a day in an uncontrolled digital environment where few things are precisely as they seem at first glance. They worry, too, about bullying that their children may encounter online, addiction to violent video games, and access to pornographic and hateful images.


Parents aren’t the only ones who fear the impact of the Internet on young people. Teachers worry that they are out of step with the young people they are teaching, that the skills they have imparted over time are becoming either lost or obsolete, and that the pedagogy of our educational system cannot keep up with the changes in the digital landscape. Librarians, too, feel pressure to reimagine their role: instead of primarily organizing book titles in musty card catalogs and shelving the books in the stacks, they serve as guides to an increasingly variegated information environment. Companies in the entertainment industry worry that they’ll lose their profits to online piracy, and newspaper executives fear their customers are turning to Google, social networks, blogs, or worse for their news.


As parents of young people growing up in this increasingly complex and interconnected world, we take both the challenges and the opportunities of digital culture seriously. We share the concerns of many parents about the threats to the privacy of our children, to their safety, and to their education. We worry, with good reason, that students routinely make poor decisions about sharing intimate material about themselves on Snapchat, thinking it can never come back to haunt them. We worry about the crush of too much information and the impact of violent games and images online. But as a culture of fear emerges around the online environment, we must put these real threats into perspective; our children and future generations have tremendous opportunities in store for them, and not in spite of the digital age, but because of it.


The purpose of this book is to separate what we need to worry about from what’s not so scary, what we ought to resist from what we ought to embrace. We see promise in how young people have harnessed the new technologies: how they are interacting with digital information, how they express themselves in the new social environments, and how they are stretching the boundaries in many different arenas—creating new art forms, dreaming up new business models, and starting new activist ventures, for example.


There is a huge risk that we, as a society, will fail to see and take advantage of the good that can come from these opportunities as we attempt to head off the worst of the problems. Fear, in many cases, is leading to overreaction, which in turn could give rise to greater problems as young people take detours around the roadblocks we think we are erecting. Instead of emphasizing education and giving young people the tools and skills they need to keep themselves safe, our lawmakers talk about banning certain websites, or keeping children under eighteen out of social networks. Instead of trying to figure out what’s going on with young people and digital media, the entertainment industry has gone to war against them, suing its young customers by the tens of thousands. Instead of preparing children to manage a complex and exploding information environment, governments around the world are passing laws against certain kinds of publications, making the banning of books look like a quaint, harmless activity. At the same time, we do next to nothing in terms of taking the kinds of steps that need to be taken if we are to address the real concerns facing young people.


Our goal in this book is to present the good and the bad in context and to suggest steps that all of us—parents, teachers, leaders of companies, and lawmakers—can take to manage this extraordinary transition to a globally connected society without trying to shut the whole thing down—which, at this point, isn’t even a possibility.


The hard problem at the core of this book is how to balance caution with encouragement: how do we effectively protect our children, as well as the interests of others, while allowing those same young people enough room to figure things out on their own? Finding the balance will allow our children to thrive and to grow, and will empower them to handle problems that will no doubt arise in their future.


The solutions that will work are complicated ones. They will involve lots of different groups, including parents and educators, technology firms and lawmakers—and, critically, young people themselves.


In shaping solutions to the problems that arise, we need not think in radically new paradigms. Often, the old-fashioned solutions that have solved similar problems in the past will work in the digital age, too. Those solutions are engaged parenting, a good education, and common sense. A lot of the things we’re worried about—bullying, sexting, stalking, and so forth—are things we’ve handled for decades, if not centuries. We can, as a society, handle them in the digital age, too, without the hysteria that has surrounded them in recent years.


Parents and teachers are on the front lines. They have the biggest responsibility and the most important role to play. But too often, parents and teachers aren’t even involved in the decisions that young people are making. They cut themselves off from the lives of their children because the language and cultural barriers between young people born digital and parents who grew up in the analog world are too great. What we hope parents and teachers will begin to understand as they read this book is that the traditional values and common sense that have served them well in the past will be relevant in this new world, too. Rather than banning the technologies or leaving children to use them on their own in their bedrooms—two of the most common approaches—parents and teachers need to let young people be their guides into this new, connected way of living. Then the conversation can begin. For many of the questions that arise, common sense leads to surprisingly good answers. For the others, we’ll need to work together on creative solutions.


That said, parents and teachers need not, and should not, do it alone. Young people, their peers, technology companies, and lawmakers also have roles to play in solving these problems. Imagine a series of concentric circles, with the young person at the center (see Figure 1). In many cases, young people themselves are the ones who are best positioned to solve the problems that arise from their digital lives. Of course, it’s not always realistic to put young people in charge, but it’s important to start there all the same. One circle out, the family and close friends of a young person can have an impact, whether through guidance (in the case of Internet safety, for instance) or through collaborative development of social norms (in the case of intellectual property). The third circle includes teachers and mentors, who often can have a big impact on how young people navigate these environments. Fourth, we look to the technology companies that develop software and offer services, which can also make a big difference in how these issues play out—and which must act accountably if that difference is going to be for the good. Fifth, we turn to the law and to law enforcement, often powerful instruments, but usually blunt ones—and properly seen as a last resort.
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We are not indifferent to the outcome of the many legal, political, and moral debates that this book engages. For one thing, we are both parents of young people. We care deeply about the world in which they are growing up, about the friendships they will make, about their safety, and about how they learn and engage with society at large. We are eager for them to become active, caring, global citizens.


For another thing, we are both trained as lawyers. We love the law. We believe strongly that the law is an essential part of organizing our democratic societies in a constructive way. The law is a crucial means to solving many social problems. But we are also lawyers who believe that the limits of law are sharply apparent in the context of many of the problems we are studying here. Despite the uncertainty inherent in predicting the future, now is the time to look ahead, whether as parents, as teachers, or as policymakers, technologists, or young people, and to shape—without doing harm—the regulatory framework for the emerging digital space in ways that advance the public interest. In some cases, like the surge in online creativity, these trends point to opportunities we should welcome. In others, such as the privacy problem or the cyberbullying problem, substantial dangers lurk in the digital future that we ought to head off at the pass. The law is rarely the right answer, but we should not hesitate to use it when it could do more good than harm. Technology companies can be encouraged to do the right thing on their own, especially when they know that future regulation is a possibility if they do not. And it’s always important to have law enforcement as a backstop for the worst cases.


In writing this book, we’ve been trying to capture a picture of something that is already kaleidoscopic in its complexity and that changes substantially every few months. By the time this book is printed, it will already be starting to go out of date—just as the first edition of Born Digital did when we published it in 2008. Despite the book’s immediate obsolescence in terms of its examples and details, however, the general principles that we advocate will remain pertinent. Our goal for this book is to provide an introduction to the most serious issues of the digital explosion and to explore how they affect our children and how we might think about solutions.


Our methodology involved a combination of approaches. Just as we did nearly a decade ago, when we wrote the first edition of this book, in the course of producing this revision we have learned a great deal from the best research done by others in the field: social scientists, psychologists, neuroscientists, developmental pediatricians, and librarians, among others. We have also conducted original research of our own, through the Youth and Media Lab at the Berkman Center for Internet & Society at Harvard University. In order to understand more clearly the issues facing young people, we conducted a series of focus groups and interviews of young people. Our goal was not to undertake a comprehensive study, but rather to take an in-depth look at the way young people relate to information and one another. We have repeated these focus groups over the course of many years, covering a range of topics. We also work day-to-day in schools with young people: one of us (Urs), as a law professor at a university (Harvard), and one of us (John) as principal of a high school (Andover).


We spoke in detail to young people from around the world about the technologies they use, about how they express their identities online, and about what they think about privacy and safety. We asked them what they create in digital formats, what they know about intellectual property, how they research new topics and keep tabs on news about the world, and how they interact with one another. In all, we have held hundreds of conversations with young people in these formal settings. You will hear their voices, though without their names attached, throughout this book. Our research is also grounded in conversations that we held with several hundred additional informants, including other young people and their teachers as well as librarians, psychologists, and researchers who study today’s youth.


This digital culture is global in scope and nature. Whether physically based in Rio de Janeiro, Shanghai, Boston, Oslo, or Cape Town, young people—often young elites—form part of a global culture of their peers. They are connected to each other in terms of how they relate to information, how they relate to new technologies, and how they relate to one another. When they chat with each other, broadcast their latest videos, post messages on their blogs and social network profiles, or share the latest tunes over BitTorrent, they do so across states, national boundaries, and continents. Parallel to their digital universe, young people are embedded in regional and local customs, habits, and values. These factors, among others—together with the social and economic context and the local laws—are likely to shape the ways in which young people use digital technology, how they can realize its opportunities, and how they will address the challenges it poses.


While researching and writing this book, we sought both to identify the common threads of the emerging global culture and to take into account regional and local differences. We have each logged hundreds of thousands of miles over the past decade, visiting dozens of countries and hundreds of places to speak with young people, their parents and teachers, representatives of software companies, and, in several cases, government officials. We interviewed them about the topics we have addressed in this book. We learned a lot from these conversations, and we hope that the insights that we brought back—from Eastern Europe, the Middle East, Asia, and Africa, among other destinations—are faithfully reflected in this book in one way or another.


As academics in highly connected, wealthy societies, both of us come from places of great privilege. We have taught and carried out research at elite institutions, both in Europe and in the United States, and we have raised our children in these cultures. We are mindful that both the opportunities and the problems outlined in this book look very different from perspectives other than our own. In light of the fact that just over 2 billion of the 7 billion people in the world even have access to digital technologies, one of the most worrying things about digital culture is the huge divide between the haves and have nots that it may engender. This divide is regional: wealthy countries like the United States and Switzerland have high levels of broadband access, high rates of literacy, and educational systems that (often) emphasize critical thinking. In other parts of the world, the technology is less prevalent, electricity often scarce, and literacy rates low, and the number of teachers who know how to instruct students in the use of technologies is in short supply. There’s a divide even within rich countries. In the United States, most young people can access the technology itself, but there are huge divides between those children who have the skills to use it effectively and those who do not.


The vast majority of young people born in the world today are not growing up digitally connected in the often sophisticated, sometimes scary way that we describe in this book. There is a yawning participation gap between those who are growing up in this manner and those who are the same age but not learning about digital technologies and living their lives as participants in digital culture.4 For billions of people around the world, the problems and opportunities we describe in this book are mere abstractions.


The biggest concern that we highlight in this book is the impact of that participation gap. The digital world offers new opportunities to those who know how to avail themselves of them. These opportunities make possible new forms of creativity, learning, entrepreneurship, and innovation. In the past, many have worried about the “digital divide,” the separation between those with access to the network and those without access. This is a persistent problem, but it’s not the whole problem. The harder issue arises when you realize that access to the technologies is not enough. All young people need to learn digital literacy—the skills to navigate this complicated, hybrid world that their peers are growing up in. This type of inequality must be overcome. The costs of leaving the participation gap unaddressed over time will be higher than we should be willing to bear.


This story is breaking all around us, and around the world, at unprecedented speed. The bad news is that there are no easy answers to the puzzles that young people encounter as they navigate their digitally mediated lives, or to the problem of the participation gap. The good news is that there is a lot that we can do as our children grow up, both with them and for them. We each have a role to play in solving these problems. We can all engage in a public conversation about these issues, using the hashtag #borndigital to link our ideas. Most important of all, we need to prepare all young people to lead the way themselves toward a bright future in the digital age.
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IDENTITIES


IDENTITY WAS ONCE A FAIRLY STRAIGHTFORWARD MATTER. IMAGINE a sixteen-year-old living several hundred years ago, in the agrarian age. She had a home in a remote village. She had two forms of identity: a personal identity and a social identity. Her personal identity was derived from the attributes that made her unique: her personal characteristics, her special interests, her favorite activities. By contrast, her family members, friends, and neighbors contributed to her social identity. These members of the community were responding, in part, to the way she portrayed herself to them in person. They could set eyes on her, and they based their judgments of who she was on what they saw. She expressed her identity through her dress, her manner of speaking, and her treatment of those with whom she came into contact.


These identities were not completely static. The girl could try changing several aspects of her personal identity. Perhaps she was in a position to choose different clothes, express herself in a new way, develop new habits and interests. She could potentially change parts of her social identity by associating with different people, adjusting her social relationships, and so forth. No matter how hard she tried, she wouldn’t have been able to control her social identity completely, though; her family’s status, gossip among neighbors, and other factors outside her immediate influence could all affect it, too. And her social identity might shift with the passage of time. Important life events—marriage and childbirth, struggles and successes—would have made a difference. Despite these changes, her fellow villagers might still recall earlier versions.


If the girl wanted to change—or altogether abandon—aspects of her social identity quickly, she would have to go beyond the small community where she grew up. If she moved to a nearby village, there would likely still be some people who knew her, or knew of her through others. Some would recall how she used to express herself, and could tell stories about her. They would only be able to tell these stories orally; there were few permanent, reliable records kept about any individual. Still, word would spread.


If the girl wanted to change radically, she could move a sufficient distance away—say, to another town whose inhabitants had little communication with the residents of the town in which she had previously lived. She could completely abandon her old social identity if she were willing to travel far enough. It was hard, but not impossible in the agrarian age, to cut off friends and family for good.


This kind of dramatic transformation became much more difficult with the advent of the industrial age. New forms of transportation, rising standards of living, consumerism, and urbanization were among the forces that would make it much easier for people to change aspects of their personal and social identities. More options would be available to a sixteen-year-old girl in a nineteenth-century city than to one in a medieval village. The city girl might change neighborhoods or her style of dress, like the village girl, or she might join a different church or social club. She might relocate briefly in one place and return to her old haunts, and so forth, each time adjusting her personal identity in the process.


But in the industrial age, social identity was harder to control than it had been before. A young woman of this era could hide in the crowd of a big city, but she also might interact and build relationships with far more people in the course of everyday life than the girl in the rural village. More people could come to know of her and both shape and track her social identity as she went about her daily life. The advent of modern publishing enterprises (such as the daily newspaper), various recording mechanisms (such as the camera), and modern bureaucracies (such as administrative agencies that kept records on citizens) added new degrees of permanence to identity. She would be far less able to re-create her identity in a complete fashion than she would have been in the agrarian period. A photo of her in the uniform of a waitress at a hotel restaurant, for instance, could mark her identity in a persistent way. If she were to leave one place for another, a record of her move would be more likely to exist (though it still might not exist), and, thanks to greater mobility and postal systems, evidence of her new identity could be carried or mailed back to her previous homes.


Like the industrial age before, the Internet age is prompting another large shift in what it means to build and manage one’s personal and social identity.1 Some of these shifts are fundamental, others more subtle. And the vectors of change don’t always point exactly in the same direction, as identity in the digital age becomes more fluid in one sense but more sticky in another.


A sixteen-year-old girl’s personal identity today is in some ways not all that different from what it would have been in the past. People still express themselves through their personal characteristics, interests, and activities. In some ways, the Internet has simply added another dimension—the online space—to the possibilities through which a young person’s personal identity is expressed. And due to nearly ubiquitous mobile phones and around-the-clock Internet access (unless one makes a deliberate effort to stay away from digital devices) the online and offline spaces are increasingly blurring. While the girl now has many more possibilities to express herself, develop interests, and engage in different activities, the fact that she lives part of her life in digitally mediated way does not itself have to have a fundamental impact on her personal identity. To be sure, digital technologies can have more subtle psychological implications with respect to one’s personal identity. For instance, the viewing and editing of one’s Facebook profile—versus looking into a mirror—can increase a young person’s self-esteem and might have implications for how we see ourselves (self-concept), as experiments have shown.2 Similarly, developing and exploring interests online by using platforms such as Instagram or YouTube, or engaging in distinct forms of online activities such as social gaming, may affect a young person’s sense of self and personal identity in nuanced ways.3


A sixteen-year-old girl’s social identity, in contrast, may be quite different today from what it would have been in the agrarian or industrial ages. In the digital age, her social identity may be shaped by associations that are visible to onlookers at any moment through connections on social media platforms like Facebook, Instagram, or Twitter, or through behaviors and attitudes on instant-messaging group chats in WeChat or WhatsApp. In turn, the actions of her friends can affect her identity in ways that third parties can observe. Although she might be able to shape how her social identity is being constructed by using certain platforms and not others, or by deciding what kind of personal information she wishes to disclose with whom and what not to share, the extensive data-collection practices by commercial online platforms reduce the amount of control she actually has over this information. In fact, she might be able to change aspects of her personal identity much more quickly and easily than she can change certain aspects of her social identity—if she can change them at all.


The net effect of the digital age—paradoxically—is a potential decrease in a person’s ability to control her social identity and how others perceive her. And while she can experiment with multiple identities online, she may well be more bound to a unitary identity than she would have been in a previous era.


To be sure, the Internet doesn’t change the notion of identity altogether. Nor are all of its effects new or unfamiliar to us. In some ways, the nature of identity in the Internet age resembles what it was in the agrarian past. Personal identity is much the same now as it was then. And despite the changes in the dynamics of social identity that are now taking place, in some ways even these dynamics remain the same. But the Internet and social media have made identity formation and management more complex. Consider “selfies” as a case in point.


If you are a social media user, it is very likely that you have come across a duck-face selfie recently—or any of its many other forms. Selfies are self-images that are taken via a digital camera—typically embedded in a smartphone—or webcam and instantly posted on social media or other content-sharing platforms. In almost no time, selfies as a new form of expression have taken over the Web, becoming, in the words of our friend and collaborator Nishant Shah, “the most ubiquitous symbols of contemporary cyberculture practice.”4 Especially to adults who are not immersed in this culture, selfies may be perceived as a vehicle for self-promotion and attention seeking, or a sign of narcissism. But such an understanding is too simplistic. Rather, selfies are better seen as an important form of self-expression through which the self and a sense of connection to others can be communicated.5


Selfies tell us something about the decisions young people make when dealing with self-presentation and identity formation in the complex, networked world.6 As one scholar eloquently put it:


            At the moment of capture, a selfie connects disparate modes of existence into one simple act. It features the corporeal self, understood in relation to the surrounding physical space, filtered through the digital device, and destined for social networks. Each of these elements appears in relation to the others, attracting competing logics and languages of belonging and expression into one quick photograph. In other words, the selfie exists at the intersection of multiple assemblages . . . that draw complex and often contradictory subjectivities together.7


This quotation makes clear that a selfie often represents more than a simple snapshot; we can understand it as a composition that bridges between the offline and online spheres and is targeted at an imagined audience. The example of selfies points to another important factor to keep in mind: from the perspective of young people, identity is not broken up into online and offline identities, or personal and social identities. Because these forms of identity exist simultaneously and are so closely linked to one another, youth almost never distinguish between the online and offline versions of themselves. They establish and communicate their identities simultaneously in the physical and digital worlds.


The sixteen-year-old might be bound to certain attributes in the physical world, while in digital space she can experiment with self-representation, sometimes in modest ways and sometimes dramatically. Her multiple representations inform her overall identity. She can now create a new identity and go into an online environment where people do not know who she is, at least for a while. She can start using applications that allow her to (pseudo-)anonymously create and view discussion threads within a certain radius, such as Yik Yak or Whisper, or she can share anonymous text-based posts and images with others through a mobile application like After School. She might also create a new profile of herself on a more common social media platform, such as Facebook. Most likely, she will actually start creating new profiles on multiple platforms and diversify the social media platforms she uses. Each platform invites and supports different forms of self-expression and experimentation. Also, on each platform she can present herself in a way that is strikingly different from the way she presents herself offline. She might choose a creative user name on a social media platform such as Instagram that isn’t associated with her real name, perhaps as a way to try out an identity that is not explicitly tethered to any other identity she’s had in the past. In this sense, our young girl could reinvent herself many times over without leaving her bedroom, much less her village. And she need not explore these identities successively over time; instead, she can create them all in one day and explore them simultaneously.


A sixteen-year-old digitally connected young girl can explore, adapt, and change aspects of her personal and social identities almost constantly. She frequently updates expressions of her identity, whether offline or online. Just as she changes her clothes or her hairstyle, she changes her profile picture on Facebook, Instagram, or Twitter. She adds (and occasionally deletes) friends or entire profiles of herself. At the most creative and/or active end of the spectrum, she might post short video clips on Vine or broadcast to a live audience on YouNow. Some of the digital ingredients of her identity change at the hands of others, too, as friends post items on social media that have her name associated with them.


Identity formation among youth is different from identity formation among predigital generations in the sense that there is more experimentation and reinvention of identities and there are different modes of expression. These ways of expressing identity often seem more foreign to parents and teachers than they really are. Studies of online identity formation consistently suggest that despite the differences associated with the digital era, youth tend to express their personal and social identities online much as people always have offline, and in ways that are consistent with their identities offline.8 And while early forms of social media invited identity play and supported fantasy identities, self-presentation in today’s social media is quite accurate, as many platforms’ Terms of Services ban “false personal information” and operate under (highly controversial) real-name policies.9


Parents and teachers who worry about the digital age are right that some aspects of online engagement could be cause for concern. While the possibility of greater exploration in identity formation offers terrific possibilities in terms of personal development, the risks are real. Perhaps we need to take these risks even more seriously than most parents and teachers now realize.10


It would be too simple to say that the Internet age represents only an amplification of the trends that began to emerge in the industrial age. In fact, something quite new is happening: identity as a concept tends to be much more fluid in the networked age. A sixteen-year-old has many more choices available to her when it comes to making modifications of her identity. She can adjust aspects of an online identity on the fly, over the course of a day.


Just as young people always have done, youth try out different aspects of identity in experimental ways, both online and offline. One of the long-standing debates in the literature of identity turns on the question of multiplicity. Some sociological theories suggest that young people have multiple selves; others argue that these multiple forms of representation come together into a more or less unitary self-construct.11 The common thread among the many competing theories of identity is that people tend to have multiple self-representations—different levels of both personal and social identities—that together form a whole. In focus groups and interviews, several young people revealed that they had multiple self-representations. Where they disagreed was on what these multiple self-representations meant for identity: Some saw themselves as having one or more “identities” in the converged online and offline worlds, whereas others perceived themselves as having only one identity that was expressed in both contexts.


One of the paradoxes of the Internet age is that while a young person’s use of various technologies allows her a nearly infinite array of possibilities for re-creating herself in a wide range of platforms, it has bound her ever more tightly to a unitary identity overall. The capacities of all sorts of companies (and other organizations, including governments, for that matter) to track and record an individual’s movements have exploded since the industrial age. The extent to which the information that people explicitly and implicitly reveal about themselves can be tracked from place to place continues to grow. It’s much less likely that a sixteen-year-old girl of our time could simply move to another city and begin again, without people in the new place being able to learn about her past identity or identities if they were committed to doing so, as compared with her counterparts in the agrarian or industrial societies.


Youth are using the Internet to share more personal information about themselves than ever before. This trend is a source of consternation to many parents and teachers, especially if the adults in the equation spend much less time online than their children or students. (Just to be perfectly clear: youth are by no means breaking this new ground alone. Often, adults are exposing more about themselves than their children.)


While some information about a young girl is created and shared by her friends and family, or collected without realizing it (think of GPS data on your mobile phone), much of what makes up her identity is information that she consciously puts forward to the world. This includes the pictures she posts to her Instagram or Facebook, her Tweets on Twitter, and her latest Snaps on Snapchat. For the most active youth, identity might be expressed through videos on YouTube, or through short video clips on Vine. Those in the younger set might have multiple avatars in Club Penguin, and their older, more sophisticated peers might express identity through Scratch, Minecraft, or other gaming environments. Identity also includes the connections a young person makes to other people, the friends she interacts with on social media. These connections can be initiated through searches for other users with similar interests, or can be strengthened with friends made offline. The array of services that offer ways of expressing and honing a young person’s identity is dazzling.12


These intentional digital contributions to identity—in the form of inputs of shared personal information—are central to a young person’s emerging identity. A sixteen-year-old girl, within limits, has the ability to shape her identity with care and to change it over time to incorporate new ideas about how she wishes to be perceived. Through these many means, youth are much more willing than their grandparents were in their day to share personal information with others—both friends and people they haven’t met face to face.


For people who were not born in the digital age, and who do not live a digital life in any substantial way, but are finding their way in a digital world, this is one of the greatest puzzles: What drives youth to post so much information about themselves in digital publics? Why do young people share all this information about themselves online?13


There is no simple answer to this (misleadingly straightforward) question. There are hints, though, that one can derive from various scholarly disciplines: from psychology and sociology, from evolutionary biology and economics. A great many researchers, from a great many fields, are trying to make sense of young people’s practice of disclosing such vast amounts of personal data—everything from a selfie to where they live.


Psychologists have developed what they call the “disclosure decision model” to explain why a sixteen-year-old might reveal so much information to others. The underlying assumption is that people decide what personal information they will disclose, how they will disclose it, and to whom they will disclose it based on their evaluation of the possible rewards and risks. According to this model, the disclosure of personal information—say, a sixteen-year-old’s posting of her hobbies online, or information about where she lives or about her tastes in music—is intended to achieve certain goals. Those goals might include social approval, intimacy, or relief of distress, among other things. Or they might include more mundane objectives, like saving money or time (for instance, disclosing a credit-card number to order a book online), or pleasure or altruism.14


According to the disclosure decision model, individuals examine—as rational actors—whether the disclosure of information is indeed a good strategy for achieving desired goals in particular situations, and whether the expected benefits outweigh the risks.15 But people, alas, are not purely rational, particularly not youth: there is reason to believe that young people systematically underestimate the risks of disclosure. The data do not suggest that youth disclose more information than other people who spend large amounts of time online, but the risks they run are nonetheless substantial.


The risks that a sixteen-year-old girl runs include the likelihood that this information will be accessible to others for a long period of time and from contexts that she does not expect. The more information related to her financial life that she discloses online, for instance, the more she may be at risk of identity theft, one of the world’s most common crimes. At the time of disclosure, she faces a nearly impossible task in evaluating the costs and benefits of sharing information about her identity.


Rational utility models can only go so far in explaining why youth—and older people, for that matter—decide to disclose information. Such models help to explain why people risk revealing information like credit-card numbers to purchase a book. But they don’t explain why youth reveal so much of themselves, particularly on social media—the platforms that absorb so much of their time and provide the most obvious platform for identity creation. Meanwhile, there is significant risk in the form of the future uses to which the information may be put by third parties.


The answer, in these social situations, may lie in the idea of reciprocity. Social life for many people has a crucial online component; the online world complements and extends the offline social sphere. A series of norms about sharing information, and in turn gaining access to information about a peer, governs these interactions.16 The expectation that one ought to reciprocate when someone else shares personal information, for example, may lead a sixteen-year-old to share information about herself with little regard for risks. These dynamics are easily observed on social network platforms, where the act of “friending” someone often corresponds to granting that person greater access to information about oneself.17


Young people disclose information about themselves online to build trust with others and as an extension of their lives offline. When someone sends an invitation to connect on Facebook or Instagram, a sixteen-year-old might look to see how many friends and followers they have in common. If they have several friends and followers in common, she may be more likely to accept the “friend” (on Facebook) or “follow” (on Twitter and Instagram) request. In visibly connecting with someone online, a young person is often vouching for that person by associating that person with her profile. This dance tends to lead to cooperative behavior online. The friends become linked to one another, their social identities coupled through a public display on social media, and a young person knows that her reputation, and the reputation of her friends, is at risk if she doesn’t play nicely.18 The disclosure of one particular type of information—public communication about friendships—represents a technique of impression management and self-presentation.19 The structural design of online platforms both constrains and builds upon these means of building networks of identity and trust.20


As she shares information about her identity on Tumblr or Instagram, a sixteen-year-old is providing clues to the psychological and sociological processes that underlie the social interactions of her peer group more broadly. On the one hand, the disclosure of personal information on her profile is a new form of peer communication that replaces old ones (such as diaries or letters). The disclosure can be understood as a means of developing her notion of personal identity and a means by which that personal identity evolves.21 On the other hand, the revelation of personal data on the Internet helps her to establish group membership, which is central to her social identity. Think about Facebook’s social structure: users form a very large group of over 1 billion people, who then subdivide themselves into many smaller networks and groups to which other users can “subscribe.” From these many network and group memberships, in turn, youth derive and express multiple social identities.22


There are reasons to be excited about the changes in identity in a digital age. Youth are using networked public spaces as crucial environments to learn socialization and engage in identity development.23 In many cases, youth have moved to these networked public spaces because they feel they have been chased out of other public environments. Youth turn to social media as havens from other places that have become, in their view, constrained. In turn, on these online social media platforms, many good things are happening: participants learn what it means to be friends, to develop identities, to experiment with status, and to interpret social cues.24 These environments allow for identity play, an important part of the developmental or therapeutic stage in overall identity development.


The habit among youth of sharing many of the details of their everyday life on social media is neither random nor uncontrolled. They are learning as they go, and they are more conscious of what they are doing than they are perceived to be. Online, youth experiment with, develop, and learn to represent identity in a space that often feels more private, or at least more controlled, than it probably is. A young person’s identity is context-specific; its expression depends on who’s asking, what environment they’re in, and what day it is. These multiple identities complicate matters in terms of how youth think of themselves and present themselves to the rest of the world.25 That level of complication is likely to grow over the course of a lifetime as youth live more and more of their lives online and as the number of environments in which they express themselves in various ways grows.


Other platforms also enable identity play. Particularly in the early days of social media, so-called Multi-User Dimensions (or Dungeons) (MUDs) and virtual worlds such as Second Life were used to create fantasy identities to express multiple and unexplored interpretations of self. Today, Massively Multiplayer Online Games (MMOGs) such as World of Warcraft and League of Legends play a far greater role in the lives of young people than virtual worlds do. Young users are driving the market for digital games with revenues in the billions of dollars per year—and these revenues grew 18 percent from 2014 to 2015 alone.26 At a younger age, part of the formation of identity often takes place through the mediation of such games. To see how this works, imagine that our young person picks up a mobile device to play Clash of Clans, an online multiplayer game where users build settlements, train armies, and attack other users to gain in-game rewards. The game connects through the mobile device to a network of other gamers. This means a thirteen-year-old boy could play with his sister in the seat beside him in the family minivan—or with anyone else who happens to be playing at the same moment, regardless of where they are in the world. And as he plays, he’s creating another part of his digital identity online.


Just as there are reasons to be excited about identity development in the digital age, there are reasons, too, for concern. One of the big differences between what youth are doing in creating and experimenting with their identities and in interacting with their peers online, and what their parents did as teens talking on the telephone, or hanging out at the local mall, is that the information that today’s young people are sharing online is often easily accessed by anyone, including people whom they do not know. Versions of these identities and interactions will likely be around for a long time to come. It’s no secret that the digital medium is characterized by high degrees of accessibility and persistence. Negotiating various audiences and contexts is fairly straightforward in the physical world (the way a young woman represents herself at her part-time job, through clothes and patterns of speech, might be different from the way she represents herself with friends). But online, youth are managing their identity representations in a space where dynamics of visibility, context, and audience are much more complex.27


Awareness among youth about how accessible and persistent online information is falls on a spectrum. Some youth we interviewed perceived their friends as the main audience of what they post online, whether on YouTube or Facebook. Others were plainly more aware of the implications of the fact that many other viewers can see the personal information they put online.28 As one high-school student told us:


            For me I know with . . . Facebook because a lot of my friends are adults on there that I work with, or like older people I’ve worked with, I always feel like I have to maintain a very professional—like I don’t have like really—I don’t have any inappropriate pictures on either. And like I am very simple because I don’t want to like—yeah, I don’t—you don’t want strangers to look at my profile and—I don’t know. I just want to give a very simple and accurate, like, presentation of who I am. . . . I personally am very like, you know, I’m very careful about what I put on . . . Facebook is like making sure that that’s what—that’s who I feel I am.29


The process of building and managing identities in the Internet age is complex and full of possibilities for most young people growing up in wealthy, digitally connected societies. Those who seek to control and shape the various personally identifiable data elements that are disclosed to third parties over the Internet throughout their lives will face constant challenges.30 Unless technologies, the law, or social norms change radically, it will be a Sisyphean task. One student told us: “Some kids keep every picture on [their profile], which I think is really dumb. But it’s their choice. If there were pictures taken at a party and kids were drinking or something, I don’t want people seeing me in that position. I know that colleges are looking at kids’ profiles more nowadays. I don’t want to put myself in that position.”31


Those who do not seek to control or shape their digital identity, whether because they are too unskilled to do so or because they are merely daunted by the likelihood of the rock rolling back down the mountain, may well face other problems in the future. They could come across employers reluctant to hire them or college admissions officers reluctant to accept them, dates who fail to show up at the appointed time and place, people who find them when they don’t want to be found, or embarrassing conversations with their children about what they did in their youth—all because a Google search turned up unflattering photos or incriminating or revealing text.


Among the many changes in what it means to form an identity in a digital age, two stand out as likely to have the most impact over time: instability and insecurity.


Instability, in this context, means that one’s identity in the digital age changes frequently, and not always through the volitional acts of the person whose identity is at stake. A young person in the digital age has to do more to manage and control her identity, as others perceive it, than the young people of earlier eras did.


Young people change the personal information they share over digital media all the time as their sense of self and the way they wish to portray themselves change. What it means to be a young person hasn’t changed; what has changed is the manner in which youth choose to express themselves. The various online expressions of identity not only reflect a young person’s state of identity as he or she currently perceives it, but also shape that identity by influencing the young person’s perception of how others think about him or her. In this sense, the creation and revision of identity is a sort of feedback loop.


Making changes in self-presentation might be as simple as modifying a few aspects of a public profile on a social networking platform. It might mean swapping out a photo or a self-description on Facebook, the expressions that a young person’s friends are most likely to see. Sometimes a young person adjusts a dominant part of his or her digital identity by creating a new profile or gaming character, or switching platforms when one social media platform or application goes from hot to passé. These changes can happen as often as every couple of months. Sometimes a young person might just create a new identity within a given social network.


Just as the digital identity of a young person is at once rich and interesting and easy to create, it is also fragile and vulnerable to manipulation and falsification. In the process of spending so much time in this digitally connected environment, youth are leaving more of themselves—more of their emerging identities—in what are effectively public spaces—that is, “networked publics,” or the “networked public sphere.”32


Another dominant feature of digital identities is that they are insecure. The identity of a sixteen-year-old can change frequently. When it is expressed online, it is also characterized by insecurity: it is hard for a sixteen-year-old girl in a digitally connected society to control who can access or make changes to her identity. It would be impossible for her to secure her digital social identity at any given moment, even if she wanted to. It would be nearly impossible for her to know who was able to access information about her identity, to control who could see that information, and to prevent that information from being changed by others. This kind of insecurity isn’t inherent in the concept of identity, digital or otherwise; there’s nothing about the way that humans think about identity that preordains its insecurity. It just happens to be the case at the present—and for the foreseeable future—that digital identities are insecure. They are insecure because of the way the technologies that young people use are designed. The challenge for the future will be to design technologies that allow users to control access to the information that contributes to their identities and to shape social norms that support this objective.33


There are also serious problems of inequality that arise in the context of digital identities. The Internet is the ultimate marketplace. As with all meritocracies, in the online world there is little in the way of equality. The participation gap—which separates those who have both digital savvy and access to technologies from those who do not—still exists. Those less fortunate, or living in a less connected society, for better or for worse, may well have a less rich, less complex digital identity. Many people around the world, even the technology have-nots, will be findable online at some point in their lives. Often, this digital footprint will be left by others, not by the person so identified but by others who interact with him or her—doctors, government officials, companies, friends. These unsolicited contributions to a digital identity—without the conscious sort that youth contribute themselves to balance the contributions of others—exacerbate the effects of the participation gap.34


Identity in a digital age gives rise to two paradoxes. The first is that a sixteen-year-old girl living in the digital age has new opportunities for “branding” herself online through careful selection of the self-presentational content, but has far less ability to control how her identity is perceived by others than she would have had in previous eras. She has less ability than even someone living in a remote medieval village to rid herself of previous identities. Social identities are much richer, more varied, and more persistent—and far less under our control—than ever before. She appears to have more control over her identity, but in fact she has much less.


The second paradox is that, though a sixteen-year-old girl can create multiple identities online with ease, she is more bound to a single identity than ever before. The conventional understanding of identity holds that, over time, one can create multiple versions of oneself. Each of these versions of identity can be tailored to specific audiences. One can express oneself as a sophisticated, hard-driving executive in a public context, and a gentle, supportive, loving spouse and parent in a private context. In each of these contexts, one appears to be whatever identity is expressed. The public and the private, in this conception, can be kept (largely) apart from one another; they are compartmentalized. The identities may collide periodically, such as when an employee brings his or her spouse to the company holiday party, but that convergence is occasional and fleeting. We’ve built a legal system to regulate activities based upon certain understandings of this distinction. You have a “reasonable expectation of privacy” in a public context (which is to say, not much of an expectation at all) and quite a different expectation in a private context (you perceive your private matters to be free from intrusion, at least from the state, if not from most private actors, too).


For youth in the digital age, there’s an extent to which this traditional bifurcation holds—but it is, in fact, a very limited extent. Youth are certainly experimenting with multiple identities. Sometimes, they are re-creating or amplifying aspects of their real-space identities when they go online. In other instances, they are experimenting online with who they are, trying on roles and looks and relationships that they might never dare to try on in the offline space.35 A young person may have a single identity online that is different from his or her everyday, offline identity visible to his or her parents.36 Or he or she may have a range of different online identities: one on Instagram, another in Facebook, one or more on Twitter. Sometimes, these multiple identities are sustained as separate and kept distinct from one another. But from the perspective of the observer, it’s also likely that these identities might converge—and converge even more than identities ever converged before the digital era.


The paradox arises because, from the perspective of the onlooker, much more of the young person’s identity may be visible at any one moment than was possible for individuals in pre-Internet eras. If the young person has created multiple identities, those identities might be connected to create a much fuller picture of the individual than was possible before, spanning a greater period of time. Because of the use of digital technologies over the years, as well as government databases, social network algorithms, and Big Data analytics that are creating profiles of every action, every transaction, and every stroke of the key, the result is more than a snapshot; instead it is more of a record of the individual’s life that continues to accumulate over time. The version of the identity of a young person that a given onlooker sees may depend a lot on how the onlooker accesses this morphing, sprawling identity. It might be by performing a single, simple Google search on the person’s name and clicking on a large number of the search results. It might involve following a trail of links.


Young people are living more of their lives in networked publics.37 The effect is that versions of a girl’s identity meant to be shared in one context—perhaps thought to be a semiprivate context, such as a closed group within a social media platform—are very possibly combined with other versions of her identity in other contexts. Sometimes, youth misperceive such spaces as more private than they are. Or they may know very well that the spaces are public and disclose information about themselves anyway, for a range of reasons. But rarely do they have in view the full impact of their decision to disclose this information. An onlooker can look across these networked publics and pull multiple versions of someone’s identity together into a single view. Over time, the identity of a young person may come to look extremely different from the identity that he or she intends to convey to the world.


The changing conception of identity presents both risks and opportunities. Young people—especially those who are digitally connected—often know the risks they run by living their lives online. In some cases, they are extremely capable of evaluating those risks; in others, they are not, and they often make poor choices. While some of her peers may think their audience online is a relatively limited group of possible readers and listeners, a savvy youth knows that as soon as she uploads something to Facebook, anyone on the Web might see it, unless she has managed her privacy settings well. She knows, too, that people likely will still be able to see it years from now.38 And she knows that to cut herself off from self-expression in the digital space altogether would itself be a risk, just of another sort. She would risk being less connected to her friends, give up the opportunity to develop social skills that come from interaction both online and off, and lose the chance to engage in often quite safe forms of identity play and experimentation.


The biggest cause for concern is not the changes in identity themselves or even the habits of youth. Youth often have the skills to manage their identities reasonably well in this shifting, hybrid environment. Most youth have an instinct about the workings of these two paradoxes at the core of identity formation and expression in a digital age. Much of the time, youth are shaping the changing nature of identity, and how others come to perceive them, through their own actions. So the savvy users are not in great danger. The people we should worry about instead are those users who fall on the other side of the participation gap: young people growing up in the digital age who do not have the digital literacy skills to control their identities. These paradoxes can be managed—and perhaps resolved—but only through a broad, all-hands-on-deck community effort, starting with young people themselves.
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