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			Dedication

			For Victoria, Lucas, and Joseph— 

			my family, my home.
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Introduction

			Why Privacy Matters

			I wrote this for those of us who know deep down that our privacy is disappearing in the face of wondrous technological marvels, but who aren’t about to throw away our phones or laptops over it because we really enjoy our phones and laptops and we use them for, well, everything. 

			This is a crash course on privacy for people who are equal parts paranoid and practical. 

			When finished, you’ll be able to speak and act intelligently about your right to privacy without calling for the end of capitalism, or ignoring the importance of national security, or sounding like a conspiracy theorist posting from a bunker somewhere off the grid. 

			You’re right to be concerned. Your privacy is disappearing. But it’s not like we’re all going to suddenly shut off our screens and go back to typewriters and spiral notebooks. So we have a problem. Because your privacy matters. It matters a lot. 

			There are aspects of your life that are simply nobody else’s damn business. Full stop. Everybody who draws breath understands this concept on a basic primal level. The desire for privacy is a fundamental aspect of what it means to be human—it extends across all cultures and histories.

			Privacy is essential to human dignity.

			Privacy acts as a shield against people who would take snippets of information out of context to attack our reputations or manipulate us for their own personal benefit. 

			Privacy creates space for intimacy. It’s a crucial building block for establishing the trust needed to forge and maintain deep bonds with our friends and loved ones. For many of us, these bonds are the very best part about being alive. 

			Privacy is critical to our mental health and our pursuit of happiness. It allows us to rest and recharge from the burdens of the day and remain in touch with our individuality. 

			Privacy protects us from becoming prisoners of our recorded past. It keeps the mistakes we made when we were young and foolish from becoming the defining moments of our entire identities, and it keeps our children from suffering that same fate. 

			Perhaps most importantly, the right to privacy is a big part of what it means to live in a free society. History teaches us that tyrants invade privacy to accumulate power, suppress dissent, and control their citizens. Any civilization that calls itself free must protect privacy rights, because privacy is a precondition of liberty. 

			Sadly, those of us worried about our privacy often have a hard time expressing these concerns without coming off as either conspiracy theorists, elitists, or enemies of progress. It’s precisely because the average person finds the importance of privacy so hard to explain that it has become so imperiled. 

			So that’s what this book is. Something to help you explain, quickly, why your privacy matters. And something that explains, quickly, how you can better protect your privacy while still enjoying the pleasures and conveniences of the modern world.



	
		
			
Lesson #1

			The Nothing-to-Hide Trap

			People trying to invade the privacy of others often justify their actions through a very common and slippery argument that goes something like: “Give me access to xyz. If you’re not doing anything wrong, you should have nothing to hide.” 

			Privacy advocates call this the “nothing-to-hide” argument. And it’s a trap. A very old one. People in power have been using some combination of these words since before the time of the Caesars. If you find yourself on the receiving end of this “logic,” it means someone is trying to corner you into a vulnerable position that can be very difficult to talk your way out of. 

			The power behind the nothing-to-hide trap, the reason it has stood the test of time, is that at first glance it seems to make sense. 

			Decent law-abiding people, model employees, and faithful romantic partners don’t keep dark dangerous secrets, after all. So this setup is patently aggressive. You’re labeled as suspicious from the start, put on your heels, and then offered immediate salvation from further suspicion if you just surrender your privacy. Try to defend yourself, and you’ll only appear more suspicious and in turn less deserving of that privacy. 

			But escaping the trap is easier than it seems. Look at the argument closely.

			Its entire foundation is built on a false premise—that the act of having something to hide is inherently sinful or wrong. Which is really just another way of saying “all secrets are bad.” Call out this deceitful and ridiculous fallacy and the trap falls to pieces. 

			We all have secrets. They’re nothing to be ashamed of. In fact, many secrets impact people in positive ways. The secrets kept between romantic partners or very close friends strengthen the bonds of those relationships. The secrets shared between doctors and their patients create space for frankness and honesty when discussing deeply personal ailments. The secrets kept between business associates allow innovation to flourish and protect the intellectual property of creative people.

			Secrets are a necessary part of navigating modern society. Limiting access to our personal information allows us to shape and protect our reputations and gives us a measure of control over how we’re perceived by others. This is because almost all of our personal information exists in snippets. When taken out of context, the private details of our lives, these snippets, too often paint a picture of us that is skewed and not entirely true. 

			Unfortunately, human beings form first impressions very quickly. We base them on only a few pieces of information and with little regard for the larger complexity of people’s lives. 

			So the desire for privacy is often less about hiding something evil and more about making sure we’re not being misrepresented or misunderstood. “Personal information can reveal quite a lot about people’s personalities and activities,” argues Daniel Solove, a law professor who has written extensively on the nothing-to-hide trap, but “it often fails to reflect the whole person.”

			In the internet age, being misrepresented in a digital space is very common and can bring significant real-world consequences. What we say and do are highly subject to misinterpretation.

			Don’t misunderstand. Nobody ever gets complete control over how they’re perceived. We all have a right to make our own judgments and form opinions about others, and privacy is about much more than just secrets. 

			But taking away our ability to limit access to our private information by saying we should have “nothing to hide” means taking away our right to play an active role in shaping our own reputations. This is a crucial right, one worth protecting. Because most of us do have something to hide. 

			And there’s absolutely nothing wrong with that.


			
			
How to Talk About the Nothing-to-Hide Argument:

			
					
The nothing-to-hide trap is built on the false premise that all secrets are inherently sinful or wrong—which is ridiculous. Secrets between lovers, close friends, business associates, and casual acquaintances are completely normal and often completely harmless. Limiting access to personal information gives people control over their reputations, which is an essential part of navigating modern society. 

					
Secrets are nothing to be ashamed of. People who are not doing anything wrong still have plenty to hide. Our personal information exists in snippets, which are often taken out of context. It’s not unreasonable for us to want to avoid being misrepresented or misunderstood by people making snap judgments or by those who are clearly trying to damage our reputations. In the internet age, this happens all the time. How interesting can you really be if you have no secrets?

			

			

			
			
How to Safeguard Your Privacy:

			
					All of your devices have privacy settings. Take five minutes to learn how to use them. A few quick adjustments can make a real difference in protecting your personal information. The default settings for most of your devices are usually set to the least privacy friendly. Change them. This isn’t necessary for every new piece of tech you buy, but it should be standard practice for any device that becomes an integral part of your daily life, like your phone. 

					Low-tech solutions can be more effective at protecting your secrets than high-tech fads. Stick a $3 plastic slide on your laptop camera. It will protect your webcam from hackers better than encryption. When locking your phone, go with an old-fashioned four- or six-digit passcode over flashy biometrics like Face ID and fingerprint readers. It’s getting easier to replicate faces and thumbprints. It remains harder to hack someone’s brain.

			

			

		

	
		
			
Lesson #2

			Know Where the Battlefields Are

			It’s easy to see why the expression “Privacy is dead” has gotten so popular. 

			The modern devices that make our lives so convenient also collect alarming amounts of our personal information. And because we’re now so dependent on these devices, it’s not like people are going to suddenly throw away their phones, laptops, and credit cards and go back to living in the woods somewhere. Hopelessness is an entirely understandable reaction.

			But privacy isn’t dead. To say otherwise is to fundamentally misunderstand where the battles for privacy are being fought in the twenty-first century. 

			The struggle for privacy today isn’t really about preventing our information from being collected. That ship has sailed. The most crucial privacy battles today concern what happens to our information after it’s collected. And the outcomes of these battles will have a very real impact on our lives for generations to come.

			Information typically travels across three stages. First it is collected. Then it’s processed. Then it is shared. IT professionals call this journey the “data flow.” 

			Collection. Processing. Sharing. Each of these stages is a unique privacy battleground.

			Let’s say you buy something online. Data about who you are, what you bought, when you bought it, where it’s going, and how you paid for it are all collected at the time of purchase. That information is then fed into a larger historical record about what else you’ve bought, where else that stuff went, how else you’ve paid, and what all of those things combined might say about you as a customer and as a human being—this is data processing. That larger record is then often shared or sold to others who find such data useful, like marketing firms or credit agencies or the government—this is sharing. And so it flows. 
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