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PROLOGUE
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When Humans and Technology Collide


I am sitting on a hard, cold bench. My back is against a concrete wall in a police briefing room somewhere in South Los Angeles—in a neighborhood known for gangs, crime, poverty, urban decay, and, twenty years ago, brutal race riots. It is 4:45 in the morning. I haven’t eaten anything for hours. Not a wise move. My stomach is churning, a combination of hunger, jet lag, and apprehension.


LAPD lieutenant Andrea Grossman begins the police briefing—and explains how, in an hour or so, a special task force will be arresting the biggest human trafficker in the United States and one of California’s “Most Wanted.” About forty law-enforcement officers will be involved in the operation, a team of experienced professionals pulled from the FBI, Homeland Security, Internet Crimes Against Children (ICAC), the California State Police, and the LAPD. And then there’s me, the one person at the briefing without a gun. Only sworn officers are allowed to carry them.


Back in Ireland, where I’m from, it is rainy. The spring drags on, gray and wet. I think about my cozy office in Dublin, my library, my desktop computer, and my quiet academic life. Except my life is not so quiet lately. Over the past decade, while establishing myself as a forensic cyberpsychologist, I have traveled the world to meet with other experts in my field, conducted research, worked with law enforcement, attended conferences, and given hundreds of talks, seminars, workshops, and presentations. The field of cyberpsychology is new and still emerging, and each year it draws more interest. The sense of urgency is escalating. I think most of us who work on the front lines can feel it, along with a profound sense of loss of control. Our lives are changing, and human behavior is evolving. As a cyberbehavioral scientist, I believe this is because people behave differently when they are interacting with technology than they do in the face-to-face real world.


Some changes have occurred so quickly that it has become difficult to tell the difference between passing trends, still evolving behavior, and something that’s already become an acceptable social norm. In this book, to make things simpler, I will be referring to face-to-face reality as “real life” or the “real world” to set it apart from cyberspace, although I am fully aware that what happens there can be as real as anything. New norms created online can migrate to real life. So what happens in the virtual world affects the real world, and vice versa.


Whenever I am asked to talk about my work, I start off with the formal definition. Cyberpsychology is “the study of the impact of emerging technology on human behavior.” It’s not just a case of being online or offline; cyber refers to anything digital, anything tech—from Bluetooth to driverless cars. That means I study human interactions with technology and digital media, mobile and networked devices, gaming, virtual reality, artificial intelligence (A.I.), intelligence amplification (I.A.)—anything from cellphones to cyborgs. But mostly I concentrate on Internet psychology. If something qualifies as “technology” and has the potential to impact or change human behavior, I want to look at how—and consider why.


Time is not on my side. My work is always in a race with technology. This presents a major challenge to how academics normally study a phenomenon. As scientists, how can we possibly keep pace with the tech changes we are seeing in our lives, in our behavior, and in our society? A good longitudinal study, which looks at human behavior over time and allows a researcher to make conclusive scientific statements, can take anywhere from a couple of years to a few decades. That’s several lifetimes in tech-terms. And given what I’ve seen already, particularly the new norms that are rapidly being created due to an accelerated form of socialization that I call cyber-socialization, I don’t think we should sit around waiting for answers.


The good news: Some aspects of Internet psychology have been studied since the 1990s and are well known and documented. The effect of anonymity online—or perceived anonymity—is one example. It’s the modern-day equivalent of that superhero power invisibility. The subject of some fascinating studies across many disciplines, anonymity has an impact that cannot be underestimated. It also fuels online disinhibition, another important contributor to other effects. I have been involved in a dozen different research silos, and have studied everything from organized cybercrime to cyberchondria, health-anxiety facilitated and amplified by doing online medical searches, and the one thing I have observed over and over again is that human behavior is often amplified and accelerated online by what I believe to be an almost predictable mathematical multiplier, the cyber effect, the E = mc2 of this century.


Altruism, for example, is amplified online—which means that people can be more generous and giving in cyberspace than they are face-to-face. We see this phenomenon in the extraordinary growth of nonprofit crowdfunding online. Another known effect of cyberspace is that people can be more trusting of others they encounter online, and can disclose information more quickly. This leads to faster friendships and quicker intimacy, but it also means that people tend to feel safe when they aren’t. Due to online disinhibition effect (ODE), individuals can be bolder, less inhibited, and judgment-impaired. Almost as if they were drunk. And in this less-inhibited state, like-minded people can find one another instantly and easily, under a cloak of anonymity, which results in another effect: online syndication. I will explain these cyber constructs and “effects” in detail in this book, and they are described in a glossary of terms, but ultimately they will be fully understood and evaluated only by empirical science—by undertaking intensive experimental studies, manipulating variables, and identifying cause and effect. But cyber isn’t a lab with white mice and levers. We are talking about a complex matrix of human data that is manifested in a virtual context. It involves painstaking digital forensic and cyberbehavioral detail.


There is an expression, “God is in the details,” that resonates with my work. Forensic science is the study of the physical evidence at a crime scene—fibers or bodily fluids or fingerprints. In TV terms, think CSI. Forensic psychology is the study of the behavioral evidence left behind at the crime scene, what we like to call “the blood spatter of the mind.” Then there’s my area, forensic cyberpsychology, which focuses on the cyberbehavioral evidence of a crime scene, or, as I like to think of it, the cyber footprint. It was the great forensics pioneer Edmond Locard, sometimes called “the Sherlock Holmes of France,” whose exchange principle put forth the basic premise of forensic science: “Every contact leaves a trace.” (Your fingerprints are now all over this book.) This is just as true in cyberspace. Almost everything we do online generates digital exhaust, digital dust, and digital prints. This digital evidence can help law enforcement investigate criminal behavior, whether the crimes take place in cyberspace, across the world, or down the street.


It was the pursuit of that kind of data that led me to Los Angeles. I was conducting a study with the Specialists Group at INTERPOL, the world’s largest international police organization, about youth risk-taking online and, hoping to accumulate data, I got in touch with Lt. Grossman at the LAPD. We had met previously at a conference at the INTERPOL headquarters in Lyon, France. I’d been impressed by Lt. Grossman and her work in the field of cybercrime. When she agreed to see me and discuss the INTERPOL project, I flew to California to meet her team.


Police can be very skeptical about academics descending from their ivory tower who are hungry for data but have very little understanding of the nitty-gritty nature of frontline law enforcement. So I was pleased that Lt. Grossman asked if I’d be interested in getting some work experience with the LAPD.


“Of course,” I replied, assuming that she was talking about a type of internship at her police precinct, where I would sit in on meetings, but she had something a little more proactive in mind.


“How would you like to suit up and come on an operation?” she asked, going on to explain that the identity and location of a trafficker of child abuse images, videos, and other materials had been determined by using cyber-forensics. Lt. Grossman thought this would interest me, as an academic observer.


“Uh … yes,” I stammered. “You mean, suit up, like S.W.A.T.? When?”


“Tonight.”


My work involves the scientific investigation of behavior online—from the prediction of developing behavior, such as cyber juvenile delinquency (hacking), to profiling typologies for evolutions of criminal behavior (cyberstalking). I explore machine intelligence solutions to big-data problems (such as technology-facilitated human trafficking) and intelligence amplification (I.A.) solutions to child-related online sex offending. This is all demanding work that I have been trained to do and have learned to handle. But real-world frontline police work? S.W.A.T. takedowns? I have very little experience of that.


In my hotel room, later that evening, I dressed in black—the forgettable, blend-into-the-woodwork uniform of forensic experts worldwide. (Why hemorrhage data at fifty paces by wearing a pale-pink blouse to demonstrate that you’re feeling vulnerable, a splash of yellow for optimism, or a pattern to make you appear interesting?) Then, at 3:30 a.m., I grabbed a bottle of water, went downstairs to the lobby, and told the reception desk that a group of LAPD officers would be coming soon to pick me up.


The concierge looked at me skeptically.


“I’ve done nothing wrong,” I assured him. “I’ve been asked to observe a mission. That’s all.”


That’s how I wound up here, before dawn, in an LAPD briefing room. The weather in L.A. is always agreeable, so they tell me, but it is unexpectedly chilly this morning. Fortunately I have a bulletproof vest and a steel ballistic helmet to keep me warm.


“Resistance is always expected,” the briefing officer says. “If an officer goes down, step over them. Just keep moving forward. If you go down, stay down.”


I glance at the briefing book in my lap. It includes directions to the nearest hospital. If you go down, stay down. …


Faced with uncertainty—and potential danger—I adopt an attitude that has served me well in life: Hope for the best, expect the worst. And that turns out to be a pretty good motto for almost any endeavor, whether you are living in the real world or online. Each time we join a new social network, download an app, pay a bill online, buy our children a new digital device, or meet someone on a cyber-dating site, we are faced with a steep cyber learning curve and can quickly encounter new challenges and risks. Hiking up a sheer mountain trail to enjoy a breathtaking view is one thing. Jumping off the summit to paraglide down is another. Some risks are worth taking. Others are just unnecessary. Which is which? That is what this book is about.


“Let’s roll!” Lt. Grossman calls out. Twenty chairs slide back at once. Boots stomp. Guns clank. I reach for my helmet and pause for a second and think, not for the first time that morning, How on earth did I get here?


Where Am I?


We are living through a unique period of human history, an intense period of flux, change, and disruption that may never be repeated. A seismic shift in living and thinking is taking place due to the rapid and pervasive introduction of new technologies to daily life, which has changed the way we communicate, work, shop, socialize, and do almost everything else. This moment in time is not unlike the Enlightenment (1650–1800), when there were also great shifts in awareness, knowledge, and technology, accompanied by great societal changes.


Enlightenment delivers new freedoms. And the new freedoms allowed online are heady, thrilling, and enticing to billions of people. The concept of absolute freedom is central to the ideology of the Internet. But can this freedom corrupt? And can absolute freedom corrupt absolutely? More freedom for the individual means less control for society.


Some changes have been seductive and incremental—and have caused psychological norms to creep into new places. You barely noticed until, one day, suddenly you see a baby in a stroller being handed an expensive smartphone to play with or you see a toddler expertly swipe a touchscreen with a chubby finger. Or maybe you walk into a shopping mall and notice a group of kids huddled together solemnly looking at their devices—and not one another. So near and yet so far!


Or something might have hit you closer to home, like an increasingly distant and uncomfortable feeling in your relationship or marriage because your partner is spending hours alone with his or her computer—chatting and cyber-flirting with new friends worldwide, bingeing on Netflix, consumed by online shopping, or obsessed by the plethora of pornography sites so readily available now online.


The Internet is omnipresent, always delivering rich, stimulating content—all day, all night, always on. Between the years 2000 and 2015, the number of people with access to the Internet increased almost sevenfold—from 6.5 percent to 43 percent of the global population. At the Davos Summit in January 2016, it was announced that more than 3.2 billion people are now online. In less than ten years the number of cellphone subscriptions has grown from a little more than 2 billion in 2005 to more than 7 billion in 2015. The number of hours people spend on mobile phones is escalating rapidly each year, jumping an average of 65 percent in a two-year period. The same study found that mobile phone users checked their devices more than fifteen hundred times a week, and there are several apps that will count that for you, if you need a little help managing your habit.


The number of minutes per day that you spend checking your phone and scrolling through social media posts is not insignificant. To a researcher like me, who studies human behavior at the minute-by-minute level—in digital dust and footprints—these minutes indicate how a person is living—what they do and don’t do. This is called pattern of life analysis, or how people live online. In the home, these minutes are not spent doing other things—reading a book to a child, playing with a toddler on the floor, chatting with your family at the dinner table, talking with your partner before bed. When you are checking your phone or spending time surfing websites, you are effectively in a different environment. You have gone somewhere else. You are not present in real-world terms.


Let me raise a question, one that has been fiercely debated by technologists: Is cyberspace an actual place?


My answer is unequivocal: Yes, it is. Cyberspace is a distinct place. You may be accessing it from a familiar environment, like the comfort of your own home, but as soon as you go online, you have traveled to a different location in terms of your awareness or consciousness, your emotions, your responses, and your behavior—which will vary depending on your age, your physical and mental development, and your distinct set of personality traits.


Instinctively, we know this is true. Most of us have felt “lost” in cyberspace and realized—as if waking from a dream—that we’ve burned dinner, run late for an appointment, or forgotten to turn off the sprinklers. This is due to the fact that, in the real world, most people have learned to keep track of time effectively. Online, though, there’s a time-distortion effect. (Try this the next time you log on: Turn off your clock display, and every so often test yourself to see how well you can estimate the passage of time.) As complex as human beings are, and as adaptable, psychologists know from a myriad of studies and research that when an individual moves to any new location—a new home, a new school, a new city, or a foreign country—his or her behavior will change or adjust. One’s environment has a profound impact on one’s physical bearings, something we know from work done in the field of environmental psychology, an interdisciplinary approach that looks at the interplay between individuals and their surroundings. And according to theories of development, an awareness of self comes through a gradual process of adaptation to one’s environment. And as anyone knows who has moved or traveled, it can take time to absorb and acclimate to any new location or space. It can take a while to get your “sea legs,” as sailors who shove off from land to live aboard a boat would say.


But many people deny the awareness that they’ve entered a new environment when they go online, so they remain ignorant—and are fooled by their sense that nothing has changed. They are sitting in their own homes, surrounded by familiar objects, after all, and their bodies are resting in the cushions of familiar chairs and sofas. In their minds, they have not “gone” anywhere. But the conditions and qualities of the online environment are different from real life. That is why our instincts, which were honed for the real world, fail us in cyberspace.


Naiveté and bad judgment about this environment can be evidenced every day—when we pick up a newspaper and see that a politician has distributed photographs of his genitals to horrified strangers, when a celebrity rants crazily on Twitter, or when another sex tape goes viral. Traditional authorities and support systems appear to be absent online—or they are just as confused as you are. As devices and gadgets change, and technology changes, the cyber environment changes with it, which impacts human behavior again. This causes upheaval to individuals, industry, finance, government, all of society. The more changes there are, the more new situations arise, creating only more confusion.


Psychologists know that living in a state of societal change is easier for some than others. But for most, trying to keep pace with recent technological changes has been dizzying. While many people are still finding their footing in this new environment, with all its new neighborhoods and new behaviors, there are many more changes yet to come. This can only result in more new situations and more confusion.


One sure way of coping with a state of constant flux is to become more knowledgeable about how the cyber environment affects all of us—how people, yourself included, may act there. Knowledge is power, and it’s tremendously reassuring. A familiarity with the basics of cyberpsychology will help you answer the questions I hear all day, and would hear all night if I were to never sleep and just read my email.


Questions like:




	At what age can my baby start watching digital screens?


	Is it okay for a toddler to play with an iPad?


	Is there a connection between online gaming and ADHD in young boys?


	Should I allow teenagers to spend hours in the bathroom with their smartphones?


	Does technology contribute to social isolation?


	Can real relationships be formed in cyberspace?


	Why do people troll online?


	Should I be afraid of “the Deep Web”?





Cyber is not just a transactional medium, for things like passively viewing television or making a phone call. It is a highly interactive, highly engaging, and highly immersive environment—uniquely compelling and attractive to humans. Perhaps too compelling. What about your toddler who throws a tantrum when you ask for your tablet back, or your teenager who screams when Wi-Fi slows down, or your aunt and uncle who seem to be in a constant state of tech rage (“The computer’s broken!”), or the fact that your grandmother on Facebook has made lots of new online “pen pals” in Nigeria?


Cyberspace is full of place names—social networks, forums, sites—and once there, we join up with a far larger group than we’ve been with before, which also makes this environment distinct. There are now billions of people online. This has prompted a lot of new situations and confusion. With such a wide array of new friends and contacts in your life, it’s crucial to know more about human behavior—and understand how it changes online. Our instincts have evolved to handle face-to-face interactions, but once we go into cyberspace, these instincts fail us. We are impaired, as if we had been given keys to a car but not learned how to drive. We need more tools and more knowledge. Because if you spend time online, you are likely to encounter a far greater variety of human behavior than you have before—from the vulnerable to the criminal, from the gleeful and altruistic to the dark and murderous.


My focus on cyber-forensics in my work with law enforcement means that I witness both the best and the worst aspects of human behavior manifested online. I like to say that technology was designed to be rewarding, engaging, and seductive for so-called normal populations. But did anyone really think about how it would impact abnormal, deviant, criminal, and vulnerable populations?


Considering those risks is part of my work too.


How to Read This Book


We all know about the incredible benefits of the Internet. I could talk all day about them—the convenience, connectedness, affordability, creativity, altruism, educational and commercial opportunities, entrepreneurship, and cultural exchange. I’m pretty sure you are aware of these things too. An army of marketing experts working for all the biggest tech companies and conglomerates do nothing but dream up new and better irresistible products and new and better ways to sell them to us. They are supergood at convincing us of the necessary features of these gadgets and software and apps and touchscreens.


My job isn’t to criticize technology. Good science focuses on balance. If I seem to focus on many of the negative aspects of technology, it is in order to bring the debate back to the balanced center rather than have one driven by utopian idealism or commercialism. My job is just to provide the best wisdom possible, based on what we know about human beings and how their cognitive, behavioral, physiological, social, developmental, affective, and motivational capabilities have been exploited or compromised or changed by the design of these products.


Technology is not good or bad in its own right. It is neutral and simply mediates behavior—which means it can be used well or poorly by humankind. This understanding is fundamental to my work. This is no different from how we regard automobiles and drunk driving. Any technology can be misused.


One of my earliest influences was J.C.R. Licklider, an American psychologist and computer scientist who in 1960 wrote a seminal paper, “Man-Computer Symbiosis,” which predated the Internet but foretold the potential for a symbiotic relationship between man and machine; in fact, you could say he was the first cyberpsychologist. I read “Lick” with amazement at his ability to gaze into the future with such clarity and wisdom. Early on I was also drawn to the work of Patricia Wallace, who wrote The Psychology of the Internet, an influential academic book and popular success in 1999. Soon afterward, I became aware of John Suler, a clinical psychologist and pioneer, the acknowledged “father of cyberpsychology,” who has been working in this area since the late nineties and wrote The Psychology of Cyberspace, published as a digital book in 2004. John has really captured the essence of cyber in his work and has explored the potential benefits and hazards of cyberspace and characterized the way people tend to behave in the online environment.


Just as I was embarking on my own study and research, I reached out in cyberspace to John. This led to an exchange of emails, which led to an eventual face-to-face meeting at Rider University, in New Jersey, his academic home. They say it’s hard to meet your idols. But in my case, I just wish I’d worn the right shoes.


It was a grueling hot day, and John had just come from a lecture when I arrived on campus. He wanted to stretch his legs a bit. “Let’s walk while we talk,” he said. Then, with the air of a Socratic philosopher striding across the Acropolis, he set off at warp speed across the quad. John is a tall man, and each stride meant about four hurried steps for me. To prepare for our meeting, I had carefully considered various cyberpsychological constructs that I thought we might discuss, but I didn’t think it would happen outdoors in blistering heat, or while I was wearing heels that were unsuitable for uneven terrain, much less a forced-march pace that would make a marine weep. In many ways, all the rest of us are still trying to keep up with John.


Over the past decade, he has become my great friend and colleague. Some of his groundbreaking constructs and observations inform a number of the concepts addressed in this book. In recent years, I have had the pleasure of meeting a growing group of like-minded researchers worldwide, who share ideas with me and collaborate on studies. I am thrilled to showcase an impressive body of work in the chapters to come. Approximately thirty peer-reviewed journals now publish an estimated one thousand articles every year on topics related to cyberbehavior, a field that is expected to enjoy exponential growth in the next decades due to the pervasive and profound impact of technology on humans.


Like other fields of scientific endeavor, mine is a land of jargon and caution. The behavioral sciences have been blindsided by developments in technology to a certain extent. In the late 1990s colleagues of mine referred to the Internet as a passing phenomenon. In the mid-2000s they said that people would never use online social media platforms to communicate. Now fifteen years and billions of people later … a game of catch-up is going on.


Academics are great at finding complicated ways to not really say what we mean. Our academic papers are littered with hedging adverbs like arguably, plausibly, and questionably. We seem to enjoy adding an -ably to as many words as possible, hoping to render our sentences harmless. Some researchers employ what I call “sleight of word” as a career-protection mechanism, just in case, at some point in time, an idea might be proven wrong. But I don’t believe scientific breakthroughs are achieved by metaphorically sitting on the fence. On the cyber frontier, we need scientists who are prepared to nail their colors to the mast and back their own informed instincts. Of course we need evidence-based studies over time, but how long can we wait?


Babies are being born, kids are growing up, and lives are being changed. Society is being reshaped. We need to talk about this now.


In hopes of reaching a wider audience, I have tried to make this book as practical and straightforward as I know how. I have tried to make the science comprehensible and spare you too many stats and studies. For those who share this affinity or are interested in a deeper dive, there are extensive chapter notes to draw on in the back of the book. They are written with a broad audience in mind as well.


To keep up with changing technology, and changing human behavior, my work requires creativity, flexibility, and an ability to juggle a lot of theoretical constructs. It’s probably a good thing, then, that I haven’t got the sort of brain that thinks in a linear way. I feel more like a depository of organized chaos, but this helps me identify patterns quickly and make intuitive leaps. My approach is transdisciplinary by necessity—drawing on psychology, sociology, anthropology, computer science, criminology, and network science. It can cross other academic boundaries too. I find that the different disciplines help to illuminate problems that are arising, and help to illuminate solutions too.


In the absence of longitudinal studies, I employ logic—a mixture of common sense and reasoning—then construct plausible arguments based on a body of knowledge and current observable phenomena and reports, which I hope will start some meaningful debates about human behavior online, something I feel is much needed. I have also drawn on those very special and uniquely human skills: insight and intuition. As the great robotic scientist Masahiro Mori said, “Do not ignore the small things.” In science we should not be afraid to listen to ourselves or to pay attention to the little things. Mori himself was not reluctant to share his thoughts and suspicions—about humans and machines, about artificial intelligence, and about the need to take pleasure, even delight, in our intuitions. His approach inspires me. Academics need to reconsider how we handle behavioral problems that are evolving at the speed of technology. We need academic first responders.


Quite often, I have leaned on the investigative journalism of publications such as Wired, the Washington Post, the New York Times, and other reliable sources and legacy media to read emerging frontline reports of anecdotal evidence, see patterns of behavior, and try to make sense of them. In a field as rapidly evolving as the Internet, and the technology using it, we need good journalism more than ever.


In the nine chapters to follow, I have arranged material into areas of special concern—as well as my own focus. The impact of technology on human behavior begins at birth and ends at death, so I have chapters that deal with all age groups—from babies, toddlers, kids, and teens to adults. In chapters about addiction and compulsive behavior, I’ve looked at ways that some types of problematic behavior can be enormously impacted by the online environment. And in a chapter about the phenomenon of cyberchondria, I’ve argued that the prevalence of the online medical search has resulted in a rise in unnecessary doctor visits and risky surgical procedures.


The frightening revelations in this book, and the chapter on the Deep Web, are not included simply for kicks and thrills. The dark hidden corners of the Internet where criminals syndicate and a black market is thriving are things every single person online should know about. Why? Because more and more young people are being enticed to go there, driven by a combination of adolescent risk-taking and curiosity. Somehow they’ve gotten the wrong impression that it’s perfectly safe in the Deep Web, even fun. But it isn’t.


My own particular concern is the impact of technology on the developing child. The Internet has opened the world up to our children, yet it gives the world access to them too. I don’t think most people know enough about this. There is a great paper in the journal Pediatrics on the impact of technology on the developing child entitled “The Good, the Bad, and the Unknown.” It’s that last part, the unknown, that really bothers me. As the clinical psychologist Michael Seto has said, “We are living through the largest unregulated social experiment of all time—a generation of youth who have been exposed to extreme content online.”


What will happen to this generation over time? What is the impact in terms of exposure to the harsher and bleaker aspects of the Internet?


CSI: Cyber


The raid on the house in South Central L.A. was as terrifying as you might imagine, and I have to confess that as our convoy pulled up outside the target house, I turned to Lt. Grossman to ask if I could stay in the armored police car rather than move forward with the unit.


“No, Mary, it’s not safe,” she replied.


The armored car wasn’t safe? Wow. I thought, What am I getting into? The next twenty minutes went by in a blur. There was a lot of shouting, banging doors, barking orders with guns drawn, handcuffings, and arrests. As an observer, it was both frightening and fascinating. I stood in the background, next to a wall of the living room where the suspect was apprehended, and I found myself tapping the wall, hoping it was solid concrete and would protect me from stray bullets. No bullets were fired, I am happy to report. The raid was a complete success, the kind of slick professional operation that this LAPD unit carries out several times a week. The main suspect was taken immediately to a mobile on-site LAPD computer forensics field truck, known as “the beast,” where he confessed.


Once it was all over, the police team relaxed and tucked into a hearty feast of breakfast burritos while I sat quietly, sipping bottled water in a state of relief and shock, still swaddled in my protective gear. I have been asked to go out with Lt. Grossman and her team a few times since, but I assured them that my real-world frontline policing experience is truly complete. I have the utmost respect for the work carried out by first responders in law enforcement—day in, day out—but participating as an observer in an exercise like this served to reinforce this respect. And the truth is, I don’t think that I am cut out for frontline active service in the real world—but I am happy to serve on the cyber frontier.


Besides, my real job is challenging enough—finding risks in places where we feel perfectly safe. Each year has brought more studies in my field and more discoveries. While conducting my research, I have had a chance to meet and speak with leaders in law enforcement and policy makers in government around the world, and have engaged as an academic with Europol, INTERPOL, the FBI, and the White House. In 2012, supported by a great mentor and colleague, Professor Ciaran O’Boyle, I founded the CyberPsychology Research Centre in Dublin, now an international network designed to support and nurture cutting-edge research projects, and most recently found myself spending a good bit of time in Hollywood, working on the television show CSI: Cyber, inspired by my work. In the show, Patricia Arquette plays Avery Ryan, a special agent in the FBI Cyber Crime unit who is tasked with solving high-octane crimes that “start in the mind, live online, and play out into the real world.” That describes my work perfectly.


Factoring the Human


Earlier in this prologue I asserted my view that the Internet is distinct from the so-called real world, but that I don’t mean to suggest that what happens there isn’t real. And in terms of human behavior, what happens online is a little like one of those evolving flu viruses or Ebola. Once behavior mutates in cyberspace, where a significant number of people participate, it can double back around and become a norm in everyday life, something I call cyber-migration. This means that the implications of the online experience and environment are ever evolving and profound, and impact us all—no matter where we live or spend time.


When I studied psychology as an undergraduate, we used to say that the problem with the field was that for too long it had “lived on a diet of white mice and college student surveys.” Something similar can be said of technology: For too long it has lived on a diet of data, devices, and tech experts. Now it’s time to turn our focus to the greater socio-technological implications. How have these advancements changed human behavior and society? It is time to consider that awkward entity, Homo sapiens, whose thumbs are too big for cellphone keypads, whose bodies are too clumsily shaped for wearable technology design, and whose memory is too weak to retain multiple ten-digit passwords. In other words, it’s time to factor in the human. Sometimes our excitement about technology has prevented us from seeing the bigger picture.


In the midst of the human migration to cyberspace, it is important to examine what’s behind us, where we are now, and what lies ahead. Like travelers heading off on an adventure, we need to be careful not to rush too quickly out the door without making sure we are carrying things we need for the journey we’re undertaking. There are some important things, aspects of human life that have served us well for centuries and are crucial to our survival, that we can’t afford to lose or abandon on this journey. This is where the discipline of cyberpsychology can be invaluable, delivering insight at the intersection of humans and technology. My hope for this book is to do just that.




CHAPTER 1


[image: Image Missing]


The Normalization of a Fetish


Human behavior has always been affected and shaped by technology, but there has been no greater influence, as far as I can see, than the advent of the Internet. You don’t have to be an expert in the subject of online behavior to have observed that something about cyberspace provokes people to be more adventurous.


The illusion is that the cyber environment is safer than real life—and connecting with other people online somehow carries fewer risks than face-to-face contact. But our instincts were trained and honed for the real world, and in the absence of real-world cues and other subtle pieces of information—facial expressions, body language, physical spaces—we aren’t able to make fully informed decisions. And because we aren’t face-to-face when we are communicating and interacting with others online, we can be anonymous or, more important, we feel we are. As discussed in the prologue to this book, we can feel freed up and emboldened online. People can lose their inhibitions and in a way “act drunk” because, for some, being in the cyber environment can impair judgment and increase impulsivity, somewhat similar to the way alcohol can. Disinhibition is facilitated by the environmental conditions of cyberspace—by the perceived lack of authority, the anonymity, as well as the sense of distance or physical remove.


You see this in the changing courtship rituals of self-curated selfies and sexts, and in flirtatious exchanges on social-networking sites. Online, we feel more comfortable being bold and explicit. An individual may demonstrate common sense, rationality, and restraint in real life and check these qualities at the door when entering cyberspace. Why?


In cyberpsychology, the explanation for this emboldened behavior is known as the online disinhibition effect, first introduced by John Suler and now highly cited and accepted by academics in the field. Another powerful factor comes into play, which I have studied and written about, online escalation. It is a construct or concept that I use to describe how problem behaviors become bigger—or amplified—online, as many of us have already witnessed in everything from supernegative exchanges via flaming emails, aggressive texts, and offensive posts to comment threads that are meant to provoke.


It isn’t that technology is bad for us—or inherently negative. Problems occur when we are ignorant of its impact. Most people don’t understand the effect that the environment of cyberspace can have on them. They think it’s the same as anywhere else. Individuals who behave impulsively, or struggle with a tendency to act rashly, may be especially vulnerable. But due to the effect of online escalation, anyone can move more quickly into new behavior and new norms.


Later on, in a chapter about cyber romance, I will discuss the new ways people meet, make friends, form communities, and find meaningful personal connections online. In this chapter, though, I’ll be exploring the impact of technology on a smaller slice of the population, specifically individuals with a fetish or paraphilia—what is considered atypical sexual behavior. Why bother looking so closely at one specific population online? By studying the extreme effects of technology on fringe or unusual behavior, we begin to see more clearly the implications of the cyber environment for all of us. As a forensic cyberpsychologist, I’ve seen this demonstrated time and again: Whenever technology comes in contact with an underlying predisposition, or tendency for a certain behavior, it can result in behavioral amplification or escalation.


I would argue that tendencies and vulnerabilities that cause the most distress in real life may become even more of a battle online. That goes for any behavior.


If these tendencies aren’t destructive or risky, the impact can be fairly benign. If someone just loves to visit online forums for gardeners, there isn’t much that’s self-destructive about that. But there are many incidences of risky behavior becoming much riskier online, especially pathological and criminal behavior. Here’s an example of what I mean: A stalker in the real world typically focuses on one victim at any given time, but a cyberstalker can stalk multiple victims simultaneously because technology makes that possible. Cyberstalking is considered an evolution of a real-world criminal behavior. Cyberspace is a breeding ground for mutations. Real-world behavior migrates there and escalates or accelerates. This can sometimes have serious implications in the real world.


A Case of Cranking


Jordan Haskins had grand dreams of making a difference in sparsely populated Saginaw County, Michigan, his hometown. The pale, clean-cut twenty-three-year-old man described himself as “pro-life, pro-family, pro-freedom, and pro-faith.” In the summer of 2014, while still a student at Maranatha Baptist University, he announced he was running for political office, hoping to serve as a state representative to Michigan’s 95th District. He posed for his campaign website photograph with the best smile he could muster, his image superimposed on a background of a billowing American flag, a sepia-toned Declaration of Independence, and artwork that appeared to be the three crosses of Calvary, synonymous with crucifixion, in dark outline.


The Republican candidate said his love of history, philosophy, religion, and politics had led him to run for office—and give back to society. He’d realized that his gift was for government.


“I’ve found my niche,” he said, “my passion.”


He had other passions, as it turns out. Before his campaign was fully under way, he found himself needing to explain his criminal record. He had been charged and pleaded guilty to four violations of trespassing on private and public property and unlawful use of government vehicles during a period of ten months in 2010 and 2011.


When interrogated by police at the time of his arrest, Haskins admitted that he had twice broken into a government yard where a mosquito-control pickup truck and sheriff’s cruiser were parked in order to pull the spark-plug wires loose on the vehicles, sit in the front seat of the cars, and masturbate while listening to the engines sparking.


This behavior is called “cranking,” he explained to police. He was sentenced to one year and eight months in prison in 2011. Parole was lifted just eleven days prior to the election. “I was in a messed-up state of mind mentally and emotionally when I did what I did,” the candidate told the local media when asked in 2014 about his felony convictions. “That’s the only way I can even explain it.”


Cranking? What on earth possessed him to jump the fence into the police department parking lot, break into a car, and the rest …


“It was just the fun and the risk and the thrill,” Haskins said.


And how had he discovered this bizarre fetishistic behavior?


“I read about it online.”


Anatomy of a Fetish


At the back of New Age shops and hippie stores, next to the incense and patchouli oil, you’ll find shelves of little carvings for sale. Inspired by the practices of Native American animism and West African religious cults, these small charms in the shape of animals are believed to be imbued with supernatural powers, carrying energy, communications from the spirit world—or simply good luck. Each of these objects is called a “fetish.”


The use of the word fetish for an object that causes sexual arousal is attributed to French psychologist Alfred Binet, who is best known for devising the earliest intelligence tests. In common usage, a fetish describes a strong compulsion or desire for a particular condition or activity. A woman might say, lightheartedly, “I have a shoe fetish,” meaning to suggest that she spends a disproportionate amount of her income on footwear. A man might say that stiletto heels excite him. In fact, feet and objects associated with feet are the most common fetishes. In psychology, fetishistic disorder is a mental health condition centering on the use of inanimate objects as a source of sexual satisfaction.


What causes one to develop a fetish in the first place? Sigmund Freud argued in his famous 1927 essay on fetishism that sexual fetishes were the result of arrested psychosexual development. Freud wrote, “When now I announce that the fetish is a substitute for the penis, I shall certainly create disappointment; so I hasten to add that it is not a substitute for any chance penis, but for a particular and quite special penis that had been extremely important in early childhood but had later been lost.”


Interestingly, Freud believed that the predominance of foot and shoe fetishes could be explained by a child’s early memories of being on the floor and peering up a woman’s skirt.


Freud’s views and theories have many critics. Numerous contemporary psychologists are skeptical of his therapeutic approach, psychoanalysis, and have distanced themselves from it. I happen to value the work of Freud because it often helps to illuminate complex behavioral issues, and these days psychoanalytic theory has also advanced well beyond Freud’s ideas. More contemporary psychoanalytic approaches have different explanations for fetishes, and describe how they can become a way for individuals to maintain a cohesive sense of self. But in general, other schools within psychology now hold sway, from Jean Piaget’s theory of cognitive development to Erik Erikson’s theory of psychosocial development. Currently there’s enormous interest in biopsychology, and how the brain and neurotransmitters influence our behavior.


I suspect if he were alive today, Freud would be keenly interested in the impact of technology on humankind. Since he argued that sexual impulses were at the root of most behavior, I’m sure he would identify sexual impulses as a contributor to some cyberbehavior.


Is sex behind all obscure behavior? Even Freud himself supposedly once said, “Sometimes a cigar is just a cigar.”


Childhood experiences, though, do seem to explain some fetishes. As psychologist Robert Crooks and sex therapist Karla Baur write in their academic textbook, Our Sexuality, a boy may associate arousal with objects that belong to an emotionally significant person. The process of this association is sometimes referred to as symbolic transformation, when the object of the fetish becomes imaginatively endowed with the power or essence of its owner. In contemporary psychoanalysis the fetish is a self object, or an object that represents a significant other—usually a parent.


Some experts argue that fetishistic behavior has similarities with obsessive-compulsive disorder. And like OCD, once ingrained, a fetish is an urge that is difficult to deny—a behavior that is very hard to resist. The conditioning process is commonly thought by modern psychologists to reinforce the fetish. Like Russian physiologist Ivan Pavlov’s famous dogs that salivated whenever they saw Pavlov’s lab assistant, because they anticipated being fed, there is an anticipation of a reward when seeing the fetish object or thinking about the fetish behavior. In Haskins’s cranking case, he had prior arrests as a juvenile for breaking into cars and joyriding, and perhaps these were thrilling adventures that he continually wanted to relive. Each time he broke into a car, his behavior was rewarded—reinforcing and strengthening the fetish. The more he took risks to do a little cranking, the more ingrained the behavior became. This is how conditioning works.


The growing number of websites catering to sexual fetishes involving cars (including pedalsupreme.com, which offers “pedal pumping, engine cranking, leg and foot videos and pictures”) is a sign that this is an escalating trend. There is also a YouTube channel, pumpthatpedaldotcom, which offers a new installment every week. According to sexologist Dr. Susan Block, one possible psychological explanation for this behavior is that the “‘vroom’ of the engine reminds them of their own libidos being revved up.”


A fetish can be created in a lab. In one classical conditioning experiment a group of male subjects in a laboratory were repeatedly shown erotic slides of nude women. Occasionally, an image of women’s boots would appear in the slideshow. Soon the men had a sexual response to the photograph of boots alone, and over time they responded to images of other types of women’s shoes. If a photograph of a pair of women’s boots could be used so easily to condition desire, imagine how the Internet with its infinite supply of images could inspire, instill, and sustain a fetish.


That brings us back to Jordan Haskins, who lost the election for the 95th District after he’d become a viral story—and the subject of unkind scrutiny and fascination. “You may not respect my policies, you may not respect my ideas, but you at least have to respect me as a person,” Haskins said. But I don’t think too many people did.


Politicians + Paraphilia


Unusual sexual behaviors were once labeled “deviant” or “perverted,” even in clinical references. More recently, a less charged, less judgmental umbrella term, paraphilia, was adopted to describe a range of atypical behaviors that include fetishes. Paraphilia means “beyond usual or typical love.” This alludes to the fact that these behaviors are not commonly associated with a traditional romantic relationship. Given the apparent rise in the number of websites catering to paraphilia, atypical sexual behavior may be becoming more common.


You don’t have to look too far for examples in public life of individuals who, like Jordan Haskins, had everything to lose—and lost it—when unusual or bizarre sexual behavior was exposed. I’m thinking of U.S. congressman Anthony Weiner and the explicit photographs of himself that he sent to unsuspecting women he’d met online. I’m thinking of U.S. senator David Vitter and his urge to be diapered, which required the services of prostitutes. And I’m thinking of New York governor Eliot Spitzer, who insisted on keeping on his calf-length black socks when he had sex with a call girl. Remarkably enough, the marriages of these politicians, with the exception of Spitzer, survived after their unusual sexual habits came to light. The actor David Carradine, who was found dead and hanging inside a hotel room closet, wasn’t so fortunate. According to an ex-wife, he was into an extremely dangerous autoerotic asphyxiation paraphilia called hypoxyphilia, consisting of practices that restrict the flow of oxygen to the brain for sexual arousal.


The Diagnostic and Statistical Manual of Mental Disorders, Fifth Edition, or DSM-5, the most recent version of the standard classification of mental disorders used by mental health professionals worldwide, breaks down paraphilia into eight main types of disorders: exhibitionistic disorder, fetishistic disorder, frotteuristic disorder, pedophilic disorder, sexual masochism disorder, sexual sadism disorder, transvestic disorder, and voyeuristic disorder. The behavior being described in most of these terms is probably not too difficult to figure out, since the clinical words have entered common speech, with the exception of frotteurism, a disorder in which a person derives sexual pleasure or gratification by rubbing himself, or his genitalia, against another person—usually in a crowd (a good reason to avoid overly crowded subway cars at rush hour).


Of the eight paraphilia disorders, by far the most common are: transvestic disorder, which refers to an individual who experiences erotic or sexual gratification while cross-dressing; exhibitionistic disorder, the behavior engaged in by a “flasher” who shows his genitals to unsuspecting strangers; voyeuristic disorder, the clinical term for the activities of a “peeping Tom” who is gratified by spying on naked women; and finally, and most disturbingly, pedophilic disorder, describing the behavior of an individual who is sexually aroused by children.


Some of these disorders tend to cluster, meaning an individual could have more than one paraphilia. It’s not uncommon to find fetishism, transvestism, and sadomasochism together.


Many dozens of other paraphilias have been written about—ranging from sexual attraction to amputees (acrotomophilia), dead people (necrophilia), pregnant women (maiesiophilia), and stuffed toys and theme park characters (plushophilia). The most common fetishes include shoes, leather and latex items, and women’s underwear.


How abnormal is this? Is Jordan Haskins just a regular guy with dreams and political ambitions whose curiosity online led him down a big psychological rabbit hole?


Like lots of other atypical behaviors, fetishes exist on a continuum, in gradations from mild—infrequently expressed tendencies—to full-blown regularly manifested behaviors. Many people may recognize or experience mild versions of these desires or “interests” (as DSM-5 delicately puts it), but they emerge only in private fantasies. If an individual has a specific fetish and expresses it with a willing partner, or the behavior is integrated into normal sexual activity, then it is not considered a disorder.


Most fetishes are not harmful to anyone, but there can be legal implications. Interestingly, the crime most associated with the behavior is burglary—committed by an individual who needs to satisfy the urge for a fetish object, like a woman’s bra or panties, and breaks into a neighbor’s house to steal it. In the same way, what landed Jordan Haskins in jail wasn’t cranking; it was trespassing and pulling spark plugs, which constituted damage to government property. The specific misdemeanor charge was “unlawful use of a motor vehicle.”


A fetish is considered a disorder if it provokes intense recurring fantasies and if partners are obligated or coerced to participate. Then it is considered behavior that can cause problems in a relationship and may escalate to becoming all-consuming and destructive. In clinical terms, the difference between a sexual preference and a diagnosable disorder comes down to one key word: distress.


To be diagnosed with a paraphilia disorder, a person must:




	feel personal distress about their interest, not merely distress resulting from society’s disapproval or the disapproval of significant others;





or




	have a sexual desire or behavior that involves another person’s psychological distress, injury, or death, or a desire for sexual behaviors involving unwilling persons or persons unable to give legal consent.





I am often asked why politicians and celebrities give in to this kind of behavior with such apparent frequency. My answer is that public figures with careers that thrive by amplifying their presence online are probably more exposed and noticeable. When you are standing on a stage, a much larger crowd will be seeing your act. I believe their struggles simply mirror the struggles of many others. Technology can make it harder for anyone to control impulses and can facilitate and escalate problematic behavior.


The Normalization of a Fetish


Over the centuries—and probably throughout the history of humankind—there’s been a small but consistent human interest in sadism as it relates to sex. The word sadism, or arousal from inflicting pain on another person, refers to a bisexual French aristocrat, libertine and prolific author, the Marquis de Sade—or Donatien Alphonse François de Sade—who died in 1814 and left behind a slew of erotic literary novels, short stories, plays, dialogues, and political tracts. A proponent of extreme freedom and unrestrained morality, the marquis spent years in prisons and asylums because of his own appetites and behavior, which his works are based on, and in which sexual fantasies involve criminality, blasphemy, and violence. Most of his works were suppressed until the mid-twentieth century, when the Marquis de Sade became a subject of interest to intellectuals, who called him, in turn, a nihilist, a satirist, and a precursor to Freud and existentialism. The French poet Guillaume Apollinaire described de Sade as “the freest spirit that has yet existed.”


Pain is the central interest of sadomasochism, either inflicting it or receiving it. And it appears to have ongoing appeal for a small percentage of the population. Over time, there has been a steady underground interest—but not quite acceptable for dinner-table conversation—in sadomasochistic “play” between consenting adults. In 1953 the pioneering American biologist and sexologist Alfred Kinsey determined that 12 percent of women and 22 percent of men admitted to responding sexually to sadomasochistic narratives; twice as many males and almost equal numbers of women were found to have responded erotically to actual pain (in the form of being bitten). The results led Kinsey to the conclusion that “males may be aroused by both physical and psychologic stimuli, while a larger number of the females, although not all of them, may be aroused only by physical stimuli.”A study done two decades later, in 1974, in the midst of the so-called sexual revolution, found that 5 percent of men and 2 percent of women reported that they obtained sexual gratification from inflicting pain.


An early study of Canadian men in 1976 found that 10 percent had sadomasochistic sexual fantasies during sexual intercourse, and a more recent study of Canadian women in 2008 found that a large percentage—from 31 to 57 percent—were reported to have rape fantasies. These are reported “fantasies,” not reported experiences. For 9 to 17 percent of women, these were a frequent or favorite fantasy experience. Another study found that 33 percent of women and 50 percent of men had sexual fantasies of tying up their partner, although the participants were not asked if they’d ever done this. According to these studies, a fairly significant number of people are aroused by thinking of these scenarios or have participated in them to some degree, either once or repeatedly.


What else does this information tell us? It provides a possible scientific explanation for the wild popularity of the novel Fifty Shades of Grey. Since its release in 2011, and the publication of its many sequels, it has become the bestselling book of all time excluding the Bible, with sales now exceeding 100 million copies worldwide. That is a big number. And a lot of readers.


I guess most people on the planet know by now that the book tells the story of a young entrepreneur, Christian Grey, and a literature student, Anastasia Steele, who become romantically involved, but only on Grey’s terms—which means participating in bondage, dominance, and sadomasochism, which is referred to nowadays as BDSM. The book introduced a couple of serious paraphilias, sexual sadism disorder and sexual masochism disorder, to the general reading public as a fun and fascinating pastime.


Certainly there have been other attempts to mass-market paraphilia—from Madonna’s bestselling coffee-table book, Sex, in 1992 to Belle de Jour, the 1967 Luis Buñuel classic film about a young woman who engages in fetishistic behavior. Catherine Deneuve stars as the newlywed who’s obsessed with her father and fantasizes about whips, crops, domination scenarios, and bondage. Even though she really loves her new husband, a nice doctor, she can’t bring herself to be intimate with him. To seek pleasure and fulfill her fantasies, she begins to spend midweek afternoons as a prostitute while her husband is at work. And who could forget the BDSM scenes in Quentin Tarantino’s 1994 film Pulp Fiction—or the line “Bring out The Gimp”?


It’s fascinating to read about rebels and libertines. They deliver vicarious thrills and fulfill our fantasies of living large and wild—and not caring what society thinks. The “forbidden” and even disturbing aspect of Fifty Shades is clearly part of its popularity. Curious to see what this book offered the general public, I launched into my first Fifty Shades novel with some trepidation. In full immersive ethnographic research mode, I set out to read the trilogy in order to critique it, but after sampling thirty or forty pages of the first installment, I stopped hunting for irresponsibly lighthearted treatment of a serious mental disorder and found myself worrying about the psychological disposition of the writer, E.L. James. But then, I always do that.


Another ten pages and I had to give up. It’s hard enough to study reports of actual clinical psychopaths or the criminally insane. Reading fictional accounts of torture and brutality was, for me, even more disturbing. But my greatest concern is the underlying message: This behavior might be fun, or even romantic.


Twenty or thirty years ago, a person with a fetish or guilty pleasure of his or her own had to dig around in the public library for a copy of the Marquis de Sade’s writings, go to an art-house cinema to see Belle de Jour, or go to a theater that featured pornographic films. Those in dire need of this material could turn to commercially available pornography. How difficult was it to find? An analysis of the covers of heterosexual porn magazines in the 1980s showed that more than 17 percent depicted bondage and domination imagery. In other words, even in porn magazines, there was limited access to this type of enticing material. The potential for escalating and reinforcing the behavior was somewhat limited. Now technology has changed that.


Is it a coincidence that in the years following the publication of the Fifty Shades trilogy, Internet searches for BDSM porn worldwide have risen by 67 percent and searches for terms like “sex slave” and “master” have increased nearly 79 percent and 72 percent, respectively? Membership in FetLife, a Vancouver-based pansexual social-networking site that serves the BDSM lifestyle, has more than tripled; there are more than 3.5 million members of the FetLife community, and they’ve shared more than 19 million photos and 172,000 videos, participated in 4.7 million discussions, and created 1.7 million blog posts.


FetLife describes itself as “similar to Facebook and MySpace but run by kinksters like you and me. We think it’s more fun that way. Don’t you?”


There are risks in practicing sadism for sexual pleasure—and obviously part of the excitement is the risk itself. But the main thrill comes from inflicting pain, apparently using an array of implements: paddles, wooden spoons, electric cattle prods, skewers, and knives, along with the traditional whips. According to an article by William Saletan in the online magazine Slate, even women who have appeared in BDSM pornography have reported being injured in the production of the scenes—receiving electrical burns, injuries requiring surgery, and permanent scars from beatings.


Saletan goes on to say, “While these injuries were accidental, the BDSM subculture doesn’t regard intentional harm as wrong. According to the ‘Statement on Consent’ developed by the National Coalition for Sexual Freedom, injury is wrong only if it ‘was not anticipated and consented to.’”


To me, this seems an unusual notion of freedom: the right to be hurt.


Finding Cohorts Online


Sadomasochistic relationships run the range from mild to severe, depending on the power/control needs and expression of passivity/vulnerability. There is comorbidity between sadism and psychopathy, which means that these two traits are often found together. But let’s remember there are also a significant number of studies in the past thirty years showing that individuals who practice sadomasochism demonstrate evidence of good psychological and social function, as measured by higher educational level, income, and occupational status compared with the general population. In one of these studies, U.S. sociologist Dr. Thomas S. Weinberg concluded that “sociological and social psychological studies see SM practitioners as emotionally and psychologically well balanced, generally comfortable with their sexual orientation, and socially well adjusted.”


While an interest in BDSM doesn’t necessarily point to larger problems, given the explosion of BDSM lifestyle material online in the past ten years, and the normalizing of the behavior generally, I have to wonder about the overall impact this has on vulnerable people—those with mental health conditions and disorders. There have been troubling stories and tragedies along these lines, related to how quickly partners for BDSM scenarios can now be found. Masochists sometimes say that it’s hard to find a “good sadist”—or one who understands their preferences. The Internet comes in handy in terms of BDSM matchmaking, just a few keyboard clicks away.


Prior to the invention of the Internet, finding a willing partner or a group to participate in a BDSM scenario wasn’t so easy. I have been working on a theoretical construct I call online syndication, which is really about the mathematics of behavior in an age of technology. It works like this: If I’m a sex offender in a small town in North Dakota and you are a sex offender in a small town in rural Georgia, what are the chances of us meeting each other in the real world?


This used to be capped or bound by the laws of probability and domain. In other words, it was restricted by chance and proximity. Two sex offenders who lived so far away from each other had very little if any chance of ever meeting. Now that has changed—not just for sex offenders, but for girls with eating disorders, cybercriminals, and people with fetishes. All of these groups can easily syndicate to socialize, normalize, and facilitate their particular interests. I hope I’m wrong, but I believe this cyber effect could result in a surge in deviant, criminal, and abnormal behavior in the general population.


You can join communities like FetLife, a dating site like Alt.com, or domsubfriends, a BDSM education and support group. There is also Tabulifestyle (also known as TLS), a matchmaking service for people with taboo tastes. Describing itself as “a service that caters to sexually adventurous couples and singles,” TLS claims to offer “a secure and discreet community for ‘REAL’ members who are sexually open-minded. Tabulifestyle’s comprehensive set of profile features, unlimited picture galleries, robust search functionality, members and swinger clubs calendar, advanced blocking and filtering tools provides a FUN safe and secure environment.”


How FUN? How safe?


You don’t have to look far for sad and disturbing examples of people whose paraphilia escalated and amplified after they found cohorts on a social-networking site. In 2012, a child-care worker in Ireland, Elaine O’Hara, disappeared, and the media began to closely follow the case. Several unusual things were found at the single thirty-six-year-old woman’s apartment, including a latex bodysuit and images of two hunting knives. O’Hara, who suffered from suicidal thoughts and depression, had a history of cutting herself. Her father’s partner, a psychologist, had assessed Elaine’s emotional age as equivalent to a fifteen-year-old’s. Elaine had told her father that she had met someone who enjoyed tying her up and that she had asked him to kill her.


A year later, in 2013, her remains were found in the underbrush in the Dublin Mountains by a dog walker. Not far away, submerged in the muddy bottom of a reservoir, her mobile phone was found—along with a rusted chain, a bondage mask with zips over the holes for the eyes and mouth, a length of rope, knives, and other BDSM paraphernalia. Retrieval of her text history revealed O’Hara had a relationship with a man who declared himself a sadist.


In exchanges, he and O’Hara expressed an interest in stabbing and being stabbed for sexual gratification. One message to her read: “My urge to rape, stab or kill is huge. You have to help me control or satisfy it.”


Graham Dwyer, a forty-two-year-old Dublin architect and father of three, was arrested and charged with O’Hara’s murder. In 2015 he was found unanimously guilty by a jury and jailed for life.


So how did the murderer and his victim find each other? O’Hara left behind a notebook containing the name of a lifestyle community she was involved in: FetLife. Dwyer was reported to have used FetLife, Alt.com, and other BDSM websites to indulge his fantasies. Over the course of the couple’s online/offline relationship, thousands of profoundly disturbing text messages passed between them, which were reportedly backed up on her laptop. In the master-slave language they used with each other, O’Hara revealed the mental distress she suffered throughout their BDSM affair.


He was disinhibited enough to indicate his profession in his online alias, “Architect77.” Their text messages show escalation, from discussion of BDSM to talk of murder. O’Hara had other partners she had met online, and their perceived anonymity was shattered when they were summoned to give evidence in the trial. But mostly the story of Dwyer and O’Hara is about online syndication—outliers clicking to connect. A master was looking for a slave. A slave for a master. A woman with a history of cutting herself met a man who had a fetish for stabbing.


O’Hara was a fan of TV crime dramas, like CSI, and ironically she had warned Dwyer of the dangers of being caught for murder through DNA and cellphone logs. “Technology is a killer now Sir,” she texted him, more than a year before she was killed.


Cyber-Socialization


As bio-psychologist Bruce King has written, when it comes to sexuality, what’s “normal” depends on where you are. In cyberspace, we know that people may do and say things that they wouldn’t do in the real world, due to the effects of anonymity and online disinhibition. This environment plays a significant role in socialization as well. All geographical barriers are removed when we connect with others online. And with limited social cues, as I’ve discussed, in cyberspace we make friends and meet new people without the help of our real-world instincts.


This has both positive and negative results. The magnificent upside of the barrier-free connection is that we can make friends with people we’d otherwise never know—gain insights into other lives and situations. This is socially broadening and educational, and also generates empathy and understanding. For individuals who are socially isolated—due to distance or personality issues—there’s now a place to reach out and find meaningful relationships. For young people anywhere who might feel lonely and curious about their sexuality, the Internet offers a way to explore. Adolescence is an age when experimentation occurs anyway, so some would argue that curiosity and experimentation online could be better and safer than in the real world. (I’ll be discussing this in greater detail in chapters about teens online, and again in cyber-relationships.)


The downside: We can blindly fall into dubious friendships and social connections. Online syndication isn’t just about finding other people who share your interests. It can ignite a process of norming and socialization that, I believe, when it comes to deviant or criminal behavior, presents an enormous threat to society if not recognized or mitigated.


The Oxford Dictionary of Psychology defines socialization as “the process, beginning in infancy, where one acquires the attitudes, values, beliefs, habits, behaviour patterns, and accumulated knowledge of one’s society … and modification of one’s behavior to conform with the demands of the society or group to which one belongs.”


Here’s how it works: A group or community assimilates new members by familiarizing and educating them in its ways. Online, familiarization can be formal or informal. Norms and rules can be communicated explicitly or implicitly. Successful socialization is marked by acceptance. In social psychology we call this “norming.” If you have been involved in a group of any kind, you probably noticed that as members start to bond, a group identity forms. This is part of the norming stage of group development, which is a natural part of socialization.


What changes online?


Cyber-socialization happens much more quickly because we are hyper-connected. Online communities and networks are built on the foundation of individuals, or actors, as we call them in cyberpsychology, online contacts who are friends, close friends, collaborators, or colleagues and connected by ties—that is, relationships or special interests. Gardeners find each other on gardening forums. Cooks find each other on food sites. Their “tie” is their special interest in gardening or food. But that tie can become very specific almost immediately—and you find yourself in a community that’s interested in cooking with parsnips or the spice fenugreek. The more specific the tie, the stronger the bond. In terms of atypical sexual preference online, the fetish is the tie.


While the popularity of a book like Fifty Shades of Grey normalizes bondage, dominance, and sadism—so it is no longer a taboo or forbidden subject—an online Web community devoted to this practice will socialize these fetishes. In other words, the popularity of the book makes it “okay” for you to show an interest in BDSM and feel comfortable browsing the various websites devoted to the subject. Once you begin interacting with members or join a community, you are brought into a belief system. This means that you might adopt the attitudes, values, beliefs, habits, behavioral patterns, and accumulated knowledge of the society you’ve joined. In social psychology this is called one’s “reference group.”


This norming process can encourage further explorations and adventures too, which are more likely to happen given the powerful force of anonymity online. Sharing your stories in a community like this can be competitive and may lead you to behavior that is even riskier, almost as if you were dared.


But let’s apply curiosity and experimentation to paraphilia, some of which can become quite compulsive. Say you’re curious and searching online—and come across communities and practices that are new and interesting. Over time, as you are cyber-socialized in this community, you can adopt the belief system of the group. What may be initially troubling, or make you uncomfortable, can seem normal over time.


The common theme in the BDSM scenario is pain and discomfort. A person with a masochistic disorder is sexually aroused by the act—real or simulated—of being beaten, humiliated, abused, or tortured. Sometimes this is just verbal humiliation, but for some it means self-inflicted cuts, burns, and piercings. Masochistic sexual activity can involve simulated punishments, like spanking, or rape. The problem with these behaviors is that they can become escalated—more and more extreme versions and scenarios are required to cause the desired result. There are aspects of BDSM that are compulsive, even addictive and destructive, and some people may be more susceptible to the cultlike trap of escalating behavior. I can’t help but wonder if this could happen more quickly online, due to the combined cyber effects of socialization, syndication, escalation, and online disinhibition.


And what about individuals who are suffering from sadistic behavior disorder? Does the mainstream popularization of BDSM encourage and normalize more extreme behavior? Does it mean a greater pool of willing experimental partners? It doesn’t surprise me that the U.K., which has taken a progressive role in online governance, has amended its regulations for paid-for video-on-demand films and now bans images that depict abusive, violent, and sadistic behavior—such as caning, aggressive whipping, spanking, and face-sitting, as well as life-threatening acts such as strangulation. I believe if there were more such consideration of ethics in cyberspace, greater governance, better education, and, if necessary, appropriate regulation, it could spare many vulnerable individuals from harm and pain and prevent susceptible people from going deeper into behaviors that may ultimately be destructive. Great societies are judged not just by how they serve the strongest but by how they protect the weakest and most vulnerable. We need to collectively focus on creating the best possible cyber society. Pursuit of the greater good should never go out of fashion.


Cyber-Exhibitionism


The Internet is like a catalog of desire begging people to flip through it. Think of the laboratory experiment in which the men watched an erotic slideshow and wound up with a fetish for boots. Now think of the erotic slideshow that is the Internet, and what sorts of new desires, and new behaviors, are being created.


It’s hard to forget Anthony Weiner, the skinny, superambitious American politician who posted photos of his genitals to a selection of different women online while engaged (and later married) to Huma Abedin, a talented and attractive woman with a highly visible political job. What is wrong with this picture? Weiner, an otherwise accomplished individual—serving the 9th District of New York for thirteen years—was forced to give up his congressional seat following a sexting scandal that consumed the United States for weeks in 2011 (the same year that Fifty Shades of Grey was published, interestingly enough).


Exhibitionistic disorder is a mental health condition, a paraphilia that centers on a need to expose one’s genitals to others, typically strangers caught off guard, in order to gain sexual satisfaction. Men make up the vast majority of people who participate in exhibitionism. And nearly all targets of exhibitionism are women, underage girls, or underage boys. Usually the behavior begins during the first decade of adulthood, although some individuals do start later in life. Roughly one-third of all men arrested for sexual offenses in the United States are exhibitionists.


Flashers are a subject of lots of jokes and humor, cartoons and comic sketches. But exhibitionism is a real disorder, and it would be compassionate to remember that people may not choose this way of life. Some psychologists believe it is driven by profound feelings of personal inadequacy. The exhibitionist may be afraid to reach out to another person out of fear of rejection and is led to exhibitionism as a way to somehow involve others, however briefly, in an intimate moment. Logically, if contact is limited to just the opening of a raincoat before dashing off, or the quick snapshot of one’s private parts sent to the in-box of an unsuspecting woman, the possibility and pain of overt rejection are minimized.


Some men expose themselves looking for affirmation of their masculinity. Others may simply seek attention they crave. Anger and hostility toward people, particularly women, may drive some exhibitionists. In this case, they expose themselves to cause shock and frighten.
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