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REVIEWS


Futureproof is a unique book and one that is timely given the current education climate and development in digital technology. The authors provide a clear framework for school leaders and teachers to develop a shared language. Highly recommended.


Michael Chiles, author of The CRAFT of Assessment and The Feedback Pendulum


Much has been said about digital citizenship, but do we really know what it is and why it matters? This clear-sighted volume sets out an exciting and practical approach for teachers that will inspire students to explore their agency, ambition and responsibility in a digital world.


Sonia Livingstone, director, Digital Futures Commission; professor of social psychology, London School of Economics and Political Science


Futureproof is ahead of the curve. At present, there is no real framework nor book out there that encourages educators in all phases to seriously consider how we teach our pupils about digital citizenship. Given the ever-changing landscape, arguably accelerated by the rise of new technological platforms during the pandemic, this book is ever more relevant, needed and on the money. It is a fantastic read and an education in itself. Bravo!


Sam Strickland, principal, the Duston School, Northampton; author of Education Exposed and Education Exposed 2


We all have a responsibility to support young people with knowledge of digital citizenship. More than ever, schools and children need a framework and support to help them navigate ever-changing digital technologies. This is a brilliant hands-on, practical guide and a must-read for any leader or teacher.


Michael Hamilton OBE, founder, Commando Joe’s


A perfect synthesis of what matters, what works and what to do next to equip students for success in the complexity of digital evolution. Futureproof offers a framework for adaptation by schools, giving a foundation to face an ever-changing world though values, experiences and management of risk. It offers expertise based on credible research, providing anchor points for the growth of a generation of young people who will no doubt consume content and shape our shared future more than any other in history.


Glyn Potts, headteacher, Newman RC College, Oldham


Developing our children’s online character should sit central to any school improvement drive. During times that have seen an unprecedented rise in online threat, educationalists need to change mindsets.


It is a fact that the internet and ‘online identity’ will define our children’s social, emotional and academic pathways. As educators, we must accept that teaching children only about ‘online harm’ will serve to push their behaviours underground and cause greater risk. We must instead equip them to identify and navigate danger and in turn create ‘cyber-resilience’.


Futureproof is a refreshingly accessible evidence-based guide that feels real and current. It is fair to say that if, as leaders, we didn’t perceive that digital literacy was relevant to the pupils in our school before reading this book, there remains no doubt afterwards. A must for every school leader.


Antony Bradshaw, head of school, Colmore Junior School, Birmingham




















CONTENTS


Preface


Part 1: Introducing the digital citizenship framework


The gap


Building on what is already available


It’s not just teachers’ responsibility


Why the framework will help schools


Futureproof


What is digital citizenship education?


Terminology used in the book


Digital risks and opportunities


Teachers’ knowledge: differentiating form from content


The theory underpinning the framework


Introducing the framework: core components and objectives


Part 2: The framework for digital citizenship education


Introduction


Component 1: Digital flourishing – establishing common expectations


Component 2: Digital rules – enforcing minimum expectations


Component 3: Digital character – enabling elevated expectations


Part 3: Digital risks and opportunities


Introduction


Digital risks


Digital opportunities


Learning expectations and school policies


Part 4: Implementing the framework


Introduction


Getting school staff and pupils on board


Appointing a school champion


Teacher education


Working in partnership with parents


Adapting the framework to meet diverse needs


Evaluating impact


Sources of further advice and support


References




















PREFACE




SHOOTING IN THE DARK WHILE TRYING TO HIT A MOVING TARGET


Digital technologies are ubiquitous, so it is perhaps surprising that there is no recognised digital citizenship education framework to guide UK schools in helping pupils to live in the digital age. Digital citizenship, we believe, should be understood as the wise and responsible use of digital technologies, with a view to interacting with others and taking part in multiple domains of everyday life, from leisure and employment to civic and political life. The absence of a digital citizenship education framework gives rise to two key questions: how are pupils being taught to use digital technologies wisely, and is our current approach to digital citizenship education futureproof?


There are several reasons why there is no commonly agreed framework to guide education for digital citizenship. The primary reason is that digital technologies have evolved so rapidly over the past two decades that it has been hard for educators to keep up. Technological innovation has far outpaced curriculum innovation, meaning that we largely rely on 20th-century pedagogical approaches to prepare pupils for 21st-century life. It is therefore not surprising that, when it comes to educating for digital citizenship, many teachers feel they are shooting in the dark while trying to hit a moving target.


This is not to say that no useful advice has been published by the UK government or other civil society organisations working in the education sector. Perhaps the closest official publication to the framework we propose in this book is Education for a Connected World.1 Provided by the UK Council for Internet Safety in partnership with multiple organisations, including the PSHE Association and Parent Zone, their framework offers guidance on the skills and knowledge that children should gain, through formal education, in relation to some of the key risks posed by digital technologies. More specifically, their framework focuses on eight aspects of digital education, with an emphasis on internet safety, including cyberbullying, self-identity and managing online information. These categories resonate with the key topics and learning outcomes outlined in Common Sense Education’s digital citizenship curriculum.2 Designed by the international organisation Common Sense, this curriculum is another very helpful source of advice and guidance for teachers.


The UK government has published specific advice on how to stay safe online and on aspects of digital citizenship – aspects that are included in the PSHE statutory modules of ‘relationships and sex education’ and ‘health education’.3 Recently, the Department for Digital, Culture, Media and Sport published an online media literacy strategy that includes a framework for what users should know in order to act as critical users of online information and to interact in meaningful and positive ways with other users.4


Promisingly, numerous charities, educational organisations and individuals have also developed advice and guidance linked to specific digital risks and opportunities. This guidance largely includes teaching materials and lesson plans, developed by organisations such as Childnet and Wise Kids.5 Taken together, all this means there is plenty of inspiration for school leaders interested in making digital citizenship education more prominent in their schools. Drawing on guidance and advice when it is available, most schools educate pupils about cyberbullying, online safety, artificial intelligence, biotechnology advances and how to be a ‘good’ citizen online, alongside many other related topics. What we believe is lacking, however, is something more radical and less piecemeal: an approach that is proactive, not reactive. What we need is a comprehensive framework that is focused on developing knowledge, as well as the skills, competencies, values and character to help pupils flourish in the future, while also concentrating on the school policies and guidance necessary to make this possible. This is what we outline in this book: a framework for digital citizenship education that we believe is futureproof.


Our framework provides a coherent and comprehensive structure that echoes and complements previous frameworks and sources of advice. Crucially, it starts with schools developing their own vision for digital citizenship – one that meets the needs of the pupils they serve. The framework covers, on the one hand, the importance of implementing rules and regulations and, on the other, the development of competencies and character virtues in pupils.


We want to stress from the outset our belief that, as outlined above, there are many excellent resources available to teach digital citizenship. There are also many outstanding teachers in schools using these resources. Our contention, however, is that in many schools, digital citizenship is delivered in a somewhat ad-hoc way. This is where the Futureproof framework comes in. It will help to ensure pupils are taught about the risks and opportunities associated with digital technologies in ways that are linked to the competencies, values, character, policies and guidance that the framework promotes more cohesively. Relatedly, the framework will help to ensure that what pupils learn in science or PSHE corresponds with what they learn in assemblies or whole-school activities. It suggests that the digital citizenship education pupils receive should be built up year on year in ways that correspond to their age and maturity. Finally, the framework is designed to be flexible enough to respond to technological change and be ahead of it.


We believe Futureproof is an accessible, theory-driven, practice-based framework that can, after local adjustments, be implemented in any primary or secondary school in the UK. This book will show school leaders and teachers how they can educate for the 21st century and teach digital citizenship through a single, comprehensive, planned and coherent approach. Futureproof draws on all three of the most prominent moral theories (based on promoting rules, an awareness of consequences, and character virtues) to underpin a systematic approach to education for digital citizenship.


As such, Futureproof:




	Introduces a new digital citizenship education framework that addresses digital risks and opportunities together and holistically.



	Addresses key concerns in ways that relate to digital citizenship, including issues of online safety and security, digital literacy, online crime, employment, cyberbullying, online harms, digital wellbeing, e-learning, and civic and political participation.



	Adopts a character strengths-based approach, preparing young people for their future lives and work.



	Is not deficit-based – it celebrates the positives of digital technologies and how these can contribute to individual and societal flourishing and wellbeing.



	Aligns with current policy on online safety from the UK Department for Education and the UK Council for Internet Safety’s Education for a Connected World framework, as well as advice from other prominent organisations including Common Sense and the NSPCC.



	Is hands-on and practical – it provides a step-by-step approach and shows, by using examples, how school leaders, teachers and others working in education can implement the framework.



	Is grounded in established theory and underpinned by research and evidence.











WHY SCHOOLS MUST ACT NOW


While policymakers in the UK have been prioritising the regulation of online platforms and the promotion of digital literacy as possible solutions to online risks, teachers, alongside parents, have a responsibility to deliver digital citizenship education. If we are to address all the risks associated with digital technologies while taking full advantage of the opportunities they offer, then tech companies, governments, parents, teachers, civil society organisations and children themselves all have a role to play. These roles are not always clear and there are often disagreements between stakeholders about who should be doing what.


The one thing we all know is that we must act now.


To explain why, an analogy with smoking might be drawn. When cigarettes were invented, the harm they caused to health was not known. We do not know, at this stage, to what extent digital technologies can not only provide considerable opportunities but also have long-term, society-wide, potentially pernicious effects on individuals’ wellbeing and ability to thrive and live well collectively. It is still to be seen whether these technologies are primarily and largely beneficial or not. We need more in-depth longitudinal data before we can truly understand the impact of digital technologies such as the internet, not just on individuals’ health and wellbeing but on the health and wellbeing of society more broadly. As we cannot afford to wait for this data to become available, we can and should all take action now.


Given what we currently know, policymakers and educationalists need to be proactive and pragmatic. They must develop educational approaches that minimise online harms while also (considering the freedoms and opportunities that the internet affords) providing young users with the tools, skills, knowledge and values that can enable them to thrive in the digital age.


As a result, the approach that schools adopt should have the following key features.




	It must be pupil-centred: it should take into account the views of pupils and real-life examples of how they experience their digital lives.



	It should not be deterministic: that is, it should be founded on a belief in human agency and an understanding that pupils are ultimately going to be in control of what they use digital technologies for.



	It should be empowering: it should encourage pupils to participate and play online and use the technologies wisely to bring benefits to themselves, others and wider society.



	It should not be dualistic: there should be an understanding that humans and technologies must work together in harmony. Their relationship should not be about one trumping the other.



	It should not be indoctrinating: that is, it should not be about ‘fixing’ kids or telling them how to behave online.






These are the features that define the digital citizenship education framework we introduce in this book. The common theme in all these features is that they place pupils, as autonomous rational beings, at the heart of their digital worlds. In other words, while different actors have different roles to play in order to ensure pupils are safe while using digital technologies, the outcomes of these interactions also depend on pupils themselves.







A FRAMEWORK FOUNDED ON CHARACTER


Given that pupils’ decisions and actions are ultimately what will determine how they use digital technologies (and whether these are used for good and/or bad ends), the central goal of the Futureproof framework is to cultivate character and wisdom in pupils. The framework includes digital rules that schools should put in place, but it is pupils’ character, values and virtues that ultimately matter. By ensuring that schools and educators establish character expectations alongside parents, pupils can be guided and supported to make wiser, responsible decisions when engaging with digital technologies. It is character, after all, that enables pupils to ‘do the right thing’ when no one is looking. This form of education – that is, character education – cannot be simply rules-based, about rewarding or punishing behaviour, unidirectional, didactic or indoctrinating. It needs to be based on the cultivation of character virtues such as compassion, honesty, courage, justice, respect and wisdom. This is why this book draws heavily on the research conducted by two of the authors at the Jubilee Centre for Character and Virtues at the University of Birmingham.6


In this book we explain the three core components of the Futureproof framework and their six interrelated objectives. We will show educators how to target their approach to digital citizenship education with the goal of enhancing digital flourishing. Put differently, all decisions should be aimed towards digital flourishing, defined as the ability to live well, individually and collectively, in a digital world worth living in. In order for pupils to understand what digital flourishing is and why it is important in their own and others’ lives, schools must fulfil the following two objectives.




	Promote a shared digital vision: pupils need a vision for digital flourishing that informs and helps them to evaluate their use of digital technologies.



	Promote digital literacy: pupils need a common language and a functional and critical set of skills and knowledge about digital technologies that can enable them to use these in ways that contribute to digital flourishing.






We will then show educators how to develop a set of digital rules – these are the principles and guidelines that inform pupils’ behaviour and actions to ensure they contribute to digital flourishing, thus outlining a set of minimum expectations on pupils’ behaviour. The digital rules that schools put in place should meet the following two objectives.




	Enforce digital policies: pupils need to adhere to a commonly shaped and agreed set of policies about when digital technologies can be used and for what purpose.



	Provide guidance on an agreed netiquette: pupils need to create and adhere to a set of guidelines for using digital technologies and acting online, both individually and in interactions with others, in a way that contributes to human flourishing.






Finally, we will explain that digital character refers to the character qualities that pupils must cultivate and develop if they are to use digital technologies in a way that enables them to avoid or cope with risks while maximising opportunities. Pupils who act with character will have elevated expectations for how they and others should interact when using digital technologies. The building blocks of digital character are the different virtues, the most important of which is digital wisdom, understood as the ability to do the right thing at the right time when using digital technologies. In order to support pupils to develop digital character, schools must fulfil the following two objectives.




	Cultivate digital virtues: pupils need to possess character qualities that help them and others to flourish digitally.



	Hone digital wisdom: pupils need to possess wisdom that enables them to act autonomously, with deliberation and discernment, within different online settings, and that helps them to do the right thing at the right time.






We will come back to these components and objectives at regular intervals throughout the book, as they are at the heart of the Futureproof framework.







OVERVIEW OF THE BOOK


Futureproof aims to be a practical and accessible guide to delivering digital citizenship education. It is a book that we hope readers will dip in and out of as required – we wrote it more as a ‘how to’ manual than a book that should be read cover to cover.


The book contains four sections:




	Part 1 provides background information about the framework and why it is needed. This section will situate the book as well as provide a rationale for it. We recommend that people tasked with adapting and implementing the framework in their school read this whole section in order to gain the big picture and key advice.



	Part 2 presents the framework – it is the heart of the book. This is the section that we anticipate will be most thumbed by readers as they adapt the different components of the framework to their particular context. The theory behind each of the three core components (digital flourishing, digital rules, digital character) is explained in a way that makes sense to practitioners. This section includes a step-by-step guide to implementing the framework and is full of activities, resources and case studies that aim to inform and inspire.



	Part 3 outlines the 10 overarching digital risks and opportunities that the framework addresses. Each of the risks and opportunities is explained in detail. We provide a definition for each, a background overview of its nature, headlines from key research and sources of further support and advice. Finally, we provide two tables, focusing on learning expectations and related school policies, that link the components and objectives of the framework to the risks and opportunities outlined earlier in this section. As such, part 3 will be useful for readers who want to know, in greater depth, the nature and implications of key digital risks and opportunities, and how the framework can be applied in practice in ways that link to such risks and opportunities.



	Part 4 explores how to overcome any obstacles that might make implementing the framework challenging. This includes how to get staff, teachers and parents on board, how to adapt the framework to different settings, how to address issues linked to diversity and how to evaluate whether the framework has an impact. Each part contains an introduction to orient readers and allow them to dip in and out. Key themes and lessons are highlighted throughout.











THE PATH TO DIGITAL FLOURISHING


As a group of authors, we each bring different yet complementary skills, experience and qualifications to the book. Two of us (Tom and Gianfranco) work in a university, have PhDs in the field of digital education, and spend most of our time researching the impact of digital technologies on children and society more broadly. Two of us (Sophie and Lee) work in schools at the coalface of delivering digital citizenship education, experiencing first-hand the opportunities and risks that living in the digital age presents to pupils today. We have all witnessed, through our research and first-hand experience, how much the inventions of the smartphone, laptop, tablet and other technologies have impacted (for good and bad) the lives of children and young people. Despite our different backgrounds, we were united by a single aim when we agreed to write this book: to help teachers help their pupils to maximise the opportunities and minimise the risks of living in the digital age.


We had several hopes when we began writing. We really hoped teachers would find the book useful and, dare we say, inspiring. At the very least, we hoped it would help those teachers wondering what to ‘do’ about digital citizenship education to think more strategically about their approach. Ultimately, we hoped the book would encourage teachers to stop and think about their current practice, and consider what needs to be done to ensure their pupils are prepared for their futures.


We understand that implementing this new framework will be an ambitious aim. It will take some upheaval and change. It will most definitely take thought and planning. However, given that pupils’ lives – and, in fact, most of our lives – are increasingly hybrid these days, we think the time and effort necessary to implement the framework will ultimately be worth it. The path to digital flourishing is ongoing but we all have a responsibility to help pupils make a start on it.























PART 1


INTRODUCING THE DIGITAL CITIZENSHIP FRAMEWORK




















THE GAP


Given that all schools, in some form, teach digital citizenship, a reasonable question might be: why do we need a new framework? The simple and perhaps surprising answer is that there is no popular framework in the UK that details a comprehensive approach to education for digital citizenship for four- to 16-year-olds.


The approach that many schools adopt to prepare pupils for their digital lives and futures might best be described as somewhat ad hoc. This does not mean that current teaching about issues related to digital technologies is not of a high standard. A typical school might have a PSHE teacher who gives a thought-provoking series of lessons on cyberbullying every year, a computing teacher who inspires pupils to try coding, and a headteacher who gives an annual assembly on online privacy that gets pupils thinking and talking. These, on their own, are valuable and important lessons for pupils to learn. Yet they could be so much more powerful if they were part of a planned, coordinated and conscious strategy to educate pupils about digital risks and opportunities. This is the aim of the Futureproof framework: to inform a whole-school approach to digital citizenship education that is not reactive and that deals simply with the issues of the moment, while preparing pupils for the digital lives they lead in and beyond school.


Such a planned, comprehensive and reflective approach to education for digital citizenship would require school leaders, teachers, pupils, parents, governors, members of the school community and other interested parties to come together and answer the following questions.




	How do schools teach pupils about digital risks and opportunities in a balanced way?



	How are pupils prepared for their digital futures through explicit (taught) activities that are supported through the culture, values and ethos of the school?



	How do specific lessons on topics such as AI link to drop-down days on employability, or to assemblies about online learning?



	How do school rules and guidelines about the use of digital technologies link to longer-term aspirations to cultivate character in pupils, so they use these technologies wisely when they leave school?



	What is the overarching goal of education about digital technology, and how does this link to pupils viewing themselves as local, national and global citizens?



	Are rules about technology use in schools applied consistently, and do pupils and staff understand how and why those rules have been developed and implemented?



	Do pupils leave school with elements of a deeper knowledge about aspects of digital technologies, and are they aware of how these aspects link together?






It is these questions and others that this book addresses. Schools that apply the framework can be confident they are providing their pupils with a joined-up and far-reaching education for digital citizenship. For some schools, this might mean unpicking and reorganising current practice, or even starting over again. This should be an urgent task, given how important it is that pupils leave school with the knowledge, skills, competencies and character required to flourish in the digital world.




















BUILDING ON WHAT IS ALREADY AVAILABLE


Despite the lack of a cohesive and comprehensive framework, education for digital citizenship is important and highly regarded by educators. As detailed in the table below, there are a number of statutory and non-statutory requirements and guidelines relating to digital citizenship education to which schools must adhere. In the table, we list the most important publications from the UK government and other organisations, and explain what their strengths are and how those strengths complement our advice in this book.


















	Publication


	Description


	How it complements the advice in Futureproof











	Education for a Connected World (2020)


	Published by the UK Council for Internet Safety, this publication is a tool to inform the development of teaching and learning, aimed at supporting children and young people to live knowledgeably, responsibly and safely in the digital world.


	
Focuses mainly on digital risks (and the skills and knowledge required to avoid or cope with these risks) in relation, for example, to cyberbullying, privacy, security and managing information online. Relatedly, it provides a detailed metric of what pupils should know about internet safety at different ages (see part 3 of Futureproof).


Useful for developing a rich, effective and developmental curriculum that will support pupils to be safe, healthy and thriving online (part 3).


Useful for auditing and evaluating existing provision of internet safety education (part 4).


Has the potential to inform the development of effective training for school staff and governors/board members (part 4).








	Teaching Online Safety in School (2019)


	Published by the Department for Education, this non-statutory guidance supports schools to teach pupils how to stay safe online in the context of studying new and existing subjects.


	
Focuses primarily on digital risks and pupils’ wellbeing (part 3).


Details how to support vulnerable pupils (part 4).


Recommends a whole-school approach to internet safety (part 1).








	Relationships Education, Relationships and Sex Education (RSE) and Health Education (2019)


	Published by the DfE, this is statutory guidance for primary and secondary schools on relationships education, RSE and health education. Many of the issues addressed in the guidance relate to pupils’ lives online.


	Is statutory and details the digital risks that schools must teach about, and how to avoid or cope with these (part 3).







	Online Harms White Paper (2019)


	Proposed by the Department for Digital, Culture, Media and Sport and the Home Office, this is a bill progressing through Parliament that primarily outlines a new regulatory framework to improve citizens’ safety online. One of its sections focuses on the responsibilities of educators to help individuals feel empowered and manage their own safety online.


	
Links to the development of digital literacy, referred to as ‘online media literacy’ (part 2 – objective 2).


Focuses primarily on legislation (part 2 – objective 3).


Details likely new legislation that will inform how schools can support the reduction of online harms. This includes changes to school curriculum content – in computing, for example (part 3).








	Online Media Literacy Strategy (2021)


	Designed by the DCMS, this is a publication that, in line with the goals set out in the Online Harms White Paper, outlines a framework for promoting digital literacy among the general public.


	
Outlines five principles that detail the skills and knowledge users should possess when using the internet (part 2 – objectives 2 and 5).


Focuses on the importance of evaluating online content and of understanding the broader digital environment and its implications for privacy (parts 2 and 3).


Suggests that users’ online interactions should be underpinned by an understanding of the consequences of their actions, of digital risks and of how to positively contribute to and participate in society (part 2 – objective 5).








	Growing Up Digital (2017)


	Published by the Children’s Commissioner for England, this publication provides guidance on how to create a supportive digital environment for children.


	
Focuses on how children can be supported to be resilient, informed and empowered when using the internet (part 2 – objective 5).


Details what changes could be made to the school curriculum, such as in computing, to ensure that children develop the skills and knowledge they need to be resilient and act as responsible citizens online (part 1).


Outlines five key rights that children should have when using the internet: the right to remove their online content; the right to know who has access to their data; the right to safety and support; the right to informed and conscious use of the internet; and the right to digital literacy (part 2 – objectives 3 and 4).











These publications are complemented by many excellent and easily accessible digital citizenship lessons and resources. In 2021, a search of the following terms on the Tes resources platform for secondary school teachers resulted in the following hits: digital citizenship, 1,041; fake news, 481; cyberbullying, 320; trolling, 100; revenge porn, 29.7 Tes is just one of many sites in the UK that teachers turn to when looking for inspiration. There are also many charities and organisations that offer advice, support and educational resources (such as Common Sense, the UK Safer Internet Centre, Childnet and the National Crime Agency’s Child Exploitation and Online Protection Command).


Academics have published books and articles that discuss evidence-based approaches to addressing online harms through education. For example, Marilyn Campbell and Sheri Bauman have edited a book reviewing 13 international evidence-based programmes that have been found to reduce cyberbullying.8 Other researchers have published frameworks for digital citizenship. Perhaps the best known is that proposed by Mike Ribble, who suggests nine components of digital citizenship.9 The International Society for Technology in Education also advises of nine digital citizenship components,10 and the iKeepSafe organisation recommends five components required for digital safety.11 In addition to these publications, government agencies and departments have published reports about online harms that make recommendations for educational practice. These have not, as yet, translated into clear advice from the Department for Education, which currently encourages schools to develop their own curricula by taking guidance from organisations such as the PSHE Association. There is even less guidance in the citizenship education curriculum, where the focus tends to be on digital forms of political literacy and online social action.


The plethora of advice, support and resources is enough to make teachers’ heads spin as they seek to develop coordinated approaches to education for digital citizenship that are evidence-based and respond to the ethical concerns of the digital age. In the absence of consistent guidance, many schools are left to develop their own approaches to digital citizenship.


The framework that we propose takes inspiration from many of these lessons, resources and previous frameworks, and shows how they can be bound together so teachers in any school can give pupils a coherent message about how to best navigate the challenges and possibilities associated with their current and future digital lives. The framework does not dismiss the many resources that are available; rather, it provides a frame to organise and hang them on. It provides some order and structure, which in turn can ensure there is some consistency in meaning, purpose and practice. The aim of the framework is to help teachers and pupils make sense of their digital lives and provide them with the knowledge that is most pertinent to them.




















IT’S NOT JUST TEACHERS’ RESPONSIBILITY


Although we wrote this book with teachers in mind, we want to make it very clear from the outset that we do not think digital citizenship education is teachers’ responsibility alone – far from it. Likewise, we do not think that being a ‘good’ digital citizen is the sole responsibility of pupils. To start with, they have been dealt a challenging hand. To grow up in the digital world presents children and young people with challenges that many adults never faced. This is largely due to the tech companies and the way digital technologies have been developed. Many other books have been written about big tech companies and ethics, and we do not have space to delve into these now. Suffice to say, we understand that when tech is driven by business alone, human flourishing will suffer. This has led to our pupils playing in a digital playground that is full of tricky obstacles. We should not be over-moralising about children’s behaviour online for this very reason – all of us are learning how best to live with others in the digital age and very few of us have never made mistakes. When many adults and stakeholders, including tech developers and distributors, have been found to act in ways that may be morally questionable, we should understand how challenging it may be for children and young people to use digital technologies.


Our hope is that the tech designers of the future (many of whom are in teachers’ classrooms today) will help. They will seek to create new technologies in ways that promote value-driven design and will think more carefully about the possible impact of these technologies on individual and societal flourishing. This might even include inventing technologies that contribute to character and values education – technologies that would be a great help to teachers today.


We also understand that parents and policymakers have considerable responsibilities. Policymakers can help by ensuring that digital citizenship education is prioritised in schools, and support schools in ensuring that they have sufficient time and sufficiently experienced teachers to teach it successfully. Parents, meanwhile, are ultimately responsible for their children’s behaviour. They should be the ones who first react if their children are found to be bullying or hurting people online. In part 4 of this book, we discuss how parents and teachers might work together in the context of delivering digital citizenship education. There is much more that can be said about how teachers should not be battling alone at the frontline of ensuring an ethical digital age, but we will leave those arguments for previous (see Tom Harrison’s book for parents, Thrive12) and future publications. For now, our main point is that teachers have a responsibility for digital citizenship education, and we hope this book will help educators in this respect.




















WHY THE FRAMEWORK WILL HELP SCHOOLS


It is perhaps not surprising that many schools do not take a joined-up approach to providing digital citizenship education. Digital technologies have changed rapidly over the past 20 years and schools, on the whole, have struggled to keep up. In most cases, they (like all of us) have had to react to the invention and widespread use of personal computers, tablets and smartphones. Schools are still working out how artificial intelligence, virtual reality and the internet, among other interventions, might impact on them for the better or for the worse. In the early 2000s, many schools integrated lessons on cyberbullying in PSHE when online abuse started to become a problem. Similarly, they started to teach about social media and democracy in the early 2010s after the uprisings in the Middle East that are commonly referred to as the Arab Spring. In short, schools’ approaches to digital citizenship education might be described as organic – lessons and topics are added to the school calendar as new issues emerge. This will continue to be the case unless school leaders stop reacting to developments in digital technologies and try to get ahead of the game.


Given the current milieu, we argue in this book that a new approach is required for the following four reasons.




1. DIGITAL TECHNOLOGIES PROVIDE OPPORTUNITIES FOR PUPILS LIVING IN THE DIGITAL WORLD


Digital technologies might be viewed as the unsung hero of the Covid-19 pandemic. Among many other things, they helped parents to educate their children at home, scientists to share information quickly around the world, and children and adults to continue learning and working remotely, while also providing opportunities for social interaction and entertainment during lockdown. Nevertheless, some books on digital technologies can be apocalyptic, making wild arguments about technologies destroying humanity. These types of books add to a moral panic. Moral panics are not, on the whole, helpful. When we are panicking, we do not necessarily think objectively or rationally. We do not consider both sides of the story. We do not tend to make sound decisions.


Our belief, as many others would put it, is that technology can be part of the solution to the issues that we currently worry about. Technology can bring us together to work on joint global problems, allowing us to collaborate on issues such as the environment, how to respond effectively and efficiently to future pandemics, and how to promote causes of social justice and advance democracy.


In Futureproof, we remain positive about the potential of technologies to help individuals and the world to flourish. This is not based on blind optimism, but hard evidence that, when technologies are used in a way that furthers humanity, the ends are generally positive. We think that perhaps some of the early adopters of the internet were a bit too wide-eyed; we trusted the slogans and our fingers were burned. As Rana Foroohar argues in her book Don’t Be Evil13 (which was Google’s early slogan), many of the internet pioneers ‘lost their soul’ along the way. This was largely, we believe, in the pursuit of market value (and share) over human values (and care). Other pioneers such as Tim Berners-Lee, the inventor of the World Wide Web, still hold up a light that the internet – and the many technologies that rely on it – can be essentially positive. Writing an open letter on the 30th anniversary of the technology he invented, Sir Tim wrote:




…given how much the web has changed in the past 30 years, it would be defeatist and unimaginative to assume that the web as we know it can’t be changed for the better in the next 30. If we give up on building a better web now, then the web will not have failed us. We will have failed the web … The web is for everyone and collectively we hold the power to change it. It won’t be easy. But if we dream a little and work a lot, we can get the web we want.14





We think we need to channel some of this positive thought, and we see our efforts to educate pupils to live well with digital technologies as part of the solution. We can perhaps view the past couple of decades as a chance to learn and see what works and what does not. The pupils we educate today will be the tech inventors and leaders of the future; the qualities and values they hold will inform how they carry out these roles. It is therefore important that we remain positive and hopeful, and maintain a belief that how we teach pupils today will have a long-term impact on the world.







2. DIGITAL TECHNOLOGIES PRESENT RISKS TO PUPILS LIVING IN THE DIGITAL WORLD


The benefits that digital technologies bring to our lives are often underappreciated. This is, in part, down to their perceived negative impact on our wellbeing, morality and overall human flourishing. There is no getting away from these often serious concerns – they are a genuine and all-too-real blight on many children’s (and adults’) lives. The early internet pioneers had high hopes that the internet would revolutionise the world as well as improve it. Their first hope has undoubtedly been realised, but we are a long way off realising their second.


The detrimental effects of living in the digital age have been well documented. The list of ‘social ills’ attributed to new and emerging technologies is long and growing. These include, to name a few, concern at the rise of online incivility, fake news and misinformation damaging trust,15 the so-called rise of ‘evil online’,16 malevolent subcultures on the dark net,17 and a decoupling of scientific and technical advancement from democratic advancement.18 These headline concerns sometimes mask the real and everyday issues that teachers are expected to deal with, such as cyberbullying, online plagiarism, misinformation, online harassment, trolling and sexting.


The nature of morality in the digital age has been dealt with in numerous publications. The debate can be divided between those who promote the internet as largely a force for good, those who see it as morally corrupting and those who present a more balanced view. We think there is some truth in all these accounts, and which one teachers believe will depend on how digital technologies impact on them and their pupils. Given the prevalence and potential severity of online harms and the challenges they present to flourishing, it is incumbent on teachers (alongside parents, governments, tech companies and individuals themselves) to address this issue. This reason itself does not provide a prima facie case for a new framework for teaching digital citizenship – just the need for a framework to guide practice. After all, many of these issues are similar to those found offline, just in a different form.
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