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			“Information wants to be free.”

			—Futurist Stewart Brand

			“This is not a phone conversation.”

			—a Russian expression meaning a wish to discuss something in person because somebody else might be listening

		

	
		
			Prologue

			In an otherwise residential district of southwest Moscow, a nineteen-­story gray-and-white high rise, surrounded by a modest fence, could at first glance be mistaken for an average apartment block. But there is something odd about it: Only twelve of the floors have windows.

			This building is the heart of the Russian Internet: phone station M9, containing a crucial Internet exchange point known as MSK-IX. Nearly half of Russia’s Internet traffic passes through this structure every day. Yellow and gray fiber-optic cables snake through the rooms and hang in coils from the ceilings, connecting servers and boxes between the racks and between floors. Google rents an entire floor on M9 so to be as close as possible to the Internet exchange point of Russia. Each floor is protected by a thick metal door, accessible only to those with a special card.

			On the eighth floor is a room occupied by the Federal Security Service, or Federalnaya Sluzhba Bezopasnosti, or the FSB, the main successor organization to the KGB, but the FSB’s presence is evident on all the floors. Scattered among the communications racks throughout the building are a few electronic boxes the size of a video player. These boxes are marked SORM, and they allow the FSB officers in the room on the eighth floor to have access to all of Russia’s Internet traffic. SORM stands for the Russian words meaning “operative search measures.” But the words imply much more.

			SORM boxes once intercepted just phone calls. Now they monitor e-mails, Internet usage, Skype, cell phone calls, text messages and social networks. It is one of the world’s most intrusive listening devices, and it is the Russian government’s front line in a monumental battle for the future of the Internet. The battle has stakes for everyone who ventures into the digital universe.

			This book is a journey through this conflict as it has unfolded in Russia during recent decades, a quarter century of tumult from the Soviet Union, which sought to put information in a kind of prison, to the emergence of a new Russia. The book shows that in some ways, Russia did not break entirely with its Soviet past; the SORM boxes, invented by the KGB, have been constantly updated ever since and are used to this day against political opposition. In other ways, however, Russia has become an entirely new country of digital revolutionaries who have learned to thrive on free information at their fingertips, communicate on social networks, and read headlines about the world. In 1991 Russia inherited a dysfunctional and broken communications system with barely a connection abroad, and today it stands in the top ranks of those developing countries that are wired to the world. In a global survey by the Pew Research Center, 73 percent of those questioned in Russia said they had online access, compared to 63 percent for China and 87 percent in the United States.1 The book is an investigation into these two great forces—surveillance and control on one side, and freedom on the other—and what happens when they collide. It does not yet have a definitive ending.

			But the significance of these events extends far beyond Russia, and not only because the Kremlin has repeatedly attempted to change the global rules of the Internet, to build national frontiers in what today is a wide open space.

			We have interviewed dozens of participants in the events described and examined thousands of pages of documents. In a nation with a strong tradition of secrecy, even today, it is very difficult to find the truth or people to talk about it. This wall of silence became more pronounced after President Vladimir Putin returned to power in 2012 in the face of popular protests and tightened the flow of information by new laws and practices of censorship and intimidation.

			Part I of the book covers the Soviet collapse and the nearly two decades leading up to the Moscow protests of 2011–2012. Part II takes a closer look at some of the forces driving the conflict and what has happened since Putin’s return and the outbreak of violence in Ukraine. As co-authors, we wrote the book together and refer to ourselves in the narrative by our first names. We researched and wrote this book not only as journalists but also as insiders and participants in the events we chronicle, as well as products of both the last of the Soviet years and the digital revolution itself.

		

	
		
			Part I

		

	
		
			Chapter 1. The Prison of Information

			In January 1950 Abram Trakhtman, a thirty-two-year-old ­major of the Ministry of State Security, a forerunner of the KGB, faced a personal crisis that threatened his entire career in Stalin’s secret police. For days he had sat alone in his office, located in a three-story, red-brick building in northeast Moscow.

			The building on the compound was first erected in 1884 for a Russian Orthodox Church seminary. In the early 1920s, after the Bolshevik Revolution and the rise of an officially atheist state, the seminarians were expelled. The seminary was turned into a prison for adolescents. Then, in the 1940s, it was transformed again.

			The building stood on the outskirts of a small village, Mar­fino, which had just one cobblestone road. Bus no. 37 from city center stopped there twice a day. In 1947 the village was suddenly surrounded by newly erected walls and transformed into a Soviet secret research facility. It was named Object Eight and known informally as the sharashka of Marfino. A sharashka was a prison camp that held scientists who were put to work using their expertise for the state. They could not leave, but their conditions were better than the rugged prison camps of the Soviet gulag. At Marfino the rooms were filled with convicted and imprisoned engineers, mathematicians, and linguists who were working to help the secret police find ways to provide secure telephone technology for Joseph Stalin.

			Down the corridor from Trakhtman’s office was a large room, a former church cupola that had been subdivided so it looked like a half-moon chamber. On the ceiling the original church paintings were still visible, but down below it was crowded with radio and telephone equipment.

			Trakhtman, thin-faced, with round, owlish eyeglasses and a head of naturally curly hair, was reluctant to go to the round room just now, even though he knew his subordinates were waiting for him.

			Abram Trakhtman was the chief of the acoustic laboratory.

			He wore a green uniform with gold shoulder straps and a cap with a blue crown. The blue had been embraced by Russian secret services since the days of the tsars. An engineer by training, Trakhtman had enjoyed a very successful career up until January 1950. He was born to a Jewish family in a small Ukrainian town in the Pale of Settlement. He survived the pogroms, made it to Moscow, and entered the Moscow Communications Institute, graduating just before World War II. He then joined the Central Research Institute of Communications, where he was noticed by Alexander Mints, a prominent Soviet physicist and radio engineer highly regarded by the Soviet authorities. Mints made him part of his entourage, and Trakhtman earned two Stalin Prizes during the war.1

			When the Ministry of State Security decided to launch the Marfino project in 1947, Mints was asked to lead it, but he declined.2 Trakhtman got the job, which he eagerly accepted. He was given his own laboratory. He always wore the gold insignia of his Stalin Prize on his uniform. Yet now Trakhtman found himself in a dangerous situation—just when he thought he was on the verge of advancement.

			Only two months before, Trakhtman’s laboratory had achieved a major success. They helped catch a government official who was providing sensitive secrets to the Americans. The laboratory consisted of five people; three of them were inmates, including the writer Alexander Solzhenitsyn and his close friend Lev Kopelev. (Solzhenitsyn was later sent off to a labor camp.) A gifted philologist, Kopelev was a big, flamboyant man with thick black hair, a black beard and mustache, and large, expressive eyes—a real firebrand. It was Kopelev who had identified a Foreign Ministry official who made a phone call to the US Embassy in Moscow, thereby revealing the existence of an undercover Soviet spy who was headed to New York to steal atomic bomb secrets. To accomplish this, Kopelev had analyzed the recording of an intercepted phone call and fingered one of five suspects. The suspected caller was arrested. Kopelev, excited by this success, thought he had created a new scientific discipline and gave it a name: phonoscopy.

			With Kopelev by his side, Trakhtman made contact with a high-ranking general and won permission to establish a new research institute that would work specifically on speech recognition and speaker identification. Excited, Trakhtman told Kopelev that they would have a promising future together and asked ­Kopelev to think about what kind of equipment they would need for the new institute. A location for the sharashka was found in the center of Moscow.3

			But January 1950 was an unfortunate time for an engineer with a name like Abram Trakhtman, even within the state security apparatus. A year before, the Communist Party newspaper Pravda had accused Jewish theater critics of unpatriotic behavior in an article edited personally by Stalin, and the Soviet press launched an orchestrated campaign against “cosmopolitanism,” which was essentially an attack on prominent Jews.4 The Jewish Anti-Fascist Committee was disbanded, many of its members arrested, and Jewish newspapers and publishing houses were closed. The campaign then turned into something akin to a witch hunt, with Jewish doctors being accused of poisoning Soviet leaders. In 1950 the anti-Semitic campaign reached the ranks of state security. Just a few days after Trakhtman had secured the general’s approval, he was told that the building chosen for the new sharashka was not sufficiently secure. Then he was told that Marfino’s prisoners could not be moved to this building because it was too risky to have them in the center of Moscow. It was clear to him that his plans were being deliberately and repeatedly delayed. Days passed without any decisions being made. Trakhtman was rarely seen in his laboratory, the half-moon chamber. His subordinates concluded that he was afraid to address their questions about the fate of the new project. They were right.

			Finally Trakhtman was told he would not get any convicted engineers for his new sharashka. Despairing, Trakhtman tried to raise the stakes. He refused to be a director of the new institute without his prisoners and declared that the entire project was doomed without them.

			That was a mistake. The general who had given him permission for the new institute proceeded to cancel it. Trakhtman was stripped of his rank of major and expelled from Marfino. In late January he went back to the compound one last time.

			After much anxiety, he walked into the laboratory and then turned to Kopelev and said, “Now, strictly between us—it’s impossible to be a director of the institute with such a name,” meaning a Jewish name like Trakhtman. He then squeezed Kopelev’s hand, smiled sadly, and left.5

			With his ambitious plans for a new sharashka destroyed, Trakht­man soon relocated to another top-secret facility, working on missile guidance systems, a part of the Soviet space effort. For Trakhtman, research on speech recognition was over. The most promising project of his life was ruined.

			But the general did not forget about Trakhtman’s subordinates at Marfino’s acoustic laboratory. They remained locked up at Marfino for another three years until December 1953, when eighteen prisoners were transferred from Marfino to a sharashka outside of Moscow. It was called Kuchino, another compound of the security service, and the talented Lev Kopelev followed them in January 1954. The compound was controlled by the Soviet secret police and intelligence service, which was renamed that year the Komitet gosudarstvennoi bezopasnosti, or, simply, the KGB.

			Kuchino, about twelve miles east of Moscow, was set on an old prerevolutionary industrialist’s estate. It became the KGB’s main research center for surveillance technologies, including the all-pervasive Soviet system of phone tapping and communications interception. From this day forward, speech recognition research and telephone wiretapping were bound together, funded and directed by the KGB.

			The Soviet secret services wanted to make sure they could properly intercept any call, and identify the person who made it. They wanted to make sure that information in the Soviet Union—all kinds of information, including communications between ­people—was under their control. Long before the term was fashionable, they determined that they wanted to be the dictators of data.

			   

			When Vladimir Fridkin graduated from the physics department at Moscow State University in December 1952, he earned a diploma with honors in physics. A thin-faced but earnest young man, he could not land a job in physics, despite months of searching. He was repeatedly turned down. He knew the reason: he was a Jew, and the anti-Semitic campaign launched by Stalin had erased all the advantages Fridkin might have expected with his degree.6

			He gave up hopes of becoming a nuclear physicist and finally landed a job at the Scientific Research Institute of Polygraphic Engineering. The institute occupied a few miserable barracks in the rear of a large factory in the west of Moscow. When Fridkin first opened the door of his small office, it was almost empty—there was nothing but a table and chair. It was an inauspicious beginning: he could hardly carry out scientific research in the barren little room.

			Instead, he went every day to sit for hours under a green-shaded lamp in the vast, high-ceilinged reading room of the Lenin Library near the Kremlin. The library held the largest collection of books, documents, and dissertations in the country, in hundreds of languages. One day, while there, he discovered an article written by Chester Carlson, an American physicist, about the process of electrophotography, or, more simply, photocopying.7

			There was nothing like photocopying in the Soviet Union. Fridkin was intrigued by the possibility that he could build a Soviet copying machine. First, he went to the institute’s department of electrical equipment and asked them to get him a high-current generator. Then he went back to the physics department where he had studied at the university and obtained sulfur crystals and a photographic enlarger. In his small office he experimented. He tried to make a copy of a page, then of a photograph. One day he succeeded in duplicating an image of Mokhovaya Square, a well-known landmark in front of the Kremlin. When the director of the institute saw this he exclaimed, “You do not understand what you invented!” The director immediately ordered the institute’s designers to take what Fridkin had done and transform it into a single machine that could make photocopies. When they managed to do this, the first copying machine in the Soviet Union was born. It was box-like, more than three feet high and two feet across, with two cylinders on the top and the high-current generator attached. It was named the Electrophotography Copying Machine No. 1.

			Even though the machine was primitive, nobody doubted the significance of the invention. The institute director called the ministry—in the Soviet centrally planned economy, a government ministry oversaw every such institute. Soon the minister himself came to the Institute of Polygraphic Engineering to see the machine, and he was so impressed that he ordered it into mass production. A factory in Chisinau in the Soviet republic of Moldova was selected to produce the new machines, and a special electrophotography research institute was established in Vilnius. At twenty-four years old, Fridkin was appointed deputy chief. He was featured in a television show praising the Soviet achievements in science. He was also paid a bonus for his accomplishment.

			Although Fridkin felt much better, he still wanted to be a physicist. At last, in 1955 he was given a job at the Institute of Crystallography. When he moved there, his copying machine followed him. For two years his colleagues at the institute came to his room every day to use his machine to copy articles from foreign journals. Fridkin became a very popular person in the institute. Then, one day in 1957, a nice young woman from the KGB section walked into his room. Fridkin had known her. She had a pretty face, wore plain clothes, and Fridkin often spent time drinking tea and chatting with her. But she brought bad news. “I have to take away your device and destroy it,” she said. Fridkin asked whether she knew that this was the first copying machine in the Soviet Union. “I know, but people who come over to you can copy some prohibited materials,” she replied.

			The first copying machine in the Soviet Union was smashed to pieces, and the parts were taken to a dump. One critical part of it, a slab of mirror, was salvaged and put up in the women’s rest­room. Fridkin’s institute did not carry out secret research, so the decision to destroy his machine was not protecting anything at the institute; rather, it reflected the broader and deeper paranoia of the Communist Party. The party maintained a stranglehold on power and a chokehold on information. It could not tolerate the possibility that Fridkin’s invention might be used to freely make copies of unapproved documents and allow them to be easily distributed.

			In a few years the factory in Chisinau ceased production. Fridkin knew that the quality of the machines produced by the Chisinau factory was not very high. But it was hardly a reason to stop making them. Later, when photocopying became routine in the West, the Soviet Union bought Western Xerox machines, but its attitude to information remained unchanged. The few photocopiers that were brought from abroad were kept under lock and key in party offices or in the Academy of Sciences. In many factories and institutes a special staffer operated the photocopier under the watchful gaze of the KGB. It happened in Fridkin’s institute too. He seethed with anger at the sight of the photocopying machines in his own institute being locked in the prison of information.

			   

			Stalin died in March 1953, and the brutal, totalitarian system of mass repression slowly began to relax. The mood in Soviet society started to change. Many gulag prisoners were released and returned home by 1955. In February 1956 Nikita Khrushchev, the new Soviet leader, made a speech at a closed session at the 20th Party Congress denouncing Stalin’s crimes. The “secret speech” lasted four hours. In a few years Khrushchev loosened state controls in a period that became known as the Thaw. Dozens of different freethinking groups blossomed in the Soviet Union, including Moscow intellectuals, artists and writers, all kinds of nationalists, and Jews who had been denied permission to emigrate, known as “refuseniks.” It was a time when many were optimistic, especially young people who yearned for better lives after the deprivations of war and Stalinism. But the Thaw did not last. In 1964 Khrushchev was ousted and replaced by Leonid Brezhnev, who effectively ended reforms. In the autumn of 1965 arrests of intellectuals and writers began in Moscow and Ukraine, and censorship tightened. The Soviet invasion of Czechoslovakia in August 1968 effectively marked the end of the Thaw.

			But one feature of the period did not disappear. The circulation of uncensored information became an essential part of the dissident movement, if not its main goal. This included the circulation and copying of manuscripts, known as samizdat, or self-published, and it covered a wide horizon of material: banned works of literature, social and political commentary, open letters, Solzhenitsyn’s novels, and, from 1968 to the early 1980s, the Chronicle of Current Events, which reported human rights violations in the Soviet Union. Soviet dissidents didn’t have Fridkin’s machine nor a Western-made Xerox. They hammered out their works on carbon paper with a typewriter known as the Erika, made in Eastern Germany, which could produce only four copies at a time.

			In the Soviet Union the state had always held the upper hand when it came to distributing information. All other sources, like independent media or the church, were outlawed. “A newspaper is not only a collective propagandist and a collective agitator, it is also a collective organizer,” Lenin wrote in 1901 in the fourth issue of Iskra, the main Bolshevik newspaper. The Bolsheviks wanted newspapers to organize and mobilize the masses, not to inform them. They could not tolerate an independent press after the 1917 revolution: from their point of view it was impossible to let the enemy—a capitalist, free press—present an alternative worldview to the masses. Stalin repeated Lenin’s words in 1923 in an article, “The Press as Collective Organizer,” in Pravda.8 In the 1930s all Soviet cities were filled with street loudspeakers, spreading propaganda. Just like in the Middle Ages, when the church bells defined the day, in Stalin’s Soviet Union the day started with a national anthem broadcast by a loudspeaker on the street, and it ended with the anthem. There was no way to turn the loudspeakers off. For many decades Soviet citizens had no choice in what they could listen to or read. By the end of World War II an entire generation had come of age not knowing anything else, let alone what they had lost. They lived all their lives to the echo of the words and formulas dictated by the state.

			The Soviet regime rigidly controlled public space. Newspapers and television were put under prior censorship by the general directorate for the Protection of State Secrets in the Press, known as Glavlit, which reported to the Council of Ministers. From March 1961 Glavlit was also put in charge of controlling communications (telex and phone conversations) of foreign correspondents in Moscow.9 Another government committee, known as Goskomizdat, censored fiction and poetry. Radios were jammed, and dozens of jamming transmitters were positioned along the borders. It was a fast-growing industry. In 1949 350 short-wave transmitters tried to jam the Western radio broadcasts. In 1950 there were 600 of them; in 1955, about 1,000, with 700 in the Soviet bloc countries. All of them were erected to jam what amounted to no more than 70 Western transmitters. By 1986 the Soviet Union had thirteen powerful long-range jamming stations, and local city jamming stations were established in eighty-one cities, with 1,300 transmitters in total. The radio jamming was stopped only in November 1988 by the Soviet leader Mikhail Gorbachev.10

			For most of the seven decades of Soviet rule to seek information was a risky and dangerous game for ordinary people. Soviet-­produced radio sets had some frequencies disabled. To be found in possession of a quartz with the wrong frequencies was a potentially criminal offense. Soviet-made radios were required to be registered with the government, a rule that was canceled only in 1962. The authorities wanted to be able to track anyone who copied information; the KGB required that samples taken from all typewriters be kept on file in case one had to be identified.

			The ordinary and casual exchange of news with foreigners was also restricted. With the borders closed, Soviet citizens needed an “exit visa” to go abroad, a long-cherished dream that could be granted only after a long talk with a KGB officer. When abroad, Soviet citizens were requested to walk in groups so to exclude any contact with locals, including informal conversations. Soviet citizens who were allowed to go on business trips were requested to present reports of their encounters with foreigners.

			Not surprisingly, the Communist Party wanted to force Soviet citizens to censor themselves. And the intimidation was effective. Everybody in the Soviet Union knew the expression “this is not a phone conversation,” which expressed a wish to discuss something in person because they were afraid somebody else might be listening. The “somebody else” was the state and its vast networks of informers.

			The Soviet Union was not an occupying regime; instead, the regime attempted to make everyone complicit in its goals. The peculiar structure of Soviet society helped the authorities in this. The military-industrial complex was an enormous archipelago of institutes, factories, and government ministries. By some accounts, it made up 30 to 40 percent of the Soviet economy. Within it the Soviet Union employed a vast army of engineers at secret military and security research facilities, known colloquially as “post office boxes.” These laboratories and offices were known only by a post office box number, such as NII-56. Any mail would be addressed to that box number, not to the real name of the facility. One purpose of the zip-code-style number system was to hide the secret facilities from the prying eyes of foreigners, who were prohibited from going near them. Often the state designated an entire city “closed.” Both of Irina Borogan’s parents, engineers by training, worked at the post office box in the tiny town of Electrougli: foreigners were not allowed into the town, although it is located only twelve miles from Moscow. There a certain kind of vague doublespeak took hold and became part of everyday conversations. A person might say they worked at a “post office box” developing a “device,” but their meaning was immediately clear. In this way the Soviet population was co-opted into becoming a part of the system. Even if an individual didn’t work at a “post office box” or in the military, it was likely that someone else in the family did so, and the rules covered everyone.

			In such a system the government did little to encourage telephone use. Officials at the Soviet Ministry of Communications loved to recall Khrushchev’s statement that Soviet citizens did not need home phones because, unlike in the United States, there was no stock exchange in the Soviet Union, and therefore they don’t need so much information.

			When dissidents tried to use telephones to exchange information and contact each other, the KGB was quick to react.

			Kopelev, who left the Kuchino sharashka in December 1954, became a passionate Soviet dissident in the 1970s. He turned his two-room apartment, on the sixth floor of an apartment building in the north of Moscow, into a gathering place for dissidents. Dozens of phone calls were made from there every day. But when the KGB found out, they cut off his home phone line. After that, his son-in-law brought him a handset from a phone station he worked at, a plastic black piece with a white disk, a dial, and a cable. Every night Kopelev walked down the stairs to the first floor of his apartment building. There was a room there for a dezhurnaya, a person on duty, usually a woman, whose job was to control who came into the building. Inside the room there was a phone, but the room was locked. However, outside there was a phone socket on the wall, and when the dezhurnaya was off, Kopelev got the device connected to the socket—and spoke for hours.11

			In 1972 the KGB requested the Soviet Council of Ministers to adopt a new rule prohibiting the use of international phone lines “in a manner contrary to the public interest and public order of the USSR.”12 It was a typical KGB move to keep tight control. Even though the restriction was approved, it was not enough for the KGB; they wanted still more restrictions. In June 1975 Yuri Andropov, then chairman of the KGB, reported to the Central Committee about a new threat. He said that Jewish refuseniks were making international phone calls. In his letter to the Central Committee marked “Secret,” Andropov reported that in 1973–1974 more than one hundred phone customers were identified and their phone lines turned off, which, according to the KGB chairman, “caused a severe blow to the foreign Zionist organizations which consider regular telephone as the most important way to get information of interest from the Soviet Union.”13

			Andropov warned, however, that the Zionists were bypassing the KGB by actively using automated international telephone lines as well as telephone booking offices to make international calls using bogus names. The KGB lamented that the Zionists had delivered to the West a series of appeals to the international community, demanding that the Soviet authorities restore their disconnected phones. Andropov’s recommendation was “to suppress the use of international communication channels for transmission abroad of biased and slanderous information.”14

			The policy remained that information was to be locked away. But Andropov could not keep it all imprisoned.

			The same month that he reported his concern to the Central Committee, a samizdat book was passed around a small town outside Kharkiv, 460 miles west of Moscow. The book was essentially a stack of tissue paper, bound by coarse thread, containing a collection of articles written by Vladimir Jabotinsky, a prominent Zionist in the early years of the twentieth century.

			The samizdat book was passed to Alexander Paritsky, who was then thirty-seven years old. He lived with his wife, Polya, and two daughters in a small apartment. Kharkiv was mostly known for a huge tank factory. Paritsky’s father and brother were both imprisoned under Stalin, but he was by no means a dissident. He was constantly reminded, however, that he was a Jew. He had a modestly successful career as an engineer at a local research institute.

			Paritsky’s sister, Dora, brought the dog-eared samizdat manuscript to him. “As usual, we had it for only the one night and then it goes further on the chain,” Paritsky recalled. This was the usual procedure for samizdat—you could read it for one night and you had to pass it on.15 The night turned into a marathon reading session. By the next morning “Polya and I became Zionists. We decided to emigrate to Israel,” Paritsky recalled.

			The next day he announced their decision to an astonished Dora. However, there was a problem: Paritsky worked on radars for the Ministry of Defense, and that made all his work top secret. Soon he left his job and became an elevator repairman. In July 1976 he applied for an exit visa for himself and his family. He also tried to find a way to contact Moscow’s community of refuseniks, hoping to make his case public. Paritsky began getting letters from Jews in Israel and soon got his first phone call from abroad. When he received his second international call, from London, the phone was turned off right in the middle of conversation.

			“I was told that my phone was turned off by the order of the chief of Kharkiv’s communications center,” he recalled. “My wife and I arranged to see him, to find out the reasons.”

			When the pair went to the communications center, the chief just gave the Paritskys a brochure, which turned out to be the Charter of Communications. The chief pointed to the article that had been inserted in 1972 prohibiting the use of the phone to do harm to the Soviet state. To drive the point home, a few days later Paritsky got a formal summons to the city council offices, where he was given a warning about his anti-Soviet activities. However, Paritsky didn’t stop, and after that he made his calls from special offices where citizens could book calls through telephone operators.

			On August 27, 1981, Paritsky was arrested near his apartment in Kharkiv. The Chronicle of Current Events reported his case. The KGB first hinted at accusations of espionage, knowing of Paritsky’s past secret work, but then they changed tactics. The KGB added to his indictment that Paritsky was using international telephone lines for spreading anti-Soviet information. “At the court, the prosecution presented a woman, an operator at the international telephone communications hub. She testified that during her duty her client complained about the poor quality of the line. Then she gave my name, so she identified me by my voice heard on the phone five to seven years earlier,” Paritsky recalled. “She then explained that she connected the line to check the quality and heard me speaking all possible defamation of the Soviet system.”

			He was sentenced to three years in jail and sent to the labor camps. Only in April of 1988 were Paritsky and his family allowed to leave the Soviet Union.

			   

			With the approach of the 1980 Olympic Games in Moscow, the Soviet Union needed international telecommunications to host the Games properly. In 1979 the number of international lines was significantly increased. An international telephone exchange station, known as M9, was launched, located in two tall buildings on Butlerova Street in Moscow’s southwest.

			When, on July 19, 1980, the Games opened in Moscow, Gennady Kudryavtsev felt especially proud. Kudryavtsev had carried out a project to expand the international phone lines. He had delivered them on time. There were sixteen hundred new channels and a whole floor of M9 for international calls.16 These channels provided automatic connection, without an operator, which was hitherto unheard of in the Soviet Union.

			The KGB had resisted the expansion. To mollify them, the Ministry of Communications suggested that callers would have to dial not only the number they wanted to call but also their own number so no one would go unidentified. The KGB was still reluctant to allow more phone lines to contact the outside world. Then Kudryavtsev suggested adding another way for the KGB to control conversations. “There was a specialist who told me that there was a way to add a special programming loop to get all calls intercepted,” said Kudryavtsev. The method of intercepting all calls was introduced, and the KGB was finally satisfied. No matter how many more lines were opened, they could listen to any call.

			The sixteen hundred channels turned out to be quite enough, and there were no complaints from the participants and visitors. “All passed with the first call attempt, because there was almost nobody to call, to be honest,” Kudryavtsev recalled. The Games were boycotted by sixty-five countries in response to the Soviet invasion of Afghanistan.

			Still, the regime did not want to let people have the option for long. A few months after the Olympics, in early 1981, Kudryavtsev, who had been appointed the first deputy minister of communications, was called to the offices of the Central Committee of the Communist Party.

			He was uneasy. Just a few days before, he had learned that part of his responsibilities as first deputy minister was to oversee the system of Soviet jamming stations. He knew that the summons to the Central Committee had to do with the international lines. “I heard already that the KGB people went around complaining about international phone lines,” he said. But when he arrived, it was worse than he predicted; he was given a secret decision approved by the secretariat of the Central Committee to reduce the amount of automatic international lines. The lines had been his triumph, but now he was being asked to take them down.

			The decision was presented as coming from the Central Committee, but in fact it was written at KGB headquarters. Kudryav­tsev was put in charge, and the scale astonished him: the order was to reduce the number of overseas channels from sixteen hundred to only one hundred. For channels to some countries, the cut was even more drastic. “We had eighty-nine channels for the United States, and I was told to reduce the number to only six,” Kudryavtsev said. He was clearly upset, “Of course it hurt me—I made it, I saw that it was necessary, that it was impossible to go without it.”

			In a month Kudryavtsev destroyed his own creation. The changes made automatic connection almost impossible, and customers, including foreign embassies, noticed it. On a small sheet of paper Kudryavtsev wrote out an explanation that it was due to “technical problems,” but he blushed every time he was forced to explain.

			Finally Kudryavtsev found a way to take control of a telephone station on Leninsky Prospect. He redirected the lines of those who were allowed to use automatic international connection to this single station. In a year the chosen organizations, approved by the authorities, found that automatic international connection was restored.

			For the rest of the country it was not—and remained that way for many years.

			Kudryavtsev was angry because the KGB was given everything they demanded for the Olympics, but after the games were over, they forced everything to go back to the way it was before. As a Soviet official, Kudryavtsev completely accepted that the KGB needed to possess the means for intercepting calls, but he didn’t understand why they needed to cut the lines. It was against his engineer’s nature, and it tortured him for years. His usual sad joke was to tell his friends that he got his first government award for increasing international communications capacities, and his second award came for cutting off those capacities.

			For many years after 1981 Kudryavtsev tried to talk some sense into the KGB, but the generals would not listen. They believed he was behind the expansion of the phone lines before the ­Olympics—and in this they were right—and they told him only one thing: “Gennady Georgievich, you had f—ed us when you were leading to the Olympics. Now shut up.”

			Kudryavtsev took that rather seriously. In the massive building of the Ministry of Communications on Tverskaya Street, known as the Central Telegraph, he was given an office once used by Genrikh Yagoda, a chief of Stalin’s secret police, the NKVD, who was also a commissar of communications. “All the furniture was from Yagoda’s times—his table, his safe—only his lift was blocked, which used to lead to the basement and then to the metro. But I checked—the lift shaft was still there.”

			In 1988 Kudryavtsev went to the Politburo to explain a minor issue of international connection between a factory in Ivanovo, not far from Moscow, and its Bulgarian partners, and Mikhail Gorbachev was present. When Gorbachev asked him what should be done to improve the line, Kudryavtsev replied, “Cancel the decision of the secretariat of the Central Committee on restrictions of international communications.” Gorbachev said, “But what should be done specifically for Ivanovo?” And thus the question was postponed again.17

			   

			Ed Fredkin, a leading computer authority at the Massachusetts Institute of Technology and a jovial and energetic former Air Force fighter pilot, had worked for years developing contacts inside the Soviet research community. He was fond of big ideas and, in 1982, at forty-eight years old, went to Moscow to attend a physics conference with the notion, as he recalled it, to “infect the Soviet Union with personal computers.”

			“Since we arrived a few days prior to the start of the meeting, I immediately went to the Academy of Sciences Computation Center to reconnect with old friends and explain what I wanted to do,” he told us. “My friends told me that I had to talk to ­Yevgeny Velikhov. I called him, and he came over to the Computation Center.”18

			Velikhov, then forty-seven years old, was an open-minded and ambitious nuclear physicist and a deputy director of the ­Kurchatov Institute of Atomic Energy. Velikhov had recently been elected a vice president of the Soviet Academy of Sciences, the youngest ever. Fredkin had known Velikhov for years, and he spoke openly with him, arguing that the widespread adoption of computer technologies was vital to the future of the Soviet Union and that better times could be realized only if the authorities gave up rigid control of information. Fredkin suggested that personal computers could fit with socialism even better than with capitalism, and Velikhov, an enthusiast of personal computers since the late 1970s—when he had bought for himself one of the first Apple models—arranged for Fredkin to speak before Soviet scholars at the presidium of the Academy of Sciences. “We needed this talk at the presidium to overcome the resistance,” recalled Velikhov.19 The goal was to change the Soviet government’s position, which was then geared toward developing information technologies by using a rigid hierarchical scheme with massive, central computers, and terminals, not personal computers.

			Two days before the talk Fredkin was in his room in the Academy of Sciences Hotel when he got a phone call from someone. The person spoke English and didn’t introduce himself:

			“I understand that you have been told by Velikhov that you will be allowed to give a talk at the next meeting of the presidium.”

			“Yes, that is correct.”

			“Well, we have looked into the matter, and to this date, no foreign person has ever made a presentation at a meeting of the presidium. It’s true that Vice President Velikhov is an important man, but he is not important enough to overcome such a lack of precedence.”

			Fredkin was speechless.

			“So, you will not address the meeting of the presidium.”

			Not knowing how to reply, Fredkin simply said, “Thank you.”

			But the next day Fredkin got another call from the same person, who now told him that the talk was approved. Still, it was not easy. “When I arrived to give my talk, the acting president of the Academy of Sciences, someone whom I knew well and considered to be a friend, pointedly stood up, put his papers into his briefcase, slammed it shut, and stormed out, just as Gromyko had done, on occasion, at the United Nations.”

			Fredkin made every effort to break the ice. He told the audience about his family ties to Russia; his parents had been suppliers of wood for the imperial palace in St. Petersburg. He spoke of the large technology gap between the Soviet Union and the United States. He said computers were different: the performance-to-cost ratio improved by more than a factor of two every two years, making it uniquely different from any other kind of technology. But the suspicious audience first asked him why he cared about Soviet technological problems. Fredkin had a ready response, “My wife and I would feel safer back in Boston if the world remains relatively balanced.”

			Fredkin impressed the audience. Next Velikhov went to Staraya Ploshad, a city square where the headquarters of the party’s Central Committee is located. He headed to a building right on the square, a big six-story neoclassical edifice with giant windows, built in 1914 for an insurance company. The top officials of the Central Committee had their offices there, and Velikhov had an appointment on the fourth floor to see Yuri Andropov. At the time Andropov, the KGB chief, had been elevated to become a secretary of the Central Committee, responsible for ideology; he was also sitting in for Brezhnev temporarily while the ailing general secretary was on holiday in Crimea. Velikhov asked for the meeting, an effort to overcome the resistance he faced to adopting personal computers in the Soviet Union.

			The meeting with Andropov lasted an hour. “He was well prepared for the meeting, and he had his information from the foreign intelligence; it was obvious I didn’t need to explain to him things from scratch,” said Velikhov. He persuaded Andropov to form a new branch inside the Academy of Sciences, a section of information technologies and computation systems.

			It was the same Andropov whose subordinates, a year before, had Kudryavtsev cut international phone lines. At that time nobody—and least of all Andropov—thought personal computers should be made available to ordinary Soviet citizens.

			Back home Fredkin worked on lifting the US export controls on sending personal computers to the Soviet Union. He argued that personal computers would force the authorities to give up control over information, that they would jailbreak the prison. “I realized that nothing would happen until someone ‘broke the ice.’ I created ‘Computerland USSR,’ called Velikhov, and told him that if he would produce a purchase order for a small number of IBM PCs, I would arrange for them to be delivered and that that would open the floodgates,” Fredkin recalled.

			Velikhov immediately produced the purchase order. “Computerland USSR” ordered about sixty computers from IBM in Europe, and Fredkin got friends at the Academy of Sciences Computation Center to make sets of chips that would allow the computers to display Cyrillic characters on the screen (as they had already done for one PC smuggled earlier into the Computation Center). Fredkin’s company took delivery in Europe, modified the keyboards and displays, got official clearance from the US Commerce Department, and delivered them to the Academy of Sciences. “The dam was broken,” Fredkin recalled. “Computerland USSR may be the only computer company in history that received and delivered one single order . . . then went out of business!”

			For almost the whole of its history the Soviet Union had been a prison of information. But the prison, like so many other edifices of the Soviet state, was finally breeched in August 1991. Then the information finally broke free.

		

	
		
			Chapter 2. The First Connection

			In the far north of Moscow the Kurchatov Institute sprawls over nearly 250 acres. Once an artillery range, the institute was founded by Igor Kurchatov, who developed the first Soviet atomic bomb within its walls. For decades since, the institute has also served as a preeminent nuclear research facility. The compound is dotted with dozens of buildings, including a collection of impressive two-story mansions built for Kurchatov and his fellow researchers in the late 1940s. A small and unobtrusive barracks-like building houses the first Soviet nuclear reactor, still operating. The institute has always been a closed, heavily guarded facility and to this day is protected by multiple guarded gates. When a visitor arrives, documents are checked and the car trunk is inspected by a guard carrying a Kalashnikov assault rifle. A second gate opens only when a first one is closed.1

			The Kurchatov Institute held an exalted and exceptional status in the Soviet Union. It was at the forefront of research in the Soviet military nuclear program. In addition to work on the atomic bomb, scientists were involved in many crucial defense projects, ranging from Soviet nuclear submarines to laser weapons. The KGB not only supervised the institute but, in a broad sense, was “one of the shareholders,” as Yevgeny Velikhov, who served as director from 1988 to 2008, recalled it.2 At the same time, the institute enjoyed a degree of freedom unthinkable for others at facilities far less important. Contacts with foreigners were allowed, including trips abroad, and the institute’s leaders took advantage of the fact that the Soviet state highly valued and desperately needed their work—they demanded special treatment and got it.

			The institute exploited this elite status to the full. In November 1966 more than six hundred people, mostly young physicists, gathered at Kurchatov’s House of Culture, the institute’s club, to listen to Solzhenitsyn, a writer of growing prominence. His first published work, One Day in the Life of Ivan Denisovich, had caused a sensation for its frank depiction of Stalin’s prison camps when it appeared in the literary journal Novy Mir in 1962. Velikhov, who was then a deputy head of the institute as well as a broad-minded scientist who had traveled across the United States a few years before, invited Solzhenitsyn to the Kurchatov Institute. The institute was the very first venue that invited Solzhenitsyn to speak publicly. “Everything went well,” he recalled.3 “He told his story. How he found himself in the camp.” Solzhenitsyn also read aloud from a still-unpublished novel, Cancer Ward, which he hoped still had some chance to get approved by the Soviet censors. (In the end it was not.) Then he read the excerpts from The First Circle, his novel of the sharashka at Marfino, which also had not been published. The KGB had confiscated the manuscript in 1965, and reading it aloud at Kurchatov was a brave act for both Solzhenitsyn and his hosts. “The collective liked him very much,” Velikhov said. Later, in 1970, Solzhenitsyn won the Nobel Prize for literature; four years after that he was stripped of citizenship and expelled from the Soviet Union. But the Kurchatov Institute did not change course and kept inviting dissident writers.

			It was in this elite environment of relative freedom that programmers and physicists first connected the Soviet Union to the Internet.

			   

			By the mid-1980s the computer revolution in the West was racing ahead, and the Soviet Union lagged behind. The country struggled with the manufacturing challenge of computer chips, and Soviet personal computers were bad imitations of Western models. The Cold War persisted, and the astounding leaps in computer technology in the West were catching the attention of younger Soviet scientists, including Velikhov, but older party leaders and industrialists—Brezhnev and Andropov’s generation—were frustratingly indifferent. The technology gap between East and West continued to widen. In 1985 Alexey Soldatov, then thirty-four years old, was named director of the Computation Center at the Kurchatov Institute. He got the job because Anatoly Alexandrov, the Kurchatov director, wanted someone who could explain to computer programmers what the Kurchatov Institute needed from them.4 Soldatov, Andrei’s father, was a serious, heavily built scientist, spoke slowly because he stuttered badly. In a determined effort to overcome it, he had developed a method to think in advance what he wanted to say, and his speech became very precise, if rather colorless.

			Soldatov had a promising career in nuclear physics. He had graduated from a prominent Moscow institute in 1975, defended his doctoral thesis in 1979, then held an internship at the Niels Bohr Institute in Copenhagen. He was known at the Kurchatov Institute for using more computer time on his work than anyone else.

			The Kurchatov Institute had, by that time, assembled a team of skilled programmers working to adapt the Unix operating system to the Soviet Union, a copy of which had been smuggled to Moscow two years earlier. Unix is machine-independent, so it could be used on any of the computers at Kurchatov, including Elbrus, the first Soviet super-computer, and the ES, a Soviet-­made replica of the IBM mainframe. But what made Unix significant was that it made networks possible. In the autumn of 1984 the programmers demonstrated at a seminar the first version of a modified Unix.

			The visionary behind the programming team, and one of the prize winners, was Valery Bardin, thirty-one years old, who was frequently overwhelmed by great and sometimes odd ideas, some of them truly brilliant.5 When Soldatov heard about the adaptation of Unix and Bardin’s band of programmers, he recalled how a network connected computers at the Niels Bohr Institute. Soldatov then proposed building a computer network, based on Unix, at the Kurchatov Institute.6

			Over the next four years programmers from Kurchatov built a Russian version of Unix and applied it to a network.7 It was named Demos, an acronym for the Russian words meaning “dialogue united mobile operating system,” and the team was rewarded with a prize from the Soviet Council of Ministers. The prize, however, was classified as secret. The local Kurchatov network was created on some of the same protocols the Internet is built on today. While Bardin’s programmers brought their brains to the project, Soldatov contributed his substantial administrative skills to persuade the institute’s leaders to buy equipment they needed for the network. The Kurchatov Institute was so vast that it was easy to explain why it would be better to have computers in different buildings connected through a network than to install all the machines at the Computation Center. However, networks were rare then in the Soviet Union, which favored large, mainframe computers that were easier to control than a network of smaller, spread-out machines.

			Over time the Kurchatov computer team split into two separate groups. Programmers wanted to seize the opportunity Gorbachev had provided when he agreed to launch “cooperatives,” the first private businesses. They wanted to sell the Demos operation system, and for that they needed to be outside the heavily guarded Kurchatov compound. One group moved out of the institute and set up their computers on the second floor of a spacious two-story building on the Ovchinnovskaya Embankment along the Moscow River. In 1989 the group founded a cooperative, naming it Demos.

			The second group remained at the Computation Center at the Kurchatov Institute, led by Soldatov. Despite the split, the two teams were closely interconnected—including by a network connection—as people moved constantly back and forth between the mansion and the institute.

			In 1990 Soldatov and his team began to imagine they could get the institute connected with other research centers in the country. When they needed a name for this network, they asked a young programmer, Vadim Antonov, to run a random word-selection program in English. He came up with Relcom. When Antonov suggested this could signify “reliable communications,” the name stuck.

			In August of that year the Relcom network became a reality, making a connection between the Kurchatov Institute in Moscow and the Institute of Informatics and Automation in Leningrad, 460 miles away. After that, connections were established with research centers in Dubna, Serpukhov, and Novosibirsk. The network used ordinary telephone lines, and the bandwidth was extremely narrow—the network was capable only of exchanging simple e-mails. Nevertheless the Relcom team dreamed of connecting with the world. Soon after the first connections were made, Soldatov went to Velikhov, who became director of Kurchatov in 1988. He told Velikhov that he needed his personal help for a nationwide network that would connect the most important research centers in the country and beyond. Velikhov was skeptical at first. He recalled clearly how such initiatives had failed in the past. Nonetheless, when Soldatov told Velikhov he wanted to appropriate his personal phone line for the network, as it was the only direct line from the institute capable of making international calls, Velikhov agreed, along with helping them acquire modems.8

			On August 28, 1990, the very first Soviet connection to the global Internet was made when the Kurchatov programmers exchanged e-mails with a university in Helsinki, Finland. Soon they were given access to EUnet, a European network. Finland was chosen for a reason: Finland was the only country after the Moscow Olympics in 1980 whose automatic international telephone connection remained. Then, on September 19, Antonov registered the domain .su on behalf of the Soviet association of Unix users, and a new frontier on the Internet was born.

			At the end of 1990 Relcom connected thirty research organizations in the country. By the summer of 1991 it had a leased line to Helsinki, and the internal Soviet network had reached seventy cities, with over four hundred organizations using it, including universities, research institutes, stock and commodity exchanges, high schools, and government agencies. Relcom got its first client in the news media too: the young news agency Interfax.

			Technically Relcom still had two headquarters. There were a few rooms on the third floor at the Computation Center at the Kurchatov Institute, which housed the main server, built on the IBM 386 personal computer. Modems at 9,600 bits per second—the baud rate—were permanently connected to the international phone line. The other headquarters was located in the nondescript mansion on the Moscow River embankment, with the second floor housing the team of fourteen Demos programmers, working night and day repairing and improving software and maintaining the network. They also had a backup server and a 9,600-baud modem.9

			   

			Early in the morning on August 19, 1991, a phone call woke Bardin at home. A journalist friend said he had heard from Japanese contacts of an attempted coup against President Gorbachev. The news about the putsch broke first in the Far East, then rolled westward across the time zones before hitting Moscow. Hours after the announcement was first broadcast in the Far East it aired on television in Moscow.

			Bardin’s first reaction was to check the group’s server from home. There was no connection. He went out to buy cigarettes.

			On his way he met a friend from Leningrad (now St. Petersburg), Dmitry Burkov, a programmer and cofounder of Demos. Together they rushed to the Demos building, knowing there was always someone sitting there, day and night. They saw tanks on the streets of Moscow. Around 7 a.m., on the orders of the defense minister, Dmitry Yazov, who had joined the coup plotters, both tank units began moving into the city along parachute regiments in armored troop carriers. Strict censorship was imposed on the news media.

			State television introduced Gennady Yanayev, a Soviet vice president and gray, unremarkable figure, as the new leader of the country. In fact, Yanayev was given this role only to make the ousting of Gorbachev look more legitimate. The real mastermind was Vladimir Kryuchkov, the chairman of the KGB, and the KGB had a prime role in orchestrating the coup. KGB special operations forces were dispatched to Crimea, where Gorbachev was on vacation. The KGB cut off Gorbachev’s personal phone line from his vacation compound, then the local phone lines. He was totally isolated.

			   

			At the corner of Bolshaya Lubyanka Street and Varsonofyev­sky Lane stands a six-story, gray building. It was built in the 1970s in the Soviet architectural style of that period for important government offices—monumental and gloomy, with the first floor in cold granite. Local residents knew that the building belonged to the secret services. After all, KGB buildings dotted the district of Lubyanka—just across the street there is a two-story mansion that housed the very first headquarters of Lenin’s secret police, and in Stalin’s times it was the location of a much-feared toxic laboratory tasked with developing poisons. Nobody dared ask what was going on inside the building at Varsonofyevsky Lane, assuming it could house one of the departments of the KGB.

			But it was not a just any department; it was the KGB’s telephone eavesdropping center. Underground cables ran from it to a neogothic, red-brick building two hundred meters away on Malutin­sky Lane, Moscow’s central and oldest phone station.10

			In mid-August 1991 the building saw feverish activity. Similar frantic movements were also happening at the central phone station, where the Twelfth Department [eavesdropping] occupied a few rooms.

			On August 15 Kryuchkov urgently summoned Yevgeny Kalgin, head of the Twelfth Department, from his summer vacation. Kalgin was promoted through the ranks of the KGB primarily for his personal loyalty to the chairman. Initially he had been Andropov’s driver and later was made his personal assistant. When Kryuchkov, a close pupil of Andropov, had been appointed chairman of the KGB, he entrusted Kalgin, now a major-general, with running the Twelfth Department.11 Kalgin went to KGB headquarters and received classified instructions from Kryuchkov to listen in on the phone conversations of people around Boris Yeltsin, who in June had been elected president of the Russian Federation, then still one of the internal republics of the Soviet Union, thrusting him into the forefront of the reform movement and into competition with Gorbachev for leadership. The KGB instructions were to eavesdrop on members of Yeltsin’s government and friendly members of the parliament—both their offices and home lines. Kalgin was told to learn how Yeltsin’s people reacted to events and to control their contacts. This eavesdropping was illegal even by Soviet standards: the KGB could not spy on high-ranking officials. However, in late July the KGB had overheard Gorbachev speaking with Yeltsin, and they had agreed to dump the head of the KGB. Kryuchkov intended to get rid of Gorbachev first.

			Kalgin agreed to make preparations. That would require a lot of work for the sixth bureau of the Twelfth Department—the “controllers” in KGB slang—mostly women in headphones whose work was to listen to and record telephone conversations. The next day, on August 16, Kalgin briefed the female colonel who was chief of the bureau, and she in turn recalled her subordinates from summer leave.

			On August 17 Kryuchkov personally called Kalgin and ordered him to put Yanayev’s phone line “under control” to make sure he stayed loyal to the cause. On August 18 Yeltsin returned to Moscow from Kazakhstan, and Kalgin was then told to put all of Yeltsin’s phone lines “under control.”12 The chief of the bureau explained to the hand-picked controllers that information from intercepted calls was to be reported via the internal phone line personally to ­Kalgin. They were given 169 phone numbers. The fifth bureau of the Twelfth Department, in charge of listening to foreigners, were given 74 numbers.13 With that, the eavesdropping operation had begun.14 The same day Gorbachev was locked away in Crimea.

			On August 19 the plotters declared emergency rule and took charge of the country, but Yeltsin and his supporters slipped through KGB security cordons and made it to an enormous white government building on the Moscow River, where they barricaded themselves inside. The building, which became known as the Russian White House, housed the Yeltsin government.

			   

			Andrei Soldatov, then fifteen years old, was in his last year of school before university when he heard the news of the coup. Ever since he was young Andrei had been interested in political history. His grandfather had been a Soviet Army colonel and a deputy commandant in Moscow whose duty was to march before the gun carriage bearing the body of a Politburo member during a state funeral, leading the procession to the Kremlin wall. Andrei remembered seeing his grandfather in full uniform on state television broadcasting the funerals of Brezhnev and Andropov. The advent of Gorbachev’s perestroika—reform movement—had provoked vigorous arguments and debates in Andrei’s family. His uncle was an Air Force colonel who had served in Afghanistan and was outraged by dissident physicist Andrei Sakharov’s opposition to the Soviet invasion of Afghanistan. Soldatov’s father, Alexey, the nuclear physicist, was a prime but cautious source of information about the Chernobyl nuclear accident, as the Kurchatov Institute remained the leading atomic research center of the Soviet Union. Andrei and his mother, a physician, were always the most liberal voices at the table.

			On hearing news of the putsch, Andrei rushed to Manezh­naya Square, a traditional place for rallies by democrats and the reform movement. Tanks were lined up on the square, facing the Hotel Moskva. On the opposite side, close to the old Moscow State University building, students had gathered, shouting, “To Presnya, to Presnya”—the district where Yeltsin’s supporters had taken their stand. Andrei and his schoolmate walked over to the tanks, trying to engage the soldiers in conversation. The soldiers, surrounded by civilians, were obviously confused. Their officers, also confused, did not interfere.

			The last thing Andrei Soldatov was thinking about was calling his father, Alexey Soldatov; his parents had divorced when he was eight, and his relationship with his father was strained. But Andrei sensed the significance of what was happening and collected every piece of evidence he could. He saved issues of the newspaper Moskovsky Komsomolets, the most popular liberal daily in town. He grabbed a cover from a smoke-grenade discharger on the turret of the tank and took it home. He collected one of Yeltsin’s leaflets.

			“The country is in mortal danger!” it declared. “A group of Communist criminals has carried out a coup d’état. If today citizens of Russia do not counter the activities of the putschists with conscience, determination and courage, then the dark days of Stalinism will return!”

			If you do not resist the state criminals—

			—you betray FREEDOM!

			—you betray RUSSIA!

			—you betray YOURSELF!

			At home Soldatov’s mother had the radio tuned day and night to Echo Moskvy, the radio station founded by democrats on the Moscow city council and a primary source of information about the events unfolding.

			Irina Borogan also rushed to the square on her way home from taking her university entrance examinations.

			For Irina, perestroika had been a time of personal excitement. She had been only eleven years old when it began, but it felt like a breeze of fresh air. In her school rules were relaxed, making it possible to voice personal opinions and have discussions about politics and Soviet history with teachers. One day Irina, emboldened by the new atmosphere, began a fierce dispute with a deputy principal in charge of ideology, a woman with strong communist views. Irina felt the new mood everywhere—in a bus, on a commuter train, in the metro. For the first time in their lives, she noticed, many people were talking openly and freely not only about their private lives but about everything, from the misery of living standards to Stalin’s repressions and modern music. Western movies, books, and music that for years had been prohibited now flowed to the country. For Irina, newspapers and magazines became more breathtaking than crime novels. At the age of thirteen she made a decision to become a journalist. She felt Gorbachev’s glasnost—policy of openness and transparency—was a great gift to her generation.

			When she learned of the putsch, she feared that the coup leaders might destroy all the good things Gorbachev had done over the last five years. Her father, who worked at a closed facility in the military-industrial complex, said, “If they ban us from getting Western investments, our economy will die.” Irina didn’t care a lot about the investments, but she felt angry with the coup leaders who threatened to turn back the clock and suffocate her generation. During the coup attempt she was out and about among Moscow’s squares, where people gathered and talked. On the second day she took her university entry exam on history, and the question posed to her concerned Stalin’s repressions. The teachers were liberal and talked angrily about the putschists. So Irina asked, with a smile, “Do you want me to answer in the old way or in the new one?”

			They all laughed, and she passed the exam.

			   

			By coincidence, the putsch began on the opening day of a Moscow computer expo. The nascent business of Relcom/Demos had a stand at the show, and some programmers were milling about there. The first thing Bardin did when he arrived at the Demos two-story building was to call the expo and order everyone to return to the office as quickly as possible with their equipment. The network connection had been off because of technical problems, but it was soon restored. As chief of the team based at the Demos building, Bardin took over.

			That day Alexey Soldatov, head of the Kurchatov office, was far out of town, in Vladikavkaz in the North Caucasus. When he heard of the putsch, he called Bardin at once and asked, “What’s going on?”

			“The network is running like clockwork,” Bardin replied.

			“Look, you do understand that we all could go to jail, don’t you?”

			“Sure. We are working as always,” Bardin said.

			“Great,” said Soldatov. They understood each other. Then Soldatov called his people at the Computation Center. To both teams he insisted on one thing and one thing only: keep the line open! Someone at the Computation Center suggested they attempt to print up Yeltsin’s proclamations, but Soldatov was adamant: focus on maintaining the connection—this was vital. Velikhov, the Kurchatov director, was on trip to a physics conference in Sicily, and there was no way to get in touch with him.

			A few hours later Bardin received a call from a friend in Vienna who had sold computers to their business. “Look, Valery, I don’t think they can really make the coup stick,” the friend asserted.

			“Why?” Bardin asked.

			“Because we are talking on the phone,” the friend said. “And all coups begin with cutting off telephone lines.”

			In an hour a guest knocked on the door of the office at the Demos building and said he was a representative of the Yeltsin team. He said he was looking for the commercial offices that had Xerox machines to help them disseminate Yeltsin’s appeals. The man had no idea what kind of office he had just entered.

			“Forget about Xerox,” Bardin told him. “We are connected with all big cities, plus with the West.”

			The Yeltsin man slipped away, without another word. Then another Yeltsin envoy appeared at the building and declared authoritatively that they were now all under command of Konstantin Kobets, who had been deputy chief of the Soviet general staff for communications, a Yeltsin supporter, now appointed to lead the resistance. However, Bardin had no idea who Kobets was, and it was the first and last time Bardin heard of Kobets during the three days of the putsch attempt. This second envoy also brought with him some copies of Yeltsin’s statements and asked Bardin to distribute them through the Relcom channels. Simultaneously a direct line was opened with the St. Petersburg government, which supported Yeltsin.

			The Internet connection to cities outside of Moscow and beyond the borders of the Soviet Union proved extremely impor­tant, circulating proclamations from Yeltsin and other democrats around the world. The main channel was a user group, talk.politics .soviet, available on UseNet, one of the first worldwide collections of Internet newsgroups, built on many different servers and thus not reliant on just one. It was full of angry and worried messages posted by Westerners. From Moscow, at around 5 p.m. on August 19, Vadim Antonov, the bespectacled twenty-six-year-old senior programmer who had helped Relcom find a name, posted a message: “I’ve seen the tanks with my own eyes. I hope we’ll be able to communicate during the next few days. Communists cannot rape Mother Russia once again!”15

			Westerners sent messages of support to Yeltsin, and by that night in Moscow, or mid-day in the United States, American support was surging onto the network as more participants from the United States took part. The network soon became overloaded, causing the connection to drop momentarily. Alexey Soldatov, worried and obsessed, was hanging on the phone with Bardin and kept demanding that he must do anything to keep the connection alive. Antonov posted another message: “Please stop flooding the only narrow channel with bogus messages with silly questions. Note that it’s neither a toy nor a means to reach your relatives or friends. We need the bandwidth to help organize the resistance. Please, do not (even unintentionally) help these fascists!”

			By then Relcom was busy disseminating news releases from the independent Soviet news agency Interfax along with news from Echo Moskvy radio, the Russian Information Agency, Northwest Information Agency (Leningrad), and Baltfax, all outlawed by the putschists.

			   

			On the morning of August 20 CNN carried a report that shocked Relcom’s team. A CNN correspondent declared that despite censorship, a large amount of uncensored information was flowing out of the Soviet capital and then showed a computer screen along with the address of the Relcom news group. Bardin and Soldatov believed it was later pulled off the air only because someone in the United States explained to CNN that broadcasting their address could endanger the source of information.

			The next morning Polina, Vadim Antonov’s wife, also a Demos programmer, wrote to a worried friend, Larry Press, who was professor of computer information systems at California State University.

			Dear Larry,

			Don’t worry, we’re OK, though frightened and angry. Moscow is full of tanks and military machines—I hate them. They try to close all mass media, they stopped CNN an hour ago, and Soviet TV transmits opera and old movies. But, thank Heaven, they don’t consider RELCOM mass media or they simply forgot about it. Now we transmit information enough to put us in prison for the rest of our life.

			Cheers,

			Polina

			Polina at first intended to go to the center of the action—the White House—with her laptop to report from there, but decided against it because phone connections were unreliable. Instead, she began to translate the news from the West that Larry sent regularly about the coup for Russians.16

			Around this time state television announced Decree No. 3 from the coup plotters, restricting information exchanged with the West. The decree called for all Russian television and radio suspended, including the new democratic radio station Echo Moskvy, which had been essential to the resistance. The coup plotters declared that radio and television broadcasts were “not conducive to the process of stabilizing the situation in the country.” The decree was broad, intending to shut down all channels of communication in the country, and gave the KGB a role in enforcing it.

			Despite the threat, at Demos there was no debate about Decree No. 3: they were determined to keep the line open, knowing they were taking great personal risks. “We were already on the losing side,” Bardin recalled, “just because information exchange is what Relcom was all about. We would be the enemies of the regime anyway, no matter what we did.”

			Bardin, Soldatov, and their programmers, all in their late twenties and thirties, had accomplished significant career breakthroughs in the years of Gorbachev’s revolutionary changes. Each of them knew they owed much of their success to Gorbachev’s glasnost. They were furious that it could all be ruined by a bunch of backward-thinking generals and sclerotic bureaucrats who had locked up Gorbachev in Crimea and were trying to dispose of Yeltsin in Moscow.

			   

			At the same time, Yeltsin’s people desperately exploited every opportunity to spread the word about resistance to Russian citizens. Vladimir Bulgak served under Yeltsin as the minister of communications for Russia. He had spent his career in radio, starting as a mechanic, and had risen to become chief of the Moscow radio network. In the 1980s he was put in charge of the finances of the Ministry of Communications and, as a result, saw the underside of the centrally planned economy. Bulgak despised Soviet methods of managing the communications industry. In 1990 he joined Yeltsin’s team.

			On the day before the coup attempt, Bulgak went on holiday to Yalta, in Crimea. When he saw the coup plotters’ announcement on television, he called Ivan Silaev, Yeltsin’s prime minister, asking what he should do.17

			“Where you think the minister should be at such a moment?” replied Silaev. “In Moscow!”

			On August 20 Bulgak was on the first plane to the capital. When he landed, his driver took him from the airport to Yeltsin’s headquarters at the White House, bypassing the main roads filled with tanks and troops. At the White House Bulgak was told that his main objective must be to turn on radio transmitters and broadcast Yeltsin’s proclamation of defiance. “Yeltsin told me to turn on all middle-wave radio transmitters on the European part of Russia,” Bulgak said. These middle-wave transmitters were the main broadcast option in the Soviet Union and, with coverage of 370 miles each, were installed all over the country.

			It was a difficult task, as all radio transmitters were not under the control of Yeltsin’s government but rather under the control of the Soviet Ministry of Communications, a higher level. “Only three people in the Union’s Ministry knew the passwords, and without a password, a chief of a transmitter never turns on his station,” Bulgak said. He was able to get the passwords from a personal friend.

			Then, through his own contacts, Bulgak managed to get a mobile radio transmitter on a truck to be driven from Noginsk, thirty-seven miles from Moscow, right to the courtyard of the White House where Yeltsin was holed up. It was immediately turned on; in case all else failed, they could at least broadcast Yeltsin’s appeal to the center of the Russian capital. However, the electronic warfare’s detachments were urgently deployed in the southwestern district of Moscow to jam the broadcast of Bulgak’s mobile station. Another military station, in Podolsk, was tasked to intercept broadcasts from Yeltsin’s station and report them to the coup commanders.18

			Bulgak worked feverishly through the night, using his personal contacts inside the union’s ministry. By the morning of August 21 the transmitters were turned on. When Yeltsin walked down the steps of the White House, he spoke into a microphone that was directly connected to Bulgak’s activated transmitters. The people at the Soviet Union Ministry of Communications were stunned—Bulgak had triumphed.19

			On the afternoon of August 21 Kryuchkov told Kalgin to stop the eavesdropping on Yeltsin and his people and destroy all the records.20

			As Bulgak got Yeltsin his transmitters, Relcom went further. On the first day of the coup someone in Bardin’s team came up with an idea they called “Regime N1”: to ask all subscribers of Relcom to look out the window and write back exactly what they saw—just the facts, no emotions. Soon Relcom received a kaleidoscopic picture of what was happening throughout the country, disseminating the eyewitness reports from subscribers along with news reports. It became clear that the tanks and troops were present only in two cities—Moscow and Leningrad—and the coup would not succeed.

			The coup attempt collapsed on August 21. Overall, during the three days, Relcom transmitted forty-six thousand “news units” throughout the Soviet Union and around the world. Regime No. 1 was a revolutionary idea, although not everyone realized it. Radio transmitters spread information in one direction, outward. But Relcom worked in both directions, spreading and collecting information. It was a horizontal structure, a network, a powerful new concept in a country that had been ruled by a rigid, controlling clique. In the 1950s, the first Soviet photocopy machine had been wrecked because it threatened to spread information beyond the control of those who ruled. Now the power of those rulers was being smashed—by a network they could not control.

			Another principle was also demonstrated during the coup: the programmers did what they thought was right and did not ask permission. Antonov didn’t wait for Bardin to post his messages, Bardin didn’t ask Soldatov what he should do, and Soldatov didn’t seek Velikhov’s authorization. The announcement that they were “under command” of Kobets was laughable to them. They were freethinking and spirited, and they never wanted to return to the stultifying command of party hierarchies in which everything required permission from above.
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