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      ‘As the founder of Reputation.com, Michael Fertik is already a visionary entrepreneur. With The Reputation Economy, he has crystallized that vision, not only mapping a world where reputation is more important than ever, but giving us the tools to build authentic digital reputations and be the architects of our own digital futures’ – Arianna Huffington, chair, president and editor-in-chief of the Huffington Post Media Group and the author of the #1 bestseller, Thrive 

      ‘In the Networked Age, as we share more and more information about ourselves online, reputation becomes an increasingly essential asset. While many people are vaguely aware of this fact, few have thought about it as deeply as Michael Fertik has. His new book shows the many ways that we produce data about ourselves – and how we can harness the power of reputation to thrive in our new highly transparent, highly connected world’ – Reid Hoffman, co-founder and chairman of LinkedIn and author of the bestsellers The Start-Up of You and The Alliance 

      ‘Michael Fertik is that rare beast; a tech CEO who thinks critically, writes beautifully and isn’t scared of exposing the inane group think that corrupts most of Silicon Valley. Not only is Fertik the world’s leading authority on our new reputation economy, but he’s invested his considerable intellect in writing the definitive study of this economy. A must read by technology’s most provocative CEO/writer’ – Andrew Keen, author of Digital Vertigo and Cult of the Amateur 

      ‘Who are you? You thought you knew, but Michael Fertik explains in his fascinating book that how other people see you isn’t under your control. This Silicon Valley veteran lays out in shocking detail what he’s learned, and how to protect ourselves in a world that seeks to make our personal data impersonal – by applying analytics to limit or expand our rights and opportunities’ – David Kirkpatrick, author, The Facebook Effect and founder, The Techonomy Conference

      ‘In our digital age, where the world is teeming with data, a good reputation is becoming a scarce good. The emerging Reputation Economy is profoundly influencing our opportunities and choices. Read this book, not just to know why, but to understand how you can thrive in this brave new world’ – Viktor Mayer-Schönberger, Professor of Internet Governance, Oxford University and co-author of Big Data 

      ‘In The Reputation Economy, Michael Fertik lays out simple-to-follow suggestions for how you can protect and strengthen your online reputation – the most valuable currency in today’s modern world. He shows you what to do and, just as importantly, what not to do, to ensure you are in control of the image you want to present to the world. Reading this book is a wise investment in your future’ – Andrea Weckerle, founder of CiviliNation and author of Civility in the Digital Age
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      Michael Fertik is the leading authority on digital reputation and privacy. He founded Reputation.com with the belief that people and businesses have the right to control and protect their online reputation and privacy. A futurist, Michael is credited with pioneering the field of online reputation management (ORM).

      Michael was recently named Entrepreneur of the Year by TechAmerica, an annual award given by the technology industry trade group to an individual they feel embodies the entrepreneurial spirit that made the U.S. technology sector the world’s leader.

      He is a member of the World Economic Forum Agenda Council on the Future of the Internet and a recipient of the World Economic Forum Technology Pioneer 2011 Award, which named Reputation.com, through his leadership, a Global Growth Company in 2012. He is also a member of the Aspen CEO Roundtable.

      The named inventor on multiple patents, Michael is also active in teaching, most recently through an appointment at Harvard Law School for Spring 2015.

      Fertik is an industry commentator with guest columns for Harvard Business Review, Reuters, Inc.com, and Newsweek. Named a LinkedIn Influencer, he regularly blogs on current events as well as developments in entrepreneurship and technology. Fertik frequently appears on national and international television and radio, including the BBC, Good Morning America, The Today Show, Dr. Phil, The Early Show, CNN, Fox, Bloomberg, and MSNBC. He is the coauthor of a previous bestselling book, Wild West 2.0. He is also a published and prize-winning fiction author and short-film writer.

      Fertik founded his first Internet company while at Harvard College. He received his JD from Harvard Law School. He lives in Palo Alto.
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      Michael: For my parents, Bill and Greta, for all they have done. And for my past, current, and future colleagues at Reputation.com for changing the course of the Internet for the better.

      David: For Steph, Cooper, and Riley for being amazing and supportive.
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      Reputation is power.

      Your reputation defines who will talk to you and what they will do with you or for you. It determines whether your bank will lend you money to buy a house or a car; it determines whether your landlord will accept you as a tenant; it determines which employers will hire you or whether you can even get a job at all; it may determine the types of special offers and VIP experiences you receive; and it can even profoundly affect your dating prospects. Your reputation among insurers determines your ability to get coverage for your health, auto, home, or life. And your reputation with the government can even determine whether you are investigated for a crime.

      And it’s getting more powerful than ever. Thanks to rapid advances in digital technology, your reputation will become ubiquitous, permanent, and available worldwide – whether you like it or not. Everywhere you go, other people will be able to instantly access information about your reputation – with or without your knowledge or consent.

      This goes well beyond so-called Big Data, the trend of huge amounts of data being collected and stored. Instead, the new Reputation Economy depends on what we’ll call Big Analysis – the power of new systems to extract personal predictions from these massive collections of data and turn them into action: denying you a loan; getting you an interview for a job that wasn’t even advertised; or even turning a potential date away at the door. All of this based on your reputation – newly digitized and networked, in all kinds of dizzyingly sophisticated ways.

      Of course, reputation has always been important. Just ask anyone who has ever lived in a small town about how long a reputation can last and how it can color your interactions – especially if you ever make a big mistake. But back before the Reputation Economy, reputation was earned slowly among peers and dissipated over time: very few people knew anything about most non-celebrities, and a reputation lasted only as long as a human memory.

      Today, digital technology has made it possible to collect, store, analyze, and distribute all kinds of information about you, ranging from your demographic profile to your driving record to a complete list of all your online activities. This so-called data mining – the 2010s buzzword for the trend toward collecting huge amounts of data about nearly every subject imaginable – exists because technology has made it nearly costless to collect and store data. The easiest way to understand the capacity of digital data storage today is that a 1-terabyte disk drive holds more information than is housed in an average research library. Such drives are readily available to consumers, fit neatly in a large pants pocket or a small purse, and cost comfortably less than $100 – and the price is falling lower every year. The result is that today a company or an individual doesn’t have to have the resources of a giant corporation (or the National Security Agency) to store a seemingly infinite amount of personal information about other individuals. This collapse in the price of storage (which can be neatly traced across thousands of years from the painstaking process of copying clay tablets through the printing press through magnetic media of today and the massive solid-state devices of the near future) allows nearly unlimited data to be stored and processed in a way that was never previously possible.

      Now that digital data storage is practically free, everything that can be will be collected and stored – permanently. In fact, it is fast becoming cheaper to keep large data sets than to try to figure out which data to delete. And once the data is available, you can bet somebody will find a use for it. As a result, massive digital dossiers are being developed on every individual, right down to the websites you visit and the links you click on. There is even a fast-growing underground economy of archives and data storage sites that quietly collect records of trillions of online activities, often just waiting for someone to figure out a way to make use of all that data.

      But while Big Data is scary to think about, this data in and of itself is worth nothing – it’s just a series of 1s and 0s – if companies don’t know how to use it. The real power (for both good and evil) of Big Data comes in the next step: unlocking actionable intelligence through new computer systems and algorithms that sort and sift through millions of data points to find meaning. Which is why the future will be dominated not by those companies and individuals who collect the most data but by those who can make the most sense of these massive data sets – Big Analysis. If Big Data is knowing that you’re sitting on a gold mine, Big Analysis is actually getting it out of the ground and turning it into bullion.

      The change from Big Data to Big Analysis is huge. It’s not just that our storage capacity has grown. Our ability to parse, sort, and analyze that data has increased exponentially as well. If Moore’s Law – a general rule that computers get about twice as powerful every two years – continues to hold true, as it has for decades, then the power of digital analysis will continue to grow. As a result, people are beginning to entrust more and more decisions to computers, including millions of decisions formerly made by humans.

      To see how this will affect you, think about how companies are already developing systems to make millions of decisions about consumers (like you) each minute. And the scope of these decisions is quickly expanding from reasonably unsurprising ones (like trying to reduce credit card fraud by identifying unusual transactions) to ones that would shock you: ranging from insurers denying coverage on the basis of online activity, through employers automatically deciding whom to hire and promote on the basis of computer-driven analysis, to mobile phone applications that allow instant background checks at bars. What decisions will be made on the basis of the fact that you purchased this book? Hopefully good ones, but we’ll spend the next chapters exploring them.

      Soon, companies will even be using the massive data sets they have acquired to assign you reputation scores – similar to a FICO credit score – based on your reputation for everything from hard work to financial responsibility to health. Just as search engines allow users to search the Web for information, “reputation engines” will allow companies – and, increasingly, everyday people – to search your digital footprints for information about all your online and offline activities and interactions. Think of your credit score as a very primitive version of what we will see in the coming Reputation Economy; if your credit score is like a traditional landline telephone handset, then future reputation scores will be like the newest iPhone. This will happen whether or not you want to participate, and these scores will be used by others to make major decisions about your life, such as whether to hire, insure, or even date you.

      These decisions and others are happening faster than ever before. Forget what you’ve heard about making decisions in the blink of an eye; today, major decisions are being made by computers thousands of times faster. A human blink can take up to four hundred milliseconds; in that time, an average laptop computer can perform almost one billion calculations. The impact of this increasing speed is huge; in fact, these reputation engines – powered by dizzyingly sophisticated algorithms – are already picking over millions of records per second to identify good and bad credit risks, employees who might be considering quitting, and more. Take an easy example: Have you started browsing LinkedIn at work more than usual? Many algorithms view that as a big red flag for employees looking for a new job – for better or worse. If it’s caught by a recruiter, look forward to increased cold calls trying to lure you into new jobs. If it’s caught by your company, look forward to either a conversation about what it would take to keep you – or a swift kick toward the door.

      Not surprisingly, companies have already sprung up to supply this data to anyone willing to pay cash for it. Sellers range from wholesalers like Intelius, which sells millions of records at a time, to retailers like Spokeo.com that allow consumers to pay a few dollars to find anyone’s home address. But the real value won’t be for the companies who sell the data wholesale; it will be for those companies who are best able to use it to predict behavior. For example, when Google launched, it didn’t have the largest index of Web pages or the most comprehensive directory, but it leaped ahead of competitors because it was the best at identifying relevant search results from a smaller set of data. The same goes for whatever company will be the Google of personal information. Indeed, this is a holy grail so valuable that in 2011 venture capital firms invested $2.47 billion (yes, billion) into launching companies that manipulate, process, store, or sell large data sets – often about consumers.1 This number increased to at least $3.6 billion in 2013.2

      Reputation is equally powerful for businesses, professionals, and private individuals. In business, up to 75 percent of a company’s value in the market is its reputation;3 in your personal life, the figure for reputation may be closer to 100 percent. In fact, because of the growth of digital reputation, your reputation may be more valuable than cash currency, as Cory Doctorow, bestselling sci-fi author, described in Down and Out in the Magic Kingdom, where the “Whuffie,” a fictional reputation currency, came to replace money. In Doctorow’s words, “Whuffie recaptured the true essence of money: in the old days, if you were broke but respected, you wouldn’t starve; contrariwise, if you were rich and hated, no sum could buy you security and peace. By measuring the thing that money really represented – your personal capital with your friends and neighbors – you more accurately gauged your success.”4 Sadly, this is not as far-fetched as it sounds; in our new digital age, our own version of the Whuffie is rapidly becoming a reality.

      This book is about how to become “reputation rich” in a world where reputation is becoming more valuable than money or power.

       

      
Building the “Economy” in the Reputation Economy

      The “Reputation Economy” is how we describe this world where reputation is instantly analyzed, stored, and used as your passport to special treatment and benefits. In the Reputation Economy, you will be able to use your reputation like cash, putting it up as collateral to secure your debts and to make transactions you could never otherwise make.

      This new digital reputation will touch all aspects of your life. Imagine walking into a hotel for the first time and being immediately greeted by a well-dressed concierge, who ushers you past the regular line and directly to a VIP check-in station. He offers you a cold drink while the desk clerk prepares your room keys. As you sip, the desk clerk asks if you’d like a complimentary upgrade to a corner room with a city view. Of course, you accept, but you have one question: “Why me?” The clerk explains that his computer noticed that on the basis of your online comments and your travel history, you have very high scores for brand loyalty and social sharing – and that on the basis of your dedication to hard work, his computer expects you to continue to be well off for a number of years. He explains that the hotel would love to have your business in the future and that his computer calculated that giving you upgraded service could be enough to gain your business for life. When you booked your reservation, all of this was calculated automatically, transmitted wirelessly to the front desk, and used without your knowledge or consent.

      Of course, your digital reputation will lead to more than just special hotel upgrades. The effect will be profound: with a good digital reputation you will be given special offers in all areas of your life, perhaps without even knowing why (and sometimes without even knowing that they are special offers); with a poor reputation, you will miss opportunities and never know what you’re missing.

      Not only that, but savvy individuals will use the power of reputation to turn traditional relationships on their heads. Applying for jobs the old-fashioned way is, well, old-fashioned: in the Reputation Economy, if you carefully craft a reputation for high-quality work, employers will find you and offer you the best jobs without your ever having to submit a job application. If you’re single and have a positive reputation for romance (and maybe income, intelligence, and other positive qualities), the best dates will come to you without your having to spend hours on dating sites, deal with the “meat market” bar scene, or spend hours cruising phone dating apps. With a good reputation for finance, don’t worry about calling payday lenders or bank after bank to try to get a loan: you will be entrusted to borrow money without traditional collateral, given express treatment at your bank, and given special rates with just your signature.

      Of course, for every person who gets treated as a hotel VIP, there is somebody who is silently denied an opportunity without even knowing it. For every person given a chance of a lifetime at a dream job, there is somebody else who never got a callback because of a long-past mistake. And for every person who is given a special offer from a national bank, somebody else is subtly directed toward check cashing and other subprime finance.

      The growth of the Reputation Economy has accelerated to multibillion-dollar levels not just because reputation is currency in its own right but also because there is also almost unlimited value to knowing other people’s reputation to a level of detail that would have been shocking just a generation ago. In other words, your own reputation has value not just to you but to anyone who has dealings with you. For example, a health insurer would pay good money to identify risky clients, and a landlord (and neighbors) would happily spend large sums to identify (and blacklist) noisy would-be tenants before they can even submit an application. Consumers are already paying money for on-the-go reputation systems that they can run on their iPhone or Blackberry; one even allows daters to run criminal background checks on people they meet at bars (real tagline: “Look up before you hook up”).

      Professionals who have excellent digital reputations – reputations that are discoverable on and through the Internet – will get more inbound job offers than ones who don’t. For example, professional programmers are already being judged by their “reputation score” through sites like Stack Overflow and Coderwall. Coderwall wants to expand automated scoring to cover programmers’ “achievements” across many sites and even presents a “leaderboard” listing of those whom it perceives to be the best programmers. Similar services like Klout purport to identify the most influential and respected users of sites like Twitter, and “Klout scores” have already appeared on résumés as supposed proof of applicants’ online reputation.

      It’s not just technology start-ups who are using data in this way. Insurance companies have publicly admitted that they use Facebook data to investigate claims,5 and they have quietly initiated test projects using online data to rate potential policyholders on the basis of their online activity before giving a quote.6 A leading journal for insurers has even proposed that insurers could look at data concerning the types of ads you click on to identify risks – if other people who click on similar ads are poor risks, you will be judged a poor risk as well.7 Credit limits for charge cards are already being reduced without warning on the basis of predictions from spending patterns,8 and from there it’s a small step toward incorporating online activity into dynamic credit reductions: as one scholar wrote, “If guitar players or divorcing couples are more likely to renege on their credit-card bills, then the fact that you’ve looked at guitar ads or sent an e-mail to a divorce lawyer might cause a data aggregator to classify you as less credit-worthy.”9

      In fact, both Visa and MasterCard have started pilot programs to analyze consumers’ transaction trends in order to better target advertisements. According to one report, “A holy grail would be to show, for instance, a weight-loss ad to a person who just swiped their card at a fast-food chain – then track whether that person bought the advertised products.”10 And perhaps less surprisingly, Vegas casinos are setting up interactive displays that target custom advertisements based on what their reputation engines know about the person walking by.11

      To understand how this all works, suppose that late one night you happen to be up surfing the Internet and see a Web banner advertisement that promises, “Secret plant extract shreds 15 pounds in one week” – complete with a “before” stick figure with a potbelly and an “after” stick figure that is, well, stick-thin. Out of curiosity, you click on the ad.

      In the world of Big Data, you’ve just sentenced yourself to weeks of banner advertisements promising weight loss: by clicking on the ad, you have ensured that your Web browser will be identified with weight-loss advertisements so that now, on every site you visit, you’ll be greeted by banners proclaiming, “Secret trick to lose the love handles,” “Amazing Aztec weight loss secret,” “What the fat industry doesn’t want you to know,” and more. And the company that produces the ads will be using the data from you and thousands of other people to fine-tune the advertisements: Do more people click on the ad with the stick-figure “before” and “after” or on an ad with a photo of a glamorous and skinny model? Do more people click in the middle of the day or late at night? Which landing-page copy produces the most purchases? In the world of Big Data, the company behind the advertisements might even run tests on hundreds of computer-generated variants of its advertisements to see what features lead to the most clicks and the most purchases,

      In the new world of Big Analysis things go a lot further. In the Reputation Economy, not only will you see more annoying advertisements for weight-loss products, but your click on the advertisement will affect your reputation scores on a multitude of dimensions. For clicking, whether out of intent to buy, morbid curiosity, or the slip of your wrist, on an advertisement that makes flagrantly unrealistic claims (sorry, but no plant extract can safely remove fifteen pounds in a week), you’ll gain a score for being susceptible to advertising – or even just plain gullible. For being up late at night surfing the Web in the first place you may gain a score for insomnia and in turn poor physical or mental health – which may be negated and replaced with a “hardworking” score if the computer has reason to believe you’re surfing for work-related reasons. And, for obvious reasons, the reputation engines will assume you have a serious weight problem – and your health scores could plummet (or, depending on the algorithm, your “self-improvement” score might even get a slight boost based on the fact that you were earnestly trying to improve your image, even if the purchase was unlikely to work).

      But the impact of these scores goes a lot further than which ads follow you around the Internet. In the world of Big Data, only the company serving up the ads knows you’re in the market for weight-loss products; in the Reputation Economy, so will any other company or individual who bothers to search for the information. There will be an impact on your financial standing: good luck getting a low-interest-rate loan if the bank knows that in addition to living at the edge of your means, you have a predilection for late-night purchases. Good luck with your romantic prospects (overweight? poor self-esteem?) and possibly even your job opportunities (impulsive? poor judgment?). Let’s be real: just one stray click on a silly advertisement is unlikely to ever deny you a job. But if you click on many advertisements that trumpet pseudoscience and snake oil it may trigger something in the potential employers’ algorithm that will cause it to automatically screen you out of their pool of appealing applicants – without your ever being the wiser.

      Of course, your late-night Web-surfing habits are hardly the only source of data in the Reputation Economy: your interactions with your peers, colleagues, customers and vendors, dates and mates, will be collected rated, judged, scored, and stored permanently. Even data sources as seemingly disconnected as online video gaming will be integrated into your reputation profile: for example, a Minecraft or World of Warcraft strategy wizard might be cataloged as having underutilized strategic thinking skills. On the other hand, a moody player who hurls expletives and slurs after losing an online match might be tagged as being easily overheated – and run the risk of not being given preferred auto insurance rates because of an insurer’s perception of increased risk of a “road rage” incident. And because storage is cheap (as we’ll see in chapter 2), this data will be stored forever. So if data scientists invent some new way to analyze data (and all signs are that they will, as we’ll see in chapter 3), your click today could be found to have an even more profound impact tomorrow.

      The idea of being tracked everywhere may seem abstract, and the idea of being served up weight-loss ads after every trip to Burger King may be no worse than annoying to some people. But what happens when a life insurer starts looking at the same data to assess your life expectancy and starts rating premiums accordingly?12 What happens when employers start looking at the data to figure out whether hiring you will affect their insurance premiums? What if the data is misinterpreted (you bought a salad) or misunderstood (maybe you bought that burger for a friend, or a homeless woman) or plain wrong (your credit card was stolen)? What happens when this data is sold to the highest bidder, for any purpose whatsoever?

      And what happens when this technology is inevitably extended to facial recognition, allowing cameras in public places to track every person who enters a antiwar rally or Planned Parenthood clinic, name every person marching in the annual Pride Parade, or simply catalog every person who stumbles out of the local pub on a Saturday night? If the data can be collected, it will be, and you can bet that somebody will find a way to make money from it – if Facebook is a popular stalking tool today, imagine a site that catalogs all your interactions, whether you like it or not. There’s nothing in current law stopping any of this: data publishers have enjoyed broad First Amendment protections,13 and it’s probably legal to catalog a person’s public movements because there is no general “expectation of privacy” when one is out in the world. Future legal cases will have to decide at what point digital stalking gets just too creepy.

      If so-called Big Data is what allows this wealth of data to be collected, it is Big Analysis that allows companies and individuals to use it in ways that affect you across all aspects of your life. The good news is that you do have the power to influence some of these decisions by carefully cultivating your own reputation, sometimes in surprising ways. Knowing how to navigate the new Reputation Economy will allow you to be the one to profit in a world where reputation is your most valuable asset.

       

      
So What?

      The commercialization of reputation is just one part of the new Reputation Economy – a reflection of the world in which companies and governments will actively seek to profit from the measurement and sale of all forms of reputation. In the end, reputation is no different from any other commodity that can be monetized; it is inevitable that it will be commercialized, mined, refined, corrupted, bastardized, fought over, traded, sold, repackaged, stored, and used in ways never intended. Just as the quest for the oil under the sands of the Middle East has shaped the politics and history of the region, the coming fight over reputation will shape the world. If “reputation engines” run on data, control of that data will be fought over like any other valuable commodity that is unevenly distributed.

      This conflict is inevitable. Computers and technology are moving faster than society can keep up; we are inventing technologies we don’t yet know how to handle. The fear of technology outstripping ethics and society is not new (remember that even Albert Einstein, whose theories unlocked nuclear power, had serious reservations about atomic weaponry), but the connection to reputation is unusually personal: today’s technology is making decisions that affect intimate aspects of your life – sometimes even the literally intimate aspects. Scarier still, the systems doing the scoring work under a veil of secrecy; everyday individuals have no awareness of what information is being collected, let alone how their reputation scores are calculated and used. Thus one piece of wrong information – one bad input, one false rumor, one computing error – can cause significant harm without your even knowing it. You may never even know that you are being discriminated against on the basis of your reputation; if you never receive a cold call offering the job of a lifetime, or Match.com never shows your profile to the date of your dreams, or that angel investor never offers to buy a stake in your business, you will never know that you missed out.

      But the news is not all bad. Just as a poor reputation can cause you to be passed by, a good reputation can be your passport to myriad opportunities and benefits. Thanks to the ability of the Internet to deliver information to anyone in the world just as easily as around the corner, the break of a lifetime can come from anywhere, even thousands of miles away. Not only that, in the coming Reputation Economy a good reputation functions as a “disintermediator” of sorts – leveling the playing field by breaking down traditional gates and gatekeepers. The result is that today a complete unknown with a golden voice can parlay a popular YouTube channel into a multimillion-dollar record contract, or a faraway sports phenom can ink an athletic contract just on the basis of reputation; consider the case of Norwegian Håvard Rugland, who, having never played a single down of American football in his life, was signed to the Detroit Lions and kicked two field goals in a preseason game, thanks to the popularity of a video he posted of himself doing trick kicks with a football.

      With the right reputation, the world is your oyster. Employers’ algorithms will pick your résumé out of the pile of thousands just as instantaneously and robotically as they pass over the others. Banks and lenders will automatically approve you for the better rates and offers. The more appealing dates on apps and sites like Tinder, Match, and OkCupid will see your profile before they see any others. More customer prospects will come to your physical or digital store than to your competitor’s. The next chapters will explore these implications of the growing Reputation Economy – and what you can do to profit from it.

      Through this book you’ll learn about how you can optimize your reputation to reap all the benefits the Reputation Economy has to offer. We’ll show you the secrets used to improve the lives of millions of users of Reputation.com – such as how to curate the kind of digital reputation that will make you more attractive to everyone from employers, to lenders, to insurers, to investors, and more. For example, we’ll show you what keywords to put in your résumé, performance review, and LinkedIn profile to ensure that you come up at the top of recruiters’ and potential employers’ search results; how to curate your online and offline activity in ways that will reduce the risk profile (and therefore your premiums) calculated by insurers; how to lure venture capital for your business idea or start-up, court low interest rates from investors, and garner the attention of tech giants like Google and Microsoft. We’ll even show how to create false trails and digital smoke screens to hide the negative information, or the information that doesn’t match how you want to be perceived, that’s out in the ether. There’s nothing you can do to erase that digital footprint, but there are tricks you can use to keep it from being discovered. And we’ll show how you can use all this technology to evaluate others’ reputations so you always know whom you’re dealing with, whether it’s a potential employee or an investor or a romantic partner. In short, we’ll show you how to become “reputation rich” in a world where your digital reputation is as valuable as the cash in your wallet.

      A new digital world is coming, where the well prepared will harness the power of their digital reputations to profit and others will be left behind without knowing why. Are you prepared?

    

  
    
      
        
          
            2
          

          
            
              
              Stored
            

          

          
            Reputation Is Permanent, Cheap, and Ubiquitous

          

        

      

      In tomorrow’s Reputation Economy, almost everything that is entered into the digital ether can be preserved cheaply, effortlessly, and indefinitely in one form or another. Indeed, storage of digital data has become all but free at a small scale and remarkably cheap at a large scale. Not only that, but it has become incredibly easy: now that vast amounts of data can be stored in the “cloud,” you no longer need a computer science degree (or even much of a computer – an average smartphone will do) to set up databases of a size and scale that once would have taken massive physical hardware and technical expertise. The result is that massive data storage is no longer the exclusive realm of the CIA, the NSA, and other three-letter agencies, or for that matter of IBM or SAP or other three-letter companies. Now anyone with an Amazon.com account can store a practically unlimited amount of data, and companies of all stripes – from banks to retailers to your local grocery store – are doing so. As a result, you should assume that everything you do electronically today – from surfing the Internet to conducting credit card transactions – will be recorded and stored forever.

      How much more computer memory is there today? Just ask the rocket scientists: literally. Among its other feats, the spacecraft Voyager 1 is the first human-made object to leave the solar system. It was launched in 1977 with what were then six state-of-the-art mobile computers, and it left the solar system sometime in 2012 or 2013, depending on how you define the fuzzy edge of our solar neighborhood. Its six on-board computers added up to the equivalent of about 68 kilobytes of memory. By comparison, today a single top-of-the-line 2013 iPhone 5s costs hundreds of times less, fits in your pocket, and holds about 986,000 times more memory.

      The start of this digital data revolution can be traced directly to the 1890 U.S. Census. At the time, the census was conducted once every ten years but took eight years to tally, meaning that the government was already gearing up to conduct the next census by the time the last one was finished. Census takers would go around to each house, write notes about the residents on a paper list, and then bring the list into massive collation centers where counters toiled to add them all up. That seemed to be the best anyone could do until Herman Hollerith, a mining engineer, presented the idea of replacing handwritten records for each household with a punched card. Prior to Hollerith, punched cards had been used to run fabric looms – never to collect data – but the government was so frustrated with the slow pace of the census, it appointed Hollerith to run the 1890 census despite his complete lack of relevant experience. The new plan worked better than even Hollerith could have imagined; the punched cards cut the time required to process the census data from eight years to one. The revelation that a person’s life could be summed up on a punched card in many ways foretold the revolution in digital data that would occur a full century later, and in fact Hollerith went on to found a company that became IBM, which spent almost eighty years manufacturing punched cards and dominating the early computer market.

      By the 1960s, punched cards, sometimes called Hollerith Cards, were still the state of the art for professional data storage, and had become so ubiquitous that Berkeley students wore buttons reading “Do not fold, spindle or mutilate” – a reference to the standard warning on IBM cards against damaging the cards by jabbing them onto the type of spindle sometimes used for restaurant tickets. Just across the San Francisco Bay from Berkeley, a counterculture rebel named Stewart Brand was perhaps the most ironically famous user of punched cards. In 1968, Brand published The Whole Earth Catalog, a literal catalog that ran more than 430 pages long and was fronted with one of the first photos of the entire Earth from space (which Brand himself lobbied NASA to release). It was intended to contain all of the supplies and information required to sustain an eco-friendly sustainable civilization, ranging from advertisements for arc welders and geodesic domes, through mathematical predictions of the flow of phosphorus through a mussel bed, through a narrative depiction of the funeral process in a Trappist community in Kentucky.

      Though his catalog contained everything required to run a civilization after the collapse of computers, Brand used IBM’s punched cards to manage the catalog’s circulation, issuing one card per subscriber. The cards allowed him to quickly process thousands of subscriptions, print mailing labels and invoices, and create copies of his subscriber lists. In his free time, Brand was a popular techno-futurist author; he believed that mass digital data storage would widely democratize access to information and data processing. Brand’s most direct impact on reputation came at a conference in 1984, at which he famously told Apple cofounder Steve Wozniak that “information wants to be free.” This quote soon evolved into a key tenet of the techno-libertarian philosophy that defined the early adopters of the Internet and inspired the culture of total data collection in which we live today.

      Fast-forward another fifteen years and Brand’s “information wants to be free” mantra led directly to the mission statement adopted by fellow Stanford affiliates Sergey Brin and Larry Page when they founded Google: to “organize the world’s information and make it universally accessible and useful.” Brand’s idea that information wants to be free had set the stage for instant worldwide data sharing. In other words, it was in large part due to Brand’s philosophy that the very idea of unlimited access to information expanded from the types of facts and descriptions in The Whole Earth Catalog to eventually encompass every fact in the world, including facts about individuals.

      Brand turned out to be correct, but in the meantime the problem with punched cards was that they took up an immense amount of space: a 1959 photo of a federal record-keeping warehouse shows pallets of punched cards, with forty-five boxes of cards to a pallet, adding up to around 4.3 gigabytes of total storage and taking up a warehouse at least the size of a football field.1 Enter IBM and the “350” disk storage system, which stored data on a stack of fifty giant rotating magnetic disks. The machine was as big as a full-sized refrigerator, weighed more than one ton, and stored around 4 megabytes – just about enough to store one good photo from an average digital camera or an average-quality recording of Daft Punk’s “Get Lucky.” It also cost millions of dollars – or was available for lease for around $3,200 per month (in the currency of the time, or closer to $27,000 per month in today’s dollars).

      But just as IBM was releasing its first major disk drive product, it was also busy upgrading its biggest competition: the model 727 reel-to-reel tape system that became an icon of computing technology of the era. The 727 tape system stored data on what was basically the same tape used in cassette players (for those born after 1980, a cassette player is how people stored portable music before there were iPods or CDs).

      Instead of using giant spinning disks to store data (which have the advantage of allowing very fast access), IBM’s tape system stored data as magnetized spots on a long spool of magnetic tape. The benefit of a tape system is simple: storage capacity is limited only by the length of tape that can be fed into the machine. If a tape gets too long, just swap in another spool. The drawback is that it takes time – sometimes minutes or even hours – to find any particular piece of data on a long tape spool. The result is that commercial systems capable of storing data on magnetic tape are slow but truly massive in scale. As just one example, the smallest commercial model tape system made by rival manufacturer StorageTek today provides access to 1,448 cartridges of magnetic tape, storing a total of around 1.4 petabytes of data (each petabyte is 1,024 terabytes, or 1,048,576 gigabytes – or around 1,576,000,000,000,000 bytes). The largest advertised StorageTek system can store 457 petabytes of data – that’s more than 1.5 gigabytes of information for every person living in the United States today. And that’s just one storage unit; it is possible to link multiples of them together if your data storage needs are truly mind-boggling.

       

      
How Much Storage?

      
         

        1 byte – one letter or number

        1,024 bytes – 1 kilobyte – half a typewritten page

        1,048,576 bytes – 1 megabyte – one medium-resolution photo

        1,073,741,824 bytes – 1 gigabyte – a full-length movie in HD

        1,099,511,627,776 – 1 terabyte – half a research library (available in consumer devices)

        1,125,899,906,842,624 bytes – 1 petabyte – enough to store a high-resolution photo of every resident of the United States (available commercially)

      

      But tape systems – and even large hard-drive farms – are big, bulky, and complex to operate. They require special electrical connections, dedicated computer servers, special fire suppression systems, raised floors for cooling and cables, a team of workers to assemble the system, and sometimes even special permitting. The tape library described above is no svelte beauty; it weighs in at a girder-crushing 15,125 pounds (6,860 kilograms), enough to require special planning to avoid turning a floor into an unplanned elevator shaft. And as it works it burns off up to 44,380 Btu per hour of waste heat – more than would be produced if you turned on an average wall-mount gas furnace and left it at full blast all day.

      To demonstrate just how dramatically the world of data storage has changed since, let’s compare this to one of the most ubiquitous and recognizable products out there today: the iPod Nano. The seventh-generation Nano is a rectangular music player that offers a unique mix of performance and size. About the size of a bulky wristwatch, it weighs just 31 grams (just over 1 ounce), is capable of playing twenty-four hours of music straight if fully charged, and holds 16 gigabytes of music – about the amount of data that could be contained in a bookshelf 160 yards long (about the size of a football field, including end zones), all for a retail price of $149 (in 2013 dollars). This is enough storage space to comfortably hold the address and phone number of every man, woman, and child in the United States and still have some room for workout music.

      But of course, a wristwatch-sized iPod is hardly the state of the art in storage capacity. In fact, even just consumer-grade external hard drives (the kind that you can attach to a laptop or desktop computer) can store several terabytes of data – about as much as 128 iPod Nanos’ worth – and are usually not much larger than a couple decks of playing cards (if the past is any guide, they will quickly shrink to fit in shirt pockets). It is estimated that a 1-terabyte disk drive could hold as much information as the paper from fifty thousand trees; 2 terabytes can store the contents of an average research library. In other words, a 5-terabyte disk drive, now available at retail to anyone with an Amazon.com account, can store about 17,500 bytes of data about every single person living in the United States – enough for a Facebook profile photo and a list of current and past addresses, with room to spare for other data. These drives cost less than $200 already, and if the trend from the last thirty years of storage technology continues, the price will keep dropping.
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