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Praise for Andy Greenberg’s LORDS OF CRYPTO CRIME


A New York Times Editors’ Choice


“A gripping, stranger-than-fiction tale of how a small team of geeks and federal agents cracked what was once thought to be untraceable cryptocurrency. Page after page, Lords of Crypto Crime proves beyond a reasonable doubt that there is no better reporter covering the wild west of the internet than Andy Greenberg.”


—Garrett M. Graff, New York Times bestselling author of Watergate


“Each key section of the book—the Silk Road story; the dismantling of its successor, AlphaBay; the massive theft of Bitcoin from the Mt. Gox exchange; and, finally, the bust of the Welcome to Video child porn emporium—unfolds like a compact mystery.”


—The New York Times Book Review


“Greenberg is known for his ability to explain complicated technology in a way anyone can understand, and he doesn’t disappoint when he tackles crypto… . The whole smoky world of crypto starts to open up.”


—The Washington Post


“Greenberg sketches the evolution of a wholly new discipline in the surprisingly lively real-life police procedural [that] deftly teases out technical detail without slowing the narrative.”


—Associated Press


“A pivotal story of the internet, the dark web, and policing in the Digital Age. The book demonstrates in gripping, and sometimes thrilling detail, how law enforcement agencies such as the IRS Criminal Investigations unit have harnessed powerful emerging technology to trace cryptocurrency.”


—CyberScoop


“A must-read… . I was completely enthralled.”


—Laura Shin, host of the Unchained podcast and author of The Cryptopians


“The best cybercrime book of the last decade.”


—Rick Howard, host of the CyberWire podcast


“A riveting nonfiction thriller from an exceptional reporter and storyteller.”


—Alex Gibney, Academy Award–winning director of Going Clear and Zero Days


“A master class in the tactics and countertactics of financial cyberwarfare, laid out in a tense, exciting technothriller.”


—Cory Doctorow, New York Times bestselling author of Attack Surface and Red Team Blues


“Greenberg tells this tale with his usual eye for technical accuracy and gift for storytelling. This is how the good guys win.”


—Nicole Perlroth, New York Times bestselling author of This Is How They Tell Me the World Ends


“An immersive look into cryptocurrency and crime… . Greenberg’s book is often thrilling, but it will also leave you with plenty to think about once you’ve finished it—making for the best kind of page turner.”


—InsideHook


“Fascinating and so enthralling… . [A] highly recommended book.”


—Library Journal (starred review)


“Greenberg examines in fascinating detail how criminals have employed technology for their nefarious ends… . He brings to vivid life the assorted players… . This is a must-have for the true crime shelf.”


—Publishers Weekly (starred review)


“Spellbinding… . Written with great enthusiasm and with an ear for the dramatic turn of phrase … this is the kind of book that yanks the reader’s eyes wide open… . Lively, highly relevant, and more than a little scary.”


—Booklist


“A sinuous, eminently readable story of the darker corners of cyberspace… . Reminiscent in all the best ways of Clifford Stoll’s Cuckoo’s Egg, smoothly blending crime writing with matters of the deepest techno-geekery. An absorbing work of true crime.”


—Kirkus Reviews (starred review)
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“And I beheld, unclouded by doubt, a magnificent vision of all that invisibility might mean to a man—the mystery, the power, the freedom… . And after three years of secrecy and exasperation, I found that to complete it was impossible—impossible.”


“How?” asked Kemp.


“Money,” said the Invisible Man, and went again to stare out of the window.


—H. G. Wells, The Invisible Man













AUTHOR’S NOTE



The story told here, particularly in the later parts titled “AlphaBay,” “Welcome to Video,” and “The Next Round,” includes references to suicide and self-harm. The part titled “Welcome to Video” also includes references to child abuse, though the abuse is not graphically described.


If you or someone you know needs help, please find it at sites including 988lifeline.org, missingkids.org, and stopitnow.org.










PROLOGUE



Proof of Concept


Early one fall morning in 2017, in a middle-class suburb on the outskirts of Atlanta, Chris Janczewski stood alone, inside the doorway of a home that he had not been invited to enter.


Moments earlier, armed Homeland Security Investigations agents in ballistic vests had taken positions around the tidy, two-story brick house, banged on the front door, and, when a member of the family living there opened it, swarmed inside. Janczewski, an Internal Revenue Service criminal investigator, had followed quietly behind them. Now he found himself in the foyer, at the eye of a storm of activity, watching the Homeland Security agents as they searched the premises and seized electronic devices.


They had separated the family, putting the father, an assistant principal at the local high school and the target of their investigation, in one room; his wife in another; the two kids into a third. An agent had switched on a TV and put on the cartoon Mickey Mouse Clubhouse in an attempt to distract the children from the invasion of their home and the interrogation of their parents.


Janczewski had come along on this raid only as an observer, a visiting IRS agent flown in from Washington, D.C., to watch and advise the local Homeland Security team as it executed its warrant. But it was Janczewski’s investigation that had brought the agents here, to this very average-looking house with its well-kept yard among all the average-looking houses they could have been searching, anywhere in America. He had led them there based on a strange, nascent form of evidence: Janczewski had followed the strands of Bitcoin’s blockchain, pulling on a thread that had ultimately connected this ordinary home to a very dark place on the internet, and then connected that dark place to hundreds more men around the world. All complicit in the same massive network of unspeakable abuse. All now on Janczewski’s long list of targets.


Over the previous few years, Janczewski, his partner Tigran Gambaryan, and a small group of law enforcement investigators at a growing roster of three-letter American agencies had used this newfound investigative technique, tracing a cryptocurrency that had once seemed untraceable, to crack one criminal case after another—starting small but ballooning into operations on an unprecedented, epic scale. They’d followed Bitcoin transactions to identify culprits from Baltimore to Moscow to Bangkok. They’d exposed crooked cops stealing millions. They’d tracked down half a billion dollars in stolen funds, the fruits of a multiyear, international heist and money-laundering operation. And they’d pulled off the biggest online narcotics market takedown in history, capturing the market’s creator and shutting down his bustling digital bazaar, one that had generated more than $650 million in contraband sales.


But even after all of those journeys into the depths of the cybercriminal underworld, tracing cryptocurrency had never before led them to a case quite like this one. That morning’s search in the suburb near Atlanta, as Janczewski would later put it, was “a proof of concept.”


From where Janczewski was positioned at the front of the house, he could hear the agents speaking to the father, who responded in a broken, resigned voice. In another room, he could simultaneously hear the Homeland Security agents questioning the man’s wife; she was answering that, yes, she’d found certain images on her husband’s computer, but he’d told her he’d downloaded them by accident when he was pirating music. And in the third room he could hear the two elementary-school-age children—kids about as old as Janczewski’s own—watching TV. They asked for a snack, seemingly oblivious to the tragedy unfolding for their family.


Janczewski remembers the reality of the moment hitting him: This was a high school administrator, a husband, and a father of two. Whether he was guilty or innocent, the accusations this team of law enforcement agents were leveling against him—their mere presence in his home—would almost certainly ruin his life.


He thought again of the extradimensional evidence that had brought them there, a tool like a digital divining rod, one that revealed a hidden layer of illicit connections underlying the visible world. He hoped, not for the last time, that it hadn’t led him astray.










PART I



MEN WITH NO NAMES










CHAPTER 1



Eladio Guzman Fuentes


On September 27, 2013, four years before Chris Janczewski stepped into that house in the Atlanta suburbs, someone moved 525 bitcoins. Those coins, worth around $70,000 when they were sent but more than $15 million as of this writing,* traveled from one Bitcoin address identified by a meaningless string of thirty-four characters to another address with an equally long and meaningless identifier. More specifically, 15T7SagsD2JqWUpBsiifcVuvyrQwX3Lq1e sent them to 1AJGTi3i2tPUg3ojwoHndDN1DYhJTWKSAA.


The transaction, like all Bitcoin transactions, happened silently, but not at all secretly. The sender’s computer had sent out a message to nearby computers in Bitcoin’s global network “announcing” the payment. Within minutes the announcement had been passed to thousands of other machines around the world, all of which confirmed that they’d witnessed it, adding it into their copy of the Bitcoin blockchain, the unforgeable, unchangeable, and altogether public ledger of who owns which bitcoins in the global cryptocurrency economy. In fact, these witnesses noting the transaction in their collective accounting of all bitcoins—agreed to by all of the cryptocurrency’s users—represented the only meaningful sense in which the abstract coins could be said to have “moved” at all, or to have even existed in the first place.


But they did exist, and they did move: You can type one of those long-winded addresses into a search engine today and see the transaction for yourself, on a site like blockchain.com or btc.com. This public, permanent record of someone’s five-figure payment cannot be rescinded or erased.


Yet to anyone who looked at the same transaction record at the time, there would be no clue revealing who that someone was—neither the sender nor the recipient. Nothing in that record, sitting fully visible on the open internet, would indicate that the money had, in fact, moved from the accounts of the world’s first dark web drug lord to the wallet of a federal agent, payment to that agent for acting as a mole inside a global team of investigators working to take down a giant narcotics market.


A month after that payment, the dark web drug lord would be arrested and jailed. But it would take nearly a year longer before an IRS criminal investigator named Tigran Gambaryan laid eyes on the record of that transaction. Sitting in his Hayward, California, home, with his infant daughter in his lap, he would painstakingly click through addresses on Bitcoin’s blockchain, “hand tracing” the movement of that dirty money, as he would later describe it. And when he identified its destination, his epiphany would unlock a new era of law enforcement investigation, one in which detectives like Gambaryan could follow the money, digitally, to unfathomable hoards of ill-gotten wealth and to the doorsteps of the criminals who had collected it.


· · ·


For Gambaryan, the case began with a fake ID.


George Frost, an older, white-haired lawyer, passed the printout to Gambaryan across a conference table, showing a scan of a Maryland driver’s license for one “Eladio Guzman Fuentes.” The man pictured on the license was middle-aged, with a shaved head, a goatee, and an unreadable look. Frost also pulled out what appeared to be copies of Fuentes’s utility bill and his Social Security card. The identifying documents, Frost said, were all part of the package Fuentes had used to open an account on Bitstamp, a cryptocurrency exchange founded in Slovenia where Frost served as general counsel. Bitstamp, like other exchanges around the world, allowed its users to buy bitcoins and other more obscure cryptocurrencies with older forms of legal tender like dollars, euros, and yen—and vice versa, cashing out their crypto coins for those traditional currencies.


The ID documents in front of them, Frost explained, were forgeries. Fuentes’s real name was Carl Mark Force IV, and he was an agent with the Drug Enforcement Administration. This man, Frost went on, had cashed out more than $200,000 worth of bitcoins through Bitstamp over the previous six months, and he was trying to extract another $200,000 of the cryptocurrency when Frost had frozen his account for suspicious activity, just days before this meeting.


It was early May 2014, and Frost was sitting in a conference room on the ninth floor of the Department of Justice building, deep within its warren of offices and cubicles in the financial district of San Francisco. Across the table from him sat Gambaryan, a twenty-eight-year-old Armenian American IRS agent with a trim beard, a shaved head, and a compact build; the Eastern Orthodox tattoos on his left arm and right shoulder were hidden under his suit. One of Tigran Gambaryan’s colleagues described him as a “short, buff Andre Agassi.”


Sitting next to Gambaryan was Kathryn Haun, a prosecutor for the Northern District of California who had asked Frost to come in that day. Until this point in the meeting, Gambaryan and Haun had been questioning Frost about something else entirely. They were building a case against the founders of another start-up, called Ripple, which had issued a cryptocurrency of the same name. Gambaryan and Haun believed Ripple might be acting as an unlicensed money exchanger, letting people buy and sell cryptocurrency while skirting U.S. banking regulations. Frost had once been general counsel for Ripple, and Bitstamp was now being used to trade in Ripple’s own form of cryptocurrency, too.


Frost, a former veteran newspaper reporter who now practiced law out of his Berkeley home office, considered himself an ACLU-supporting, lowercase-l libertarian. He had no love for the IRS or the Justice Department. But he’d put on a suit, traveled across the bay, subjected himself to the building’s security screenings, and then responded to Haun and Gambaryan’s interrogation for well over an hour.


Now, after answering those questions, Frost had arrived at his own reason for coming: Didn’t they perhaps want to talk about this strange DEA agent, his fake identity, and where the hell his unexplained six-figure hoard of bitcoins had come from?


Haun and Gambaryan suggested he go on.


So Frost showed them Force’s fake “Fuentes” ID documents and explained that Bitstamp’s staff had rejected them: His Social Security number didn’t match any in the databases of personal information they used for checking users’ identities. When Bitstamp’s staff later spotted Force registering for another account from the same computer, but this time under his own name, it was clear his first round of ID documents had been forgeries—pretty damn good ones, Frost had to admit. Bitstamp had confronted Force about his fraudulent ID and threatened to close his second account, too, based on their legally required know-your-customer rules.


Force had then surprised Frost by revealing that he was a federal agent. “Fuentes” was merely the undercover identity he had used in his DEA investigations, he said.


Bitstamp had noticed, though, that Force was connecting to their website using Tor, a piece of anonymity software that encrypts users’ internet connections and routes them through servers around the world to make them as difficult to trace as possible. It seemed an unusual choice for a federal agent using a cryptocurrency exchange in his official work.


“I utilize TOR for privacy,” Force had explained in an email to Bitstamp’s staff. “Don’t particularly want the NSA looking over my shoulder. :)”


All of it left Frost feeling deeply uneasy. Was this DEA agent using Bitstamp’s crypto exchange as part of his undercover work to bank dirty drug money? And if so, why would he want to hide his tracks from another U.S. government agency? “The harder we looked at this, the stranger it seemed,” Frost recalled.


In subsequent emails, Force changed his story again: He was an early Bitcoin investor, he now said, and the money he was cashing out was his own, not the DEA’s. He added that he had learned about Bitcoin in the course of his DEA work, and specifically “through my investigation of DREAD PIRATE ROBERTS and the SILK ROAD.”


At Frost’s mention of those two bold-faced names, Gambaryan’s attention suddenly sharpened. The Silk Road had already become legendary: the sprawling, Bitcoin-based online black market for dark web narcotics sales, created by a pseudonymous figure known as the Dread Pirate Roberts. Just months earlier, the FBI, IRS, and DHS had finally, after a two-and-a-half-year hunt, identified the site’s founder as a twenty-nine-year-old Texan with no criminal record, a man by the name of Ross Ulbricht. Agents had swarmed into the science fiction section of a San Francisco library, arrested Ulbricht where he sat running his vast drug empire, grabbed his laptop, and shut down the Silk Road for good.


Stories of the landmark dark web case still reverberated through the law enforcement community. Gambaryan, based in the IRS’s Oakland office—just a few miles away, it turned out, from Ross Ulbricht’s home—had been asked only to interview a few witnesses in the aftermath of Ulbricht’s arrest. The IRS agent had itched to be a bigger part of the investigation.


But if Gambaryan was excited now, he gave no indication. Frost remembers that, typically for a federal agent, the younger man had no visible reaction, instead quietly taking notes on a yellow legal pad. Although Frost knew Haun from other cases, it was his first meeting with Gambaryan. Despite his wariness toward federal law enforcement, Frost found that he liked the agent’s open mind and sharp questions, his way of understated probing. It reminded Frost of his own days working as an investigative journalist, early in his career.


Frost continued his story: Something about the DEA agent’s answers to Bitstamp’s questions had felt off. “There’s something wrong with this guy,” he told Haun and Gambaryan. “This doesn’t pass the smell test.”


So Frost had filed a suspicious activity report with the U.S. Treasury’s Financial Crimes Enforcement Network, or FinCEN. He’d gotten a call back from a Secret Service agent based in Baltimore, a man named Shaun Bridges.


Frost had worked with Bridges in the past, he explained. The Secret Service agent had helped Frost when hackers associated with the Palestinian militant movement Hamas had targeted Bitstamp users with unusually well-crafted phishing emails designed to hijack their accounts. Despite Frost’s antiestablishment leanings, he had found the Secret Service agent conscientious, well connected, and technically adept. When Frost told him about his troubling new Carl Force situation, Bridges assured Frost he’d personally make sure it was taken care of.


But since then, months had passed, with no real update from Bridges. Frost had begun to suspect that he was being stonewalled. Force, meanwhile, was still cashing out hundreds of thousands of dollars’ worth of bitcoins through his company’s exchange.


Then an agent from the same Baltimore law enforcement team as Force had begun sending Bitstamp emails demanding account information for other users and asking questions about their compliance with money-laundering laws. Frost had gone so far as to call Force to talk about his strange behavior and the Baltimore agent’s demands. In the strained phone call, Force had seemed “belligerent,” Frost recounted, but had also been brazen enough to suggest that Bitstamp hire him as a chief compliance officer.


To Frost, what had started as merely unwelcome business from a shady customer was starting to seem like a shakedown. And no one was shielding Frost from this bizarre, aberrant DEA agent.


“This guy has a badge. A gun. He can go anywhere. He can tap anybody’s phone, including mine,” Frost told Gambaryan and Haun. He needed their help.


· · ·


As the meeting ended, Haun warned Frost that there was still no evidence Force had done anything illegal. Opening an investigation into a federal agent was no small matter. But before Frost walked out, she promised that she and Gambaryan would look into it.


Despite his poker face throughout their meeting, Gambaryan shared little of Haun’s professed reluctance. He’d been waiting for a case like this for years.


Since he’d become an IRS criminal investigator in 2011, Gambaryan had been fascinated by the budding Bitcoin economy. In this new digital currency, he’d come to see not only an intricate technical novelty but a wild, untamed, and lawless new territory of finance. For an IRS special agent, that frontier represented a vast greenfield of potentially career-making cases. He’d gone so far as to ask for meetings with the staff of any Bitcoin start-up in the Bay Area who would let him visit, just to pick their brains and learn more about this strange new world of digital money.


When he’d gotten wind of the Silk Road’s Bitcoin black market, not long after its inception in 2011, he’d suggested to a supervisor that they take on the case. But his superior had answered vaguely that someone else in law enforcement was already handling it. In fact, multiple investigations into the Silk Road were already spinning up from Chicago to Baltimore to New York, and at the time none of them seemed to need the help of a junior IRS agent in Oakland.


When the Silk Road’s creator had finally been located and arrested two years later, Gambaryan’s bosses were surprised—and perhaps a bit embarrassed—to learn the dark web site had been run in San Francisco, their own backyard. By the time the online black market was taken down in October 2013, the Silk Road had grown into a gargantuan narcotics and money-laundering bazaar unlike any ever seen before in history. And for much of its time online, its founder had been just across the bay, practically under their noses.


Now, six months after the Silk Road bust, Frost’s story seemed to hint that some part of the site’s mysteries still remained unsolved. For Gambaryan, it was a welcome lead back into a case he’d coveted for years—or rather, a thread, however tenuous, that seemed to trail off from the Silk Road’s vast tangle of criminality, into the unknown.










CHAPTER 2



Nob


Gambaryan’s first call was to his friend and fellow IRS agent Gary Alford, an unsung hero of the Silk Road investigation. Alford’s role in that case, as the agent who had first identified Ross Ulbricht as the suspected creator of the world’s largest dark web drug market, was largely untold outside law enforcement circles at the time. From 2011 until 2013, agents had scoured the Silk Road site for clues that could help unmask the site’s creator and mastermind, known as the Dread Pirate Roberts, or DPR. But as the Silk Road gained thousands of customers and made tens of millions of dollars in Bitcoin-based narcotics profits, DPR had never shared any identifying details in his communications with his staff or users, and certainly not with the undercover agents trying to pry those details out of him. And because the Silk Road ran on Tor’s anonymity network, no one could trace DPR’s connection to an IP address, the internet protocol identifier that might reveal his location.


When agents finally swooped in on Ross Ulbricht and handcuffed him in that San Francisco public library in October 2013, it was the FBI who received most of the public credit. But in fact, it had been the IRS’s Gary Alford, sitting in his New Jersey home four months earlier, who’d done the meticulous, unglamorous work that had led to the case’s first real breakthrough.


Alford had been using Google to dig up the earliest online posts about the Silk Road on drug forums when he’d found a curious artifact: Someone going by the name “altoid” had posted to a site called the Shroomery in January 2011 recommending the Silk Road’s just-launched dark web market as a source for drugs. Around the same time, a user with the same handle had also asked for programming help on a coding forum. On that page, altoid had listed his email address: rossulbricht@gmail.com.


Though Ulbricht later managed to delete his email address from the coding forum post, it had been copied into someone’s response to the message, indelibly preserving it on the web, where it hid in plain sight for years.


When Alford pointed this out to colleagues, they struggled to believe that Google alone could unveil the world’s most mysterious digital drug lord. It had taken more than a month for the FBI, DEA, and DOJ staff assigned to the investigation to even take the IRS agent’s lead seriously. Ultimately, his discovery had cracked the case.


To IRS criminal investigators like Gambaryan and Alford, both special agents in the service’s Criminal Investigation division, known as IRS-CI, the story was irritatingly typical. While the FBI were made into near superheroes in countless Hollywood films, TV shows, and press conferences, no one seemed to have even heard of IRS-CI agents like them. (“The IRS is the redheaded stepchild of law enforcement,” as one judge told me. “They get no respect from anyone.”)


The IRS’s criminal division agents did shoe-leather detective work, carried guns, executed search warrants, and made arrests, just like their FBI and DEA counterparts. And yet because of the IRS’s reputation as pencil pushers—and because of IRS-CI’s core focus on following the money—they often found that their fellow agents treated them like accountants. “Don’t audit me,” their peers from other law enforcement agencies would joke when they were introduced in meetings. Most IRSCI agents had heard the line enough times that it warranted an instant eye roll.


· · ·


Gambaryan had a friendly working relationship with Alford. The New York–based agent had been the one to call up Gambaryan after Ulbricht’s arrest and ask him to do a few low-stakes witness interviews. Now, as Gambaryan relayed to Alford on the phone what he’d heard from Frost about this seemingly rogue DEA agent named Carl Mark Force, the mere mention of Force’s name seemed to set off alarms in Alford’s head.


Force, Alford explained, was part of the Baltimore Task Force that had been investigating the Silk Road, separate from the New York team of FBI, Homeland Security, and IRS agents of which Alford was a part. The two teams had clashed early on: In “deconfliction” meetings, they’d jostled for control of the case and parted on unfriendly terms. In the end, each went its own way, essentially racing in parallel in their pursuit of the mysterious dark web mastermind who called himself DPR.


The New York team had prevailed: They’d identified Ulbricht in San Francisco, thanks in no small part to Alford’s work; found a way to circumvent the Silk Road’s anonymity software to locate its servers, housed in Icelandic and French data centers; and charged Ulbricht with a slew of felonies, from narcotics and money-laundering conspiracies to a “kingpin statute” usually reserved for mob bosses and drug cartel leaders.


The Baltimore investigators, meanwhile, had taken a very different path. Their central focus had been infiltrating the Silk Road undercover: They created the persona of a Puerto Rican drug cartel operative who went by the handle “Nob.” Nob had spent countless hours on the Silk Road exchanging messages with DPR to gain his friendship and trust.


The undercover DEA agent playing the role of Nob? None other than Carl Mark Force, assuming the identity of a Puerto Rican man named Eladio Guzman Fuentes—the name that later appeared on the forged documents he gave Bitstamp.


When DPR later came to suspect that one of his Silk Road employees had stolen hundreds of thousands of dollars’ worth of Bitcoin from him, it was Nob—Force—whom DPR turned to for help handling the situation. The Silk Road boss asked his associate, with his supposed cartel connections, to track down his thieving staffer and torture him until he returned the money. In a dark turn, DPR later changed the order, asking Nob to kill his wayward worker instead.


Nob agreed. Carl Mark Force, along with other agents from the Baltimore Task Force, had helped to stage fake photos in which they appeared to be waterboarding the Silk Road’s rogue staffer, followed by images depicting what appeared to be the man’s corpse. He sent them to DPR as proof that he’d done the job.


When the New York team arrested Ulbricht a few months later and unsealed their indictment accusing him of running the Silk Road, the Baltimore team had piled on their own murder-for-hire charge in a separate indictment, based on the fake murder that they themselves had helped Ulbricht to carry out.


In Alford’s telling, the Baltimore team’s work sounded remarkably messy. There were other rumors about Force, too: that years earlier he’d spent time cooling off in rehab after an undercover narcotics investigation. He’d gotten in too deep, the story went, inhabiting the role of the drug dealer he was playing a bit too fully, maybe losing track of which side he was on.


Now a lawyer for Bitstamp was warning them that this same DEA agent was cashing out mysterious six-figure bitcoin stashes? Carl Mark Force IV, Gambaryan could see, was worthy of his full attention.


· · ·


Gambaryan knew there would be a high bar to opening a formal investigation of a federal law enforcement officer. The whiff of impropriety surrounding Force was overwhelming, but was it enough to persuade a prosecutor like Kathryn Haun to launch a criminal case? Haun, for her part, had discussed it with her boss, a veteran U.S. attorney named Will Frentzen who had spent his career taking down Chinatown organized crime bosses and corrupt California politicians. Frentzen was open-minded but unconvinced. “We need to run this down,” he told her. “But it’s likely a misunderstanding.”


Then, just one day after their initial meeting, Haun received an email from Frost. The Bitstamp lawyer forwarded a request that Force had just sent to the cryptocurrency exchange’s customer service. “Could you please delete my transaction history to date?” the agent had written. “It is cumbersome to go through records back to November 2013 for my accountant.”


Haun and Frentzen saw the email as a shocking red flag. After all of his other suspicious behavior, Force now seemed to be trying to destroy evidence. Any reluctance evaporated. They opened an investigation into Force the same day, with Gambaryan as lead agent.


The twenty-eight-year-old IRS investigator had finally found the meaty cryptocurrency case he’d been looking for. It had put him onto the trail of a fellow federal agent.










CHAPTER 3



The Auditor


Tigran Gambaryan was perhaps destined to be an accountant. His parents were both accountants, and for much of his life he assumed he’d become one, too. He’d also always had the right sort of mind for it, with an attention to detail and a willingness to embrace thorny numerical systems.


But another side of Gambaryan would never be satisfied with merely balancing books. There was a tougher, more combative streak to his personality—a pronounced sense of justice, a fixation on right and wrong, that went beyond the technical correctness of a tax filing. He traces that harder part of himself to his childhood, which he describes as a happy one—until a very specific point.


Gambaryan was born in 1984 in Yerevan, the capital of then-Soviet Armenia, where his parents were both high-level finance officials in Armenia’s communist government. His father had been a boxer and a water polo player, accomplished enough to have made the Soviet national team. Despite his elite Soviet credentials, he’d developed a love of Western music like Elvis and the Beatles. When the water polo team was on tour, he had even managed to buy and smuggle home a complete collection of Beatles LPs. The family’s TV antenna could pick up Turkish signals from across the western border, and young Tigran loved to watch Rocky and Rambo films, a thrilling taste of another world, even though the movies were dubbed in Turkish and he couldn’t understand a word.


Gambaryan remembers happy afternoons playing in the streets of Yerevan with his cousins and friends, surrounded by the city’s iconic pastel pink and orange buildings constructed from volcanic tufa stone. On the weekends, his extended family would gather at his grandfather’s dacha in the rolling hills outside the city, with an orchard and a river running along the edge of the property.


“It was a good time,” Gambaryan says. “Then the Soviet Union collapsed and it all went to hell.”


Of the fifteen independent countries that emerged practically overnight from the shattered U.S.S.R. in the early 1990s, struggling to survive without Moscow’s support, perhaps none fared worse than Armenia. War broke out almost immediately with neighboring Azerbaijan, a conflict sparked by Armenia’s nearly century-old claim to the disputed territory of Nagorno-Karabakh. Once a fellow Soviet republic, Azerbaijan now imposed an embargo and blockaded the border, cutting off its vast oil supply that had been Armenia’s main source of energy.


Soon, Gambaryan’s family, like practically every family in Yerevan, had no electricity or heating in their home. When frozen pipes cracked in the winter, they lost running water, too. Gambaryan remembers waiting in line for hours, holding a ticket for bread. Neighbors were drafted and sent east to fight in the war. The forests around Yerevan were leveled as desperate city dwellers chopped down any firewood they could find. Some resorted to pulling up and burning their floorboards. Many Armenians rigged makeshift wood-burning stoves indoors and died of carbon monoxide inhalation. In winter, the schools initially asked students to bring firewood to heat the classrooms, then finally gave up and sent the children home.


In 1993, Gambaryan’s family fled to Moscow, where his father held a position with the Armenian government. They moved into a five-story Khrushchev-era apartment building on the outskirts of the capital. For Tigran, then nine years old, it marked a huge lifestyle upgrade: After two years of Armenia’s energy crisis, he delighted at how, when he flicked a light switch, the bulb actually lit up.


But he also remembers becoming aware that despite having been just as Soviet as any Russian a few years earlier, he was now considered very different from his Russian neighbors. Many of the real estate listings the family scoured had openly excluded requests from “people of Caucasian ethnicity.” Police, too, would hound immigrants from the region, detaining them, demanding to see their papers, threatening them with deportation if they didn’t offer a bribe.


Russia was at war with Chechen separatists in the Caucasus, and kids at school taunted Gambaryan, calling him a Chechen. Gambaryan, not one to shrink from confrontation, would toss back insults of his own. Soon he was regularly getting into fistfights and even full-on brawls at school, which he says the Russian teachers accepted as a normal part of Russian boyhood.


Eventually, though, Gambaryan settled into Muscovite life. Many of those Russian kids he’d fought with later became close friends. He would carouse with them around the streets of Moscow, just as he had earlier in the streets of Yerevan. He excelled in school, got perfect scores, and even skipped a grade—the sort of academic success his strict immigrant parents demanded.


But to Gambaryan, life in early-1990s Moscow always felt as though it were perched on the edge of a precipice. He came to recognize the crime and corruption that surrounded him. Mafia and crooked government officials seemed to be running the city. Every block was a gang’s territory. Every business paid protection money to racketeers. He saw firsthand the aftermath of shootings and car bombings that resulted from turf wars. At one point, organized criminals kidnapped one of Gambaryan’s father’s friends and held him for an exorbitant ransom, which Gambaryan’s family helped to pay.


That lawlessness left a deep mark on Gambaryan—as well as an almost zealous, black-and-white starkness to his ideas of criminality. Even today he says the sense remains with him that there are real elements of corruption and chaos in every society, that the “law of the land” he witnessed in Moscow lies just beneath the surface, everywhere, ready to emerge whenever people have a sense of impunity from consequences.


“Americans don’t know how good they have it,” Gambaryan says. “You let it slip, it turns into the chaos that I saw.”


· · ·


In 1997, when Gambaryan was thirteen, his family moved again, this time to Fresno, California. Fresno had been a historic Armenian enclave since a flood of refugees had settled there after fleeing the Turkish campaign of genocide against Armenians in 1915. But the move meant Gambaryan was essentially starting over again as an outsider, dropped into American society without knowing more than a few words of English.


Their neighborhood in South Fresno, where the family lived in a three-bedroom apartment in a two-story stucco building, had rough edges. Gambaryan’s father had been forced to stay behind in Moscow due to U.S. immigration bureaucracy, and it would take him seven years to join the family in California and obtain a green card. Meanwhile, Gambaryan’s mother, an accomplished financier and former government official, was reduced to opening a shoe repair and alteration shop.


Compared with Russia and Armenia, though, life in the United States was easy and uneventful. Gambaryan adapted well to his new American environment, quickly learning the language. To his delight, he got his first computer as a gift from his parents: a Packard Bell desktop PC from Best Buy with a 166-megahertz processor. He left the tower’s case open, the better to admire its engineering and fiddle with its components. That machine, and the early internet it unlocked, represented an enormous step up from what he’d experienced in Moscow, where his access to computers had consisted of an old Sega Genesis and messing around on his father’s office PC, trying to figure out how to run Prince of Persia on a pirated version of DOS.


Gambaryan enrolled in Fresno State and—following in his parents’ footsteps—got a degree in accounting, then a finance job in the California state government, followed by another in the California Franchise Tax Board, the state-level equivalent of the IRS. He worked as an auditor, meticulously reviewing the records of potential tax cheats. Gambaryan found he was well suited to the work, motivated in part by his outrage at seeing companies, and even individuals, amassing hundreds of millions of dollars while paying less in taxes than he did himself. Soon after, he joined the IRS and moved to Oakland to work out of the federal office there, auditing major tax fraud cases at the national level.


Still, Gambaryan wasn’t entirely satisfied: His section of the IRS brought only civil lawsuits against tax evaders, or else referred them to the criminal division—throwing the cases over a wall and often never even hearing the results.


At orientation on his first day at the IRS in 2008, a public information officer had spoken to the new staff about the IRS Criminal Investigation division. Gambaryan had never heard of IRS-CI before, but it sounded like everything he’d ever wanted to do in his career, without realizing it: travel internationally, serve search warrants, take down criminals firsthand, and see them prosecuted. “I can use my accounting skills and also put away bad guys,” Gambaryan remembers thinking. He’d started his application immediately.


After three years of paperwork, background checks, and training, Gambaryan was made an IRS-CI special agent. He threw himself into the job and soon had a full load of mortgage fraud, public corruption, and drug-related money-laundering investigations. But he often found that as a new recruit he was left to work the low-level cases that no other agents had wanted to take. Much of his time was spent busting gangs in East Oakland who had graduated from dealing drugs to filing fraudulent tax returns with stolen identities, a more lucrative crime that threatened them with far less prison time.


Gambaryan pursued the fraudsters, executed the warrants, made the arrests, but he began to realize that if he didn’t somehow alter his course, he could easily spend the rest of his career assigned to the IRS equivalent of street crime. These were hardly the white-collar kingpins and international mafia figures he dreamed of taking down.


So after a couple of years, he made a commitment to himself: He’d no longer settle for whatever investigations fell to him. He’d make cases of his own.


· · ·


Since he’d gotten that first Packard Bell PC in 1997, Gambaryan had remained a digital hobbyist, building and repairing computers and playing with new technologies whenever he read about them on forums like Reddit or Slashdot. In 2010, while still in the process of applying to join IRS-CI, he’d come across a post on one of those sites describing something called Bitcoin.


Bitcoin was a new digital currency, and it used a clever system to track who owned which coins: The Bitcoin network stored thousands of copies of a distributed accounting ledger on computers around the world—a ledger known as the blockchain. Many of Bitcoin’s advocates seemed to believe that because no bank or government was necessary for Bitcoin’s operation, no institution could control its payments or identify its users. Transactions flowed from one address to another, with none of the names or other personal details that a bank or payment service like PayPal might collect. “Participants can be anonymous,” read one line in an email sent to a cryptography mailing list by the currency’s mysterious inventor, known as Satoshi Nakamoto.


Bitcoin burrowed into the very center of Gambaryan’s mind, at the point where his obsessions with computers and forensic accounting converged. As an IRS investigator tasked with following the money, he considered the notion of anonymous digital cash vaguely foreboding. Who would pay taxes on these “anonymous” transactions? Wouldn’t Bitcoin become the perfect money-laundering tool?


But a more basic and skeptical thought immediately struck Gambaryan about this new form of currency. “Participants can be anonymous,” he had read. But if this blockchain truly recorded every transaction in the entire Bitcoin economy, then it sounded like the precise opposite of anonymity: a trail of bread crumbs left behind by every single payment. A forensic accountant’s dream.


Either way, no one seemed to be actually using Bitcoin for much at the time. So Gambaryan dismissed it as a kind of “silly internet money,” more technically interesting than practical, and forgot about it.


The next time he would hear about Bitcoin, it would already be anointed as the coin of choice for the dark web’s budding black market. And for a young IRS criminal investigator looking for his own vein of cases to mine, the currency would come to represent a mother lode of hidden money flows, demanding to be cracked open and traced to their source.










CHAPTER 4



Cryptoanarchy


One evening in April 2011, just before Tigran Gambaryan was starting his training as an IRS-CI special agent, I visited MtGox.com, a website where I’d been told I could buy these so-called bitcoins. I was working on a story for Forbes—the magazine where I covered cybersecurity and cryptography—about a curious new form of virtual coin that somehow, in just the last year, had appreciated remarkably in value, from about half a penny each to just under a dollar. I figured that to understand this weird new currency I was writing about, I should try owning some of it.


So I attempted to place an order on MtGox.com (pronounced “Mount Gox,” I was told) for $40 worth of bitcoins. I got no confirmation any transaction had occurred. It wasn’t clear if the site, the only Bitcoin exchange I’d ever heard of, had even accepted my money or if it had simply gotten hung up on a bug in its code, like a vending machine spitting back out a perfectly good dollar bill. After a couple of refreshes and retries, I gave up.


Over the years since, I’ve occasionally looked back on that lack of persistence with regret. A decade later, those $40 worth of bitcoins would be worth $2.6 million.


· · ·


My interest in Bitcoin had been sparked a few weeks earlier in the spring of 2011, when I stumbled across a YouTube video posted to Twitter, one that showed a software engineer named Gavin Andresen giving a talk at a TED-like event called Ignite, held in Amherst, Massachusetts. Andresen, a kind of baby-faced, central-casting programmer dressed in a blue button-down shirt, was introduced as the head of the “BitCoin Project.”


Bitcoin, Andresen explained, was a “new kind of money,” one that allowed anyone to spend cash-like currency from their computer while using cryptography to ensure that no one could create counterfeit coins or fraudulently spend someone else’s. It had been invented by someone named Satoshi Nakamoto a few years earlier, he said, not long after the 2008 financial crisis, and it had been designed so that anyone could generate these bitcoins, too. They just had to run a so-called mining program on their own computer, performing calculations that entered them into a kind of automated lottery that distributed bitcoins to the winning computer every ten minutes.


This kind of computational effort was the only way anyone could “mine” new bitcoins, and they could do it only at a predefined, globally limited rate. That scarcity made it the perfect currency for anyone suspicious of how governments control money—their ability to print cash willy-nilly, to fund wars, or to hand money to corporate friends. “With the global financial crisis and bank bailouts all over the world, a lot of us are starting to wonder: Can we really trust the people who control our money?” Andresen explained in his Ignite talk. “Satoshi didn’t. So he created Bitcoin.”


Bitcoin, Andresen conceded, was still a “brand-new baby currency.” The sum total of all bitcoins at the time was worth about $3 million. About $30,000 worth of bitcoins were changing hands every day, used to buy everything from alpaca socks to sex toys to dog sweaters.


“I don’t know where it’s going to go, but there’s a small possibility that in fifty years it just might replace the dollar as the world’s reserve currency,” Andresen said, speaking in the sort of light tone that might have led the audience to believe he was joking. But he was not. “It might happen!” he added, as if to dispel any doubt about his seriousness. Exactly one person in the crowd responded with an enthusiastic whoop.


As radical as Andresen’s dreams for Bitcoin’s future value might have been, it was something else he said that got my attention: his brief description, almost in passing, of Bitcoin’s pseudonymous creator, Satoshi Nakamoto, as “this mysterious guy who was definitely inspired by the cypherpunks.”


The cypherpunks were, as I’d been obsessively researching at the time, a group of radical libertarians who had formed in the 1990s, unified around the grand mission of using unbreakable encryption software to take power away from governments and corporations and give it to individuals. When I discovered the YouTube video of Andresen’s talk, I was in the midst of writing a book that chronicled the cypherpunk movement. I’d spent countless hours digging through the archives of the Cypherpunks Mailing List, a community of hundreds of programmers, cryptographers, anarchists, and trolls who, for nearly a decade, had shared their innovations, manifestos, and internal squabbles in a torrent of emails.


Julian Assange was an active participant on the Cypherpunks Mailing List, where many of the ideas for WikiLeaks, with its anonymity protections for its sources, were born. The first developers of so-called proxy servers, which offered encrypted and anonymized internet connections—and which would evolve into virtual private networks, or VPNs, in common use today—were core cypherpunk contributors. The creators of the anonymity software Tor, too, were deeply influenced by the discussions they read in the list’s archives.


Cypherpunks envisioned a world where free cryptographic programs in the hands of everyday internet users promised total secrecy—from hackers, snoops, law enforcement, and even intelligence agencies. For ideological libertarians who dreamed of a day when governments could no longer control what they said, what they owned, or what they put in their bodies, encryption tools represented a new sort of untouchability: a future in which communications not only were impervious to eavesdropping but could be carried out behind perfectly unidentifiable and untraceable pseudonyms.


And if anonymous and untraceable digital communications were possible, the cypherpunks believed, it followed that anonymous and untraceable online payments must be, too—an innovation that was sure to unlock both a new era of financial privacy and a vast, flourishing black market on the internet.


The cypherpunk who most clearly—and darkly—articulated that vision was one of the group’s founders, Timothy May. A brilliant and coldly realist former Intel engineer who had retired young to a house in the Santa Cruz mountains, May had imagined a future where encryption tools supercharged a global black market for information. In a semi-satirical essay he posted to the Cypherpunks Mailing List, he proposed what he called BlackNet, a kind of monetized WikiLeaks where classified information and trade secrets could be anonymously sold for untraceable “CryptoCredits.”


In his most famous essay, “The Crypto Anarchist Manifesto,” May summarized in 1988 the lawless future he both foresaw and, as a kind of absolutist libertarian, largely welcomed. “A specter is haunting the modern world, the specter of crypto anarchy,” May wrote forebodingly, imagining a “CryptoNet” of perfectly private communications and payments.




The State will of course try to slow or halt the spread of [encryption] technology, citing national security concerns, use of the technology by drug dealers and tax evaders, and fears of societal disintegration. Many of these concerns will be valid; crypto anarchy will allow national secrets to be traded freely and will allow illicit and stolen materials to be traded. An anonymous computerized market will even make possible abhorrent markets for assassinations and extortion. Various criminal and foreign elements will be active users of Crypto-Net. But this will not halt the spread of crypto anarchy.





· · ·


By the time I read May’s words, more than two decades later, many elements of his vision had already come true: Encryption had, in fact, enabled secret, uncrackable communication for billions of ordinary people. Tools like Tor had made anonymous communication possible, too, hiding not just the contents of online messages but also their senders and recipients.


Yet Tim May’s notion of “CryptoCredits”—that key financial ingredient to true cryptoanarchy—had still not come to fruition. Cryptographers, including some Cypherpunks Mailing List regulars, had invented digital money systems with names like DigiCash, Bit Gold, and B-Money. But all of them had suffered from technical or logistical hang-ups, and none had caught on or gained actual real-world value.


Now, watching Gavin Andresen speak onstage, I heard him name-check Satoshi Nakamoto as the inheritor of the cypherpunk mantle. And even more remarkably, he seemed to be saying that Nakamoto’s invention, Bitcoin, was finally that crypto-anarchist holy grail: truly anonymous, untraceable, and practical digital money.


“The cypherpunks have done a lot of cool stuff. They had the idea of creating an anonymous, private money, but they couldn’t figure it out,” Andresen said in the cheerful tone of his Ignite talk, far removed from Tim May’s foreboding vision of cryptoanarchy. “Until Satoshi figured it out about three years ago. Like any good hacker, he wrote the software, and he released it to the world.”










CHAPTER 5



Silk Road


I tracked down Gavin Andresen, interviewed him by phone, and, after my ill-fated attempt to buy bitcoins of my own, persuaded my editors to let me publish a one-page article about Bitcoin in an April 2011 issue of Forbes, perhaps the most high-profile press the budding cryptocurrency had gotten up to that point.


In the process of reporting that story, I had asked Andresen to pass on a request to Bitcoin’s pseudonymous creator, Satoshi Nakamoto, to let me interview them, too. Andresen got back to me a few days later: Satoshi had declined.


I’ve tried not to take that rejection personally. Satoshi had, in fact, never spoken to a reporter. It would turn out that emailed response Andresen had received, refusing my request for an interview, would be one of Satoshi’s last known communications with anyone, to this day. Bitcoin’s creator disappeared from the internet less than two weeks after my article appeared, never to return. Their identity remains unknown—one of the greatest mysteries in the history of technology.


Whoever and wherever they may be, Satoshi is likely very, very wealthy. With an estimated million-plus bitcoins they mined in the currency’s earliest days—and haven’t touched since—the net worth of Bitcoin’s creator, as of this writing, has theoretically fluctuated around $30 billion, which would make him or her one of the world’s richest people.


But back in the spring of 2011, I had little interest in Bitcoin’s potential as an investment, or in identifying Satoshi Nakamoto. As a reporter with a cypherpunks fixation, whose beat was all things malicious or subversive on the internet, I was fascinated by the notion of what Andresen had described as “anonymous, private money.” I wanted to see how it was being spent.


· · ·


When I’d asked Gavin Andresen for examples of who was actually buying and selling things for bitcoins, his short list had included a site called the Silk Road. The site sold drugs—the illegal kind. Andresen, a straitlaced software engineer who preferred to talk about Bitcoin’s economic advantages over centralized banking systems more than its potential as a black-market currency, wasn’t a fan. “Illegal stuff will be a niche for Bitcoin,” he admitted. “That bothers me, but it’s just like any currency. You can’t stop dollar bills from being used for the drug trade either. That’s an unfortunate feature of any cash-like system.”


The Silk Road, I learned, was an e-commerce market on the dark web. In other words, it was one of thousands of specially protected websites that relied on Tor to hide the location of its servers and that could be visited only by someone running Tor on their computer, too. Tor was the dark web’s active ingredient, providing a kind of double-blind anonymity. It was designed so that anyone could visit a dark web site who knew the site’s address—a long and random-seeming string of characters. But no visitor to that site could see where it was physically hosted, nor could the site identify the location of its visitors. Any third party snooping on their connection could learn nothing about the locations of the computers on either end.


So I fired up Tor and began hunting through dark web directories for this purported Bitcoin drug bazaar. In 2011, this was a painstaking process: There were no real search engines for the dark web, and browsing it was often vexingly slow, given that Tor worked by triple encrypting your web traffic and bouncing it through three random computers around the world.


When I found the Silk Road, I wasn’t impressed. At a glance the site did, in fact, seem to have dozens of listings for ecstasy, marijuana, hallucinogenic mushrooms, and even offerings of cocaine and heroin. But looking at its bare-bones design and slow-loading pages, I had a hard time believing it had any real customers. The Silk Road struck me as, at best, a stoner’s janky experiment and, at worst, a scam designed to bilk would-be customers out of their bitcoins. After all, even if Bitcoin and Tor didn’t reveal the site’s users to law enforcement, how could they possibly ship or receive their drugs without volunteering a mailing address? Even Tim May’s imaginary BlackNet had only gone so far as to imagine people selling each other digital contraband—like classified documents and trade secrets—not putting physical, illegal narcotics in envelopes, dropping them in mailboxes, and hoping for the best.


Then, around six weeks later, I found my Twitter feed blowing up with links to news of a press conference that New York’s senator Chuck Schumer had given that morning. Its subject: the Silk Road.


Onstage, the senator had described the Silk Road very differently from how I’d seen it: as a full-blown, unprecedented new threat to any attempt to control illegal narcotics. “It’s a certifiable one-stop shop for illegal drugs that represents the most brazen attempt to peddle drugs online that we have ever seen,” Schumer told reporters. “It’s more brazen than anything else by lightyears.”


Like an antagonistic politician out of a cypherpunk libertarian fantasy, Schumer had pointed to both Tor and Bitcoin as dangerous new tools for this anonymous trade. “Literally, it allows buyers and users to sell illegal drugs online, including heroin, cocaine, and meth, and users do sell by hiding their identities through a program that makes them virtually untraceable,” Schumer said, referring to Tor. As for Bitcoin, he described it as “an online form of money laundering used to disguise the source of money, and to disguise who’s both selling and buying the drug.”


Schumer’s speech had been inspired by an article on the news site Gawker, written by the journalist Adrian Chen. Chen, like me, had stumbled on the Silk Road. But rather than dismiss it, he’d found visitors to the site who had successfully made purchases from it. One satisfied customer, for instance, had paid 50 bitcoins for a hundred micrograms of LSD, which had arrived in an envelope from Canada. “It kind of felt like I was in the future,” the source had told Chen. The Silk Road was real, and it worked.


I had missed, it seemed, the story that represented all of the cypherpunks’ dreams coming to fruition. Untraceable digital money was being used to buy actual, highly illegal contraband on a cryptographically anonymous e-commerce site. Bitcoin and Tor had, together, unlocked a new phenomenon that Tim May and his 1990s crypto-anarchists could only dream of: a bona fide dark web marketplace.


· · ·


Amid the clamor surrounding Adrian Chen’s article, I hardly noticed an “update” that appeared shortly after it was posted. Chen had originally described Bitcoin in the piece as an “untraceable digital currency.” But in an addendum, he’d noted that Jeff Garzik, a programmer who worked with Gavin Andresen as a core developer of Bitcoin’s open-source software, had emailed him to correct a misconception. Garzik pointed out that while Bitcoin senders and receivers are identified only with addresses, all those anonymized transactions are still recorded on the blockchain in public view. Large transactions might attract the attention of investigators who could potentially de-anonymize users—those who had published their addresses online, for instance, or who had given identifying information to Bitcoin exchanges. “Attempting major illicit transactions with bitcoin, given existing statistical analysis techniques deployed in the field by law enforcement, is pretty damned dumb,” Garzik wrote.


But Garzik’s warning could scarcely be heard above the noise created by Schumer’s public outcry against Bitcoin and the Silk Road. In a letter he and Senator Joe Manchin sent to the DEA and Attorney General Eric Holder, Schumer demanded that they “take immediate action and shut down the Silk Road network.” The letter, running exactly counter to Garzik’s warning, described how the “only method of payment for these illegal purchases is an untraceable peer-to-peer currency known as Bitcoins.”


Would-be Bitcoin buyers seemed to like what they heard. In the days following Schumer’s letter and press conference, they pushed the cryptocurrency’s exchange rate on Mt. Gox from less than $10 in early June of that year to a peak of nearly $32 as they scrambled to purchase this purportedly “untraceable”—and newly notorious—coin of the dark web. In attempting to shut down the Bitcoin black market, Schumer had inadvertently given it its best publicity yet.










CHAPTER 6



The Dread Pirate


When the world first took notice of the Silk Road in the summer of 2011, Tigran Gambaryan had yet to graduate from the Federal Law Enforcement Training Center in Brunswick, Georgia. But he saw in the Silk Road’s use of Bitcoin a kind of grim confirmation of his initial reaction when he’d first learned about the cryptocurrency: The Silk Road seemed to prove that Bitcoin, with its promise of anonymity, was indeed about to become a tool for criminals and money launderers of every variety.


“This is going to blow up,” he remembers thinking to himself. “As soon as I saw Silk Road, I knew Pandora’s box had been opened. There was no going back.”


Sure enough, after the Gawker article and Chuck Schumer’s press conference, the Silk Road exploded. Its number of user accounts, by some estimates, swelled immediately from mere hundreds to more than ten thousand as curious drug buyers downloaded Tor and swarmed onto the dark web to learn more about the anonymous black market that Schumer had so dramatically condemned.


The new marketplace at times buckled under the weight of so many new visitors, running slowly and even dropping off-line for periods as long as a week, as its enigmatic administrator struggled to manage a dark web site with more traffic than any other before in history. But the users kept coming back in greater numbers. After all, the Silk Road was offering something that wasn’t available anywhere else on the internet. Soon the basic selection I had seen on my first visit there had expanded into an array of products that included rare hallucinogens, bespoke marijuana strains, MDMA, and a growing selection of harder drugs like methamphetamine, heroin, and cocaine, as well as other contraband like fake IDs and pirated software. And because the Silk Road functioned as an eBay-style community of third-party vendors signing up to sell their wares on the site rather than a centralized Amazon-style market, the diversity of its illegal inventory was growing as fast as its customer base.


As the Silk Road grappled with the challenges of truly anonymous online sales, it began to come up with impressive innovations to solve them: Ratings and reviews allowed customers to trust the purity of the potentially dangerous substances ordered over the internet from faceless sellers. A growing number of professional moderators patrolled the site, settling disputes and helping users with technical issues. After a buyer paid a dealer, a clever escrow system kept their bitcoins locked in a kind of holding pen until they received their drugs in the mail and released the money, preventing scams. And since Bitcoin was subject to wild swings in price, the Silk Road even offered dealers a hedging feature, promising to cover the difference if a payment lost value while it sat in escrow. And for all those services, it charged a commission, which ran along an inverse sliding scale, from 10 percent for small orders to 1.5 percent for those above $1,000.


“Silk Road doesn’t really sell drugs, it sells insurance and financial products,” the Carnegie Mellon computer engineering professor Nicolas Christin put it at the time, expressing his amazement at the Silk Road’s smooth management of online transactions in an entirely new, anonymous medium. “It doesn’t really matter whether you’re selling T-shirts or cocaine. The business model is to commoditize security.”


· · ·


It was months later, in February 2012, when the Silk Road went beyond being a faceless marketplace and began to develop a personality. Or rather, a persona. “Silk Road has matured, and I need an identity separate from the site,” the site’s anonymous administrator wrote. “I am Silk Road, the market, the person, the enterprise, everything. But I need a name.” He revealed the one he’d chosen: “Dread Pirate Roberts.”


That handle, taken from the book and film The Princess Bride, was carefully selected for a specific purpose, it would later turn out: The Dread Pirate Roberts, in the original story, is a fear-inspiring title, handed down from one pirate leader to the next, generation after generation. This dark web pirate hoped to invoke the same idea of an inherited pseudonym, and in doing so, to muddy the question of which actual person had created the Silk Road or run it at any particular time, should law enforcement ever get onto his trail.


But the creation of the new handle wasn’t merely intended for obfuscation. The Silk Road’s leader, whom customers and vendors more commonly came to know as DPR, quickly became an outspoken, outsized character on the site. He posted more and more to the Silk Road forums he’d created for users, using a black-masked pirate as his avatar. And he seemed to be at least as interested in the libertarian potential of the site as its swelling profits.


In early posts, DPR began referring to the Silk Road as a “community” and the vendors on the site as “heroes,” not mere drug dealers in a loose criminal network. The Silk Road, he wrote in one early screed on the forums, was a “dream” that without their help would be “swallowed by the nightmare reality of an ever-expanding, all-powerful global oligarchy.”


He explained that the Silk Road’s true goal was to keep the “thieving murderous mitts” of “the State” out of the private lives of people around the world who should have the freedom to buy and sell and ingest whatever substance they chose. In another long manifesto posted a month later, he revealed more of his grand vision: a kind of radically libertarian cryptoanarchy that resembled Tim May’s cypherpunk philosophy, but flush with idealism and possibility. Unlike Tim May, DPR seemed to believe that cryptoanarchy was not in fact an inevitability, but only achievable through the great struggle of the Silk Road and its users—an ultra-libertarian Lenin to Tim May’s Marx.


“Some day, we could be a shining beacon of hope for the oppressed people of the world just as so many oppressed and violated souls have found refuge here already,” the Dread Pirate Roberts wrote. “Now it is profitable to throw off one’s chains, with amazing crypto technology reducing the risk of doing so dramatically. How many niches have yet to be filled in the world of anonymous online markets? The opportunity to prosper and take part in a revolution of epic proportions is at our fingertips!”


Soon, DPR was regularly posting antigovernment political musings and love letters to his faithful buyers and vendors. He even created a Dread Pirate Roberts Book Club, where he moderated discussions on authors from the Austrian school of free-market economics. On the Silk Road, it was becoming clear, the Dread Pirate Roberts was more than a digital drug dealer or a black-market website administrator. He was, as various users wrote in forum posts, “our own Che Guevara,” a “job creator,” and, as one fan put it, a figure that would be remembered “among the greatest men and women in history as a soldier of justice and freedom.”


· · ·


I was, by late 2012, obsessed with the Dread Pirate Roberts. Here was someone making millions of dollars in highly illegal narcotics sales—a study by Carnegie Mellon’s Christin earlier that year had estimated that the Silk Road was moving $15 million in narcotics annually—while evading every global law enforcement agency. All of this after the DEA and Justice Department had been explicitly ordered by two U.S. senators to hunt him down and take his market off-line. The fact that he remained free more than a year after Schumer’s press conference seemed to testify to the very real power and impunity granted by encryption tools like Tor and Bitcoin. And DPR was publicly flaunting that impunity in the face of the most powerful government on the planet.


In the fall of that year, I had started writing private messages to DPR every few weeks on the Silk Road’s forums, trying to persuade him to answer my questions for his first on-the-record, in-depth interview. He initially demurred, saying he wasn’t ready. I offered to meet him in a foreign country and to keep his identity a secret. “Meeting in person is out of the question,” he responded. “I don’t meet with even my closest advisers.”


When I sent him an unsolicited list of questions that included, unwisely, queries about his location, gender, and age, he responded saying he would never answer anything remotely so private. Clearly spooked, he clammed up for months.


But as DPR’s star rose, the appeal of appearing on the cover of Forbes magazine seemed to grow in his mind. (He eventually suggested that the cover might show an anonymous silhouette of a pirate, along with the headline “How a Pirate Won the Drug War.”) After eight months, he finally agreed to talk to me at length through the Silk Road’s Tor-protected messaging system, upgrading my account to the status of a drug dealer on the site to make it easier for us to exchange messages. On July 4, 2013, as we sat at our computers for five hours—me in a studio office in Brooklyn ignoring my friends’ Independence Day barbecue on the rooftop outside, him at some unidentified location, somewhere across the dark web—I interviewed the Dread Pirate Roberts for the article that would introduce him to the world.


· · ·


DPR’s answer to my very first question, it now appears with a decade of hindsight, was a lie.


“What inspired you to start the Silk Road?” I asked, lobbing him an open-ended prompt.


“I didn’t start the Silk Road, my predecessor did,” DPR answered, to my surprise. He described how, early in the Silk Road’s history, he had discovered a vulnerability in the site that would have allowed a hacker to de-anonymize the site’s Bitcoin wallet. When he brought it to the Silk Road founder’s attention, they became friendly, and eventually the original administrator of the site suggested “passing the torch” in the form of a hefty buyout. (All of this, I’d later learn—in part from reading Ross Ulbricht’s own secret journal—seems to have been part of the “Dread Pirate Roberts” myth that Ulbricht was spinning to cover his tracks should he ever be found out.)
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