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‘David, a long-time expert in fintech, makes it easy for the average business executive to understand blockchain. He then shows us some of the exciting possibilities that could one day create trillion-dollar industries’


— Chris Larsen, founder and chairman, Ripple


‘Basic Blockchain is a must-read for anyone who wants to get an understanding of this emerging and disruptive technology. It is pitched at the busy executive or public service employee who knows that they should understand blockchain technology and its applications, but just hasn’t been able to set aside the time to fully grasp it . . . It’s a quick read that anyone can finish during the time it takes to fly from JFK to Bermuda. Well done, David’


— The Hon. David Burt, JP, MP, Premier of Bermuda


‘David has brought blockchain to life, driving insights into how to use it to promote transparency and efficiency. I found it helpful as I think through optimizing management of a $110 billion investment portfolio’


— Randy Brown, Chief Investment Officer, Sun Life, and Head of Insurance Asset Management, SLC Management


‘Blockchain is already part of our everyday life. Its promise to reinvent the concept of trust and create optimal governance systems for the brave new data economy is ground-breaking. The distributed ledger’s utility is to strengthen us as citizens and customers. David Shrier’s Basic Blockchain is an essential tool for those looking to distinguish information from noise . . . It is a complete and reliable guide for policy makers, regulators and business leaders who need to make informed decisions beyond the hype’


— Eva Kaili, MEP and chair of the Committee for the Future of Science and Technology


‘Blockchain could transform everything from financial services and currencies, how we process payments, insurance and medical records to government and the application of law. Shrier clearly illustrates the game-changing role blockchain could play in all kinds of everyday activities and businesses. Basic Blockchain is an excellent and visionary outlook of what a better future could look like’


— Jaime Bermudez, Managing Partner, MBA Lazard, and former Minister of Foreign Affairs, Government of Colombia
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To my mentors, who taught me to find
poetry in all aspects of life




 




’T is not too late to seek a newer world.


Push off, and sitting well in order smite


The sounding furrows; for my purpose holds


To sail beyond the sunset, and the baths


Of all the western stars . . .


‘Ulysses’, Alfred, Lord Tennyson








Foreword



Bitcoin. Blockchain. Crypto. These days, you can’t go a minute without hearing about the blockchain revolution. Bitcoin has gone from being obscure and unknown to mocked, hated, revered and recognised globally. Blockchain has been lauded as a solution to all of the world’s problems and mocked as nothing but a glorified Excel spreadsheet, even vilified as an elaborate scam. Of course, none of that answers the underlying question: What is blockchain technology and why is everyone so excited about it?


From early adopters to those who are just now becoming curious, what unites many in turning to blockchain technology is growing concern over the power that global corporations wield, thereby increasing infringements on freedoms and privacy, political instability and inequality. Blockchain technology could impact every facet of our lives and offer solutions for many of these growing issues that are a result of the existing power structures in our world, from money to software to governments.


The operative word here is ‘could’. There is much work to be done.


While bitcoin may have started as a monetary revolution, ten years of the bitcoin experiment have highlighted that this is in fact an evolution, and likely a slow one with fits and starts.


Revolutions are inconvenient, messy and disruptive to the status quo, a default which we are unfortunately biased towards. Change is uncomfortable and, for most of us, terribly inconvenient. Revolutions have historically happened as an absolute necessity, when society has exhausted all other options and tensions have reached breaking point. Some may argue our society is reaching this point; others may feel there is still a long way to go. But what feels like a revolution to those of us on the front line likely looks like an evolution to those observing from afar.


Blockchain technology, when coupled with other technology innovations, is the perfect evolutionary response to the social, political and economic pressures we face in today’s world. It is no surprise that bitcoin was born out of the 2008 financial crisis – it was a direct response to the threat of central banking and quantitative easing. Our world will continue to evolve and adapt as we face new threats. Existing systems are not sophisticated enough to solve new problems. We are still in the early days of building these new systems, and much of the infrastructure needed to build new types of platforms, products and services has not yet arrived.


More importantly, the ideology and mental framing needed to deploy blockchain in meaningful ways has not yet been popularised and socialised in a way that most people can understand. The problems introduced by the architecture of our existing world are only now beginning to surface as we begin to understand how a series of choices made over the last twenty years as the internet was developing have locked us into a path that is fundamentally unsustainable and deeply unsettling to the future of humanity.


Many of the conversations you’ll hear about blockchain, and much of what’s detailed in this book, are actually not about technology. Rather, meaningful analysis of blockchain is about imagining what could be possible in the future with this new technology, and imagining new ways of thinking and organising and interacting as human beings – and also machines (perhaps our new robot overlords?). Blockchain has the potential to redefine the relationship between technology and the individual, and to create a new set of social, political and economic tools that provide privacy, sovereignty and user choice while increasing connectivity, efficiency and access. This is a worthwhile, but challenging, effort, and it cannot be implemented by technology or one company alone.


While the internet has ushered in a new wave of economic activity and entirely new forms of human interaction and connectivity, it has also highlighted the dangers of allowing a narrow set of players to capture vast swathes of a new digital frontier. Part of the impetus driving blockchain technology is a desire to change the power structure within this new digital world, and to minimise the ability of any one entity – whether a company or a government – to exercise control over a medium so critical to the growth and evolution of our world.


The gatekeepers of the world we live in today have every incentive to keep us out. We are in the midst of a renaissance for young people, for people who have historically been excluded, for people who believe in something totally different. Our gatekeepers recognise that they have to let this new thing happen because it’s part of the natural evolution of our world, but they will fight it because it threatens their status, and they will attempt to co-opt it.


So this is the challenge we face: how do we bring this change into being without watering down the ideals and principles we began with and our belief in what the future could look like? What will come in the future shouldn’t look like the past. I worry that much of what’s being done with ‘blockchain’ today is simply a facade built on top of the existing architecture we already have – minimal innovation and no actual change to the status quo. We have to break down barriers and silos – technical, social, political and economic barriers – to make the future we want possible. We must use science, mathematics, design and reason to build bridges, to build stories, to build transitions from our current world to the future we believe should exist.


As we move from the present into the future, each of us is responsible for making a series of choices about what we accept and reject, what we deem possible and impossible. Hopefully the ideas that have inspired the last decade of innovation, starting with bitcoin and evolving beyond into blockchain, will catalyse a new set of choices we have never had before, and bring about a world where we, as humans, can exercise choice, consent and agency.


I began working with David Shrier, the author of this book, when I was in graduate school at MIT. David was at the Media Lab, I was at the Sloan School, and as I was navigating my personal journey of asking ‘why’, I would regularly show up at Dave’s office and demand we teach students about cryptocurrencies, the history of money, the principles of bitcoin and what was happening around the world with entrepreneurs who were using this technology to attempt to solve a wide range of problems and to create new opportunities.


This book, and many of the efforts Dave, myself and others have collaborated on over the years have been an attempt to make this learning cross-disciplinary, but also to move out of the how, the practical technical conversation, into the why, which is what inspires hearts and minds.


So why blockchain technology?


Read on and find out . . .


Meltem Demirors,
Co-creator, Oxford Blockchain Strategy Programme





Introduction





‘Everything is possible until proven impossible, and then you just need to become more creative’


– Scott Parazynski, physician, entrepreneur and veteran astronaut





 


 


A revolution is under way in every continent on the planet save Antarctica. It isn’t led by gun-toting insurrectionists looking to profit from poppy fields. It isn’t governed by a handful of Silicon Valley elites who think that asset value creation is impossible outside a fifteen-minute drive of Sand Hill Road. It isn’t controlled by dusty bureaucrats in the back offices of governments. It isn’t a shiny new widget from a global consumer packaged goods company that will shed pounds from your hips in mere minutes. All of these parties would like to control, own, influence or use this revolutionary force, yet not one has exclusively taken the driver’s seat in this nitrous-powered rally car barrelling down the midnight highway of innovation.


I write, of course, of blockchain. Born from an obscure body of government-funded research on game theory called Byzantine consensus; championed by drug dealers and other criminals seeking to launder ill-gotten gains, and by libertarians disillusioned with the broken promises of the establishment; accelerated by entrepreneurs seeking to improve financial access for the poor; funded by giant corporate interests attracted to the potential for billions of dollars of cost savings; blockchain heralds a new era of financial inclusion, legal inclusion for the dispossessed, lower prices for consumers and higher anxiety for enforcement professionals all over the world.


The hype cycle is in full swing. New heights of absurdity were ascended when, at a reception at Davos, I spotted a known con artist passionately embracing a prominent blockchain CEO. One group of ambitious executives have even created a cryptocurrency backed by bananas. Parodists created a successful token system (well, one with a non-zero exchangeable value) fancifully affiliated with garlic. Major governments and NGOs are aggressively pursuing efforts to eliminate corruption, waste and fraud through blockchain-based financial and record-keeping systems.


In this volume, we will begin with the history of blockchain, with its possibly apocryphal and likely pseudonymous progenitor Satoshi Nakamoto. Blockchain was created in response to the economic and social crisis of the 2008 financial crash and its aftermath. The loss of trust in the conventional financial system created a receptive audience to the first popular blockchain, Bitcoin. We will see how other types of blockchain subsequently evolved, with fanciful names such as Ethereum and Ripple. We will gain an understanding of the core technologies driving blockchain, such as cryptographic hashes and network theory, all from the perspective of a general audience seeking to understand enough about how blockchain works to appreciate the possibilities it enables.


We will explore the philosophical divide between ideologues and technocrats within the blockchainerati, who argue about whether or not money should be controlled by governments, corporations, or a collective of anonymous individuals, and the moral dimensions inherent to this new technology. The efforts by non-profits and governments to apply blockchain at large scale to societal causes will also be discussed, from property rights in countries with a weak rule of law to ambitious initiatives to provide a digital identity for every person on the planet. A new version of the arms race is emerging with asymmetric power centres; Iceland is as powerful a player on this new arena of realpolitik as Russia.


A number of challenges are present in the blockchain world, with more on the horizon. In the immediate term, critical issues include scaling (it doesn’t scale very well), computational power and speed (it uses a great deal of energy and computer cycles, and is relatively slow), and its governance by a fractious group of individuals. Longer term, a number of questions arise from the fact that the integrity of bitcoin is controlled by half a dozen companies primarily located in China, which runs counter to the stated ethos of bitcoin as a currency that isn’t subject to a small number of control points. More ‘corporate’ blockchains like Ripple could potentially be subject to governmental pressure for the introduction of so-called ‘back doors’ that enable snooping on the contents of data flowing over these corporation-managed networks. Emergent technologies such as quantum computing hold the potential to break the core cryptography on which blockchain is built. Blockchain, in combination with AI, creates potential for tremendous employment disruption in financial services – perhaps as much as 30 to 50 per cent of current employees at banks could be surplus to requirements. In short, the advent of blockchain technologies brings with it profound ethical and societal implications. The question of ‘responsible innovation’ arises; when we throw large numbers of people out of work by adopting a new technology, should we adopt it?


A subtle issue also arises when you create an unchangeable record of data such as blockchain. What if the data isn’t good quality? What if it’s corrupted before it enters the ledger? What if someone deliberately injects bad data into a good record-keeping system? Now you have an indelible error. If, for example, this data system is managing the identity of the citizens of a country, or the record of who owns what property – the tangible impact of this intangible data corruption quickly becomes apparent.


Regulators are grappling with how to manage this radical movement – and movement it most certainly is, with its advocates espousing an ideological passion that goes beyond mere techno-fetishism. Some countries, such as South Korea, have moved to clamp down on many interesting applications. Others, like Switzerland and Singapore, have opened their doors and rolled out the welcome mat. The US federal government has offered a more measured response. Individual US states such as Wyoming and Vermont have offered friendlier regimens, contrasting with the innovation-destroying BitLicense applied in America’s financial capital, New York. Europe has gladly stepped into the breach thus opened by New York’s reluctance, with the EU parliament proposing new blockchain regulation to foster innovation and launching the EU Blockchain Observatory and Forum to accelerate experimentation.


A curious trend is emerging. The way we typically fund innovative new companies, once tightly concentrated in a handful of investment firms mostly found on a few miles of road in northern California, has now been democratised to an extent not seen since the coffee houses of Amsterdam during the Age of Exploration. Termed ‘initial coin offerings’ (ICOs), new financing vehicles have sprung forth, anchored in the principles of crowd capital and syndicated through Telegram and Instagram. In some countries these fundraising exercises have been labelled ‘securities offerings’, with the rules, reporting and investor protections associated with a more traditional, regulated financial function such as a stock or bond offering. Other countries, perhaps seeing a new economic value opportunity that could generate tax without adverse environmental or social impacts to the host country, choose a looser regulatory approach. Some countries explicity created a new asset class of ‘securities tokens’. We’ll discuss some of the risks this creates later.


All the while, entrepreneurs are building ambitious new platforms that seek to change the way we work, live and play – on this planet and beyond (yes, there are several ‘space coins’ under development). Unlikely places like San Juan, Puerto Rico; Tallinn, Estonia; and Port Moresby, Papua New Guinea host digitally connected, wired-up pioneers attempting to reshape the way people relate to the businesses and societies around them.


Join us now for this safari into the wild jungles of distributed ledgers . . .





PART I:
FOUNDATIONS
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CHAPTER 1



The ascent of bitcoin




WHAT YOU NEED TO KNOW


◆ Blockchain is a special kind of database, initially created to support a new digital currency called bitcoin


◆ Blockchain grew out of a need to create digital trust where we had lost trust in institutions


◆ The system works because of clever mathematics. It achieves common agreement, or ‘consensus’, about what is true among parties who don’t have to trust each other


◆ The system can also embed economic incentives to run a large network on many computers owned by many people





We stand on a dusty battlefield, with an army surrounding a besieged city. Blood and dirt smudge the faces of the soldiers. Several generals, rivals in the complex court politics of the Byzantine Empire, now command the field in an uneasy coalition. If they all attack together, they will take the city. If they all retreat in good order, the troops will live to fight another day. If some generals attack and some flee, if one or two of the generals can be suborned through bribery, the entire army will be destroyed. To complicate matters, they can’t see each other with signal flags and are coordinating their attack through runners going from tent to tent.


What if someone intercepts the message? What if a general has taken money from the enemy to endanger his compatriots by sending misleading communications?


How can we coordinate action in such a way that a group of generals who don’t trust each other attack or retreat in unison?


This description of a fictional battle in the days of the ancient Byzantine Empire formed the basis of a real mathematical problem: that of establishing trust in a trustless environment. SRI International researchers Leslie Lamport, Robert Shostak and Marshall Pease posed this thought experiment while working with the United States National Aeronautics and Space Administration (NASA). Their 1982 paper 1 on this arcane area of game theory later found notoriety by providing one of the building blocks of blockchain. In the classic formulation of the Byzantine Generals Problem, as long as two-thirds of the system participants are loyal, and agree to the veracity of information or a decision, it will function as intended. A computer network that is built using this method can be described as ‘Byzantine fault tolerant’, meaning it will work correctly while having redundancies built in for failure under the circumstances of one-third of the computers showing a problem, with two-thirds showing no issues (or vice versa). If you have a computer built into a spaceship, and it shows that the oxygen system is failing or the engines won’t work, you can’t simply have an array of repair technicians evaluate to see if the error is real or of the computer has a glitch. You need multiple computers, for redundancy, and a mechanism, such as Byzantine fault tolerance, to ascertain if the problem is real or if the computer is faulty. NASA designed their space shuttle computers to be Byzantine fault tolerant.


Move forward in time to 2008, when the overheated real estate bubble burst and rocked the world’s financial systems to their very foundations. In this heavy mix of excess and excessive speculation there were many ‘haves’ – people who profited from the crunch – but an even greater number of ‘have-nots’. People were becoming increasingly frustrated with the concentration of wealth and corruption they saw around them. The bursting bubble only served to confirm their worst fears about ‘The Man’ controlling their lives and taking their money.


Enter Satoshi Nakamoto. Who he is, no one has been able to say for sure. Several have attempted to claim his mantle. Some blockchain-savvy friends of mine think it is a pseudonym for a cabal of like-minded software developers. For our purposes, let us think of him as an unknown, iconoclastic genius.


In October 2008, he published a paper entitled ‘Bitcoin: A Peer-to-Peer Electronic Cash System’.2 In it he described what have become familiar to many as the foundational elements of blockchain. Taking the Byzantine consensus of nearly three decades prior, and combining elements from other projects, he proposed a new ‘trustless’ networked currency. The key elements of this were:


◆ a distributed ledger to keep track of a new digital currency, meaning a database with many copies that all update themselves automatically


◆ Byzantine consensus to govern changes to the ledger


◆ a cryptographically secure currency


◆ ‘mining’ incentives to encourage people to burn the computer cycles necessary to manage the currency

OEBPS/images/line.png





OEBPS/images/title.png
Basic Blockchain

What It Is and How It Will Transform
the Way We Work and Live

David L. Shrier

A HOW TO BOOK

ROBNSON





OEBPS/images/cover.jpg
‘An essential tool for those looking to
distinguish information from noise’

Eva Kaili, MEP and Chair of The Committee
for the Future of Science and Technology

BASIC
BLOCKCHAIN

What It Is and How It Will
Transform The Way We Work And Live

DAVID L. SHRIER

with a foreword by Meltem Demirors,
Co-creator, Oxford Blockchain Strategy Programme





