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			Introduction

			This book is an introduction to cybersecurity, intended to help the general public understand the importance of this ever-expanding field. The topic has become increasingly relevant as cyberattacks intensify around the globe.

			The subject will be discussed in general terms, since the technologies, tools, policies and processes associated with cybersecurity have become increasingly complex. The average computer user is still baffled by the ability of hackers to take control of digital devices, such as laptops, iPads, mobile phones and the IoT (‘Internet of Things’). In general, people do not understand what they have done wrong. It is even harder to explain to them how it happened. The majority shake their heads and consider cyberattacks to be irrelevant to their daily lives. They feel that they do not have any sensitive information stored in their devices relevant to hackers. The majority even believe that hackers and cyberattackers only target people in a sensitive position or those in government. For the average person, an attempt on their digital device to obtain information is not important, so ignorance plays a significant role in making the job of hackers easy. 

			The general public does not realize that all digital media, especially laptops and mobiles, contain personal information (documents, pictures, videos, email, text messages, etc.) which can be copied, transferred or stolen. Such private information can be used as a bargaining chip for ransom, threats, intimidation, fraud and other types of cybercrime. There are many cases of people falling prey to phishing emails and identification fraud which have caused them emotional and financial stress. Such valuable personal and financial information should be protected at all costs and by any means. Once they are out in cyberspace, no one can predict how those involved in organized crime and groups of hackers will utilize them criminally and illegally.

			This book will shed light on various key subjects linked to cybersecurity and cybercrime, such as the multiple definitions and terminologies commonly used by the public, as well as standard technical terms, different cyber threats, password security, viruses and malware, email security, Internet security, computer security, physical security, wireless security, identity theft, social engineering, and backup and recovery.

			As the topic of cybersecurity and cybercrime is vast and limitless, it will not be covered in depth. This book acts as an introduction to this broad topic and readers are encouraged to engage in further research, using the various references available in cyberspace.

			Cybercrime is a daily threat to our way of life, both on a personal and a global scale. Current cyberattacks on various countries’ infrastructures remind us all that without such foundations, our comfortable daily lifestyle cannot continue. Current technologies and the evolution of social media have enabled hackers of various types to threaten not only our freedom but also our everyday life as we know it.

			Cybersecurity has become national security for all nations. It poses a threat to infrastructures, especially security and the military establishment. How nations are attacking other countries by utilizing their advanced cybersecurity tools is explored  in this book, including the Stuxnet virus attack on Iranian nuclear facilities; attacks on water and electrical grids and networks; social media affecting elections and the media, such as the attack on the Qatar National Broadcasting Agency; attacks on financial systems and the disabling of various infrastructures in countries such as Estonia and the Ukraine. These examples will be highlighted to show readers the seriousness of cyberattacks, especially in smaller nations. Countries with advanced cybersecurity are fighting each other, utilizing the latest technological tools in their arsenals. Cyber espionage on security and military establishments is not only a daily occurrence, but it also happens at commercial and industrial sites across the world. Countries which do not have research and development (R&D) capabilities have resorted to cyber espionage to steal industrial blueprints and intellectual property, saving themselves from having to invest and spend millions of dollars on R&D.

			Thus, cybersecurity has become an important topic amongst decision makers in government and the private sector. Cybercrime is ranked as the number one threat to businesses and protection must be provided at all costs. The subjects of cybersecurity and cybercrime have become more important, given the proliferation of identity fraud and email phishing, utilizing social engineering and social media applications. Hackers working either individually or with gangs have infiltrated users’ accounts. They can access reports in multiple ways and post them for sale on the Dark Web. Many businesses realize their systems have been hacked after users’ credentials are posted in cyberspace. Such accounts are then used to blackmail or ransom individuals and business entities across the globe. With various devices nowadays connected to the Internet, it has become easy for hackers to obtain passwords and security pins to launch attacks not only locally but internationally.

			This book will touch on the above issues and attempt to educate readers about the danger of cybercrime and the security levels required to enhance the safety and integrity of their digital devices and systems.

		

	
		
			Chapter 1

			Cybersecurity and Cybercrime Terminology - Most Common Technical Terms

			Five years ago, cybersecurity and cybercrime terminology were not familiar to the general public. However, since then, many users of digital devices have been harmed by hackers illegally accessing their private information and as a result, more people have become acquainted with them.

			But still, when asked what cybersecurity is, many people understand it as a mixture of terms linked to security, the Internet, hacking, loss of data and others. There is no unified understanding of the definition of these essential terms and there is still confusion between information security and cybersecurity. Although the two terms are closely connected in their operations and with regards to safety, the public understands them to mean the security of physical computers and digital devices. It is essential for a novice to understand certain cybersecurity terms, which have become common in cyberattack incidents. 

			Here is a list of the most pertinent terminology relating to the field for the non-specialist reader.

			Adware. The term is used generally to mean that certain viruses and worms are launched when an individual clicks on an advertisement appearing on a digital device. Most of these types of attacks use fake ads intended to launch malware into target systems. With the popularity of social media applications and the increasing flood of advertisements on Facebook, Instagram, Telegram, Twitter and the like, the number of people affected by adware is growing considerably.

			Anti-Virus. This software system sold by cybersecurity companies and software developers is installed on digital devices to identify, prevent and clean devices of all viruses and worms. There are various levels of development with regards to capabilities, and the more advanced an anti-virus system is, the higher the cost, but it is essential as the first front line of defense.

			APT (Advanced Persistent Threats). This is now a popular term that describes those hackers with advanced persistent capabilities. Nation states and criminal groups who possess advanced tools and hacking technologies are characterized as APT. When such a hacking has occurred, it is challenging to discover the source. Viruses and worms launched by APT can stay hidden for longer periods. APT hackers can cause severe damage to targeted assets.

			Assets. Refers to targeted digital devices’ assets in cyberattacks. They also represent victims’ assets, whatever they may be. 

			Authentication. The process of ensuring that the owner of an account has the legal authority to access it and the account is not being accessed by an unknown individual. Authentication can be two-factor based on user identification and a password, or three-factor. In three-factor authentication, there is an additional level of security identification of the user. This might be a digital PIN or a series of private questions to individuals. There are also other advanced forms of authentication, such as biometric identification.

			Authorization. Refers to the legal right of access into a system and specific applications. A user can be authorized to access the human resource module of the software system but not financial records — such authorization may be given by the network administrator or database manager. 

			Availability. Information transmitted, received, stored and retrieved should be available to the custodian/owner at all times. Compromising available data is a significant concern to decision makers dealing with cyberspace.

			Backdoor. A term used in the cybersecurity world to mean the ability of hackers to install a worm capable of re-entering a network system and accounts.

			Backup and Recovery. This is an essential activity for any organization, small or large, in addition to individuals. The process of backing up data in storage devices and also on the cloud is a necessary activity. Recovery must be possible in case of loss or deletion of data. There are several recovery tools available on the market.

			Black Hat Hackers. This term defines hackers as “black hat” due to the illegal hacking in which they engage. They are extremely dangerous and work on penetrating computer systems and launching viruses and worms, inflicting severe damage.

			Blockchain. A new technology of journaling/recording all transactions in blocks that are chained together. It provides efficiency, authenticity and security, utilizing various geographically distributed nodes/servers to enable the sustainability of its services. The term is a new one and not many people understand what it means. Due to its very technical nature, there is uncertainty as to its merit in helping general security to minimize cyberattacks. The benefits of implementing Blockchain technology across organizations’ transactions have shown its great potential. However, when it comes to cybersecurity, the jury is still out, and we will have to see how this technology can protect transactions from cyberattacks.

			Bot/Botnet. A compromised digital device used as a slave to send a flood of transactions and other types of malicious codes to an intended target. Owners of devices infected by malicious viruses and worms do not know that their digital tools have been taken over and utilized for launching attacks on websites and servers. 

			Breaches. Access and publication of material obtained from illegal exploiting of digital devices such as computers and mobile phones, utilizing malicious viruses and worms. Data breaches are increasing exponentially and many cases have been reported in recent years. 

			Brute Force Attack. This term applies to the technique used to crack a password key which cannot be broken by other means. Various tools, techniques, dictionaries and hashing passwords are used to match the wanted password of target victims. Brute Force is applied when passwords and security pins are encrypted and impossible to crack by any other methods. It may take longer to crack an encrypted password using Brute Force than to uncover standard unencrypted passwords.

			Bug. Refers to an error discovered in a software code of a program or application. These bugs are similar to vulnerabilities and must be patched and upgraded urgently to avoid exploitation by hackers.

			Cloud. Information services and technology provided by a third party utilizing telecommunications and the Internet. Software, hardware, storage, retrieval, security, and backup and recovery are all provided by a third party over the Internet at demand. The utilization of cloud technology is widespread, since it reduces cost and is efficient and effective in the storage and retrieval of information. Cyberattacks against stored data have occurred and there are cases reported of data breaches of cloud-stored data.

			Command and Control Server. The server used to command and control other digital devices. Also, the term is applied to central command in military and intelligence operations whereby an operations room with a centralized computer system is set up to monitor, manipulate and control all traffic and transactions. Furthermore, hackers utilize this option to launch multiple attacks on several targets.

			Confidentiality. An essential aspect of cybersecurity is to maintain confidentiality. It means that end-to-end communication and transmission of information should be confidential and not compromised by a third party. Privacy can involve secrecy and applying the latest technology and tools, involving encryption and cryptography.

			Critical Infrastructure. This term refers to those forms of infrastructure which are critical to daily life. They include but are not limited to transportation, telecommunications, electrical and water grids, hospitals, education, military and intelligence, financial, banking and others. Cyberattacks aimed at such types of infrastructure can be devastating, since disabling any one of them can impact the daily life of citizens and cause severe human and economic damage. Nation states utilize advanced cyber tools and techniques to penetrate infrastructure during times of war.

			Cryptography. The process of employing advanced encryption methods in transaction processing, whereby plain text is transformed into unreadable text. The use of private and public keys is necessary for applying cryptography. A well-known example is the use of cryptocurrency, where financial transactions become confidential and no third party can read the communications end-to-end. However, cryptography keys have been broken by skilled, persistent hackers.

			Cross-Site Scripting (XSS). Insertion of a malicious code into a software system program that runs a website. These successful injections by hackers enable them to collect users’ account information, such as IDs and passwords.

			Cyberattacks. This term is a general one. It means an attack by hackers utilizing cyberspace, which is the Internet. Cyberattacks can come in many forms. The most common is the use of viruses and worms (Trojans) as a means to attack victims’ digital devices. It is possible to recover from some cyberattacks, such as simple DoS/DDoS, but not from others, such as cyber espionage and terrorism. Cyberattacks have become more frequent in recent years and will continue to multiply, given the nature of the malicious worms created, vulnerability (zero-day) discoveries, the advanced hacking tools utilized, the explosion of social media applications and widespread usage of mobile devices and the Internet of Things.

			Cybercrime. This term consists of two words. Cyber is the World Wide Web (WWW), the Internet. Crime consists of illegal acts committed using recent technology over the Internet, such as identification fraud and theft, document counterfeits, online gambling, online pornography, stalking, bullying, skimming and many other types of cybercrime.

			Cybersecurity. This term consists of two words. Cyber means the world of the Internet, or World Wide Web (WWW), while security is the ability to provide a secure line of communication where all types of data, including voice, messages, texts, files and other types of documents and social interactions using Internet applications are secure end-to-end between recipient and transmitter. Security also involves the integrity and confidentiality of communications on the Internet.

			Cyber Espionage. Spying and collecting intelligence, whether political, economic or social, has become the work of nations and industrial corporations. Utilizing the Internet, hacking and worms have made cyber espionage famous. It is a challenge to uncover espionage worms as they have sophisticated capabilities which enable them to stay hidden in network systems.

			Dark Web. There are multiple sites on the World Wide Web (WWW) which provide high security and confidentiality for members to share, exchange and transact without fear from the authorities, since these dark web sites have high encryption and privacy capabilities. Most of these sites operate underground and are considered illegal by many governments.

			Data Mining. The process of utilizing mass data for analysis and decision making. Big companies which place vast quantities of data on individuals, groups of people and countries in large storage devices can mine such data for political, economic and social purposes. Currently, there is extensive usage of artificial intelligence (AI) tools and techniques to sniff out the required data for various purposes. With social media applications and data communication happening over the Internet, extensive data collection can be both beneficial and harmful. For example, Amazon and Facebook, two of the largest companies in the world, collect the data of over two billion people. Imagine the power of such information to these companies and others.

			Digital Certificate. A certificate given to each individual owner of a digital device or software program. For example, if an individual purchases a laptop with an operating system, then a digital certificate is issued digitally. If an update, upgrade or change occurs in such an operating system, a digital certificate number must be utilized to ensure the authorization and integrity of users.

			Domain. This is the authorized legal and regionally registered name for the account of a service/technology provider on the Internet. The name is unique and will have a website, multiple emails and IP addresses. Cloned domain names are easy to generate, using the creative means of domain names registration. When domain names are cloned and sent to victims, it is then easy to obtain all their private information, including passwords.

			DoS/DDoS. Denial of Service/Distributed Denial of Service are the two terms used for a single attack or multiple distributed attacks. It is the use of bots/zombie digital devices, such as hacked computers and mobile units, to attack a target by flooding it with millions of transactions, disabling the target’s network system due to the system’s limited capabilities to process such a flood of transactions. In a DDoS attack, the Command and Control Server (C&C) is used to control all the highjacked bots/zombie units in order to launch an attack on a specific target or multiple targets.

			End-to-End Encryption. This means that any communication or transactions using Internet applications and various social media apps are encrypted. However, many such applications have encryption capabilities and algorithms which are easy to break and compromise. Specific private end-to-end communication utilizes more advanced encryption algorithms which are harder to break.

			Exploit. Hackers utilize various technological tools and malicious codes to penetrate computers and digital devices. They will look for vulnerabilities, especially zero-day vulnerabilities, creating the necessary codes and programs to infiltrate computer network systems.

			Firewall. Hardware and software technology used to prevent any malicious activity from penetrating computer networks. It is a must-have technology to protect network systems from hacking and spam messages. Large and medium-sized organizations have implemented firewalls, along with anti-viruses, to protect their computing operations from cyberattacks. Small organizations with limited budgets which cannot afford to implement firewalls are most vulnerable to cyberattacks.

			FTP/FTPS (File Transfer Protocol). This protocol allows digital devices such as computers and mobiles to transfer files and texts over the Internet. When data packets are moved across a network system, they should be protected by the FTP protocol but unfortunately this is not a secure type of data transmission, since FTP is unreliable and data acquired is read in plain text mode, while FTPS data packets are encrypted in a secure method of transmission.

			Gateway. This hardware and software unit is necessary for any communication over the Internet. It is a network system connected to an Internet service provider which provides gateway access to the World Wide Web (WWW).

			Hacker. A person skilled in information technology who uses their technical knowledge to achieve a goal or overcome an obstacle, within a computerized system by non-standard means.

			Hacktivists. These are hackers who serve a specific agenda which is more political than economic. Their attacks can be harmless or cause damage, depending on their intentions. Some attacks are used for political and public awareness purposes.

			Handshake Procedures. A procedure used frequently in identifying senders and receivers. It is used when a sender sends a request of communication to a receiver and acknowledgment must be returned to the sender, whereby the authenticity of the receiver is validated, and an exchange of transactions and transmission of files can commence. In a WiFi environment, three such handshakes are common, and hackers can intercept a handshake by acquiring the critical password of the sender.

			Hashing. A technique used to transform plain text into unknown alphanumeric text that is difficult to read. It is an encryption technique that has become popular for disguising passwords and documents considered confidential. The use of passwords and keys is necessary to transform the hashed text into the original readable text.

			Honeypot. A term used when authorities trap illegal operators by pretending that the sender is an authorized person. Victims or targeted individuals fall into the trap, not knowing that a honeypot has been set up to draw them into conversation or communication with the sender. Illegal actions are then recorded and monitored, and the lawful authority can take further action against criminals.

			HTTP/HTTPS (Hypertext Transfer Protocol). This is one of the most common letters you will see when you surf the Internet. The only difference between HTTP and HTTPS is the letter s. Communication with a website linked to HTTPS is secured and all transactions on that site are encrypted. Hackers can read in plain text all communications with HTTP, but with HTTPS, they would need to use decryption algorithms to decipher the encrypted documents.

			Identity Fraud. Refers to accessing, obtaining and using the identity of valid individuals illegally. With the advancements in hacking tools and techniques, a huge amount of such activity has taken place globally, with devastating impact on the lives of many people. 

			Identity Theft. Obtaining the identity of a valid individual. It results in criminal activity to defraud the targeted individual, by faking documentation, stealing money and/or acquiring their identity for illegal purposes. This practice has become widespread with the development of hacking tools and popularity of the Internet and social media.

			IDS (Intrusion Detection Systems). These have become necessary prevention and identification tools used against cyber-attacks. They are advanced, expensive tools, but are essential to minimize the risk of attacks over the Internet. Given the advanced nature of their operations and cost, a large organization can afford to use them and provide the maximum cybersecurity needed. However, medium and smaller organizations which cannot afford to implement such systems are vulnerable to cyberattacks.

			Inside Attacks. An inside job, an attack within an organization. These attacks are either made by individuals working physically inside the organization or by those who have physical access to the organization’s computers and network systems.

			Integrity. This involves the authenticity of data transmitted through Internet technology used in the delivery, utilization and storage of all types of information.

			IP Address. Internet Protocol with a numeric address allowing transmission of information between two parties on the Internet. These addresses are unique when an Internet connection is established, securing delivery of data point-to-point. An IP address is considered the identity address of the sender of data to endpoint recipients. IP addresses belong to an authorized domain name.

			IP Spoofing. The term “spoofing” means acquiring and obtaining an IP (Internet Protocol) of a valid user interacting over the Internet. The process involves obtaining the victim’s IP (Internet Address Protocol) over the communication medium used to transmit data packets between the sender and receiver. There are multiple tools utilized by hackers to acquire IP addresses, which result in their being used for illegal purposes.

			IPS (Intrusion Prevention System). This system utilizes advanced intrusion and prevention tools to stop viruses and worms attacking network systems. They can be very expensive but are necessary. Large organizations with the necessary funds have utilized them extensively, thereby reducing cyberattacks to a minimum.

			ISP (Internet Service Provider). Refers to those companies authorized to offer Internet facilities to individuals, companies and the public sector. They are typically the telecommunications companies operating within a country, with a license. They provide the necessary gateway of hardware, software and system set-up to link computers, digital devices and networks to the World Wide Web (the Internet).

			Keyloggers. This term means that all critical strokes made by users utilizing digital devices are logged. Hackers use tools to log users’ keystrokes and they can then be read in plain text. It is a popular method of acquiring users’ user identification, passwords and other types of information. Legal authorities utilize keylogger software system tools to record and retrieve all kinds of information about users.

			LAN/WAN: Local Area Network/Wide Area Network. The first refers to a local area of networks for a specific organization located in one physical space. The second relates to a network area that is distributed across geographical regions but is interconnected.

			Malware. This is a group of viruses and worms used by hackers to inflict damage on an existing network system. The malware is a malicious code with a specific task, depending on the agenda of the sender. 

			Man-in-the-Middle (MITM). Hackers who have access to the telecommunication system linking senders and receivers and intercept communication transactions. MITM hackers can collect, store and manipulate transferred information without the knowledge of senders and receivers. They are considered to be advanced and are able to target specific senders and receivers, utilizing the latest cyber tools and techniques.

			Mobile Banking Trojan. The worm Trojan is used to steal banking credentials such as user identification, passwords, and other types of log-on security. It is very common to steal pins. Almost all banking applications provided to banks’ customers require them to log on from either laptops or mobile devices. Hackers utilize weaknesses in these applications, either by cloning them or finding vulnerabilities in them, causing victims to log into fake websites of banks, believing they are the original. Having access to online access credentials means that personal banking information is exposed, and accounts are threatened by significant financial fraud.

			Open WiFi vs. Encrypted. Every digital device has features of security used when transferring files and in exchanges of information. Open means that data transmitted is not encrypted and hackers can access information recorded in plain text. Encrypted means that the information transmitted is transferred from plain text into an unreadable format. There are multiple encryption options, such as WEP, WPA and WPA2. WEP has the lowest level of encryption and hackers have managed to break it, while others can be broken but require sophisticated hacking methods and tools.

			Password Sniffing. The acquiring of a password while communication is taking place between two parties. Popular hacking tools are used for this. It is the most popular activity amongst hackers, since a password is considered the most valuable piece of information one can acquire in order to compromise users’ accounts.

			Patch & Updates. These are published and sent by manufacturers and software developers to clients whenever a vulnerability or weakness is detected, or an upgrade needed on the supplied software systems. This process of patching and upgrading is necessary to minimize any weaknesses that hackers could exploit. This has been frequently ignored in the past. However, awareness of cyberattacks has raised the profile of this process.

			Payment Card Skimmers. These are used in ATM machines, and “skimmers” refers to a process whereby a hardware device is used to collect credit and ATM banking card information stored on a magnetic stripe or chip.

			Phishing/Spear Phishing. This is similar to fishing. The term “phis” indicates the collection of a vulnerable user’s credentials, such as user identification and any other related security passwords. Spear phishing is more of a targeted approach, whereby a hacker will look for a specific target to attack. Both terms are very common, since this method of hacking has become widespread.

			PKI (Public Key Infrastructure). The term refers to a key given to an individual and used publicly (i.e. shared with others) to conduct confidential and secure transactions. The key is required to encrypt and decrypt text sent and received between two parties.

			Ransomware. A malicious worm delivered to a recipient by a hacker. Its objective is to disable the digital device and deny access to it and all stored files unless a ransom is paid by digital currency. When payment is made, a key is sent to the victim to restore access to the digital device. Since substantial financial rewards can be gained through using ransomware worms, malicious actors have launched them across the globe. Recovery is only possible if victims comply; otherwise, all access to digital devices is blocked by encryption. Rates of ransomware attacks are sure to increase as malicious actors find new and creative methods to launch attacks.

			RAT (Remote Access Trojan). This refers to access by hackers remotely into digital devices such as computers and mobiles. The network system can provide remote access to users not just locally but internationally. This practice has been a threat and source of vulnerability to many organizations, and many have stopped allowing it or have limited it to specific individuals. Hackers can obtain authorized remote access via users’ credentials and hack into network systems and servers, deliberately causing significant damage.

			Reverse Engineering. To reverse a worm code to understand its content. The reverse engineer must have high technical coding skills to be able to reverse worm codes and discover types of viruses and worms. Furthermore, professional hackers are also able to discover vulnerabilities in a software system by conducting reverse engineering, thus developing malicious codes to launch in cyberattacks.

			Rootkit. The bottom of the files. Files that are critical and sit in places which are hidden. They are essential to protect all other forms of data. Hackers typically target these rootkit files and hide their worms there. 

			SCADA. This term stands for Supervisory Control and Data Acquisition. This software system is used in different kinds of industrial environments. It utilizes and interconnects various devices that log and control data, such as the programmable logic controller PLC. It has a graphic interface to make it easier for a plant operator to monitor operations and ensure that all levels of communication and interface are operating normally. Although it is challenging to hack into industrial switches running the SCADA system, skilled and persistent hackers have managed to exploit its vulnerabilities.

			Shoulder Surfing. This is a process used in social engineering. An old and new human technique whereby a smart, skilled individual can watch a target entering his or her credentials into a device, unaware that someone is watching over their shoulder.

			Site Cloning (Farming). The copying and faking of original websites by hackers and criminal groups, using commercially available tools or ones created by them. Hackers send these cloned sites to victims using email systems or social media applications with invitation messages requesting them to click on or open files containing multimedia presentations. When a link has been clicked or a file opened, the cloned site appears, requesting online logging in information. This personal logging in information is then used by hackers to access accounts and applications of victims.

			Sniffing. The word is associated with smelling or finding something. Hackers typically use specific sniffing tools that are either commercially available or created by them. The objective is to sniff all the data packets (transmitted information), looking for particular data, specific credentials such as user identification, passwords and other relevant information which can enable hackers to access victims’ applications and accounts. Given the popular usage of mobile digital devices and apps, most sniffing is carried out in a WiFi environment.
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