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Preface





This book provides ab initio step-by-step instructions for the installation and configuration of IBM Content Manager OnDemand (IBM CMOD) version 10.5.0.7.


The configuration covers the integration of IBM Content Manager OnDemand with IBM Content Navigator and IBM FileNet Content Engine. IBM CMOD is the leading data archiving and retrieval system on the global market.


Additionally, the book includes working examples of the Java API using the ODApi.jar and covers the OnDemand Web Enablement Kit (ODWEK) installation for web development.


The book also describes the Windows Client IBM CMOD installation and details the search and download of Base and Fix Pack from IBM’s Software Catalog and Fix Central websites using IBM Download Director software.


This book is divided into 14 chapters and includes 4 appendices. It is designed for Java programmers, IT consultants, and systems and solution architects, with basic IT knowledge. The book provides step-by-step instructions for downloading, installing, and configuring IBM Content Manager OnDemand (CMOD) version 10.5.0.7 as well as the configuration required for integrating IBM Content Manager OnDemand with IBM Content Navigator and IBM FileNet Content Engine. This is useful for developers and installers involved in document management, as well as for implementation in manufacturing industries, banks, and insurance companies.


Chapter 1 covers the purpose and supported platforms of the IBM Content Manager OnDemand software. It describes the available functions and outlines the prerequisites for its integration with IBM FileNet Content Engine and IBM Content Navigator.


Chapter 2 covers the step-by-step download, installation, and configuration of IBM Content Manager OnDemand version 10.5, including the Base and Fix Pack 10.5.0.7 upgrade on a RedHat Linux version 8.8 server running on a VMware virtual system.


Chapter 3 covers the installation and administration of the supporting optional software components, including the Db2 databases, the PDF Indexing feature, the Distribution Facility feature, and the Full Text Search server feature.


Chapter 4 covers the IBM Fix Pack upgrade RPM files and some additional Linux operating system library packages that are required to be installed to support the GSKit for CMOD version 10.5.0.7. This chapter describes their installation and the process of debugging the main arssockd program load and run.


Chapter 5 provides step-by-step for downloading, installing, and configuring IBM Content Manager OnDemand version 10.5, including the Base and Fix Pack 10.5.0.7 upgrade on a Windows 11 server, as well as some configuration on the connected Linux server.


Chapter 6 covers the restart of the Linux system server after the upgrade and configuration, including the supporting application systems: the IBM Directory Services (LDAP server), the IBM Db2 (database server), the IBM WebSphere (web application server for IBM FileNet P8 Content Engine), and the IBM Content Navigator (desktop client).


Chapter 7 describes the OnDemand Configurator program V10.5, the OnDemand Client configuration program, the use of the arsxml command on Windows, and the configuration of the system after installing IBM CMOD Fix Pack 10.5.0.7.


Chapter 8 covers the Object Type model and the Object Owner model for decentralizing system administration users, as well as resetting an expired or lost IBM CMOD admin user password on the Linux Db2 server. It also describes the use of the arsstash program for storing encrypted passwords for users.


Chapter 9 lists several example Java programs updated to work with the IBM CMOD OnDemand API and demonstrated running in an Eclipse IDE environment on a Linux server.


Chapter 10 outlines the procedure for creating a repository for the Linux server version of IBM Content Navigator and demonstrates the browse access to the folders on a Windows CMOD server from the Content Navigator desktop created for CMOD.


Chapter 11 describes the network requirements to be checked to successfully run the arssockd program on a Linux server, including the command parameters to use for running and debugging the program. It also covers the use of the IBM OnDemand Full Text Search service, which utilizes the open-source Apache Lucene system, and provides a detailed use of the arsdb database configuration and maintenance program. Additionally, it covers the step-by-step procedure for creating a second Linux IBM CMOD instance, ARCHIVE2.


Chapter 12 covers the purpose and supported platforms of the IBM Content Manager OnDemand arsload software and describes the available functions and prerequisites, including the creation of the System Log and System Load database tables using the arssyscr program. Additionally, it outlines the use of the ARSXML Windows program and the Linux arsxml program to import and export the IBM CMOD Application Groups from XML files and perform XML file validation.


Chapter 13 covers examples of running the ARSLOAD program in both Windows and Linux environments. It describes the Index Fields required for loading documents and explains the use of the ARSSOCKD program to display the list of IBM CMOD program services running on the Windows system. Finally, it covers the use of the arsdoc program to generate the Generic Index Field file used by ARSLOAD.


Chapter 14 demonstrates how to process an AFP input file located in a directory and redirect the line data output to a file using the IBM Content Manager OnDemand ARSXAFP program in both Windows and Linux server environments.


Appendix A covers the download, extraction, and installation of Windows Fix Pack 7 for IBM Content Manager OnDemand, as well as the running of the Windows IBM Configurator program.


Appendix B describes the step-by-step procedure required to remove and re-add an IBM CMOD application group.


Appendix C lists each of the CMOD configuration files and environment settings for the Windows client, Windows server, and Linux server.


Appendix D lists the supporting documentation provided by ResearchGate and other book publications, along with contact details for supporting IBM CMOD integration, developed by ASB Software Development Limited.
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CHAPTER 1


Introduction to IBM Content Manager OnDemand



Introduction

This book provides ab initio step-by-step instructions for the installation and configuration of IBM Content Manager OnDemand (CMOD) version 10.5.0.7.

The configuration covers the integration of IBM Content Manager OnDemand with IBM Content Navigator and IBM FileNet Content Engine. CMOD is the leading data archiving and retrieval system on the world market.

The book also provides working examples of the Java API using the ODApi.jar, and it covers the OnDemand Web Enablement Kit (ODWEK) installation for web development.

Additionally, the Windows Client CMOD installation is described, along with the process of searching and downloading the Base and Fix Pack from IBM’s Software Catalog and Fix Central websites using IBM Download Director software.

IBM describes the purpose of CMOD in detail, which can be accessed through this link:

https://www.ibm.com/support/pages/system/files/support/swg/swgdocs.nsf/0/eeee7450f3eb8e6385257b6e0047cef4/$FILE/IBM%20Content%20Manager%20OnDemand%20Best%20Practices_033015v2.pdf

This introduces the IBM Content Manager OnDemand (CMOD) system as follows:

“IBM® Content Manager OnDemand (CMOD) is the premier data archiving and retrieval system on the global market. CMOD is installed at thousands of customer locations worldwide serving a user base in the millions of users on a daily basis. The CMOD product is extremely scalable and flexible, allowing customers to create customized solutions that best meet their requirements. CMOD provides extremely high performance for loading, retrieving, and expiring of data.”

In this chapter, we cover the purpose and supported platforms of the IBM Content Manager OnDemand software and describe the available functions supplied. The chapter outlines the prerequisites for CMODs integration with IBM FileNet Content Engine and IBM Content Navigator.

Structure

In this chapter, we will discuss the following topics:


	Links from IBM and the CMOD Blog Website

	Hardware and Software Requirements

	Operating System Environment Variable Settings

	Required Extensions for IBM FileNet Add-on

	Setting Up on the Windows Server for CFS-CMOD


	Creating a Custom Document Class in the Linux, IBM FileNet P8 Content Engine







Links from IBM and the CMOD Blog Website

The following ResearchGate free download links can be followed to install the supporting software systems for the base system platform for IBM Content Manager OnDemand:


	For the user security LDAP server, IBM Security Directory Services 6.4: Installation on RHEL 8.0:
https://doi.org/10.13140/RG.2.2.33527.57761



	For the installation of the IBM Database, Db2 10.5 Installation on RHEL 8.0 V1:
https://doi.org/10.13140/RG.2.2.10491.67369



	Upgrade of IBM FileNet systems from DB2 10.5 FP 10 to the latest DB2 11.5 version on RedHat RHEL 8.0:
https://doi.org/10.13140/RG.2.2.29470.69441



	For the Web Application server, IBM WebSphere 8.5.5.15 Installation on VMWare Workstation Pro 15.1:
https://doi.org/10.13140/RG.2.2.15007.10408



	
For the CMOD Desktop, IBM Content Navigator 3.0.6 Installation on RHEL 8.0:
https://doi.org/10.13140/RG.2.2.14590.95049



	For the IBM FileNet Fixed Content Device, IBM Content Foundation 5.5.3 Installation on RHEL 8.0:
https://doi.org/10.13140/RG.2.2.21170.76480



	For initial CMOD example configurations, see:
https://www.redbooks.ibm.com/redbooks/pdfs/sg246915.pdf





For a General Knowledge base, see:

https://cmod.wiki/

“CMOD.wiki is a source of information and guidance for users and Administrators of IBM’s Content Manager OnDemand product, also known as IBM CMOD, or simply OnDemand.”

“IBM CMOD 10.5 was released in March 2020, and will likely be supported until 2025. For IBM Content Manager OnDemand Fix Packs, see Security Bulletins & Updates.”

Additionally, download the PDF from IBM support, as described at:

https://www.ibm.com/support/pages/content-manager-ondemand-best-practices-guide

The CMOD product line, developed from early releases in the mid-1980s, is installed at thousands of customer locations worldwide, connecting with millions of users every day. The following link provides some idea of the current market interest:

https://discovery.hgdata.com/product/ibm-content-manager-ondemand

The following links also provide references to the IBM CMOD system:


	
GitHub Activity: https://github.com/francisoud/cmod-migration


	
Stack Overflow Activity: https://stackoverflow.com/search?q=%5Bondemand%5DCMOD&s=f17a62f1-e2e6-4b56-9fe0-340f4e7f49c3


	
YouTube links: https://www.youtube.com/watch?v=c9qy-Vw7pFo
https://youtu.be/vVY2luUSlrg



	
Google Trends: https://6sense.com/tech/archiving/ibm-content-manager-ondemand-market-share




User PDF document downloads are listed in the following Table 1.1:









	
ISBN/IBM


	
Title


	
Publisher(s)


	
Date





	
ISBN:

9780738440958


	
IBM Content Manager OnDemand Guide


	
O’Reilly


	
October 2015





	
SC19-3358-03


	
Content Manager OnDemand Distribution Facility Installation and Reference


	
IBM and Unicom

https://publibfp.dhe.ibm.com/epubs/pdf/c1933583.pdf


	
2001, 2020 and

2017-2020





	
SC19-3351-03


	
IBM Content Manager OnDemand for Multiplatforms, V10.5 Introduction and Planning


	
 https://publibfp.dhe.ibm.com/epubs/pdf/c1933513.pdf


	
 2020-03-13





	
GC19-3342-03


	
Content Manager OnDemand for Multiplatforms Version 10 Release 5 - Installation and Configuration Guide


	
https://publibfp.dhe.ibm.com/epubs/pdf/c1933423.pdf


	
 2020-03-20





	
SC19-3352-03


	
Content Manager OnDemand for Multiplatforms Version 10 Release 5 - Administration Guide


	
https://publibfp.dhe.ibm.com/epubs/pdf/c1933523.pdf


	
2020-03-13





	
SC19-3354-04


	
Content Manager OnDemand Version 10 Release 5 - Indexing Reference


	
https://publibfp.dhe.ibm.com/epubs/pdf/c1933544.pdf


	
2020-03-13





	
SC19-3353-03


	
Content Manager OnDemand Version 10 Release 5 - Web Enablement Kit Implementation Guide (ODWEK)


	
https://publibfp.dhe.ibm.com/epubs/pdf/c1933533.pdf


	
2020-03-13





	
SC19-3362-03


	
IBM Content Manager OnDemand, V10.5 Enhanced Retention Management Guide


	
https://publibfp.dhe.ibm.com/epubs/pdf/c1933623.pdf


	
2020-03-13





	
ISBN/ IBM


	
Title


	
Publisher(s)


	
Date





	
SC19-3355-03


	
IBM Content Manager OnDemand, V10.5 Windows Client Installation Guide


	
https://publibfp.dhe.ibm.com/epubs/pdf/c1933553.pdf


	
2020-03-13





	
SC19-3357-03


	
IBM Content Manager OnDemand, V10.5 Windows Client Customization Guide


	
https://publibfp.dhe.ibm.com/epubs/pdf/c1933573.pdf


	
2020-03-13





	
SC19-3356-03


	
IBM Content Manager OnDemand, V10.5 Messages and Codes


	
https://publibfp.dhe.ibm.com/epubs/pdf/c1933563.pdf


	
2020-03-13





	
	
IBM Content Manager OnDemand Best Practices Guide


	
https://www.ibm.com/support/pages/system/
files/support/swg/swgdocs.nsf/0/
eeee7450f3eb8e6385257b6e0047cef4/$FILE/
IBM%20Content%20Manager%20OnDemand%
20Best%20Practices_033015v2.pdf

(Authors: Ben Boltz, Chris Lewis, Darrell Bryant, Hassan (Al) Shazly, Nancy O’Brien, Vanessa Stonesifer)


	
March 2015






Table 1.1: The most current IBM Content Manager OnDemand downloadable PDF documentation links

Hardware and Software Requirements

The complete requirements for the IBM Hardware and Software requirements link can be found at:

https://www.ibm.com/software/reports/compatibility/clarity-reports/report/html/softwareReqsForProduct?deliverableId=B685BAC0A4A411E9AFF08CE80514C01B&osPlatforms=AIX|Linux|Windows&duComponentIds=D005|D001|D003|D002|D012|D004|S007|S006|S010|S011|S009|S008&mandatoryCapIds=9|25|20|16|162|26&optionalCapIds=131|20|162

The supported Operating System versions (8.1 through 8.9 and later) on Linux Red Hat Enterprise Linux are shown in Figure 1.1:


[image: ]


Figure 1.1: The Content Manager OnDemand Version 10.5 Supported RedHat Linux RHEL 8 versions

The Fix Pack version 10.5.0.7 requirements can be selected using the dropdown box and the highlighted Download PDF icon, as shown in Figure 1.2:
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Figure 1.2: The Fix Pack version 10.5.0.7 requirements can be selected using the dropdown box

Operating System Environment Variable Settings

The Linux root user bash command window profile file, ./bash_profile , should be used to set the required IBM Content Manager OnDemand environment variables, as illustrated in Figure 1.3:
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Figure 1.3: The root ./bash_profile file environment variable settings

Note: The integration with IBM FileNet P8 requires that you purchase and install the Enhanced Retention Management feature of Content Manager OnDemand

Required Extensions for IBM FileNet Add-on

The Add-on extensions required for the IBM FileNet Content Engine Fixed Content Device can be configured by logging into the IBM FileNet acce web Administration tool, as shown in Figure 1.4:
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Figure 1.4: The Log In into the IBM FileNet acce web Administration tool

The IBM FileNet Add-on extensions, highlighted in Figure 1.5, are required for the Content Federated Services:
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Figure 1.5: The IBM FileNet Add-on extensions highlighted are required for the Content Federated Services

The 5.2.1 CFS ICI Lockdown Extensions Add-on details are shown in Figure 1.6:
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Figure 1.6: The 5.2.1 CFS ICI Lockdown Extension Add-on details

The 5.2.1 CFS-IS Extensions Add-on is shown in Figure 1.7:
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Figure 1.7: The 5.2.1 CFS-IS Extensions Add-on

The Db2 11.5 port, 25011, used by the ARCHIVE database for IBM Content Manager OnDemand is enabled using the Linux firewall-cmd commands, as shown in Figure 1.8:
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Figure 1.8: The DB2 11.5 port, 25011, used by the ARCHIVE database for IBM Content Manager OnDemand

Note: IBM recommends that the Content Manager OnDemand Database instance should be named archive to make use of the default configuration settings and to assist with problem determination and support from IBM.


	
To create a custom document class in the content engine platform:

	Start the Create Class wizard in the IBM FileNet Content Engine acce administration console.

	In the domain navigation pane, select the object store (we use DOS1 as an example).

	In the object store navigation pane, right-click the Data Design > Classes > Document folder.

	Click New Class.

	Enter the name OD-ClassName, where ClassName is the Application Group name, and then click Next.

	Complete the wizard and open the new class.
See: https://www.ibm.com/docs/en/filenet-p8-platform/5.2.0?topic=cmod-creating-custom-document-class







	Adding properties to the new custom document class - IBM Documentation
See: https://www.ibm.com/docs/en/filenet-p8-platform/5.2.0?topic=cmod-adding-properties-new-custom-document-class



	Mapping FileNet P8 properties to Content Manager OnDemand application group fields - IBM Documentation
See: https://www.ibm.com/docs/en/filenet-p8-platform/5.2.0?topic=ccmcc-mapping-filenet-p8-properties-content-manager-ondemand-application-group-fields

Note: The mapping of properties is covered in detail in Appendix B - Recreating an Application Group, Mapping to a FileNet Fixed Content Device



	 CFS-OD Export Usage information - IBM Documentation
See: https://www.ibm.com/docs/en/filenet-p8-platform/5.2.0?topic=federation-usage-information





Setting Up CFS-CMOD on Windows Server

The Windows Server client administration program, OnDemand Administrator V10.5 (64-bit), is clicked, listed in Windows Explorer, as highlighted in Figure 1.9:
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Figure 1.9: The Windows Server client administration program, OnDemand Administrator V10.5 (64-bit), is clicked

Note: The installation and configuration for the Windows Server and Client versions of IBM OnDemand should be completed before using the program, as will be described in Chapter 5, Installing the Windows Version of CMOD, to Chapter 7, CMOD Administration on Windows, of this book.

The Windows Server for IBM OnDemand (named DESKTOP-B3JB93 on our server) is selected and right-clicked to select the Logon menu, as highlighted in Figure 1.10:
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Figure 1.10: The OnDemand server (DESKTOP-B3JB93R) is selected and right-clicked for the Logon

The ADMIN user and password are entered as illustrated in Figure 1.11, and the OK command button is selected to Logon to the Windows Server, DESKTOP-B3JB93:
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Figure 1.11: The ADMIN user and password are entered to Logon to the Windows Server, DESKTOP-B3JB93

The Application Groups section of the expanded, DESKTOP-B3JB93 OnDemand Servers, node is selected, as highlighted in Figure 1.12, and the Baxter Bay Credit Application Group is right-clicked to allow the highlighted Properties menu item to be selected, as shown in Figure 1.12:
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Figure 1.12: The Baxter Bay Credit is right-clicked to allow the Properties menu item to be selected

The Advanced… command button on the General tab is selected, as shown in Figure 1.13:
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Figure 1.13: The Advanced… command button on the General tab is selected

Under the “Interoperate with FileNet P8” heading section of the dialog box, check the “Yes” radio button in answer to the question “Use Content Federation Services (CFS-OD)?”, as highlighted in Figure 1.14:
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Figure 1.14: Select the “Yes” radio button in response to the question “Use Content Federation Services (CFS-OD)?”

The Federate Documents Automatically option, shown in Figure 1.14, causes the CMOD server to generate the information needed to federate documents to IBM FileNet P8 at the time documents are loaded to the Application Group.

Note: This option has no impact on existing CMOD documents for the Application Group; it only applies to new documents loaded.

If this option is not enabled, then the CMOD server does not generate the federation information when documents are loaded to the application group.

In this case, documents can be manually selected for federation using one of the CMOD client applications using the "Export unscheduled" mode.

After clicking the OK command button in Figure 1.14, the General tab is shown, and the Update command button can be selected to register the changes to the Baxter Bay Credit Application Group, as highlighted in Figure 1.15:
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Figure 1.15: The Update command button can be selected to register the changes to Baxter Bay Credit

The OK command button is selected to complete the update, as shown in Figure 1.16:
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Figure 1.16: The OK command button is selected to complete the update

At this point, if you get the following Error message, as illustrated in Figure 1.17, then this indicates that the required CFS-CMOD field is not yet in the list of fields for the Application Group. We must add this CFS-CMOD field using the following steps:
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Figure 1.17: The error shown indicates that the required CFS-CMOD field is missing

Select the Field Definition tab and add a new name in the “Database Field Name” text box for use as a CFS-CMOD field (we have used the name CMODDescription, though this will be an integer field), and click the Add command button, as highlighted in Figure 1.18:
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Figure 1.18: Select the Field Definition tab and add a new field in the “Database Field Name” text box for use as a CFS-CMOD field

Click on the Field Information tab, as highlighted in Figure 1.19:
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Figure 1.19: Click on the Field Information tab to enter the new CMODDescription field properties

Select the newly created field from the Name drop-down, as highlighted in Figure 1.20:
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Figure 1.20: Select the newly created field, CMODDescription, from the Name drop-down

Leave the Type drop-down box set as Filter and select the Small Int (2) option from the Data Type drop-down box, as shown in Figure 1.21:
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Figure 1.21: Leave the Type drop-down box set as Filter and select Small Int (2) as the Data Type from the drop-down box

Select the CFS-CMOD box, as illustrated in Figure 1.22:
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Figure 1.22: Select the CFS-CMOD box and click OK to save the changes to the Fields

Continue updating or creating the Application Group and click OK to complete the changes and exit.

The IBM OnDemand Configurator program must now be loaded to reload the Running status services, as shown in Figure 1.23:
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Figure 1.23: The IBM OnDemand Configurator program must now be loaded to reload the Running status services

Each Service is stopped and restarted by right-clicking on the Service Name, as illustrated in Figure 1.24:
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Figure 1.24: Each Service is stopped and restarted by right-clicking on the Service Name

The Fields created for the Baxter Bay Credit Application Group are listed as follows:

name                      String             Index 1

account                  String 11          Index 1

crd_date                Date

balance                   Decimal Float 16

CMODDescription         Small Int 2 (for setting the CFS-CMOD flag)

Creating a Custom Document Class in the Linux IBM FileNet P8 Content Engine


	Start the Create Class wizard in the acce administration console:
http://ecmukdemo22:9080/acce/


	In the domain navigation pane, select the object store, DOS1.

	In the DOS1 object store navigation pane, right-click the
 Data Design > Classes > Document folder.



	Click New Class.





	Enter the name OD-BaxterBayCredit and click Next and repeat this until the OD-BaxterBayCredit New Document class has been created, as shown in Figure 1.25:
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Figure 1.25: The new Document Class, OD-BaxterBayCredit, is created



	Complete the wizard with property fields, as we created in Figure 1.19, and open the new class.
Create account with a Property Template name of od-account (symbolic name odaccount), as shown in Figure 1.26:
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Figure 1.26: Create account with a Property Template name of od-account (symbolic name odaccount)

The od-account property details are displayed and the Finish command button is selected, as illustrated in Figure 1.27:
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Figure 1.27: The od-account property details are displayed and the Finish command button is selected

The status of the od-account property template creation is displayed, as shown in Figure 1.28:
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Figure 1.28: The status of the od-account property template creation is displayed

Repeat the Property Template creation procedure as shown above for the other fields:


	For crd_date, create a Property Template named od-crd_date (symbolic name odcrd_date).

	For balance, create a Property Template named od-balance (symbolic name odbalance).

	
For CMODDescription, create a Property Template named od-CMODDescription(symbolic name odCMODDescription).









Conclusion

In this chapter, we covered the free, downloadable PDF documentation for the supported platforms of the IBM Content Manager OnDemand software and the available high-level functions it provides. The chapter outlined the prerequisites for CMOD’s integration with IBM FileNet Content Engine and IBM Content Navigator.

The next chapter, Installing CMOD on Linux Systems, covers the step-by-step guide for downloading, installing, and configuring IBM Content Manager OnDemand version 10.5, base and Fix Pack 10.5.0.7 upgrade, on a RedHat Linux RHEL version 8.8 server running on a VMware virtual system.

Multiple Choice Questions


	Which port does Db2 11.5 use for the CMOD ARCHIVE database in the example for the firewall-cmd commands?

	50000

	25000

	50011

	25011





	The integration with IBM FileNet P8 requires 

	The ARCHIVE database

	The Enhanced Retention Management feature of CMOD


	Red Hat Enterprise Linux

	The CMOD Blog website





	IBM CMOD 10.5 was released in

	April 2021

	March 2020

	The mid-1980s

	October 2015








Answers



	d

	b

	b



Questions


	Which is the latest Fix Pack version available for IBM Content Manager OnDemand?
 Note: This answer will change over time, but this chapter includes a way to identify the available Fix Packs.



	Which web link provides a good source of information and guidance for users and Administrators of IBM’s Content Manager OnDemand product?

	What is IBM’s Content Manager OnDemand product principally used for?
Note: There is a hint in the name of the Db2 Database for this question.





Key Terms


	
API: Application Programmer’s Interface is a library of callable software subroutines written to support the intercommunication between two or more separate functional software systems.

	
CMOD: IBM Content Manager OnDemand.

	
ODWEK: The OnDemand Web Enablement Kit.

	
PDF: The Portable Document Format, created by Adobe, provides a standard layout.

	
RHEL: The RedHat Enterprise Linux operating system.

	
acce: The IBM FileNet P8 Content Engine administration console web application.









CHAPTER 2


Installing CMOD on Linux Systems



Introduction

This chapter covers the step-by-step download, installation, and configuration of the IBM Content Manager OnDemand version 10.5 base and Fix Pack 10.5.0.7 upgrade on a RedHat Linux version 8.8 server running on a VMware virtual system.

Refer to the link https://cmod.wiki/dox/CMOD-v10.5-README.txt for the installation notes, which also include the notes for each Fix Pack version.

Structure

In this chapter, we will discuss the following topics:


	Downloading the Base CMOD Version 10.5 System for Linux

	Linux Prerequisites for CMOD Release 10.5


	Installing CMOD on RedHat RHEL 8.0 Linux

	Installing the Linux GSKit


	Installing Apache Zookeeper






	Configuring IBM FileNet P8 for a Fixed Content Device Using CMOD


	
Fix Pack 10.5.0.7 Installation

	Older CMOD References

	Creating an Instance of Content Manager OnDemand




Downloading the Base CMOD Version 10.5 System for Linux

The following steps were used to download and install Content Manager OnDemand on a RedHat version 8.8 Linux server:


	
Select the link https://partnerportal.ibm.com/registration/ to log in to the IBM PartnerWorld Software Access Catalog, as shown in Figure 2.1. For IBM Customers, use the following link: https://www.ibm.com/software/passportadvantage/pao_customer.html
Note: To access the IBM PartnerWorld Software Access Catalog, although IBM allows any relevant business to register as an IBM PartnerWorld partner, your company has to have at least IBM Silver Level PartnerWorld accreditation to gain free access to the IBM Software Access Catalog.
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Figure 2.1: The IBM PartnerWorld Portal is selected



	The Software Access Catalog is then selected, as illustrated in Figure 2.2:
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Figure 2.2: The Software Access Catalog is selected to show the download search for IBM Software Systems



	The Software Access Catalog downloads page is loaded, as illustrated in Figure 2.3:
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Figure 2.3: The Software Access Catalog downloads page is loaded



	The Find by brand search option is selected and the dropdown boxes are chosen, as shown in Figure 2.4, to select the RedHat Linux 8.8 base version of the IBM Content Manager OnDemand (CMOD) software installation package for download.
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Figure 2.4: The Find by brand search option is selected

The Find by brand, "Brand", drop-down is set to Analytics – Platform, the Filter options are set to the Date posted drop-down of All Post, the Family name drop-down is set to Content Manager OnDemand, the Language drop-down is set to English, and the Operating System drop-down is set to RHEL 8.8.



	
The Download Director or the HTTP download options are available, but the Download Director has the advantage of restarting a partial download if the download is interrupted. The highlighted Search command button is then selected, as shown in Figure 2.5:

[image: ]


Figure 2.5: The Download Director option and the Search command are selected



	Since we know that the eAssembly part number for the base IBM Content Manager OnDemand Version 10.5.0.0 is CJ6K6ML, we can alternatively use the Find by part number Search option, as shown in Figure 2.6:
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Figure 2.6: The Find by part number Search option is selected as an alternative



	After selecting the Search command, we can then get the list of the various different platforms supported by CMOD version 10.5.0.0, from which we can select the Linux version, as highlighted in Figure 2.7:
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Figure 2.7: The CMOD 10.5 Linux option (Part Number CC4JDML) is selected as highlighted



	The tick box for Part Number CC4JDML is selected and the I agree radio button option must be selected after reviewing the License agreement (in the link), to allow the CMOD 10.5.0.0 Base software to be downloaded, as illustrated in Figure 2.8:
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Figure 2.8: The tick box for Part Number CC4JDML  and the I agree radio button option must be selected



	
If the Download Director program does not start, then there is a link available, highlighted in Figure 2.9, which will allow the program to be installed:
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Figure 2.9: The install / re-install Download Director link can be selected if required



	The install / re-install Download Director link is installed following the link instructions, as illustrated in Figure 2.10:
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Figure 2.10: The install / re-install Download Director link is installed following the link instructions



	The highlighted Install Download Director command button is selected to install the IBM Download Director application, as shown in Figure 2.11:
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Figure 2.11: The highlighted Install Download Director command button is selected



	On some platforms (or with some web browsers), the IBM Download Director application will not install or run, so the option to use HTTP can be selected, as illustrated in Figure 2.12:
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Figure 2.12: The option to use HTTP can be selected for downloading the CMOD software



	
If the HTTP option is used, then the web browser can be used to show the progress of the software package download, as shown in Figure 2.13:
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Figure 2.13: The IBM_CMOD_V10.5_LINUX_ML.tar package download progress is viewed



	We can now create the folder path, /opt/CMOD, on the Linux server to copy the downloaded CMOD Version 10.5 software package, as shown in Figure 2.14:
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Figure 2.14: The /opt/CMOD Linux folder is created



	The downloaded IBM_CMOD_V10.5_LINUX_ML.tar package is moved to the /opt/CMOD folder, as shown in Figure 2.15:
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Figure 2.15: The IBM_CMOD_V10.5_LINUX_ML.tar package is moved to the /opt/CMOD folder



	The path to use to copy the IBM_CMOD_V10.5_LINUX_ML.tar package is selected using the +Other Locations command, as highlighted in Figure 2.16:
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Figure 2.16: The +Other Locations command is used to navigate to the /opt/CMOD target folder



	The moved IBM_CMOD_V10.5_LINUX_ML.tar package file security permissions are modified using the Linux command:
chmod 775 IBM_CMOD_V10.5_LINUX_ML.tar

The Linux commands used are summarized in the Linux command window, as shown in Figure 2.17:
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Figure 2.17: The IBM_CMOD_V10.5_LINUX_ML.tar package file security permissions are modified



	As shown in Figure 2.18, the IBM_CMOD_V10.5_LINUX_ML.tar package file is unpacked using the following command:
tar -xvf IBM_CMOD_V10.5_LINUX_ML.tar
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Figure 2.18: The IBM_CMOD_V10.5_LINUX_ML.tar package file is unpacked





Linux Prerequisites for CMOD Release 10.5

The following minimum prerequisites are required on the Linux system before installing IBM Content Manager OnDemand 10.5.0.0:


	Red Hat Enterprise Linux (RHEL) 7 update 7 for x86_64 or later

	
glibc.i686, libgcc.i686, and libstdc++.i686 for 32bit support, which are installed using the following Linux command:
yum install -y libstdc++-devel.i686

This installs the package libstdc++-devel-8.5.0-20.el8.i686, as shown in Figure 2.19:



[image: ]


Figure 2.19: The package libstdc++-devel-8.5.0-20.el8.i686 is installed



	
Database: IBM Db2 V11.1 or later (other databases are also supported, including Oracle Database 19c all versions and future fix-packs). Microsoft SQL Server database is NOT supported.

	IBM Spectrum Protect V8.1 or later.

	IBM Global Security Kit Version 8 (included in the installation packaging).



(Using a JDBC connection on Linux of:

jdbc:db2://localhost:25011/ARCHIVE:retrieveMessagesFromServerOnGetMessage=true;

)

The Linux command is run as follows:

yum install -y file file-libs python3-magic

This command is used to install packages file-5.33-25.el8.x86_64, file-libs-5.33-25.el8.x86_64, and python3-magic-5.33-25.el8.noarch, as shown in Figure 2.20:
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Figure 2.20: Packages file-5.33-25.el8.x86_64, file-libs-5.33-25.el8.x86_64, and python3-magic-5.33-25.el8.noarch

The Linux command is run as follows, as shown in Figure 2.21:

yum install -y ncurses-libs.i686
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Figure 2.21: The Linux command yum install -y ncurses-libs.i686 is run

The Linux command is run as follows:

yum install -y openssl
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Figure 2.22: The Linux command yum install -y openssl is run

Installing CMOD on RedHat RHEL 8.0 Linux

The latest version 10.5 release of IBM Content Manager OnDemand for Multiplatform Server has changes for the default install directory path names. The defaults have been updated to the following paths:


	
/opt/IBM/ondemand/V10.5 for AIX

	
/opt/ibm/ondemand/V10.5 for Linux and Linux on System z

	
C:\Program Files\IBM\OnDemand\V10.5 for Windows



The LDAP parameters are initially empty in the /opt/ibm/ondemand/V10.5/config/ars.cfg file, as shown in Figure 2.23:
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Figure 2.23: The LDAP Parameters are initially empty in the ars.cfg file

Note: The following commands are necessary to update the file security permissions on the extracted files from the CMOD installation package, but these are not documented in the readme.txt file:

cd /opt/CMOD/linux

chmod 775 odlinux.bin

chmod 775 *.rpm

The installation steps for the Base CMOD Version 10.5.0.0 are as follows:


	To install CMOD from the command line, as shown in Figure 2.24, use:
./odlinux.bin -i console

(It is just documented as odlinux.bin -i console, which does not work!)
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Figure 2.24: To install CMOD from the command line, we can use ./odlinux.bin -i console



	The installer is prompted to enter a number from the list of supported languages (enter 2 for English). The InstallAnywhere program then displays the CMOD version details, as illustrated in Figure 2.25:
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Figure 2.25: The InstallAnywhere program then displays the CMOD version details



	The user is prompted to accept the License, so we enter 1 to accept this, as shown in Figure 2.26:
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Figure 2.26: The user is prompted to accept the License, so we enter 1 to accept this



	The default path of /opt/ibm/ondemand/V10.5 is used for the installation by clicking the Enter (Return) key, as highlighted in Figure 2.27:
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Figure 2.27: The default path of /opt/ibm/ondemand/V10.5 is used for the installation



	The default Authorized User License option (UVU) is selected by using the Enter key, as shown in Figure 2.28:

[image: ]


Figure 2.28: The default Authorized User License option (UVU) is selected by using the Enter key



	
The CMOD Version, path, and the required Disk Space (1,008,586,179 bytes) used for the installation are displayed, as highlighted in Figure 2.29:
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Figure 2.29: The CMOD Version, path, and Disk Space used for the installation are displayed as highlighted



	The Enter key is pressed to confirm the installation after all checks are completed, as shown in Figure 2.30:
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Figure 2.30: The Enter key is pressed to confirm the installation after all checks are completed



	
The second option (2) is entered to display the readme.txt file after the CMOD install has been completed, as illustrated in Figure 2.31:
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Figure 2.31: Option (2) is entered to display the readme.txt file after the CMOD install has been completed



	The README file details confirm the installed version of the CMOD system, as shown in Figure 2.32:
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Figure 2.32: The README file details confirm the installed version of the CMOD system as highlighted



	
The Enter key can be pressed repeatedly to page down through the readme.txt file until the last page is displayed, as illustrated in Figure 2.33:
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Figure 2.33: The Enter key can be pressed repeatedly to page down through the readme.txt file



	The Enter key is pressed to exit the Installation program for the IBM OnDemand V10.5 system, as shown in Figure 2.34:
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Figure 2.34: The Enter key is pressed to exit the Installation program for IBM OnDemand V10.5






Installing the Linux GSKit


The Linux GSKit installation must be performed as the user root.

Note: The IBM Global Security Kit (GSKit) provides libraries and utilities for SSL or TLS secure protocol communication. The -nodeps flag should not be used unless specifically referenced in the instructions below.


	Use the rpm commands to install the Linux GSKit in the default location (/usr/local), as illustrated in Figure 2.35:
cd /opt/CMOD/linux

rpm -Uv gskcrypt64-8.0.55.12.linux.x86_64.rpm

rpm -Uv gskssl64-8.0.55.12.linux.x86_64.rpm
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Figure 2.35: The rpm commands to install the Linux GSKit in the default location ( /usr/local)



	The warnings shown in Figure 2.36 do not prevent the installation of the GSKit libraries:
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Figure 2.36: The warnings shown do not prevent the installation of the GSKit libraries






Installing Apache Zookeeper



	The apache-zookeeper-3.5.6-bin.tar.gz compressed file is unpacked using the Linux tar command, as illustrated in Figure 2.37, using the following:
tar -zxvf apache-zookeeper-3.5.6-bin.tar.gz

ZooKeeper is a service for maintaining configuration information, naming, providing distributed synchronization, and offering group services.
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Figure 2.37: The apache-zookeeper-3.5.6-bin.tar.gz compressed file is unpacked using the tar command



	The Apache Zookeeper directory, apache-zookeeper-3.5.6-bin, is now available.
The latest information about Apache ZooKeeper can be found at: http://zookeeper.apache.org/

And on the wiki at: https://cwiki.apache.org/confluence/display/ZOOKEEPER

The Apache Zookeeper directory is shown in Figure 2.38:
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Figure 2.38: The Apache Zookeeper directory, apache-zookeeper-3.5.6-bin, is now available





Configuring IBM FileNet P8 for a Fixed Content Device Using CMOD

The supporting configuration documentation for the Content Federation Services for Content Manager OnDemand (CFS-CMOD) can be viewed at the following link:

https://www.ibm.com/docs/en/filenet-p8-platform/5.2.0?topic=configuration-configuring-content-manager-cfs-cmod

First, install IBM FileNet P8 Addon for CFS-IS if not already installed. Refer to the link:

https://www.ibm.com/docs/en/filenet-p8-platform/5.5.12?topic=extensions-cfs-is

And also:

https://www.ibm.com/docs/en/filenet-p8-platform/5.5.12?topic=iecr-integration-filenet-content-federation-services-content-manager-ondemand

A table of prerequisites can be listed using the link:

https://www.ibm.com/docs/en/cmofm/10.5.0?topic=management-content-manager-ondemand-integration-filenet-p8

The following steps can be used to configure an IBM FileNet P8 server for a Fixed Content Device integration to a CMOD server:


	Installing the Content Manager OnDemand Web Enablement Kit (ODWEK) is covered in the following link, which we will expand on step by step in this section:
https://www.ibm.com/docs/en/SSNW2F_5.2.0/com.ibm.p8.installingcfsod.doc/cfsod004.htm

To configure the ODWEK API in the Content Platform Engine server, log in to the WebSphere Administrative Console for the IBM FileNet Content Engine web application, as shown in Figure 2.39:

https://localhost:9043/ibm/console/logon.jsp
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Figure 2.39: Log in to the WebSphere Administrative Console for the IBM FileNet Content Engine



	Navigate to the Servers->Server Types->WebSphere Application servers->server1 page, open the Java and Process Management section, under the Server Infrastructure heading, and click on the Process definition link, as highlighted in Figure 2.40:
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Figure 2.40: Click the Process definition link as highlighted



	Select the Java Virtual Machine link, as highlighted in Figure 2.41:
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Figure 2.41: Select the Java Virtual Machine link as highlighted



	Enter the full path of the ODApi.jar file in the Java classpath, as shown in Figure 2.42.
(We have installed the ODWEK API jar file in the path:

/opt/ibm/ondemand/V10.5/www/api/ODApi.jar)
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Figure 2.42: Enter the full path of the ODApi.jar file in the Java Classpath text box

Also, after installing the Fix Pack 7, append the following to the Classpath box, separating each path reference with the colon (“:”) character:

:/opt/ibm/ondemand/V10.5/www/api/ODApi.jar:/opt/ibm/ondemand/V10.5/jars/gson-2.10.1.jar:/opt/ibm/ondemand/V10.5/jars/log4j-api-2.20.0.jar:/opt/ibm/ondemand/V10.5/jars/log4j-core-2.20.0.jar

Save the changes to the master configuration, and then, in step 5, restart the WebSphere Application Server.
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6) Reference

You can find information updates by searching the Web Based Technical
Support web site at:
https:/ /. 1bm. con/mysupport

You can find the following additional documents by entering the
docunent # or title in the search field:
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ARS LDAP BIND ATTRIBUTI
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