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    The Internet of Things (IoT) significantly broadens the use of information technology by fusing the physical and digital worlds. The third wave of the IT industry revolution is currently being led by futuristic device-based networking. When it comes to smart gadgets and embedded wireless technologies that use sensing devices, recent years have witnessed enormous growth. In the near future, it is expected that billions of devices need to be connected to the Internet directly or indirectly. The term “IoT”, which was first proposed by Kevin Ashton, a British technologist, in 1999, has the potential to impact everything in today's world, right from health care, smart cities, education, and industries.




    As equipment becomes more digitalized and interconnected, networks between machines, people, and the Internet are formed. This results in the development of new ecosystems that allow for increased productivity, improved energy efficiency, and increased profitability. Sensors help to recognize the state of things, by which they gain the advantage of anticipating human needs based on the information collected per context. These sophisticated devices can make decisions on their own without human assistance in addition to gathering information from their surroundings.




    We can turn on the lights in our homes from a desk in an office miles away. The built-in cameras and sensors embedded in our refrigerator let us easily keep tabs on what is present on the shelves, and when an item is close to expiration. When we get home, the thermostat has already adjusted the temperature so that it’s lukewarm or brisk, depending on our preference. These are merely a few of the millions of Internet of Things (IoT) frameworks in use these days. IoT has redefined the way we interact, communicate, and go about our daily work. From homes to maintenance to cities, the IoT ecosystem of devices is making our world smarter and more efficient. In this guide, we'll discuss everything you need to know about IoT, a world where more and more things are connected.




    Chapters 1 and 2 of this book discuss in-depth the challenges, applications, and recent advances in the field of IoT. Chapters 3 to 5 have discussed various approaches to IoT implementation in different niches, along with an analysis of IoT-enabled wireless sensor networks. Chapters 6 and 9 provide information about recent technologies to mitigate security issues in IoT networks.
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      Abstract




      Internet-of-Things is the future of connectivity that has turned the physical world into smart objects. The practical feature of Internet-of-Things is to combine all objects, rendering them dependent on a shared infrastructure, in such a manner that humans can regulate them as well as monitor their status. Internet-of-Things is a physical object network that is embedded with hardware, software, sensors, and networking to allow objects to share data with the connected devices. This chapter details the Internet of Things, vision challenges, and various intelligent applications in sensor-enabled networks. The wide-scale application of the Internet would significantly affect how computers and objects engage in real-life scenarios. This chapter aims to highlight the perspective of some novel technologies and innovative implementations for the protection, welfare, and privacy concerns due to the Internet of Things. Some critical sensor networks, which represent the most used sensor networks in many domains, such as Smart Applications, are included in this introduction section. A literature study on Internet-of-Things has been conducted for different aspects, such as infrastructure, implementation problems, etc. The authors offer several other applications that are significant. Future research directions for Internet-of-Things have been outlined in the study to equip novel researchers with the assessment of current status and to build upon them with creative ideas.
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      1. Introduction




      The Internet of Things (IoT) is a network of physical devices and products used daily and connected to the Internet. It is interlinked with a multitude of devices




      that communicate with one another through the use of sensors, actuators, and processors, among other means. The Internet of Things aims to reach high levels of intelligence with the least amount of human contact possible [1, 2]. Many elements of life are made more pleasant by the Internet of Things (IoT), which adds automation and intelligence to many parts of existence. In this context, things are made self-aware and capable of making intelligent decisions on their own, making them more pleasant. There are a large number of heterogeneous devices in the Internet of Things that are all linked over a network. The Internet of Things (IoT) now covers a wide variety of applications, with services accessible in various industries, including manufacturing, healthcare, transport, farming, and smart home. A smart city encompasses all societal areas that rely on information and communication technology (ICTs) [3]. It also encompasses many applications, making city services and surveillance more aware, interactive, and effective. The backbone of Internet-of-Things [3] is the wireless sensor network (WSN), without which the notion of a smart city cannot be achieved. The devices interacting with the physical environment and imposing changes are known as sensors and actuators. Many devices are networked together via sensors in a heterogeneous environment, generating a vast and enormous volume. This data is saved and evaluated to extract knowledge and help decision-making [4]. A smart city comprises a diverse range of gadgets, including a mart and basic essentials. Due to the enormous number of sensors linked to the items, a great sign of data is collected. In the case of an intelligent city, the Internet-of-Things network must be scalable since it may be necessary to add new devices and delete old ones at any time and from any location. Incorporating WSNs is difficult due to the wide range of applications and technological differences across devices [5]. The fundamental a basic problem with the Internet: We must develop cities that are private and secure; which are adaptive, independent, reliable; and which are responsive and dependable. The complex is growing in developing cities due to intelligence in smart infrastructure, and these include issues like a lack of interoperability, context sensitivity, scalability, and managing enormous amounts of informatics pics as well as issues such as security, privacy, and integrity, as well as dynamic adaptation, dependability, and latency. To do this, the city takes care of every facet of society, using a diverse array of applications. As shown smart city's main components are comprised, the city is made up of different sectors of society. A smart city is a city that has several essential and interdependent healthcare, industry, transportation, agriculture, and home automation. The intelligent smart uses many factors like intelligent TechnoMarine governance. It also includes a range of facilities and technologies to make people easier in several applications. Internet-of-Things is transforming the education industry as smart city security requirements [6]. The Internet of Things (IoT) will transform the Internet in such a way that machine-to-machine (M2M) learning will become a reality [7]. As a solid backbone, the Internet infrastructure will exist. The reconfiguration will occur by making physical equipment ‘smart,' allowing them to accomplish things on their own, giving rise to the ‘Internet of Things.' The Internet of Items (Internet-of-Things) promises to make smart technologies more accessible by linking things at any time and in any location. The Internet of Things (IoT) idea was created in 1998, and Kevin Ashton coined the phrase in 1999 [8, 9]. Internet-of-Things essentially enables the interaction of real-world objects to be autonomous but secure [10]. The Internet of Things (IoT) decreases physical labor by automating routine tasks [11]. The number of items linked to the Internet is continuously increasing. Smartphones have a variety of sensors and actuators that collect data, execute computations on it, and then send the important data acquired through the Internet [11]. The authors will be able to construct many fresh applications that will lead to persuasive benefits by employing such a network with various devices containing the sensors [12]. Internet-of-Things smart things may be uniquely recognized. Radio-Frequency Identification (RFID) tags or barcodes are used on these devices, which are detected by sensor devices [13, 14]. The sensors send the collected data to the processing unit through the Internet for processing. The results of the processing are conveyed to the decision-making and action-invoking system, which then takes the required action.




      

        



        1.1. Major Issues Resolved by Internet of Things




        One of the main ideas behind the Internet of Things is to bring information from different devices together. However, this can only be done perfectly if the right information is given at the right time. This can be done with the help of Augmented Reality, which lets you use a headset or mobile device to see relevant and actionable data over your environment whenever you need to. Microsoft, NASA, Volvo, Autodesk, and Caterpillar are just a few of the big companies that have put a lot of money into AR. Autodesk and NASA have tried out different ways to use Microsoft's Hololens.




        To explain this further, the following are the real world problems that IoT could help solve.





        

          	IoT and AI can be used to find out what went wrong with a machine and how to fix it. This can be shown with the help of a centrifugal pump as an example. Real-time sensors will keep an eye on how the machine is working and pick up on any problems. When they do, real-time CFD analysis will be used to find out what went wrong. With AR, a real-time image or CAD diagram can be shown on top of the pump to show exactly what needs to be done to fix it.




          	Technical documents assembly “A picture is worth 1,000 words”. This saying is especially true when it comes to putting things together. User manuals and technical documents can make simple tasks harder than they need to be, like putting together industrial equipment in the same way over and over again. They can also be used to show videos of real assembly steps that were taken before, either by the person putting it together or by another worker.




          	Smartphones and health equipment work together to instantly diagnose medical issues. You can get diagnostics and capture pictures to share with medical professionals all across the world. They enable the cost-effective collecting and distribution of data; enable inventors to consider application cases; create a digital power grid; play around with the delivery of energy. You will receive an energy profile from each device in your home. The digitalization of equipment will help businesses and enable the subsequent wave of digitization.




          	It has the ability to keep an eye on substation security, track current electrical usage data, and report any anomalies promptly; the capacity to solve issues outside of one's silo in a utility where IT, Operations, and Security don't communicate; encourages communication regarding crucial topics.


        


      


    




    

      



      2. Related Work




      The Internet of Things (Internet-of-Things) can be thought of as a large network structure made up of numerous linked real-world items that rely on sensory, communication, networking, and information-processing technologies. RFID is the foundation for Internet-of-Things, as it allows microchips to send identifying data to a reader through a wireless channel. Anyone may use RFID to analyze, track, and monitor items that have RFID tags attached to them [15]. Wireless Sensor Networks (WSNs) [16], another key technology, focus on intelligent sensors for sensing and monitoring. Since the 1980s, RFID has been used in the transit of products to customers, the manufacture of pharmaceutical items, and retail [17, 18], while WSN has been used in traffic, healthcare, and industrial monitoring [19, 20]. The expansion of Internet-of-Things is accelerated by advancements in both technologies. Other technologies and gadgets, including barcodes, location-based services, service-oriented architecture, near-field communication, Wimax, ZigBee, cloud computing, and so on, are being utilized to build a complete network to enable Internet-of-Things [21] (Fig. 1).




      

        



        2.1. Smart City's Architecture




        Architecture is required to allow and resolve the key problems encountered by the Internet in the Internet-of-Things fields of services and their operations. The Internet of Things(Internet-of-Things) provides a level of abstraction, giving
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Fig. (1))


        Technologies empowering Internet-of-Things [19].



        users access to physical devices and services while also allowing for device interoperability. An impressive number of things, ranging from refrigerators to light bulbs, may be connected to the Internet of Things (Internet-of-Things) with several purposes, capacities, features, and Internet protocols. A complex system of connected devices is implemented in an intelligent city Internet-of-Things framework. The device we are developing has a variety of sensors, which include different levels of both hardware and software heterogeneity. Thus, we want a flexible design that can accommodate both hardware and software variability. To illustrate this, imagine an intelligent urban Internet-of-Things system where information is exchanged not just amongst social applications but also with the government and management sectors as well. Cross-application services are essential for intelligent cities as they must, at any point in time, regardless of their size, be able to expand to various devices utilizing a range of technologies. The authors [22] argue that some domains in smart cities need to react promptly in real-time to well-structured resource planning, helping to effectively utilize available resources. Data management, communication issues due to the existence of many protocols, real-time processing of data, data protection, and privacy [23], as well as expansion of existing applications because of advancements in technology and greater use, all referred to as scalability [24] are necessary for standardized architectures to address common issues. Due to the diversity of devices, the dynamic nature of the network, and the requirement for scalability, security in all Internet-of-Things applications is one of the most demanding problems, especially in smart cities, where intercourse exists across numerous applications. Existing Internet-of-Things solutions do not fully fulfill the security requirements. Certain techniques are quite energy-intensive and hence expensive [22]. This type of architecture, seen in Fig. (2), is an open design that may handle a wide range of uses. It also shows that separate sectors are equipped with sensors and connected to one gateway to communicate information across different sectors, therefore assisting one another. In addition, the processing needs of the architecture to support Internet-of-Things problems, such as data processing, will be done on the edges of the device itself to serve essential applications like the healthcare system. Certain data, often known as fog computing, cannot be handled at the end of this software [25]. The conclusion drawn from the examination of architectural issues and the knowledge of the requirements for architecture in smart cities is that a smart city requires an open, flexible architecture that allows for scalability and extensibility.
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Fig. (2))


        The overall Internet-of-Things-based architecture of a smart city.



        In other words, an additional large number of devices can be added to the system at any time. One must also take into consideration the scalability and diversity of the gadgets. An architectural framework is provided that is constructed on edge, with several direct and indirect ways of data connectivity for real-time data processing, as well as latency concerns that may be handled.


      


    




    

      



      3. Intelligent or Smart City Platform




      As a vast amount of data is created by sensors, the smart city employs new technologies such as WSN: wireless sensor networks, and big data analytics to minimize resource use and provide intelligence to applications. Because data accumulates at a quick rate, and edge devices must manage comparable high computational and processing requirements, effective data storage is also necessary [26, 27].




      

        



        3.1. Internet-of-Things Application Requirements




        It is necessary to construct applications to apply Internet-of-Things solutions. However, the application implementation necessitates the following essential requirements:




        1. One of the most important requirements of the Internet of Things is scalability. The platform should allow for the addition of any number of devices at any moment without affecting the application.




        2. Internet-of-Things applications must be safe and reliable. As information travels in a variety of formats via the sensor network, these are the fundamental components.




        3. Internet-of-Things applications require a self-adaptive system that optimizes its performance and can be adjusted to meet the changing requirements of the environment.




        4. Internet of Things applications should be able to detect a situation and emotion depending on the context, personalize the services, and make judgments.


      




      

        



        3.2. Internet-of-Things-Integrated Smart City WSN Applications and Roles




        In every element of contemporary society, including e-health, e-transportation, energy, environment, and education, smart cities are transforming and altering the way we live and work. Using data from the meteorological department, for example, might be extremely beneficial in monitoring the environment, floods, and agricultural production. It may also be advantageous to monitor the health of old individuals and patients in the real world if done properly.




        The following are some of the application domains where Internet-of-Things provides a significant benefit:




        

          



          3.2.1. Internet-of-Things in Healthcare




          Healthcare is being transformed by the Internet of Things, and it is one of the most significant and crucial applications in society. To increase the capabilities of healthcare structures as well as real-time monitoring and processing, wireless sensor networks are being used to achieve one of the most challenging goals. The key issues are lowering costs and enhancing patient care while also coping with a staffing shortage [28, 29].




          

            3.2.1.1. Challenges for Internet-of-Things in Healthcare Industry




            Internet-of-Things in healthcare gives patients and the elderly fresh hope, but achieving a seamless link between sites, patients, and hospitals is difficult. The following are the major roadblocks to Internet-of-Things integration in healthcare:




            1. In the healthcare system, there is a lot of data to manage. A vast number of medical sensors are mounted on and around the patients [30]. The body's dynamic nature, with its constant state changes, makes it more difficult. As a result, gathering and evaluating data with precision becomes difficult.




            2. Data is gathered in a variety of formats, including pictures acquired by cameras, changes and vibrations acquired by sensors, and body temperature acquired by sensors, among others. Bringing all of this data together and evaluating it on a single platform becomes a challenge.


          


        




        

          3.2.2. Internet-of-Things in Industries




          The industrial revolution is being ushered in by the Internet of Things (Internet-of-Things), which is facilitating more intermachine and interhuman communication as well as infusing intelligence into the value chain of a system, transforming it into a smart value chain. Industries are integrating intelligence and network connectivity throughout their process belts to improve their systems and goods. The advantages of integrating the Internet of Things include the ability to verify events, provide error alerts, and develop ideas to upgrade and replace current hardware, refineries, and offices with Internet-of-Things applications to boost the efficiency of the current system, among others.





          

            	Incorporating machine learning (ML) and natural language processing (NLP) into industries to provide smart handling of equipment and premaintenance are the primary reasons for integrating the Internet of Things (Internet-of-Things) into their operations to provide their customers with new sets of premium services.




            	Increasing efficiency and lowering processing costs by making pricing dynamic and evaluating data depending on consumption and sending it to the industrial value chain.




            	In the retail industry, providing a tailored experience for both retailers and customers [27].
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