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    FOREWORD




    


    


    


    


    


  




  

    The intervention of digital technologies, including Artificial Intelligence, Blockchain, Robotics, Augment Reality, and Crowdsourcing in the education sector have radically transformed institutions. It has paved the way for the digital transformation of academia. Gone are the days when students used to sit in the classroom and learn solely by listening to lectures. In today's fast-paced life, collaborative and interactive learning has become essential. The phrase “digital transformation” has become so ubiquitous in many industries, yet it has stayed comparatively less common in education. However, the COVID-19 outbreak and its expansion have placed the necessity of digital transformation into sharp relief because practically all educational institutions had to implement it to some extent. Digital transformation is both a physical alteration and a philosophical shift that strives to establish a learning environment where everything links to meet the continuously changing demands of students, teachers, and institutions.




    This book titled “Digital Transformation in Education: Emerging Markets and Opportunities” reflects the need for digital pedagogy and signifies the true essence of social impact learning during distress in the real sense. I congratulate the esteemed writers for having penned their thoughts on shortcomings and new emerging global educational integrations during the pandemic so vividly. Because of the revolutionary and overpowering character of digital technology, the authors look into it and report on the changing educational environment that is taking place globally. The writers embrace and benefit from such a medium as they bet on its potential to improve education while looking for creative and inspiring procedures and techniques that can alter how students approach their pursuit of education.




    With the rising usage of online courses and video conferencing technologies, educational institutions have begun to understand the relevance of digital transformation in the education sector. Educational institutions view technology as a chance to improve teaching strategies and establish effective connections with students. Nowadays, everyone has a smart gadget, including a smartphone, a computer, a laptop, or a tablet. A key strategy for improving student learning is to understand how to use technology to improve teaching approaches. Both students and teachers can improve their abilities to design an interesting educational process with the digitization of the learning process. You may alter your educational institution in a variety of ways, from online learning to smart classrooms, performance analysis of your students, individualized learning, and online exams.




    The pandemic has given academia a fantastic learning opportunity. It made us reevaluate our presumptions wherein all academic stakeholders accepted new digital ways of working and learning. It inspired us to reconsider the essential elements of the educational process. Digital transformation has created a significant impact by allowing students and educators to reassess the effectiveness of the digital tools they use in the classroom. New levels of innovation and collaboration are being sparked by the use of these digital tools to create a campus with endless learning opportunities. Thus, it is time to move on and develop future educational initiatives using the lessons we have learned over the last two pandemic years.




    This book provides precisely such a road map for the future of education, summarizing what we have learned and made recommendations for potential changes that could be made to education in the future to better meet the requirements of an even wider spectrum of students.
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    The widespread digitalization of all aspects of life including the disruption caused by the Internet and the invasion by artificial intelligence necessitates rethinking educational transformation processes. The broader purpose of the digital transformation of education is to develop an effective educational system that fits the needs of the digital economy and guarantees easy access and understanding to the education stakeholders. A variety of technologies that are contributing to changing the face of education include telecommunication technologies that enable the creation of next-generation communication networks; artificial intelligence and big data processing technologies; cloud technologies; virtual and augmented reality; Internet of Things (IoT); and blockchain technologies. With the advent of these technologies and their subsequent implementation, the education sector has witnessed a radical transformation that has opened new avenues of growth, opportunities, and emerging markets that seek to benefit not only education stakeholders but also the entire humankind.




    “Fun,” “interesting,” “engaging,” “effective,” “meaningful,” “crucial,” “powerful,” “empowering,” and “real” are the words that teachers desire to hear about their classes. Its goal is to provide instruction that benefits students' lives somehow. Rapid digitalization has altered many aspects of life over the past ten years, and education is no exception. Teacher-centered instruction has a long and illustrious history in education. However, as students take more responsibility for their education and use technology to obtain knowledge, the role of the teacher has altered in many classrooms to one of advising and directing as students take more responsibility for their education and do so. Around the world, schools and institutions are starting to evaluate their learning environments in order to support this new approach to education, encourage more contact and small group work, and employ technology as a knowledge enabler. In order to ensure that students learn in a useful and relevant way today, education technology (ET) and information communication technology (ICT) are essential.




    Our book “Digital Transformation in Education and Artificial Intelligence: Emerging Markets and Opportunities” provides a comprehensive understanding of the emergence and evolution of digital technologies and artificial intelligence in the field of education. It also aims to shed light on the various advantages and drawbacks of the same, along with the opportunities and markets that are emerging because of such a digital education transition. In this book, a group of distinguished contributors discusses the issues that our educational institutions are currently facing as well as the role that technology and innovation have played in the global revolution in education. The essential requirement for educators at all levels to obtain a complete understanding of the technology-based teaching and learning tools at their disposal in order to best support student learning is the main theme of this book. For policymakers, practitioners, academics, researchers, and university and college students, this book is a great resource. Topics covered in this book such as:




    Chapter 1 critically discusses the few adoptions of blockchain in education that have been carried out by HEIs and businesses.




    Chapter 2 explores the factors affecting technostress levels among teachers and students caused due to the sudden shift from classroom teaching to online teaching.




    Chapter 3 has endeavoured to evaluate some of the most crucial concerns in contemporary higher education and made appropriate recommendations.




    Chapter 4 highlights a global standpoint on the technological outbreak in the education sector. It investigates copious advantages and opportunities of digital learning and significantly focuses on different technologies deployed for its implementation and improvement.




    Chapter 5 focuses on emerging trends in education, including the incorporation of new technologies. Among the technologies covered in no particular order of importance are virtual reality, augmented reality, mobile learning devices, and the internet of things.




    Chapter 6 has identified the challenges and opportunities associated with online/blended teaching learning in a pure educational setting.




    Chapter 7 gives us more insight into how conversational AI will further transform education in the future.




    Chapter 8 discusses the value of blended learning in the context of the pandemic, as well as the many obstacles that come with it.




    Chapter 9 looks at the benefits and drawbacks of using a digital classroom, as well as the key obstacles it poses.




    Chapter 10 examines how future online learning environments may alter how teachers impart knowledge to students and how students learn.




    Chapter 11 delves into the unique characteristics of digital education, as well as the current level of its implementation, expected outcomes, and related problems, hence a transformation study has demonstrated the fundamentals of e-education with its implementation in modern society.




    Chapter 12 discusses AI in education, its history, opportunities, and challenges.




    We would like to take this opportunity to express our gratitude to the contributors for their contributions to this book. All of the chapters were chosen via a peer review process. We hope that readers will gain a lot of understanding of the role of technology in education from a variety of viewpoints and studies and they will find this book useful.
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      Abstract




      As the fourth industrial revolution is in play across the globe, emerging technologies such as blockchain are increasingly affecting how students’ digital academic documents and certificates are issued and distributed. Higher Education Institutions (HEIs), students, employers, and other stakeholders in the educational sector face challenges regarding the falsification of academic records and digital certificates. However, relatively few adoptions of blockchain in education have been carried out by HEIs and businesses. Blockchain promises credibility, immutability, security, and consensus in light of issuing digital certificates and keeping academic records. Although blockchain comes with implementation challenges such as legal framework, scalability, and limited expertise, key stakeholders, including governments, academia, and businesses, must collaborate to explore and ensure the usage of blockchain-oriented educational solutions in the issuance of digital certifications around the world.
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      INTRODUCTION




      Now more than ever, every person has to opt for several educational programmes during their lives and acquires knowledge, abilities, and pedagogical certifications from numerous educational and skill development organisations around the globe, including the employers they work for. Thus, universities and employers seeking to recruit talents will want to have access to a complete record of those certificates that can be authentically confirmed due to instances of fraudulent certifications. Three men, one of whom was a Delhi University graduate, were detained in 2018 on the suspicion of operating a Pan-Indian fake degree fraud that involved the sale




      of about 50,000 counterfeit diplomas from universities and school boards (Outlook India, 2018). Furthermore, the Central Bank of Ghana (BoG) has acknowledged that two employees who applied for employment at the bank using “false certificates” have been dismissed (Frimpong, 2022). Due to these instances, a more secure platform must be used to issue tamper-proof, globally verifiable certifications (Capece et al., 2020; Jayalakshmi, 2021). Thus, issuing digital certificates on blockchain-supported systems in the educational sector.




      Due to the advent of our technology-driven 21st century, blockchain has come to dominate the discourse of emerging technologies. This technology has received a lot of attention (Yuan & Wang, 2018). More recently, it has been hailed as a data storage opportunity with the potential to have a significant positive effect on several underserved sectors, including manufacturing (Abeyratne & Monfared, 2016; Leng et al., 2020; Lohmer & Lasch, 2020), and healthcare (Hölbl et al., 2018; Hasselgren et al., 2020), and education (Han et al., 2018; Bhaskar et al., 2020; Kwok & Treiblmaier, 2022). More importantly, digital certification issuance by higher education institutions comes with benefits such as immutability, consensus, security, and transparency. According to Devine (2015), student's academic records will become freely accessible to businesses and universities via blockchain, opening up new prospects for personal and institutional growth. In this blockchain integration, projections of the future potential of students might be made using the approved educational timeline and students’ learning trajectories. This empowers students to possess and share their academic progress with employers for internships (Son-Turan, 2022). Employers will also find data on students more precise and a legitimate reflection of students’ academic records and progress for talent acquisition.




      However, there are still relatively few educational institutions that embrace blockchain technology due to its early stages of adoption in the education industry. The University of Nicosia in Cyprus and the Massachusetts Institute of Technology in the United States are currently using blockchain systems for credentialing and issuance of digital certificates (Levitskaya et al., 2022). In order to make issued digital certificates tamper-proof and globally verifiable by students, employers, universities, and other stakeholders, it is recommended that their credential systems should be powered by a blockchain architecture (Asharaf & Adarsh, 2017; Karamitsos et al., 2022).




      This book chapter will strive to explore blockchain technology and digital certificates in the education sector due to the relatively high potential of the technology and, on the other hand, the relatively scanty research on blockchain and digital certifications, specifically in the sector (Dangi et al., 2022; Kuleto et al., 2022). The chapter will seek to discuss the concept of blockchain in the global educational context. Blockchain use cases, particularly concerning digital certifications will also be covered in this chapter. Finally, with recommendations required to ease blockchain adaption, the implementation difficulties of blockchain in the education sector will be addressed.


    




    

      LITERATURE




      

        Blockchain Technology




        According to a basic definition of the term “blockchain,” we are speaking about a chain of blocks. Blockchain is still widely misunderstood despite quickly entering the lexicon of technology. Blockchain simply refers to a chain of ‘blocks’ capable of storing information such as date, time, and actors in a transaction (Zheng et al., 2017; Thakre et al., 2022). Below is an explanation of blockchain, specifically in relation to the educational sector.




        Blockchain refers to a distributed record-keeping system that provides a structure for institutions, college students, and firms the capacity to engage by sharing information of choice across the global educational space. Here, each participant in the system owns their respective data, and validations are collectively done upon any modifications of data. The system also provides all participants with the privilege to digitally store academic records, assets, agreements, and personal identities as information. Information on the platform is tamper-proof and parties can have access to transaction histories since information is open, indelible, and searchable (Badidi, 2022; Chen et al., 2022). The creation of a new ‘block’ is affected whenever an agreed modification is made to existing information.




        According to Grech and Camilleri (2017) and Nawari and Ravindran (2019), carefully selected protocols on the system intentionally regulate, monitor, record, confirm, and share all additions and changes made. Trust is found in the principles of cryptography that secures the platform from external attacks (Costa et al., 2022).


      




      

        Types of Blockchain




        According to Zheng et al. (2017), blockchains can be categorized as public, private, or permission type. Anyone can sign up for and participate in a public blockchain. This category of blockchain offers decentralization, democratization, and authority-free operations. In contrast to public blockchains, permissioned blockchains only permit verified and invited members who have been thoroughly checked out before entering the network. In contrast to permissioned blockchains, which are the second kind of blockchains, private blockchains are owned and managed by a single entity (Zeng et al. 2017; Huo et al., 2022). Table 1 summarises the characteristics of public and private blockchains in terms of access, security, consensus mechanism, and energy consumption among others.




        

          Table 1 Classification and main characteristics of Blockchain.


          


        




        

          



          

            

              

                	Characteristic



                	Public Blockchain



                	Private Blockchain

              




              

                	Access



                	Anyone



                	Single organization

              




              

                	Participants



                	Anonymous



                	Known

              




              

                	Read/Write permission



                	Unpermissioned



                	Permissioned

              




              

                	Security



                	Could be malicious



                	Trusted

              




              

                	Consensus mechanism



                	Consensus mechanism, PoW, PoS



                	Pre-approved participants

              




              

                	Network type



                	Decentralized



                	Partially decentralized

              




              

                	Transaction approval speed



                	Slow



                	Fast

              




              

                	Data in Blockchain



                	No finality



                	Enabled finality

              




              

                	Energy consumption



                	High



                	Low

              




              

                	Scalability



                	High



                	High

              




              

                	Protocol efficiency



                	Low



                	High

              




              

                	Transparency



                	Low



                	High

              




              

                	Immutability



                	Infeasible to tamper



                	Controlled and could be tampered

              




              

                	Observation



                	Disruptive in terms of disintermediation



                	Cost-effective due to low latency

              




              

                	Examples



                	Bitcoin, Ethereum, Algorand, EOS, Litecoin, Factom, Blockstream



                	Multichain, Blockstack, Bankchain

              


            

          




        
Source: Gad et al. (2022)

      




      

        



        Brief History of Blockchain Experiments




        Blockchain technology has been tested since the early 1990s, but it wasn't until 2008 that it was widely adopted when a white paper was published by an anonymous individual named Satoshi Nakamoto (Nakamoto, 2008). The decentralisation of cryptocurrencies was made possible due to the inception of the bitcoin blockchain (NaiFovino et al., 2015). The network technology that powers the cryptocurrency is sometimes referred to as “Bitcoin.” Although other blockchains are quite important, such as the Ethereum blockchain, the term “the Blockchain” is typically used to refer to the Bitcoin blockchain.




        Blockchain drew much attention due to its feature of anonymity, especially in the case of cryptocurrency exchanges. However, the real attractiveness of blockchain may be due to the complete transparency or openness it brought to business exchanges. In reality, a growing number of people have discovered that the underlying blockchain technology has uses in governance, voting, manufacturing, supply chain and logistics, healthcare, education crowdfunding, insurance, agriculture, climate, and energy, among other things. Entrepreneurs, governments, state institutions, and humanitarians all across the world are intrigued by the potential of a future infused with blockchain technology. Countries such as the UK, Singapore, and the United Arab Emirates see it as a method to cut costs, establish new financial instruments, and retain clean records (Laurence, 2019).


      




      

        The Four Generations of Blockchain Technology




        The development of blockchain can be categorized into four generations viz generation 1.0, generation 2.0, generation 3.0, and generation 4.0. The first cryptocurrency that was largely used as a peer-to-peer payment conduit for the settlement of transactions is blockchain 1.0. Blockchain 2.0 manifested in the era where business logic and agreement were programmed on the blockchain platform for the execution of transactions such as properties, securities, banking instruments and other financial facets of finance.




        Blockchain 3.0 was fundamentally concerned with the regulation, standardization, and governance of blockchain solutions in the area of healthcare, manufacturing, insurance, supply chain, logistics, and governance (Swan, 2015). Finally, Blockchain 4.0 focused on the integration or interoperability of all blockchain solutions across global sectors to ensure streamlined supply chain management, management of assets, and the flow of work. According to Srivastava et al. (2018) and Alladi (2019), blockchain 4.0 is poised to ensure the integration of blockchain and legacy systems in the conduction of global business.


      




      

        Blockchain Technology Across Industries




        Although blockchain is seen as a fairly new technological innovation, the use cases and the inception of new blockchain digital products abound. According to the World Economic Forum (2015), 10% of the global GDP will be on blockchain platforms by 2027. In Table 2, the authors provide an overview of blockchain use cases across cryptocurrency, blockchain smart contracts, blockchain for crowdfunding, energy markets, credentialing and document management sectors.




        

          Table 2 Overview of blockchain use cases across sectors Source: The Authors.




          

            

              

                	Sector (s)



                	Use Cases



                	Description/Function

              


            



            

              

                	Cryptocurrency



                	• Bitcoin, Solana, Cardano, Polygon



                	• Digital currencies are utilised in the settlement of business transactions.

              




              

                	Blockchain smart contracts



                	• The utility settlement coin


                • Hyperledger Fabric



                	• Digital currency underpinned by bank cash assets utilised in increasing the settlement time.


                • A use case in ensuring permissioned or private smart contracts projects.

              




              

                	Blockchain for crowdfunding



                	Swarmcoin



                	Ensuring the transparent and peer-to-peer transference of equity to capital ventures.

              




              

                	Energy markets powered by blockchain



                	• Smart Grids: The case of LO3 Energy


                • Innogy



                	• Intratrading of solar energy


                • An automatic billing system for electric vehicle charging stations.

              




              

                	Blockchain Credentialing & Document Management



                	• Block.co


                • DocSafe



                	• Secured credentialing platform


                • Secured document management platform.

              


            

          




        




        

          Cryptocurrency




          Litecoin, Solana, Cardano, Polygon, and Dogecoin are a few other new digital currencies that have emerged over time in addition to the aforementioned Bitcoin, the original application of blockchain, although they have not been able to displace Bitcoin as the most significant cryptocurrency.


        




        

          Smart Contracts




          The number of use cases has significantly risen with the introduction of smart contracts. Smart contracts are “bundles of programmed logic or procedures that sit beside the entries in the ledger,” (Novakova et al., 2018). Agreed business operations will automatically start execution if the contract's prerequisites are met as further human engagement is not necessary. Using smart contracts ensures disintermediation. Thus, cutting away the middleman results in enhanced digital efficiency, which in turn reduces transaction costs and increases transparency. Utility Settlement Coins are seen as a currency backed by the bank's cash reserves, making them unique from other cryptocurrencies. UBS Group AGpiloted an intra-bank settlement platform using these coins (Gibson & Kirk, 2016).




          Blockchain is changing the way global businesses and individuals exchange information or transact. In order to allow actors to trade unlisted securities using blockchain technology, Nasdaq introduced its Linq initiative in 2015 (Kramer, 2019). An open source project around smart contracts with the assistance of the Another instance of the use of smart contracts is the Hyper Ledger architecture was piloted, especially with the support of the IBM team. The program also included the participation of VMware, Inc., Intel Corporation, and JP Morgan.


        




        

          Energy Market




          The energy market recently came under the limelight regarding the changing needs and preferences. Energy microgrids based on blockchain are used to address this issue. LO3 Energy has developed a peer-to-peer blockchain technology to facilitate local solar energy commerce. The first real application was tested with 50 actual devices in Brooklyn in cooperation with Siemens. Smart contracts and smart meters are both used in the “Brooklyn Micro Grids” concept to promote energy swaps between grid participants. Smart meters track energy production and consumption ( Basden & Cottrell, 2017; Shah, 2022). The scalability of the project has become a significant area of concern. The need for more computing power to authenticate microgrid transactions as the grid size increases are one of the major obstacles to the project's scalability.




          Research is carried out by Innogy to explore the possibility of streamlining the somewhat cumbersome billing process encountered in the charging stations for electric vehicles. Wien Energy, which focuses on energy trading between utilities, are two other players testing related concepts. The work of the Electron, which is creating technologies that make it simpler for customers to switch electricity suppliers, has advanced the energy industry.


        


      




      

        Document Management & Blockchain Credentialing




        It is more important than ever to develop an open standard for a blockchain-based system of document management and record keeping. As a result, reliability, data security and protection, secure sharing, and immutability are all ensured. Block.co, a University of Nicosia spinoff company, has been working in the Blockchain credentialing space for the preceding three years and has secured millions of documents on the Blockchain (Block.co, 2022). A secure file-sharing and electronic signing platform powered by blockchain technology have also been made available by DocSafe for the document management sector (DocSafe, 2022).


      




      

        Blockchain and Education




        There are relevant blockchain use cases in educational contexts. These blockchain solutions are used for credential issuance, validation, and distribution (Gräther et al., 2018). Parties on such platforms now have the opportunity of being stewards of personal academic records. Thus, allowing the ease of communication or exchange of academic records to interested parties such as employers. According to Wang et al. (2018), these records an encrypted, digitised, democratised and open for verification. However, it is noticeable that relatively little progress is ma-




        de in the adaptation of blockchain by HEIs in the issuance of digital academic transcripts, and degree certificates among others across the globe.




        Should blockchain be usedin the education space or among HEIs? This will be addressed before moving on to discuss blockchain and digital certification in the educational space. According to Tapscott and Kaplan (2019), blockchain technology can significantly enhance important aspects of teaching and learning processes.




        

          Empowerment for Students (self-sovereignty)




          Blockchain enables students to own the data (such as credentials, acquired skills, etc.) related to their identity instead of a central administrator like a university. Students have the chance to retain their lifetime learning data, fully own it, and decide who has access to it (both inside and outside the classroom). This allows students to demonstrate ownership in light of resume information. Students are also able to choose how much information should be readily available to recruiters or employers.


        




        

          Secured and Efficient Heis, Businesses, and Students' Relationship




          Blockchain cryptographic enabled features such as security, immutability, province, and transparency instill confidence in HEIs, businesses and students' continual relationships. For example, while it is simple to change paper records, students cannot change past educational qualification that is kept on the blockchain. The fact that blockchain only stores hashes of the data rather than the actual data itself further ensures anonymity. According to Thayer (2018), digital solutions or products build on blockchain enable the efficient record of information such as digital certificates, deeds, intellectual properties, and transaction settlements among others (Bamakan et al., 2022). These solutions save time for students, employers and universities due to their programmable nature, especially when these systems are designed by smart contracts.


        




        

          Integration of Integrity, Openness and Accountability




          From the aforementioned discussions, it is apparent that one of the key features of blockchain is the immutability of records. This prevents students or any other party from falsifying academic grades, transcripts, certificates and other accounts of history. Recruiters or employers are also limited to the amount of data they can collect or view during recruitment processes. According to Tapscott and Kaplan (2019), blockchain offers parties a trust anchor of single truth for all information stored on the platform.




          In addition, data that sits on the blockchain platform improves the relationship that exists between students and talent recruiters. Generally, universities, companies, students, and government accreditation institutions will now possess a common truth of data that is immutable and subject to a common consensus.


        


      




      

        Certifications and the Global Education Industry




        Certification is the process that elicits the proper issuance of a certificate that serves as evidence of a claim or completion of training.




        In the realm of global education, certifications confirm the following;





        

          	Completion of required learning outcomes, regardless of the form of learning;




          	Proficiency of a tutor, facilitator or lecturer;




          	Compliance with certain quality standards by an educational organization or course;




          	and authorization to issue certifications by an accreditation body.


        




        The crucial goal of a standard certification system is to ensure the wide acceptance of issued certificates by interest and third parties. For this to come to fruition, the system must ooze security, privacy, immutability and transparency. The components of a reliable certification system are listed below:




        

          Procedure for the Verification of Identity




          This method of verification seeks to confirm who is involved in the transaction. Participating parties include recruiters, universities, and government accreditation commissions. Since certification insinuates transactions between two or more parties, the confirmation of the parties involved is necessary to protect the integrity of the certification platform.


        




        

          Standardised Processes for Issue & Certification




          Once persons in an educational transaction meet or fulfil the requirement of verification, then certificates can be prepared for issuance. The system should then be designed to offer the value of predictability and fairness among concerned parties. It is also important to clearly outline procedures for the issuance of the certificate.


        




        

          Mechanisms for Regulation and Assurance




          One must continue to trust that all parties to the system operate openly and adhere to the norms once a standardised system of certificates has been established. Thus, built certification systems underpinned by blockchain should include a method needed to verify that committed parties are all engaging with one another in good faith. This line of engagement will gradually revoke the rights of parties who are seeking to reduce the trust on such a platform of certificate issuance.


        




        

          Security Features




          Universities that are engaged in recruiting new students should be offered the functionality of easily verifying the authenticity of certificates sent by prospective students. One method of preventing such forgeries is the incorporation of physical anti-forgery measures inside the certificate itself, such as signatures, watermarks, and distinctive designs that will assure that only the issuer could have created that particular certificate.


        




        

          Accessibility




          Parties involved in the issuance and verification of digital certificates should easily have access to verified certificates.




          This implies that:





          

            	The certificate's recipient is empowered to possess a verified digital copy.




            	Interested parties such as the university and talent recruiters can easily request and attain the verified certificate from the holder, the issuer, or a registry.




            	The certificate possesses crucial information, and instructions needed to verify the issued certificate.




            	The specific standards, and procedures adhered to in the issuance of the certificate.




            	The information on the certificate is easy to use.


          


        


      




      

        Benefits of Blockchain Technology in Digital Certifications




        According to Smolenski (2021), blockchain is an ideal technology infrastructure that offers the security, distribution and verification of learning achievement in the global education industry. This infrastructure can be used to securely store the consensual list of all certification issuers, recipients, and an encrypted document (i.e., certificate). Certificates that are issued on a blockchain infrastructure possess the following merits:





        

          	Forgery of a certificate is impossible since it is possible to confirm the authenticity of all parties involved in its issuance.




          	Intermediaries are not needed for certificate verification since the blockchain infrastructure is open source and freely available to any individual who can access the platform.




          	Document privacy is maintained as digital signatures are used as identifiers for the certificate. These document signatures can be published other than the document.




          	Copies of the certificate can only be destroyed when all computers that acted as a node repository of data are destroyed.




          	The proper preservation of the certificate or document is hash functions serving as locks beyond immutability.


        


      




      

        Application of Blockchain Technology and Digital Certifications in HEIs




        According to Devine (2015), a blockchain-enabled platform serves as a dashboard for universities, students and recruiters to securely exchange information for mutual benefits. This offers universities and recruiters to predict the subsequent potential of students. This provides more insight into building and revising curriculums for student progress.




        

          Digital Credentials Consortium




          The Digital Credentials Consortium, established in 2018 and run through cooperation among prominent worldwide universities, is a significant academic endeavour that seeks to create to create a robust and reliable platform for the issuance of digital academic certificates. This platform offers students the privilege of possessing their tamper-proof academic records which can be verified and shared with recruiters and universities. Students who patronised this credentialing consortium will save monies that are usually used in paying universities for the issuance of transcript copies and certificates (Digital Credentials Consortium, 2021).




          On the other hand, HEIs will have the privilege of cutting the cost of printing out certificates and transcripts. Thus, ensuring the safe management and issuance of digital certificates to students. In addition, universities can remove identity fraud threats and forge a path capable of issuing multi-credentialing documents to a single student. Finally, businesses would gain from having simple access to prospective employees' validated academic qualifications.


        




        

          Massachusetts Institute of Technology (MIT): The Case of Blockcerts




          Blockcerts built by MIT Media Lab and Machine Learning add speed to the issuance of secured certificates by educational institutions. This platform further enables educational institutions to integrate blockchain accreditations into their curricula (Blockcerts, 2021). Blockcerts offers a platform that enables a seamless learning journey for users. Users who download this application or software receive a private passphrase needed to confirm their ownership. Subsequently, credential issuers are added to the platform for greater collaboration and consensus.


        




        

          IBM and Northeastern University




          It is important to note that collaborations between businesses and institutions have also been established. For instance, as a result of their collaboration, IBM and North eastern University now permit their staff, clients, and the general public to complete their professional Master's degrees at North eastern by using credentials from their badges that were provided by IBM.




          This agreement attests to the fact that learning and skill mastery should be transferable from industry to academia. According to Tapscott and Kaplan (2019), new skills learned on projects in the corporate world should be recorded on learning transcripts.




          Universities such as Nicosia issue certifications on their blockchain platform. In addition, Southern New Hampshire, an American college engages in the issuance of digital and paper certificates to their students. This reveals how specific universities use a mixed approach in certification and identity management. Overall, there are a lot of academic institutions, established businesses, and start-ups that want to use blockchain technologies to improve and simplify the process of giving students lifetime digital credentials so they can be acknowledged and the authenticity of their accomplishments in and out of the classroom (like academic degrees) and other online courses like the massive open online course (MOOCs).


        




        

          Implementation Challenges of Blockchain Technology




          This section will look at some of the major challenges organisations and national accreditation institutions that want to incorporate blockchain technology into the educational process must overcome.


        




        

          The Legal Regulations




          According to the GDPR's underlying premise, “data can be modified or wiped if necessary to meet with legal requirements such as Articles 16 GDPR (personal data must be amended in specific circumstances) and 17 GDPR (personal data must be erased in specific circumstances).” (Finck & Moscon, 2019). In this instance, the tension results from the fact that to maintain data integrity and trust, blockchain virtually never permits any data alterations.




          Discussions over whether or not the data on a distributed ledger (such as encrypted, hashed data) qualifies as personal data are prompted by these fundamental concerns that come up while evaluating blockchain's GDPR compliance. If the data meets the criteria for personal data, then European data protection laws must be followed (Finck & Moscon, 2019).


        




        

          Scalability




          The “slow-speed blockchain transactions” difficulty is how Alammary et al. (2019) characterise the expansion challenges of blockchain. The uptake and storage of a huge volume of student data insinuate the expansion of block sizes. These multiple additions of data necessitate the validation and confirmation of each entry, thus peer-to-peer verification. Consequently, the increment of databases and transactions may curtail the expansion of blockchain technology to meet the test of time in the global educational space.


        




        

          Data Privacy and Security




          In their insightful comparison of blockchains and databases, Chowdhury et al. (2022) draw attention to the widespread misconception that the data on the blockchain is encrypted. Although the data has been digitally signed by the parties to the transaction, it is not by default encrypted. Public key cryptography safeguards the secrecy of the participants, and according to Chowdhury et al. (2022), “it is an open ledger system, where everyone may join and validate any transaction in the network.” HEIs could need more stringent privacy constraints, such as the usage of private or permissioned blockchains or protocols like the Zero Knowledge proof.


        




        

          The Market Adoption Challenge




          The adoption of blockchain technology is still slow at many academic institutions. One of the potential reasons for this lack of confidence is the difficulty to handle students' data on a blockchain platform owing to a lack of necessary knowledge and skills. As an example, HEIs take part in blockchain summits and conferences to broaden the governance's and staff's current awareness of how to properly use and oversee such cutting-edge technology over the long run. This shows that the first step in effectively integrating blockchain technology into educational institutions may be to teach school administrators how to deploy and administer such applications internally. To ensure that blockchain-based educational solutions spread internationally and sustainably, the market acceptance problem must, in general, be overcome. To progress blockchain-based educational solutions, governments, academic institutions, and business people must work




          together to support the building of blockchain solutions and the deepening of its education.


        


      


    




    

      DISCUSSION




      In commonplace, people without formal education struggle to transfer their learnings into corporate jobs due to inadequate credentials confirming their acquired skills and competencies. Additionally, despite the obvious benefits of lifelong learning current credential systems strongly favour academic training over nontraditional learning experiences, making it difficult to build viable after-school and after-work education programs (Smolenski, 2017). According to Schmidt (2017) and Sunny et al. (2022), outdated certification systems make it difficult to create new educational paths, especially for those who lack access and need them the most. Smolenski (2017)adds, “The certificate has emerged as a worldwide, multidisciplinary signal of aptitude and talent in a situation where other traits, such as language, country, or religious affiliation, cannot be presumed.” Credentials enable us to identify community members who have certain talents and those who may share information (Schmidt, 2017).




      Blockcertsare a noteworthy example of a blockchain-based certification endeavour since it offers answers to the problem of formal academic certificates failing to guarantee abilities within a topic (depth) or to identify an individual's knowledge received from non-formal/informal sources. However, the bulk of papers is still published on paper or in other physical forms, despite worldwide efforts by governments and enterprises to digitize records (He et al., 2021). There is no “optimal format” for certificates since many states employ hybrid certificates, which support paper certificates with digital databases. However, given the significant faults in each system, a better, more trustworthy certification technology is required.


    




    

      CONCLUSION




      Blockchain architects need to be aware of the many difficulties and complexities associated with GDPR compliance from the beginning and make sure that they build their respective use cases in a way that allows compliance with existing and specific data protection laws. Suppliers of blockchain technology for use in education (such as startups and organizations) can use permissioned blockchains with stricter usage guidelines, limit or even avoid storing personal data on the blockchain, and carefully consider whether the blockchain is required to address a given business or social need.




      It is important to highlight that understanding the features of any blockchain-in- education solution is a critical first step in studying the issue of blockchain scalability in education. Once this is complete, the companies offering these solutions may choose the kind of educational application they develop and decide whether or not scalability is an issue. Because, for example, the number of transactions for credentialing on the blockchain may be low, scalability may not be a major issue in this case. Scalability, however, could be more of an issue when using educational tokens to promote lifelong learning or when using the blockchain to pay for tuition given the presently available low number of transactions per second.




      Key players (i.e., vice-chancellors, school administration or registry) at HEIs should be identified and engaged to drive the use of blockchain technology in digital certifications. The involvement should include educating academic governing groups on the benefits, use, and maintenance of blockchain-based educational solutions. Traditional degrees are valued more highly by employers in emerging nations than on-the-job training and less formal education. Blockchain credentialing may be able to improve confidence for all parties involved in this circumstance by ensuring the legality (issuance, presence) of credentials gained via non-traditional educational means.




      Overall, the discussions above show that many parties (governments, academia, businesses) must cooperate and get past many challenges (lack of funding, expertise, human resources, legal framework), to ensure the successful and long-lasting integration of blockchain-based educational solutions (digital certifications) and also digital pedagogy (Babbar& Gupta, 2021) around the world.


    




    

      PRACTICAL IMPLICATIONS




      The possibility of the use cases of blockchain in the issuance of certifications is now evident. Stakeholders in the education sector such as government, universities, and recruiting firms among others should bridge their knowledge gap on blockchain technology. This exercise will broaden the knowledge horizon regarding the use cases of blockchain in awarding college qualifications and employee credential verification. In addition, the awareness of blockchain technology will assist the aforementioned stakeholders in doing a robust need assessment hugely informed by the existing trust challenges in the issuance of certifications in the education sector across the globe.


    




    

      FUTURE SCOPE OF WORK




      Future studies should not only consider the use cases of blockchain in the area of certification issuance but areas such as tuition settlement and the management of intellectual properties. Studies that seek to ascertain the use case of blockchain in the delivery of excellent student experience should also be considered amid the demands of excellent university service quality in the global education space.


    




    

      RECOMMENDATIONS




      Government institutions responsible for the regulation of technology should create a favourable environment that will spur the building of blockchain digital solutions with the propensity of providing a single protocol of trust among parties. This will create an academic passport needed to ensure the verification of licensing, certificates, and other legal documents in the global educational space. Green-oriented organisations should also join the conversation on how blockchains are designed, especially ensuring that blockchain is built with sustainability principles.
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