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Introduction

 Need for International Criminal Law



 International Criminal Law is for many a new discipline, which only had its first steps thanks to the Nuremberg Trials at the end of the Second World War or at the end of the 20th century with the creation of the International Criminal Court. However, this discipline already has a long history, as it is the legal science that is responsible for the study of the most serious crimes. For example, maritime piracy and human trafficking were and continue to be significant crimes not only locally, but also globally.

In a world hyperconnected by advances in technology and science, the Law cannot remain oblivious to this. Globalization is an irreversible phenomenon that has reduced the distances between different parts of the planet. Human action is no longer local, it is global.

Criminal action evolved and has escalated to world levels because every day there are more crimes that have a consequence not only in the local sphere, but an example is also organized crime. Criminal groups have crossed borders, reaching an unprecedented growth, acquiring the "transnational" dimension, since their activities are carried out in multiple jurisdictions and involve a great diversity of nationalities. Organized crime activities translate into a global threat and are therefore a subject of study for International Criminal Law.

Technological dependence is another phenomenon that cannot be denied. Technology has simplified different aspects of everyday life, but it has also become a prolific tool for carrying out criminal acts. The role of technology is so fundamental that cyberspace is now seen as a new space, a reality that to a certain extent alternates to the physical world where criminal acts have also acquired a particular relevance, and which also fall within the competence of International Criminal Law due to their severity and for the simple fact that they do not know borders or nationalities and can also generate consequences in both the digital and real worlds.

The presence of the International Criminal Court, the only court at the world level competent to try crimes as serious as crimes against humanity, war crimes, genocide and aggression should not be excluded. Crimes that unfortunately continue to occur on this planet and that are obviously the worst acts that human beings can commit.

With such background, this book is an obligatory reference for all those who wish to know the different aspects that International Criminal Law contains. There are 12 chapters in this book in which 13 experts illustrate part of the edges of this matter.

Through a theoretical and practical approach, concepts such as organized crime, crimes against humanity, interests of justice, child soldiers, essential at present to understand their implications, are analyzed. The criteria of international tribunals are studied, which are not without controversy, and which are a parameter for future determinations, as well as the penalties they have adopted, in particularly the International Criminal Court.

New problems are also described, but they have been permeating and affecting today's society for a long time, such as crimes related to hydrocarbons, as well as attacks carried out on vulnerable groups such as indigenous peoples.

It also describes the models that organized crime has adopted and the main instruments against corruption, situations that have triggered severe social decomposition and affected the lives of millions of people in the world.

It also reflects on the incidence of technology in this matter, especially the evolution of cybercrime and the role that artificial intelligence currently has; topics that are essential to all.

Undoubtedly, this work also marks an important precedent because it is available in two languages (Spanish and English), it is not a translation because the 13 experts took on the task of transmitting their different reflections in both languages, showing that training in this area is indeed comprehensive and demonstrates its intention that the book be accessible to as many readers as possible.

In 2018, it was created in the Ilustre y Nacional Colegio de Abogados de México A.C. the first International Criminal Law Commission, an example of the intention of the Mexican union to expand and deepen the study of these issues and part of its objectives has been to generate works that contribute to the construction of knowledge. The present is part of those efforts and that thanks to the publishing house Wolters Kluwer it can be carried out with that international aspect.

As this book is part of the collection of the publishing house "All", it enters that select group of legal matters, due to their importance, they are analyzed by different experts and will also allow a new, renewed version to be delivered every two years and that simply can be done by being International Criminal Law a discipline in continuous renewal and that in the present and future will continue to be a matter of analysis.

Special thanks are due to the authors (Ricardo, Laura, Adrián, Ana Laura, Thogori, Miguel, Víctor, Mariagrazia, Rodrigo, Mónica, Keyla and Jimena) who generously share their concerns, reflections, and knowledge on these issues so delicate and necessary today.

Jesus Edmundo Coronado Contreras

Coordinator








Chapter 1 The Concept of Organization in Organized Crime and Crimes against Humanity

Ricardo Cacho García



 Without organization, ideas —after the first moment of impulse— lose effectiveness. (1) 

Ernesto "Che" Guevara

1.  Introduction

Organization is one of the most basic characteristics for the development of humanity’s social phenomena. From a revolutionary movement to a commercial enterprise, they are conditioned by the degree of organization they possess. Neil Armstrong felt guilty for having taken credit for the first human landing on the moon, because he knew that it was the organization of more than 200 thousand people working with and for NASA, coordinated with the same purpose, which allowed the first physical contact with a celestial body other than planet Earth on July 21, 1969. (2) 

Unfortunately, not only the great historical feats have been the product of an organization, but also terrible tragedies and injustices. The systematic torture of the Holy Inquisition, the ashes of the Holocaust or the tons of narcotics provided by drug cartels to children and young people of the modern world, are illustrative examples.

That is why the concept of organization becomes relevant in the Law; above all, in Criminal Law. The objective of Criminal Law, effectively, is to discourage the most serious behaviors with proportional punishments, including prison sentences and the duty to repair the damage caused. Consequently, Criminal Law has incorporated the figures of organized crime and crimes against humanity, considering the concept of organization.

An organization is a group of people and means organized for a specific purpose. Organizing is arranging a group of people and means for such purpose; it involves preparing something, thinking carefully about all the details necessary for its proper development. It is a simple and broad concept at the same time. An extensiveness that we must bear in mind when interpreting the laws that include this idea, both for the notion of organized crime and for crimes against humanity.

In particular, in the field of International Law, the evolution of these criminal norms has been relevant. In the case of organized crime, the United Nations Convention against Transnational Organized Crime, known as the Palermo Convention, stands out. In the case of crimes against humanity, the Rome Statute of the International Criminal Court comes to bear. These are international treaties that represent the will of the vast majority of the countries of the world to combat crimes of an organized nature. For this reason, an analysis will be brought forth on the definitions of both crimes, the organizational characteristics that each one entails, and the similarities that exist between them regarding the concept "organization".

2.  Organized Crime

The Palermo Convention was signed in 2000 in Sicily; to date it is supported by 190 States Parties. It was created in order to carry out a global, coordinated and effective fight against organized crime. The preamble to the treaty states, among other things, the following:

Deeply concerned by the negative economic and social implications related to organized criminal activities and convinced of the urgent need to strengthen cooperation to prevent and combat such activities more effectively at the national, regional and international levels.


Indeed, the fight against organized crime is a necessary and urgent matter, and it is up to all members of the international community to participate in it. Under the auspices of the United Nations General Assembly, the "Naples Political Declaration and World Plan of Action against Transnational Organized Crime" was made, which gave rise to the conclusion of the aforementioned international treaty. Various statements are made in it, conclusive on the importance of fighting organized crime:


Alarmed by the rapid growth and geographical extension of organized crime in its various forms, both nationally and internationally, undermining the development process, impairing the quality of life and threatening human rights and fundamental freedoms,

Recognizing that the growing threat of organized crime, with its highly destabilizing and corrupting influence on fundamental social, economic and political institutions, represents a challenge demanding increased and more effective international cooperation.



The declaration highlights the link between organized crime and human rights, fundamental freedoms, development and the quality of life of people around the world. It emphasizes that this crime corrodes the democratic institutions of each country.

It is in this context that the most important international instrument to face this serious social dilemma was created. Article 2 of the convention defines the most important concepts. First, the definition of an organized criminal group is addressed:


Article 2. Use of terms

For the purposes of this Convention:

(a) "Organized criminal group" shall mean a structured group of three or more persons, existing for a period of time and acting in concert with the aim of committing one or more serious crimes or offences established in accordance with this Convention, in order to obtain, directly or indirectly, a financial or other material benefit;



As one can see, the concept has the following elements:


	
—  It is made up of at least 3 people,

	
—  consists in a structured group,

	
—  has a certain minimum duration,

	
—  acts in concert,

	
—  is intended to commit one or more serious crimes and

	
—  intends to obtain an economic or material benefit, direct or indirect.



Of course, the definition indicates that the group performs a concerted action; that is, to compose, arrange (something) by mutual agreement or coordination. In other words, to organize. In this logic, it includes the fundamental idea that we have been analyzing, in its most basic sense. It consists of arranging a set of people and means for a specific purpose and involves preparing the necessary details for its proper development. In the Legislative Guide for the Application of the United Nations Convention against Transnational Organized Crime, issued by the United Nations Office on Drugs and Crime, a simple standard is mentioned in this regard: "The phrase "act in concert" means that the members of the organized criminal group act together". (3) 

Continuing with the rest of the elements, the definition requires a group of at least three people; that is, there could be hundreds, or thousands of people involved, but the minimum is three. It does not establish a fixed time, but its allusion to "existing for a period of time" reflects a continuity or reiteration in the performance or activities of the group, but not in the permanence of each of its members; these could change over time, but the group would have to continue operating. In negotiating the treaty, some delegations proposed that the minimum number of people in the group should be two instead of three, and others simply pointed out that there should not be a minimum number, since it was enough to indicate that it referred to a group. (4)  However, the proposal that reached the greatest consensus was to require at least three people. (5) 

When analyzing the travaux preparatoire for the convention, we can see that there was an initial proposal from France, in which a criminal organization required "hierarchical links" or "personal relationships durably established". (6)  It even suggested that the organization have the purpose of "controlling territories or markets", both internal and international, through illegal means such as "violence, intimidation or corruption".  (7)  However, this proposal was not taken up in subsequent versions of the draft treaty. (8)  Therefore, it must be concluded that the final definition —intentionally accepted by the States— dispenses with the need to accredit hierarchies in the group or permanence on the part of its members. Likewise, it is unnecessary to prove that the group controls a certain territory; it could be a clandestine, covert or concealed group. Finally, the rejection of the French proposal confirms that the group should not necessarily be violent; the crimes that correspond to criminal organizations, therefore, may be purely financial in nature, such as money laundering and tax evasion; they can be virtual, such as cybercrime; or they can be commercial in nature (illegal trade, obviously), such as drug trafficking or the sale of animals in danger of extinction, among others. Undoubtedly, there would be crimes committed by organized groups that would be violent —by their very nature—, such as homicide, kidnapping and sexual exploitation; however, it is not a requirement for the conception of organized crime per se.

On the other hand, in the negotiations it was proposed to specify what the phrase "existing for a period of time" consisted of; it was suggested that this meant being of sufficient duration for the formation of an agreement or plan to commit a criminal act. (9)  However, the proposal did not obtain consensus. A certain continuity is enough.

For its part, according to the treaty, the purpose of an organized criminal group must be to commit serious crimes; In this regard, subsection b) of the same article defines what is considered a serious crime:

(b) "Serious crime" shall mean conduct constituting an offence punishable by a maximum deprivation of liberty of at least four years or a more serious penalty.


The notion of serious crime —which the group intends to commit— is based on the prison ranges established by each State. If the maximum penalty for a crime exceeds four years in prison, it qualifies as an underlying crime of a criminal organization. At some point in the negotiation of the treaty, it was discussed whether a specific catalogue of crimes should be drawn up; (10)  however, this proposal was unsuccessful. Rather, it was agreed to leave the definition open and, carrying out a study and compilation of the laws of multiple States, it was concluded that the range of 4 years, as the maximum penalty, is an adequate mean to understand the connotation of a serious crime. (11) 

For the United Nations Office on Drugs and Crime, the most common serious crimes of organized crime and of great concern to the international community are drug trafficking, human trafficking, migrant smuggling, arms trafficking, and money laundering, among others. (12)  Recently, environmental crimes, cybercrimes and tax evasion have been identified as behaviors adopted by organized criminal groups. (13)  In this sense, it is important to consider that criminal organizations are dynamic, they adapt to the times and the social context, in order to achieve its ultimate goal: to obtain wealth. "Criminal groups are opportunistic: criminal groups easily move from one crime to another to gain operational convenience or greater benefit", (14)  says the aforementioned UN office.

In addition to the above, the definition established in the treaty refers to a certain structure. Section c) of the same article clarifies what is meant by structured group:

(c) "Structured group" shall mean a group that is not randomly formed for the immediate commission of an offence and that does not need to have formally defined roles for its members, continuity of its membership or a developed structure;


This clarification is important, because it excludes random or improvised groups, which have as a consequence the commission of a particular crime. But it also states that no formal assignment of duties, continuity in group membership, or a developed structure is required. By excluding a "developed" structure, we can interpret that the organization does not require a formalized or rigid composition, nor certain hierarchical ranks, as previously mentioned, in light of the rejection of the French proposal.

When the States’ delegates discussed what was understood by "structured group", they came to the conclusion that a broad term should be applied and, therefore, should include both elaborate groups, with hierarchical compositions, and non-hierarchical groups in which the roles of its members are not formally defined. (15)  Two States proposed to remove the specification that a developed structure is not required, but this proposal did not obtain consensus; the text remained, intentionally pointing out that a developed structure is not necessary.

The Legislative Guide of the convention mentions the following in relation to the concept "structured group":


Thus, a "structured group" is not necessarily a formal type of organization with a structure, continuous membership and defined roles and functions for its members. However, it must be more than randomly formed for the immediate commission of an offence (article 2 (c)).18 Nevertheless, it includes all instances of crimes that involve any element of organized preparation.

The Model Legislative Provisions against Organized Crime suggest that it may be useful to delete the reference to "structured" and refer simply to "groups". These sorts of approaches are permitted, as article 34(3) provides that States parties may adopt measures that are more strict or severe than those provided for in the Convention for preventing and combating transnational organized crime. (16) 



In the academic papers of the United Nations Office on Drugs and Crime it is stated that the most obvious distinction between organized crime and other forms of criminal conduct is its organization. (17)  It does not include random criminal acts dispensing with plans; rather, it focuses exclusively on planned and rational acts that reflect the effort of groups of individuals. (18)  It points out that various efforts have been made to describe and define organized crime, and the unit of analysis in the vast majority of definitions lies not in the crime committed, but in the perpetrator: an organized criminal group. (19)  That is, it emphasizes the significance of the term organization.

3.  Crimes against Humanity

The Rome Statute of the International Criminal Court was signed in 1998, also —coincidentally— in Italy. Currently, 123 States have ratified the treaty. The purpose of the Court is to prosecute and judge those responsible for the most serious crimes in the world. The Preamble to the Statute states the following:


Mindful that during this century millions of children, women and men have been victims of unimaginable atrocities that deeply shock the conscience of humanity,

Recognizing that such grave crimes threaten the peace, security and well-being of the world,

Affirming that the most serious crimes of concern to the international community as a whole must not go unpunished and that their effective prosecution must be ensured by taking measures at the national level and by enhancing international cooperation,

Determined to put an end to impunity for the perpetrators of these crimes and thus to contribute to the prevention of such crimes,



The creators of this treaty established four international crimes: genocide, the crime of aggression, war crimes, and crimes against humanity. Crimes against humanity can be understood as a category of crimes, since they are made up of a contextual element and multiple material acts that —alternatively— produce the criminal offense.

The contextual element is as follows:

For the purpose of this Statute, "crime against humanity" means any of the following acts when committed as part of a widespread or systematic attack directed against any civilian population, with knowledge of the attack:


The words "systematic or widespread" stand out, as well as the fact that it is an "attack" against the "population". The material acts that can be considered as crimes against humanity are listed below:


	
(a)  Murder;


	
(b)  Extermination;


	
(c)  Enslavement;


	
(d)  Deportation or forcible transfer of population;


	
(e)  Imprisonment or other severe deprivation of physical liberty in violation of fundamental rules of international law;


	
(f)  Torture;


	
(g)  Rape, sexual slavery, enforced prostitution, forced pregnancy, enforced sterilization, or any other form of sexual violence of comparable gravity;


	
(h)  Persecution against any identifiable group or collectivity on political, racial, national, ethnic, cultural, religious, gender as defined in paragraph 3, or other grounds that are universally recognized as impermissible under international law, in connection with any act referred to in this paragraph or any crime within the jurisdiction of the Court;


	
(i)  Enforced disappearance of persons;


	
(j)  The crime of apartheid;


	
(k)  Other inhumane acts of a similar character intentionally causing great suffering, or serious injury to body or to mental or physical health.




However, after listing those acts, the same precept incorporates a series of definitions to clarify the concepts used. In particular, the phrase "attack against a civilian population", which conveys the concept "organization".


2. For the purpose of paragraph 1:

(a) "Attack directed against any civilian population" means a course of conduct involving the multiple commission of acts referred to in paragraph 1 against any civilian population, pursuant to or in furtherance of a State or organizational policy to commit such attack;



Indeed, crimes against humanity require a series of material acts committed pursuant to or in furtherance of a State or organizational policy. It is important to underline that a distinction is made between organization and State, with the disjunctive "or". Therefore, the definition admits the participation of any of the two entities of such diverse nature: a public one and a private one.

In the document entitled "Elements of Crimes", derived from the Rome Statute, the following clarifications are made about the aforementioned precept:

The acts need not constitute a military attack. It is understood that "policy to commit such attack" requires that the State or organization actively promote or encourage such an attack against a civilian population.


In addition, a footnote is included with the following ideas:

A policy which has a civilian population as the object of the attack would be implemented by State or organizational action. Such a policy may, in exceptional circumstances, be implemented by a deliberate failure to take action, which is consciously aimed at encouraging such attack. The existence of such a policy cannot be inferred solely from the absence of governmental or organizational action.


Again, the distinction between states and organizations is maintained. Yet, it opens up the possibility that the policy is executed by a deliberate failure to act, which indicates that in those cases an underlying legal duty is necessary; that is, the duty to protect the values implicit in the crime, as in the case of a State.

Due to the elements explained above, much has been discussed about the concept of organization included in the definition of crimes against humanity. Some argue that a restrictive interpretation of organization should be made, concluding that it is only applicable to organizations resembling a State (known as quasi-State organizations). (20) 

Renowned authors —such as William Schabas and Claus Kress— argue that quasi-State organizations are necessary in crimes against humanity, for various reasons: i) only the most serious conducts that affect international peace and security should be prosecuted for these offense, ii) crimes committed by less developed organizations can be prosecuted in the States where they occur, instead of saturating the International Criminal Court, iii) these organizations technically do not have a responsibility to protect the population. (21)  In addition to this, the Nuremberg Tribunal —as a historic predecessor to the Court— serves as an example to emphasize that the international criminal prosecution of this type of acts was born out of offenses committed by States.

However, the opposite opinion is more convincing, so much so that the International Criminal Court has ruled in that sense. In the Authorization of the Investigation into the Situation of the Republic of Kenya, the Pre-Trial Chamber concluded:


With regard to the term "organizational", the Chamber notes that the Statute is unclear as to the criteria pursuant to which a group may qualify as "organization" for the purposes of article 7(2) (a) of the Statute. Whereas some have argued that only State-like organizations may qualify, the Chamber opines that the formal nature of a group and the level of its organization should not be the defining criterion. Instead, as others have convincingly put forward, a distinction should be drawn on whether a group has the capability to perform acts which infringe on basic human values:

the associative element, and its inherently aggravating effect, could eventually be satisfied by ‘purely’ private criminal organizations, thus not finding sufficient reasons for distinguishing the gravity of patterns of conduct directed by "territorial" entities or by private groups, given the latter's acquired capacity to infringe basic human values. (22) 



Noticeably, the Court rejects the need for quasi-State organizations, since the level of structure or development of the organization is not decisive for it to be considered capable of promoting and executing criminal acts of a systematic or widespread nature. The determining element is that the human values protected by the criminal offense are effectively damaged on a large scale.

Furthermore, the Court makes a legal analysis of the drafting of the Statute: "The Chamber finds that had the drafters of the Statute intended to exclude non-State actors from the term "organization", they would not have included this term in article 7(2)(a) of the Statute". (23)  Consequently, this indicates that the interpretation must be done on a case-by-case basis, and sets out various criteria that can be used for its application:

In making this determination, the Chamber may take into account a number of considerations, inter alia: (i) whether the group is under a responsible command, or has an established hierarchy; (ii) whether the group possesses, in fact, the means to carry out a widespread or systematic attack against a civilian population; (iii) whether the group exercises control over part of the territory of a State; (iv) whether the group has criminal activities against the civilian population as a primary purpose; (v) whether the group articulates, explicitly or implicitly, an intention to attack a civilian population; (vi) whether the group is part of a larger group, which fulfils some or all of the abovementioned criteria. It is important to clarify that, while these considerations may assist the Chamber in its determination, they do not constitute a rigid legal definition, and do not need to be exhaustively fulfilled. (24) 


The "capacity" indicator deserves special mention; that is, the capacity itself to carry out a systematic or widespread attack against the civilian population is a fundamental element, which can be deduced from the factual result of the organization's policy. This permeates the analysis in question with objectivity: if systematic or widespread attacks were indeed carried out, then it is clear that the group had the resources, members, structure and ‘organization’ to be sanctioned as such.

Now, if the organization has control over a part of the territory it would resemble a quasi-State organization. In addition, the question of leadership or hierarchy within the organization is an intrinsic element that is useful to identify its structure. Also, weather criminal activity is the main object of the organization implies a subjective propositional element, also indicative of the type of organization that must be considered. However, the Court clarifies that it is not essential to meet these criteria, nor should they be applied rigidly. As such, a wide notion must be considered for the organizational element, through a case-by-case analysis.

Furthermore, the Court again ruled on this element in the Katanga Case, with the following clarifications:


	
—  the organisation is not the State, as the text uses the conjunction "or" to denote that the concepts are and must remain distinct;


	
—  the Elements of Crimes state that the organisation or State must "actively promote or encourage" the attack against the civilian population. That they so specify presupposes that the organisation in question has sufficient means to promote or encourage a campaign involving the multiple commission of acts referred to in article 7(2) of the Statute.




The Chamber notes that paragraph 3 of the Introduction to article 7 of the Elements of Crimes and article 7(2)(a) of the Statute make no reference whatsoever to any centralised and hierarchical structure of the organisation but only to an object. (25) 

On the one hand, it is important to highlight that the Court did not wish to add elements that are not contemplated in the definition, since this may be detrimental to the protection of the values implicit in the Statute. Indeed, there is no mention of structures or hierarchies, which limit the concept of organization.

On the other hand, the Court takes up the analysis based on results, since —in the end— that is an ideal parameter to prosecute and punish the injustices that a private organization may commit, whether or not it has the characteristics of a State. There may be multiple reasons why a private organization, without the force of a State, could commit a widespread or systematic crime; for example, in a country with great problems of impunity and weakened institutions, even when they do not participate or consent to attacks against the civilian population. In this regard, it is relevant to cite a few statements made by the Court in the same Katanga Case:


Indeed, by no means can it be ruled out, particularly in view of modern asymmetric warfare, that an attack against a civilian population may also be the doing of a private entity consisting of a group of persons pursuing the objective of attacking a civilian population; in other words, of a group not necessarily endowed with a well-developed structure that could be described as quasi-State.

…

Recalling that the method of interpretation that it must follow encompasses, inter alia, the purpose and object of the Statute, the Chamber also underscores that a restrictive conception of the organisation requiring that it possess quasi-State characteristics, would not further the Statute’s goal of prosecuting the most serious crimes. To so conceive the organisation would in effect exclude any entities that may have undertaken a widespread or systematic operation involving the multiple commission of acts under article 7(1) of the Statute… (26) 



This last idea stands out, since it is about respecting the goals or purposes of the Statute. As mentioned in the Preamble: the most serious crimes should not go unpunished; impunity must end. Thus, if a private organization had the capacity to commit a widespread or systematic crime, without the State having been able to prevent it, it is most likely that the State in question does not have the effective capacity to punish those responsible; hence, the need for international jurisdiction.

Finally, it is relevant to mention that the Court has also alluded to the precedents of the International Criminal Tribunal for the former Yugoslavia, established by the United Nations Security Council, on the occasion of the crimes committed in the context of the dissolution of that country, which follow the same line of argument. (27)  In the historic Tadic Case, the Tribunal relied on the Draft Code of Crimes against the Peace and Security of Humanity, of the International Law Commission, which led to the creation of the Rome Statute:


Importantly, the commentary to the draft articles of the Draft Code prepared by the International Law Commission in 1991, which were transmitted to Governments for their comments and observations, acknowledges that non-State actors are also possible perpetrators of crimes against humanity. It states that:

[i]t is important to point out that the draft article does not confine possible perpetrators of the crimes [crimes against humanity] to public officials or representatives alone . . . the article does not rule out the possibility that private individuals with de facto power or organized in criminal gangs or groups might also commit the kind of systematic or mass violations of human rights covered by the article. (28) 



In sum, there are very clear interpretations, from more than one international court, that support the notion that private organizations (without resembling a State) are susceptible to committing crimes against humanity.

4.  Similarities and Differences

Based on the analysis set out above, one can conclude —first of all— that the concept of organization is essential in organized crime and crimes against humanity. It is an element that denotes the significance of the criminal acts in question and, to a large extent, denotes their seriousness. In this world it is extremely complex for a person to achieve great feats all by himself, without the joint and complemented effort of other people. The United Nations, as an International Organization, carries this same concept, and it is an entity that conglomerates and aspires to defend the most precious interests of the planet as a whole.

In the same way, Adolf Hitler would not have succeeded in consummating all the atrocities of the Second World War if he had been alone in that intention; many more participated alongside him. But we must not only think about the Holocaust, which is one of the great tragedies of the human race, we must also take into account many other actions that —day by day— violate the values, rights and principles of humanity through illicit organizations: women and children sexually exploited in every corner of the planet; young people induced to the poison of methamphetamine and other substances that devastate the brain, with distribution networks that reach any school; clandestine armed groups that are dedicated to murdering and torturing their political and economic enemies; accelerated and massive destruction of the environment, which calls into question the continuity of our ecosystems; racist and xenophobic groups that violate the dignity of their fellow citizens as the main object of their activities, and the list goes on and on. These groups do not have the strength or structure of the Third Reich, but they are effective in their purposes, and their victims are numerous. Furthermore, let's not forget that the Third Reich began as a group of radical anti-Semitic, nationalists, made up of various paramilitaries known as Freikorps, who met in simple breweries to plan and deliberate their actions.

The definition of organization in both crimes maintains a certain malleability, intentionally contemplated to avoid restricting the criminal prosecution of crimes committed by groups that have produced a socially relevant result. In the case of organized crime, the definition requires three or more persons —excluding cases of an individual and his accomplice, but ensuring a very low minimum—, by virtue of the fact that an association begins to exist starting with three people, and the subsequent distribution of tasks and multiplication of effects. Of course, the most relevant groups of organized crime have a large number of people involved; especially when it comes to transnational groups. In the case of crimes against humanity, the definition does not require a minimum, but it is possible to conclude that it would take more than three people to achieve systematic or widespread attacks against a population.

Regarding temporality, the definition of organized crime requires "a certain period of time", translated into continuity as a group, although its members may vary, but it implicitly highlights the danger posed by an illicit society that lasts over a period of time. In the case of crimes against humanity, no express reference is made to time, but it is reasonable to interpret that it would require a sufficient duration to carry out or promote a policy, as such, which —in turn— results in the commission of multiple criminal acts against a population.

Regarding the composition of the group, the definition of organized crime requires that it be a structured group, but in the travaux preparatoires it was clearly stated that a developed, formalized or hierarchical structure should not be required, because —honestly— these elements are not conditioning factors for the success of a criminal organization. In the case of crimes against humanity, the requirement of a developed structure is not specified in its definition either. Here, of course, the discussion about whether organizations need to be State-like becomes relevant; however, judicial interpretations favor the reliable position that this quality is not required. The International Criminal Court has expressly stated that if the States had desired that level of structure and composition, this would have been reflected in the Statute or the relevant documents. Instead, the Statute was drafted plainly making a distinction between States and organizations, in a disjunctive manner.

Indeed, relevant precedents have emphasized that the existence of hierarchies and formal structures can serve to prove the organizational element in crimes against humanity, but the same precedents also indicated that it is not a rigid or necessary criterion. Since the negotiations and construction of the treaty, it was made evident that the idea is to pursue all types of organizations that may violate the rights protected by the international community, even when they are private organizations not resembling a State. According to the International Criminal Court, an organization’s the capacity to commit criminal acts in a widespread or systematic manner is an important indicator. In fact, this seems to be the most objective standard since crimes against humanity are characterized by their multiplicity of victims and damage to humanity as a whole. The conclusion would be undeniable.

It should be noted that organized crime, by definition, is a crime that does not require the consummation of material acts; only the purpose of committing them is required. Of course, in most of the cases brought to trial, one can find consummated illegal activities that, indeed, have had harmful effects on society, against identifiable victims. For their part, crimes against humanity do require the consummation of material acts (unless there is a charge for attempting to commit the crime), although such consummation may be attributed to individuals who are not part of the organization, since the organization may be the mere promoter of the attack on the civilian population. Along the same lines, in cases of organized crime, the aim is to combat, mainly, the architects of the organizations, who —in the vast majority of cases— do not materially commit the crimes, but rather plan and instigate them, ensuring that someone else does so. Likewise, the Rome Statute expressly provides for the obligation to punish those most responsible for crimes against humanity. Such elements become relevant in this analysis, because, if there is an organization, there will surely be individuals who, in one way or another, have an accentuated responsibility in relation to the rest of the members of the group, even when the definitions do not require a formally structured hierarchy.

The actus reus (material acts) of these two types of crimes are not the same, although in some cases there is a true connection. Organized crime includes financial crimes, such as money laundering, corruption and tax evasion. While crimes against humanity consist of acts such as forced disappearance, torture and persecution for reasons of race, sex or other qualities intrinsic to the person. However, both crimes coincide in multiple serious behaviors, such as sexual exploitation, illegal deprivation of liberty, homicide or slavery. Therefore, it is possible for an organized crime group to commit crimes against humanity.

In the definition of an organized criminal group, the requirement to obtain an economic or material benefit was included, while crimes against humanity do not make any reference to a lucrative purpose. However, it is worth mentioning that some States, such as Mexico, (29)  have not incorporated this element into their internal definition of organized crime. Being a less restrictive definition, it is in harmony with the object and purpose of the treaty. In addition, the treaty mentions direct or ‘indirect’ economic benefits, which somewhat relativizes the requirement.

Both crimes require a repetition of criminal conduct, at least the intention to commit them, since the isolated commission of a crime or randomly linked crimes are not enough. This is important to identify the type of organization that is required, since it is not about a group committing one single crime in collective complicity. It has to be about repeated acts, prolonged in time in a feasible manner. Therefore, in both crimes, without a doubt, a determining element is that the groups "organize" themselves in the literal sense of the word; they make plans and are in a position to promote or execute them. In other words, a group of people and resources organized for a specific purpose, thinking carefully about all the details necessary for its proper development.

In fact, in a separate opinion of the judgment delivered by the International Criminal Court in the Bemba Gombo case, the judge alludes to the concept of organized crime used in the Palermo Convention, to clarify the meaning of the concept of organization in crimes against humanity and highlights their similarities:

Although the UNTOC cannot be directly relied upon in interpreting the Rome Statute, and was adopted two years after the adoption of the latter I note that the definitions above contain a number of commonalities. First, they each indicate that a collective, or plurality, of persons, rather than just a single individual, is required and, second, they indicate that there should be a particular purpose or aim. The UNTOC presents a further, and in my view, important component by requiring a certain degree of temporal duration or continuity. That is, the collective of persons should exist for a certain period of time. In my view, such a requirement would, inter alia, assist in delineating an organization from, for example, a mere mob, or otherwise randomly formed and dissolved group of people engaging in spontaneous criminal conduct. (30) 


5.  Conclusion

Intentionally, various methods of interpretation were taken into consideration for both crimes, in order to unravel the meaning of the terms used in the corresponding treaties. Of course, the literal definition of the concepts were taken into account, as well as a good faith interpretation, the contextual elements (teleological interpretation), including the preambles of the treaties, and the preparatory works that allow us to identify the intention of the parties, as a complementary method of interpretation. These are the steps set out in the 1969 Vienna Convention on the Law of Treaties established to interpret international treaties and thus produce a solid and justified conclusion.

Having carried out a comprehensive analysis of the concept of organization in both crimes, taking into account their similarities and differences, it cannot only be concluded that it is a crucial element in the composition of each of the definitions and that it denotes the relevance of its severity, but in both crimes the ideal interpretation is one that maintains an open scope to prove the existence of an organization. Demanding too many elements to prove the organizational concept could have the undesired effect of excluding behaviors that have finally been consummated repeatedly, that involve a multiplicity of acts and, consequently, a multiplicity of victims. This is definitely not the purpose of the treaties that are the foundation of its regulation. On the other hand, demanding additional elements would have the effect of complicating investigations and criminal proceedings against those responsible, adding non-essential probative burdens to the prosecutors in charge of the cases. The main objective of the regulation of these crimes is to combat impunity, repair the damage caused to the victims and discourage such conduct in the future. It is with that idea in mind that the concept of organization must be interpreted.

Finally, history has shown that private organizations have been capable of committing repeated, systematic and widespread criminal acts. White-collar criminals, paramilitary groups, cartels, insurgents or terrorists have managed to plan and execute concerted actions to the detriment of the most basic human values, the foundations of democracy, public security and international justice. On behalf of the victims of these organizations, the coordinated efforts of each State must be directed towards their effective and expeditious combat. Through the classification and prosecution of crimes of organized crime and crimes against humanity, progress is made towards this worthy aspiration. Alluding to the words of Giovanni Falcone, organized criminal groups are a human creation, and —like all human creations— they had a beginning and will consequently have an end. (31) 
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 Human existence changed radically when man introduced the use of the wheel as a tool to simplify transportation. Since then, the human being has not stopped and every day, it is possible to appreciate the introduction of new instruments that seek to facilitate different aspects of daily life.

Technology was devised with the purpose of making the complex simple, that the individual had a much simpler existence and could devote his time to higher priority tasks, in other words, to do more with less effort.

Activities that, at other times in history involved hours of work, are now carried out by technological mechanisms, which allows human beings to dedicate that time to carrying out other types of activities.

However, this "positive" effect can also have a "negative" side, because the use of technology for purposes that can be classified as illegal is one of the biggest problems in the digital age, which should not go unnoticed, since practically the dependence on technology for the performance of multiple functions increases every day.

Technological dependence has made the human being "useless" in certain tasks that our ancestors used to do every day; criminals have taken advantage of this dependence and acquired an unbeatable advantage for the development of their actions.

It is precisely in this scenario that a series of threats are presented to which individuals or legal entities are not unrelated and that they must know and measure their actions, because failure to do so, can result in a considerable impairment, since their impact can reach to affect different legal assets.

Cyberspace can be considered as a meta-space, an intangible site in which we all converge and interact, including criminals and their actions many times not only generate an impact on that "network of networks", but can produce consequences (more severe inclusive) in the physical world. Individuals and companies are not free from the risks of this "wild Amazon", "dark world" or "mirror reality" as this space could be called.

1.  Overview

The world today is surrounded by technological instruments, devices such as smartphones, smartwatches, tablets, cameras, recorders, electronic bands, among others. Most of the users are connected with others who have similar means of communication and all of them interacting in the famous network of networks or cyberspace.

This meta-space is a "wild Amazon" due to the lack of adequate regulation, which makes it a place full of risks, in particular, because of the actions of cybercrime. In its early age, it was based on a "romantic idealism" that cyberspace could be that place where it was feasible to carry out those activities that were not done in the real world, that everything would be harmonious and it would not take the interference of an authority to fix the rules; due to the fact that all the actors involved agreed on the same principles and self-regulation would be sufficient to preserve order. Romantic idea that, unfortunately, did not materialize, in part because of the presence of multiple threats, but mainly due to the users who have sought, from illegality, to obtain a benefit with the use of technology.

The actions of cybercrime have made cyberspace, more than a "wild Amazon", a "dark world", a place with dangers and that make it imperative to have to regulate it.

There are authors who argue that it is "idle" to regulate cybercrimes because these criminal behaviors are already contemplated in criminal regulations. Those who have knowledge of criminal matters could differ from this assessment because it seems that they want to apply the analogy in criminal matters, a principle that has no place in this field. In addition to the fact that the role that technology plays in certain scenarios is often confused, it is not the same as resorting to it as a commissive means for criminal acts to take place in cyberspace.

Other authors argue that technology and law can never go hand by hand and therefore technology should be left to regulate itself. Indeed, asking the law to go at the same speed as technology would be like being expecting to find an eagle to fly like an airplane, which is impossible. However, even the law cannot keep up with social reality, hence regulatory adjustments must always be made to "adapt" to these changes that society undergoes. That does not prevent the existence of regulation, the same situation occurs with cyberspace, where it is imperative to have specialized legislation; maybe not at the same speed, but the eagle is still flying despite the presence of the plane.

Internet and cyberspace, in certain aspects, seem like a "mirror reality" of the physical world and, like the latter, they have a series of complications and lead to a conflict of rights in different cases or to challenge a legal right.

2.  Typology of crimes

Criminal Law has been characterized by being that legal branch that is responsible for studying crimes and penalties, in many scenarios it is considered the ultima ratio or, as it is usually called by Italian doctrinaires, l'ultima spiaggia to refer to what it is about of the final tool to implement or rebuild the order.

In this area it can also be pointed out that what is the language, especially Spanish, acquires singular relevance because on many times synonyms are used to define certain concepts when their origin is different. In Spanish is the case of crime (felony) and crime, since socially reprehensible conduct (crime) is not the same as legally punishable conduct (crime). (1) 

The doctrinaires used to state that the criminal matter was eminently local, because the typical, unlawful, guilty, and punishable conduct in one jurisdiction could not necessarily be classified in that way in another.

To illustrate the previous argument, "blasphemy" is used, which is not considered a crime within the Mexican legal system, depending on the context it could even be classified as a form of freedom of expression, but if we transfer that fact to Pakistan, the penalty for the crime Blasphemy is death, since it is a religious legal system that provides such conduct as a serious crime and whose penalty is death.

That was precisely what happened to the 30-year-old Taimoor Raza, who was convicted because of making disparaging remarks about the Prophet Muhammad, his wife and others by a court in Pakistan, the first death sentence to be handed down in this country for a Facebook post. (2) 

This shows us, the consequences of the opinions expressed on social networks that can be produce, depending on where you live and the applicable laws. It is unknown what were the comments made by this person to be found guilty. However, he was arrested by local authorities in 2016 after starting a debate about Islam on the mentioned social network, the person with whom he was arguing was an agent of the anti-terrorism department of Pakistan.

Social networks are one of the new targets of the Pakistani government in its crusade against blasphemy, even government officials have asked networks such as Facebook and Twitter to assist them in identifying users who share material considered "blasphemous". Likewise, some countries have sent messages to the public to report users who commit these acts.

Raza's death set a rather terrifying precedent, not only for Pakistan but for the world, because he was the first person sentenced to death for his comments on a social network. Additionally, this contributes to global radicalization, since laws against hate messages that limit freedom of expression or the refusal to grant visas to enter a country will be little compared to death for pronouncing certain expressions on social networks.

Similar measures may turn out to be excessive and violate human rights, but there are other governments that see in them, a way to solve problems. This is only one example of the complexities found when we are referring to potential criminal conduct and how it can be dealt with in different jurisdictions.

However, thanks to advances in technology, distances have been reduced, so now we can argue that the whole world is connected, and we are inhabitants of the "global village". The introduction of advances that facilitate commerce and communications has led to the daily interaction between individuals of different nationalities.

So, it is now affirmed that there is a new type of crime and that criminal matters have been resized. This is told because there are no longer only national or local crimes; the new typology of crimes must include other categories beyond that.

To the Criminal Law as such in these scenarios it is necessary to add the intervention of International Criminal Law, because these days there are international crimes that are those considered as the greatest offenses known to humanity, there is even an international court that sanctions them, such as the International Criminal Court, which is the entity in charge of applying justice for the commission of criminal acts as serious as genocide, aggression (crime against peace), war crimes and crimes against humanity, all of them, worse than could be committed in the international arena.

In these times there are also global threats, such as terrorism and maritime piracy that can be called global crimes, although they end up being persecuted and punished at the local level, they are still global situations due to the impact they generate.

The terrorist attack at an international airport has implications all over the world, not just where it was committed. The pirate attack on a vessel involves a series of problems for international trade. There are no international courts to punish these behaviors, but despite this, their impact remains global. Even this type could include certain environmental crimes because an oil spill on the high seas or damage to the ozone layer have consequences for the whole world and are not limited to a local sphere or scope.

Nowadays, there is a lot of reference to a term that every day becomes more constant in the vocabulary, which is "organized crime", particularly to the one that is with a "transnational" nature. This operates by carrying out its activities in several jurisdictions, because its profits have expanded your horizons. Crimes such as trafficking persons, smuggling of migrants, organs, flora and fauna, waste, narcotics, weapons, and hydrocarbons as well, are not limited to the local sphere, but are carried out in different jurisdictions.

The transnational element occurs because these behaviors are planned in one jurisdiction and executed in another or their consequences occur in different jurisdictions or there is a multiplicity of nationalities involved between active and passive subjects, between criminals and victims. Transnational crimes have acquired an enormous dimension due to the growth of transnational organized crime.

Since the 80's decade of the twentieth century, there was much information about the possible colonization of outer space and that, soon there would be space travels and others, before this is that some academics such as Rafael Moro argued that at this moment, we would have extraterrestrial crimes and that they should receive a particular treatment because they would involve questions of technology and of outer space.

However, despite the advances in technology, this scenario has not yet been reached, but the existence of cyberspace, described in previous lines and of cybercrime, has been provided. Where these crimes are committed, there are special cyberspace courts, there are bodies that sanction them, all these questions do not have an absolute answer, and that has led to having to talk about ubiquitous crimes, because cyberspace is a place where we converge everyone.

Therefore, this new type of crime is often referred to as the Jesus Coronado "gauntlet" theory to make it easier to explain because each type of crime can emulate the fingers of a glove.

3.  Cybercrime

Once all this new theory has been described, then ubiquitous crimes and in particular cybercrimes, which can also be classified as a second glove of current crime, will be discussed in detail.

The victim can be a natural person or a company, neither of them is free to suffer from criminal actions. Given this, those that affect or have greater repercussions will be detailed.

4.  Identity

Within the first typology is identity; for this purpose, it would first be necessary to know what digital identity is. The identity, traditionally, is formed by the name and surname of the person, date of birth, address, sex, in some cases, the degree of studies or some specific capacity or function incorporated.

In cyberspace, these elements could well be taken up to form the digital identity, which could be even broader because it will depend a lot on the type of actions that are carried out in this meta-space.

It is frequent that e-commerce of any kind is made on portals or sites or that bank transfers are made through applications, obviously it implies a simplification in daily life, but also entails a significant challenge in terms of the security of the identity and privacy of the data that is handled.

Among the biggest problems is proving identity, since many times it is unknown who is the individual who performs a certain action in the digital environment.

In fact, trying to protect yourself from the Internet and depravity is considered by many as a lost cause, as the renowned actress Scarlett Johansson responded at the time in an interview for the Washington Post, where she recounted her attempts to stop pornographic deep fakes (the use of artificial intelligence to produce pornographic videos, especially celebrities are the ones who suffer this, but it can happen with any individual).

The actress who plays as "black widow" is one of the main victims of the illegal use of images in pornographic, erotic, or similar products, as there are many robots with her face on the most popular portals or platforms of that turn.

Deep fakes have spawned an entire video counterfeiting industry that surpasses public figures, since they have also been used to destroy people's reputations or as revenge.

The actress concluded that nothing may stop someone from using her image or someone else's on another body and making it look realistic and she legally considers her struggle useless because the Internet is a huge wormhole of darkness that devours itself and that this does not affect her because people assume that it is not really her in the pornographic film.

That is why many people consider that these type of situations as a losing battle. However, its complexity must be combated because deep fakes help the commission of crimes against identity, defamation, and fraud, since within the victims of this alteration not only the image of people is taken for videos, but it is also possible to use audio to modify what is said. An instrument that becomes a very dangerous weapon and can expose any partner or legal representative of a company, alluding to the fact that it carried out acts or operations or made certain comments.

In this regard, it is vital to highlight that there is also phishing, which for computer experts consists of taking a person's data and using it for different purposes; This term refers to fishing, which would be to "fish" in this case the data or information of a victim through deception or other machinations.

This conduct is one of the most frequent threats today, affecting companies and individuals because if data is illegally stolen, severe consequences can occur.

From an eminently legal point of view, it cannot be argued that phishing is a crime, but we must refer to three different behaviors that they are often misused as synonyms. For this reason, it is essential to describe in detail what theft, impersonation and usurpation consist of and how they affect identity. In the first place, these are three different events and could be precisely three different cybercrimes.

Strictly, the theft would be the starting point because with it the other two acts can be carried out, both impersonation and usurpation, both imply the theft of information and data from an individual. It would then be the first criminal act. This is because there may be the theft of information or data without necessarily using them to impersonate or usurp a person, since it may be that whoever committed that act sells or uses them to extort money (ransomware, for computer scientists) by affected people.

Impersonation consists in replacing an individual through the misuse of identity, posing as her/him particularly. And usurpation implies holding the position or functions of the affected person, in other words, it not only entails replacing an individual, but also exercising or executing the powers that he/she has by virtue of a particular commission.

From the above, it can be argued that these are three different circumstances. Although they can be concatenated, they cannot necessarily be consummated by the same agent.

Therefore, in practice it has been difficult to regulate these criminal acts because many legislators (not only in Mexico) have tried to encompass these three acts in a single criminal type, because they handle theft, impersonation, and usurpation as equivalent, although there are substantial differences between the concepts.

Particularly in the case of Mexico, part of the complications presented begins because the identity theft is considered a "tax crime", as it is provided in section VI of article 110 of the Federal Tax Code. A sanction will be imposed from three months to three years in prison to whom, through any physical, documentary, electronic, optical, magnetic means or any other kind of technology, impersonates the identity, representation or personality of a taxpayer, which can be very ambiguous because they mix concepts like personality and identity.

Such concepts are not synonymous because identity is the set of characteristics of an individual that characterizes him from others and therefore distinguishes him (name, surname, place of birth, etc.). The proof of identity is called identification; therefore, it is the demonstration and materialization of all the characteristics of identity.
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