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    Foreword




    In the last century, we saw clear distinctions between the physical and the digital world. We have chipped away at these barriers with technologies in networking, unified communications, cloud, Big Data and analytics, social, mobile and of course the Internet of Things. The result—a confluence of traditionally inanimate objects tied to sensors and analytical ecosystems. In fact, every device enabled by a sensor and tied to a network takes us closer to the convergence of atoms and bits.




    This transformation is analogous to the early days of social networking through peer-to-peer networks. As more people entered the networks, each individual gained from the collective insights from all the clicks, likes, transactions and interactions. The network effects create a massive treasure trove of data that ties back to information. The information piped into business processes and customer journeys provides insights that can be surfaced. Each of these patterns surfaced and questions answered creates additional intelligence to ultimately drive decisions. We can now take data and democratize decisions through these networks of people.




    In parallel, the Internet of Things has occurred at geometrical scale. Constellation Research, a Silicon Valley-based analyst firm, predicts over 80 billion sensors powering Things by 2020. Consequently, objects will talk to each other and gain network effects. The intersection of where objects engage with humans drives an unlimited set of possibilities for customer experience, smarter machines, healthcare, trading networks, fraud detection, transportation and other use cases to be discovered.




    Thingalytics is happening now. Market leaders and fast followers are in the midst of this digital transformation. As organizations transform and create new business models and cultures with digital technologies a distinct set of winners and losers will emerge. Success will require organizations to invest in new technologies that not only complement, but also abstract older technologies. These technologies must deliver on mass personalization at scale and deliver in the right time context and real-time speed. Context- and intention-driven design are expected and not a luxury.




    Digital Darwinism is unkind to those who wait. This brave new world of smarter machines, and the humans who engage them, will change every industry and every market segment. Today’s digital divide serves as a precursor to the impact of Thingalytics. The top three competitors in every mature market segment control 43 to 71 percent of the market share and 53 to 77 percent of the profits. Thingalytics represents this next evolution of digital disruption. Savvy leaders should take note on how to disrupt first or face disruption.




    R “Ray” Wang (@rwang0)




    Principal Analyst and Founder, Constellation Research, Inc.




    --------------




    R “Ray” Wang is the Principal Analyst, Founder, and Chairman of Silicon Valley based Constellation Research, Inc.




    He is also the author of the popular business strategy and technology blog “A Software Insider’s Point of View.” With viewership in the 10’s of millions of page views per year, his blog provides insight into how disruptive technologies, and new business models such as digital transformation, impact brands, enterprises, and organizations.




    Wang has held executive roles in product, marketing, strategy, and consulting at companies such as Forrester Research, Oracle, PeopleSoft, Deloitte, Ernst & Young, and Johns Hopkins Hospital.




    He is a prominent and dynamic keynote speaker and research analyst working with clients on digital, innovation, business model design, engagement strategies, customer experience, matrix commerce, and big data.




    His Silicon Valley research firm, Constellation Research, Inc., advises Global 2000 companies on the future, business strategy, and disruptive technology adoption. Ray is a regular contributor to Harvard Business Review and well quoted in The Wall Street Journal, Forbes, Bloomberg, CNBC TV, Reuters, IDG News Service, and other global media outlets. Wang has thrice won the prestigious Institute of Industry Analyst Relations (IIAR) Analyst of the Year Award.




    Wang’s new book Disrupting Digital Business will be published by Harvard Business Review Press and will be globally available in the Spring of 2015.
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    Q. What is Thingalytics?




    A. Thingalytics is the use of real-time analytics and algorithms to make sense of the fast Big Data arising from the Internet of Things.




    People often ask me: “John, what really is this Internet of Things? It sounds like a lot of hype about smart fridges that tell you when to buy milk.”




    Actually, the Internet of Things (IoT) is much more important and transformative than that. In fact, it is going to change everything—just as the original Internet did.




    We’ve all heard about innovations like self-driving cars, which are now a reality (although not yet approved for mass use). Consider the next step: In the future all cars will communicate with one another, as well as with smart roads and smart cities, to coordinate and optimize journey times—and avoid collisions.




    Likewise, we are all familiar with the mobile smart phone, and we are starting to see more wearable devices like smart watches. We are now on the verge of experiencing the next generation of wearables, such as heads-up-display glasses that communicate with a location-aware “smart cloud” that can tell you if you have friends nearby or send you special shopping offers and interesting restaurant ideas—perfectly tuning this “augmented reality” to your behavior patterns and preferences.




    Until recently these thrilling innovations were widely dismissed as science fiction. Today, however, they are becoming—or are close to becoming—reality. At the grassroots level, smart Things come to life by using sensors and actuators, which are then attached to networks, thereby enabling us to monitor and control them remotely. This new universe, made up of these networked smart objects—or “Things”—is called the “Internet of Things.”
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        The Internet of Things is about digitizing everything in the real world and integrating it into the Internet.
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    The Internet of Things is about digitizing everything in the real world and integrating it into the Internet. In some cases this technology is new; for example, washing machines that we can control remotely and that can message us when a wash cycle is complete and alert us when they are about to break down. In other cases it has been around for a while; for example, digital data from the stock market that we can stream, enabling us to place our trades electronically. The Internet of Things brings together this existing digital streaming data (stock market, news, weather) with social media (Twitter, Facebook), along with new sources of data from real-world objects.




    Real-world objects are “digitized” by capturing their status using sensors. Different types of sensors can track myriad factors such as temperature, location, pressure and speed. Upload those sensor readings onto the Internet, and any appropriately authorized app can consume, analyze and respond to them. Put an application programming interface (API) on the object, connected to onboard actuators, and suddenly the app can control the object remotely.




    People also ask me: “Is absolutely everything connected, and if so, then how can we possibly keep an eye on it all?” They may even suggest: “I’m not sure I want to be monitored or probed, so back off.” And so I do. Promptly.




    The idea of the Internet of Things has come to the fore as technology has become more capable. As the costs of sensors and connectivity drop, viable use-cases are increasingly realized. Put simply, the Internet of Things represents an emerging reality where everyday objects and devices are connected to the Internet, most likely wirelessly, and can communicate with one another at some intelligent level. Where this gets really interesting is when we think about a multitude of Things working together, like a swarm of ants somehow collaborating on a common goal.
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    As for the scale and growth of connected Things, there are many predictions. The analysis from Cisco, the company that wants to be the connector of the Internet of Things, is shown in Figure 1. Cisco estimates that by 2008, the number of Things connected to the Internet was close to 7 billion. To put that number into perspective, it exceeded the total number of people on earth.




    Cisco further estimated that in 2015 the number of devices hit 25 billion and by 2020 this number will double to 50 billion. In 2015, the ratio of devices to people is 3.5:1 and will rise to 6.6:1 by 2020. In addition, the market research firm International Data Corporation (IDC) predicts that by 2020 the Internet of Things market will grow by more than $5 trillion, exceeding $7 trillion. The number of Things and the data volumes they generate are mind-boggling. As we’ll explore in this book, a whole new type of software architecture is needed to support Thingalytics.




    Every mobile phone call, smart watch reading, Facebook update, connected home heating adjustment, and smart car trip generates a new piece of data. The result is massive clouds of data, all of which are interconnected. As both the volumes and the velocities of data continue to increase exponentially, many firms are struggling to scale their existing infrastructures. Going further, firms have to re-imagine how they do business—leveraging the Internet of Things to become more competitive.




    Modern businesses require new, agile systems to handle the computational explosion of sensory inputs and reference data generated by the Internet of Things. Thingalytics is all about collecting the right information, analyzing it in the right way and driving the right decisions to make systems smarter and even self-learning.




    

      Everything (and everyone) is connected 24/7
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      Figure 1: Projections for the growth of Things


      Source: Cisco


    




    The IoT becomes very exciting when we see how lives can be saved, fraud avoided, customers delighted and carbon emissions reduced. It gets scary, however, when we realize that a single mistake can mean millions of dollars lost in seconds, company reputations ruined in moments and lives put at risk. In this book we explore how to enable the opportunities of IoT while avoiding the threats, by presenting pertinent use-cases such as the following.




    Predicting the Future




    On the coast of Algeria a factory chugs away making plastics for its customers, secure in the knowledge that its electricity won’t conk out. It was not always so. Algeria’s domestic energy demands often outstrip supply, making it difficult for factories and other businesses to rely on their power sources. Today, however, Algeria and other African countries are supplementing their growing infrastructures with natural gas-fueled, on-site power technologies, such as the General Electric Jenbacher1 power generator used by the plastics factory.




    Roughly 11,000 Jenbacher generators are currently operating worldwide. These massive engines—8.4 meters (27.6 feet) long by 4.7 meters (15.4 feet) wide (about as big as a good-sized travel trailer)—can be used to power everything from large factories to small cities. Reliability is key: Factories must produce; cities must be livable.




    To achieve this end, GE has made aggressive service-level agreements (SLAs) for these engines. In the event of a failure, engineers have to get the machine serviced and back in action within a specified timeframe. And—even more of a challenge—these engines should experience only a very limited number of breakdowns. In fact, the objective is a 99.999 percent uptime from each engine. This is tough to achieve!




    The trick to ensuring that a machine is always up and running is not to wait for it to break down, but, rather, to fix it before it breaks down. This is a difficult task, however, because Jenbacher engines are used in a variety of ways; for example, some run at a constant rate, whereas others experience peaks and troughs of heavy and light usage. If you could constantly monitor the usage, then you would know exactly what could go wrong and when. And that’s exactly what GE does.




    Bill Ruh runs a lesser-known division of GE—GE Software2 . His mission is to make GE’s customers’ systems 1 percent3 more efficient. One percent doesn’t sound like much, does it?




    In fact, a 1 percent fuel reduction in power generation equates to a savings of $66 billion over 15 years for GE’s customers. This is not a trivial sum. Significantly, GE’s equipment is already highly efficient. So, how do they improve it?




    The answer is that Bill’s department monitors the behavior of the Jenbacher machines by using smart systems software that includes 300 sensors that are reviewed continuously. The department analyzes and visualizes the data and compares it to predictive maintenance rules over time. They use smart analytics to determine when a generator bearing will wear out or malfunction, or how much life is left in a sparkplug—at any point in time. It is this increase in efficiency and uptime that will generate the 1 percent improvement.




    When Algorithms Go Wrong…




    Early on the morning of August 1, 2012, a tiny piece of code nudged an automated trading system into action on the U.S. stock market. As trading began, the rogue command triggered a buy order for 140 different stocks on the New York Stock Exchange (NYSE). In a frenzied buying spree, Knight Capital Group’s trading platform scooped up shares in companies ranging from General Electric to the semiconductor company Spansion. Spansion’s stocks changed hands at least 4 million times—all in the space of 45 minutes!




    What happened? Subsequent investigations revealed that Knight Capital had installed new software4 that conflicted with old code, which was supposed to have been deleted. The clash caused a flood of orders to surge onto the NYSE, without the benefit of volume caps.




    By the time the trading firm realized that its system was wreaking havoc on the marketplace, the rogue trades had dramatically pushed up the value of many stocks. Because Knight’s capital base had been sucked dry by the buying spree, it had to sell the overvalued shares back into the market—often at a loss. This single piece of errant code had cost the company around $440 million, or roughly $10 million per minute! The losses sent customers fleeing to other trading companies and tripped a torrent of selling in Knight Capital shares, wiping out 20 percent of the company’s value in a matter of hours and leaving the firm’s market capitalization below the amount of losses it had sustained.




    Knight Capital teetered on the edge of insolvency as its executives desperately sought funding from “white knights” from other business sectors5 . Four days after the debacle, the company was saved by a consortium consisting of Getco LLC, Blackstone Group LP, Stephens, Inc. and Jefferies Group, Inc., as well as Stifel and TD Ameritrade, which put together a $400-million rescue package.




    How could a trading company fall from the lofty peaks of success and respectability into the chasm of imminent bankruptcy in the space of less than an hour? Today’s super-fast algorithms and high-speed electronic trading systems rule global markets, and errors such as Knight Capital’s coding mistake can move markets—or even take down a firm—in a matter of minutes.




    So what did we learn from Knight? The Internet of Things will feature super-fast algorithms that make real-time decisions. Capital markets is just one example; everyone makes mistakes, and algorithms that make decisions cannot run unsupervised. Super-fast algorithms require super-fast safety systems that can keep up with the algorithms and detect when they are going off course, in which case they can either shut them down or make them safe. That is the painful lesson not just from Knight Capital but from the many other market crises we have witnessed. And, it is a lesson we must apply to the entire Internet of Things, as our lives become increasingly dependent on it.




    A Personal Shopping Assistant that Knows You Better than You Do




    Who wouldn’t like to have a personal shopping assistant? Imagine an assistant that knows your tastes intimately, understanding that you will not consider any labels that are not from one of your favored designers. This dream shopping assistant is also aware of your spending habits and knows that you rarely pay full price for your designer gear, preferring special offers.




    Your dream shopper also knows that you don’t have the patience for Internet orders; instead, you like to seize an in-store bargain from one of your favorite boutiques, and you are a workaholic, so you shop only during your lunch break or on your way home. Who can afford such an assistant? Now, suppose that your assistant is not a human but, rather, a smart algorithm. The algorithm knows your spending habits, your current location and which products are available in stores—including price comparisons and special offers. Further, it can push relevant offers to you through your smart phone.




    That is exactly the approach that forward-looking firms like DBS Bank in Singapore are pioneering. DBS calls this personal assistant a “Digital Concierge.” DBS collaborates with retail partners to make highly personalized location-aware offers that enrich the lives of their customers, generate greater revenues for the retailers and enhance customer loyalty for the bank.




    The Digital Concierge is an example of what is to come. We are at the cusp of a smart algorithm revolution that is fed by data coming from the Internet of Things and offers the potential to enrich your life wherever you go.




    What if your favorite pizzeria could determine that you were driving by on your way home? It could pop your usual pizza into the oven and text you that it will be ready in 10 minutes. All you have to do is stop and pick it up. And, if you don’t want it, the pizzeria can offer it in slices to other passersby—a win-win situation.




    Or, perhaps you are in the market for a new laptop, and you go to a shopping mall to buy one using your bank credit card. You decide to shop later for a new laptop case. Meanwhile, your credit card has communicated your purchase and your possible need for a case to local retailers, one of which offers you a 30 percent discount. You duck in to take advantage of the discount and then receive a text message with another offer—this time for a 10 percent discount at a restaurant if you arrive within 30 minutes.




    The idea of on-time offers is capturing the imagination of retailers large and small. With good reason: Turkcell, the leading Turkish mobile phone operator, has determined that customers are 10 times more likely to respond to on-time offers than to more generalized offers.




    As more and more devices interact, individuals develop a richer digital identity. The more information that becomes accessible to service providers, the better they can understand their customers’ needs and wants. Going further, this enhanced understanding gives them an even greater opportunity—to anticipate customers’ every desire. Online retailer Amazon, an early adopter and innovative user of Big Data, went so far as to speculate that it might start delivering products before its customers order them.




    Thingalytics




    You may wonder what GE’s power-generation engines, Knight Capital’s “Knightmare on Wall Street” and DBS Bank’s Digital Concierge have in common. On the surface, a smart power-generation engine looks nothing like a trading system run amok, which looks nothing like a smart marketing system. The truth is that all of these cases are all about Things.




    Things are digitized objects, each with its own digital ID. They can be anything from a person, to a heart rate monitor, to a power-generation engine, to a vehicle, to a stock. All of these Things create data, and that data is often fast and big: “fast data,” because it is often changing rapidly and streaming at us; “Big Data,” because volumes quickly add up and because incoming data may also need to be cross-referenced and enriched by searching massive Big Data repositories.




    Nearly everyone and everything can have a digital ID. In addition, a Thing communicates other data parameters in update “events” over the Internet as Things change. The GPS locator on your mobile device creates a data set that informs other people where you are. It also can remember where you have been and anticipate where you are going.
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        Thingalytics is about apps that drive smarter behavior and ultimately turn the Internet of Things into an intelligent, self-learning Environment.
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    Thingalytics is about apps that drive smarter behavior and ultimately turn the Internet of Things into an intelligent, self-learning environment. To accomplish these goals, Thingalytics apps have to piece together the story of the Things, analyze the situation and make smart decisions. This situation is complicated by fast Big Data. Apps frequently face the challenge of searching for a needle in a haystack when the haystacks are moving past on a conveyer belt!




    My term “Thingalytics” is a composite of “Things” and “Analytics.” Analytics is the brains of an app; it performs the smart analysis to determine whether we should take an action. Analytics for Things has to be able cope with the scale, speed and complexity of the Internet of Things!




    The Benefits of Thingalytics




    Lessons learned from GE, Knight Capital and DBS allow us to immediately identify four benefits that we can gain by employing Thingalytics correctly:




    

      > Thingalytics Benefit #1: Optimizing operations to increase efficiency


    




    As in GE’s case, monitoring how a machine, a system or a business is running—plus monitoring the surrounding environmental conditions and making smart adjustments—can save us money, resources and time.




    For example, we can:




    

      	Match the nearest, most relevant doctor to a health crisis in a hospital




      	Modify the course and speed of container ships, trucks or trains to reduce fuel usage




      	Adjust the temperature in an office in response to the presence of people


    




    In these and countless other ways a business can become smarter and more efficient by continuously optimizing Things.




    To increase efficiency, one connected machine can help other machines by sensing and communicating information about its environment. As an example, an 18-wheel truck with sensors in its engine can send signals to other trucks in its convoy—informing the other engines about the gradients it encounters or inclement weather conditions, thereby helping the other trucks maximize fuel and brake performance.




    One very hopeful side-effect of increased efficiency is the potential to improve health throughout the world; for example, medical professionals can treat more cases or prioritize the urgent cases. Further, we could reduce carbon emissions with fewer vehicles traveling along more efficient routes, combined with more efficient energy production.




    

      > Thingalytics Benefit #2: Avoiding threats


    




    Knight Capital is an example of how modern-day crises can come upon us faster than ever. Across all businesses, identifying and preventing impending risks, fraud and other threats before they become critical is vital to minimizing fines, losses and reputational damage. How firms detect, preempt and deal with these continuous disruptions, and whether they can transform them into opportunities, helps to define their competitive advantage. If, for example, monitors could have detected the early signs that Knight’s algorithm was malfunctioning, such as too many orders and order pricing errors, they could have shut off its access to the market.




    

      > Thingalytics Benefit #3: Seizing opportunities to increase revenue


    




    Identifying “in-the-moment” opportunities to place an algorithmic trade, up-sell to a customer or push a smart offer (as per DBS Bank) all constitute new opportunities to increase revenue. Battles for business supremacy are already being fought based on first-mover advantage, where the Thingalytics algorithm that spots the opportunity first and moves on it is the winner.




    

      > Thingalytics Benefit # 4: Supercharging customer experience


    




    Radically improved predictive models of what individual customers do and do not want, driven by Big Data analytics, are revolutionizing consumer marketing. Combined with the opportunity for real-time location and context-aware applications, we can now push the right content in the right place at the right time. The result: happier customers.




    Equally important is the capability to spot and deal with unhappy customers as early as possible. For example, if a hotel can identify a Diamond-tier guest who has been waiting to check in for 10 minutes, then the manager can head off his or her unhappiness by offering a “fast track” check in. This type of special treatment will not just solve the problem—it will also make the guest feel welcome. Or, consider a customer using an ATM machine that has run out of cash. A bank can proactively text a message of apology to the customer, along with a map to the nearest functioning ATM. Any organization that identifies issues proactively and responds sensitively engenders a warm response from its customers.




    We’ll see many examples of these four benefits as we explore real-world scenarios throughout this book.




    Listening to Your Things




    There is a certain Seussian ring to Thingalytics. It brings to mind Dr. Seuss’s children’s book The Cat in the Hat6, where Thing 1 and Thing 2 were both troublemakers and problem solvers. Thing 1 and Thing 2 were known for their ability to find anything—“anything, anything under the sun!”
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        A key lesson we shall see throughout this book is that discovering killer apps involves a process of Experimentation.
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    Thingalytics is the opposite: Keeping track of Things is difficult, and extracting insights from the constantly streaming updates is even more difficult. At the same time, Thingalytics becomes immensely valuable after you have devised the killer apps. A key lesson we shall see throughout this book is that discovering those apps involves a process of experimentation. It all starts with tapping into the fast Big Data flowing from the Things. Collecting Big Data and not analyzing it is like collecting stamps and not showing them to anyone. Innovative firms don’t know for certain if their theories are right; they start experimenting, measure the results and adapt quickly.
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        If patterns in the data about Things that tell a story can be identified and utilized properly, then they can provide companies with exciting and profitable Opportunities.
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    If patterns in the data about Things that tell a story can be identified and utilized properly, then they can provide companies with exciting and profitable opportunities. If not, they can sit unnoticed and unloved at the bottom of dark, dank databases. You have to put the Big Data about Things to work; otherwise, it is useless. You need to find insights and act upon them quickly, because you frequently have only a short time window to respond.




    Big Data and the Things of the Internet are the fuel with which a new generation of companies will power their profits. McKinsey7 Global Institute identifies Big Data the next frontier for innovation, competition and productivity. The amounts of data being created are so voluminous that they are measured in quintillions (1018) of bytes: 2.5 quintillion bytes of new data are created every day. Every byte created adds to the innumerable bytes that already exist—and they can tell us a story. The story might be about the personal spending habits of an iPhone user, or it could be about the engine capabilities of an 18-wheel truck, or an overspending trading platform. The trick is to winkle out the story, thus identifying a trend, a pattern or an anomaly that you can use.




    Enterprise Empowerment




    The Internet of Things is causing a great deal of excitement among many corporations, which believe that Big Data will drive future profits. McKinsey claims, for example, that a retailer using Big Data to its full capacity “could increase its operating margin by more than 60 percent.”
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        “The digital winners are ruthlessly and fearlessly creating the digital industrial economy.” Dave Aron, Gartner
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    Similarly, Gartner describes Big Data and the Internet of Things as the beginning of a new era, the “Digital Industrial Economy.” Peter Sondergaard, Senior Vice President at Gartner8 and global head of research, offered the following perspective on the new digital world: “Every budget is an IT budget, every company is a technology company, every business is becoming a digital leader and every person is becoming a technology company.”




    Gartner Fellow Dave Aron explains: “The digital winners are ruthlessly and fearlessly creating the digital industrial economy. Roles are changing. Business models are changing. Timeframes are changing. Industry and company boundaries are blurring. We can’t rely on old practices, safe relationships, legacy technologies and known vendors. We have to explore, adapt and adopt new digital realities. We have to be fearless digital leaders.”




    Thingalytics is the future for fearless digital leaders who don’t want to fly blind. The digital world is there for the taking; the sky is the limit. If we do not use it, however, we risk being left behind and called digitally myopic.




    Exploring Thingalytics the Book




    In this book we will explore many real-world examples of Thingalytics in action, and we will meet several visionaries who are involved in pioneering these new apps. We will analyze the lessons learned by these innovators, and we will explore what the future can bring. We will also consider what the technology implications are and how we can cope with them.




    In Chapter 1, “It’s All About Me,” we explore how Thingalytics is empowering a new generation of personalized marketing and customer experience applications.




    In Chapter 2, “Machines with Feelings,” we look into industrial and retail processes and consider how smarter machines are enhancing efficiency, reducing costs and improving customer experience.




    In Chapter 3, “Home Is Where the Smart Is,” we investigate how new intelligent Thingalytics apps are revolutionizing cooking, cleaning, washing and TV watching.




    In Chapter 4, “Take Two Smart Pills and Call Me in the Morning,” we examine the hospital of the future and how it is already manifesting itself today.




    In Chapter 5, “I’m the Chairman of the Board,” we explore smart self-learning algorithms that function as the “brains” of Thingalytics, focusing particularly on automated trading.




    In Chapter 6, “RoboCops: Smarter than the Average Criminal,” we delve into how we can spot and ideally navigate around threats and problems, including some thoughts as to how Knight Capital and similar crises could have been avoided.




    In Chapter 7, “Planes, Trains and Automobiles,” we discuss Thingalytics apps for smart logistics and autonomous transport systems.




    In Chapter 8, “The Technology Behind Thingalytics,” we explore some of the technology issues involved in supporting massive-scale Thingalytics apps, and we consider how new Big Data streaming analytics architectures in the cloud could be the key to successfully meeting this challenge.




    Finally, Chapter 9, “Go Forth and Use Thingalytics!” concludes our discussion by summarizing the lessons learned and explaining how you can move forward and use Thingalytics to improve your business.




    Happy reading!
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      It’s All About Me
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    Ozlem’s Shoes




    Ozlem Demirboga has barely enough time to grab a sandwich at lunchtime, never mind shopping for the designer shoes that she loves. Today, however, as she leaves her office in Istanbul, Turkey, to pick up some lunch, she receives a text message on her mobile phone that is too good to pass up.
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