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Preface





Deciding what blockchain to use when building a decentralized application is a big decision. There are many considerations, and switching to a different blockchain may take time and effort. Ultimate Cardano Smart Contracts aims to help demonstrate Cardano's features and provide a hands-on approach to writing Smart Contracts. Using this knowledge and insight, you will understand the benefits of building on Cardano and why there is such a large and passionate Cardano community.


This book comprises 14 chapters, each building upon the previous chapters. We will start with the fundamentals of blockchain and then move into writing smart contracts. The book will close with an overview of the Cardano ecosystem and ethos. The book includes technical and non-technical material, so it will appeal to experienced developers and non-technical entrepreneurs looking to improve their knowledge and understanding.


Chapter 1. Blockchain Evolution: This chapter will introduce blockchain and distributed ledger technology, focusing on prior implementations and challenges to overcome. We will look at the Bitcoin and Ethereum whitepapers and how they paved the way for the third-generation blockchain, Cardano. The blockchain trilemma will be examined, along with a review of tokenomics and Cardano’s native currency, Ada. Finally, we will finish the chapter by discussing the Cardano roadmap and blockchain use cases.


Chapter 2. Cryptography and Consensus Algorithms Overview: This chapter will briefly introduce cryptography and how it is used in blockchain technology. We will first look at securing a blockchain using the Proof of Work consensus protocol. Then, we will look at Proof of Stake and its benefits over Proof of Work. Finally, we will review Ouroboros, the Proof-of-Stake consensus protocol used by Cardano.


Chapter 3. Transactions: This chapter will examine Cardano addresses and the UTXO architecture. It will also introduce Smart Contracts and explain how they are executed and evaluated. We will see how Redeemers and Datums pass data into Plutus scripts and where Datums are also used for data storage and persistence. Finally, we will examine the transaction Witness Set and how it authorizes the spending of transaction inputs.


Chapter 4. Plutus: In this chapter, we will examine the Plutus core specification, Untyped Plutus Core (UPLC), used for executing Cardano Smart Contracts. We will also explore the different data structures used in Plutus and how to serialize them using the Concise Binary Object Representation (CBOR) format. Next, we will calculate the CPU and memory units using the Plutus cost model and explain why we need to include collateral in a transaction.


Chapter 5. Transaction Builder: This chapter will combine our knowledge of on-chain Plutus scripts and how to lock Ada into a smart contract using off-chain code. We will look at Cardano wallets, the gateway to interacting with the blockchain and smart contracts. Next, we will look at tooling to help build and submit transactions like Demeter. run. Then, we will make a simple, smart contract for vesting using two popular approaches: Helios and Lucid + Aiken.


Chapter 6. Validators: In this chapter, we will look in detail at what a validator is and why they are so important. We will show how to spend UTXOs locked at a validator script address and how to access data provided in a Redeemer or Datum. Next, we will dive deep into understanding what ScriptContext is and how it is used to access all inputs and outputs associated with a transaction. The chapter will review on-chain and off-chain code examples using two different approaches: Helios and Lucid + Aiken.


Chapter 7. Minting: This chapter will examine Cardano native assets and how they differ from Ethereum tokens created using the ERC-20 standard. We will discuss the concept of token bundles and how to optimize coin selection. We will then dive deep into minting Cardano native tokens, the differences between Non-Fungible Tokens (NFTs) and Fungible Tokens (FTs), and the metadata standards CIP-25 and CIP-68. We will combine this with a working minting policy use case and demo.


Chapter 8. Tooling: In this chapter, we will review the tools and service providers you can use for off-chain development. We will look at Cardano Blockchain API providers such as Blockfrost, Maestro, Koios, and Dandelion. Then, we will look at hosted environments with Demeter.run to set up services like Cardano Node, Ogmios, and Kupo. Finally, we will look at how to set up a local Devnet for rapid development and prototyping with the Yaci DevKit.


Chapter 9. Ticket Application Design: This chapter reviews Smart Contract design patterns that leverage and utilize the UTXO architecture. Anti-patterns are also examined, which should be avoided and lead to poor application performance and UTXO contention. We look at Cardano Improvement Proposals (CIPs) and how they apply to the application design. Next, we will create state machine diagrams to model the event ticket application, looking at the inputs and outputs required for a successful transaction. Finally, we will conclude the chapter by reviewing sequence diagrams showing each use case's interaction between system components.


Chapter 10. Ticket Application Implementation: In this chapter, we will walk through the implementation of a ticket application, including blockchain integration. We will look at the application stack, which includes CharkraUI, Next.js, Redis DB, and Blockfrost. Next, we will inspect the front-end off-chain code used to build and submit transactions. Then, we will review the corresponding Smart Contract on-chain code, business logic, and validation rules. Finally, we will run through an end-to-end demo of the application.


Chapter 11. Testing, Security, and Scaling: This chapter will show how to test Smart Contracts and include them in a popular testing framework such as Vitest. We will look at both the traditional testing and property-based testing approaches. Next, we will focus on security and review vulnerabilities identified in real-world Cardano application audits. We will look at code examples of how to make your Smart Contracts more robust and more resilient to any such attacks. Finally, we will close the chapter by discussing scaling and some tools and techniques to improve dApp performance.


Chapter 12. Troubleshooting: This chapter will walk through the debugging tools and techniques for Helios and Aiken. We will look at how to generate CBOR for a transaction and compare data types against the formal specification. We will look at techniques to reduce the computational overhead of a Plutus script that exceeds the execution budget. We will also examine compiler errors and how transaction builders provide robust error-handling support. Finally, we will look at Cardano Node and Browser Wallet errors and how to diagnose them accordingly.


Chapter 13. Cardano Ecosystem: This chapter will review the state of Cardano and the GitHub repositories that contain all of the Cardano source code and specifications. We will look at the Cardano Improvement Process (CIP) and how to make changes and improvements to the Cardano blockchain. Next, we will explore the era of Voltaire and CIP-1694 regarding Cardano governance. We will also review Project Catalyst, one of the largest decentralized innovation platforms that provides grant funding to Cardano projects. Finally, we will look at Cardano partner chain frameworks such as Midnight, a data-protection blockchain.


Chapter 14. Closing Remarks: This chapter will review the ethos of Cardano. We will examine the software industry standards and how these standards fall short for high assurance software. We will see how IOG (IOHK) used semi-formal methods to build Cardano and how cryptographic associations like IACR facilitate peer review. Through real-world examples, we will explore Cardano's potential to drive positive social change. We will also discuss regulatory and compliance risks. Finally, we will review the five stages of technology adoption and the Cardano journey.
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CHAPTER 1


Blockchain Evolution



Introduction

This chapter will introduce blockchain and distributed ledger technology, focusing on prior implementations and challenges to overcome. We will look at the landmark Bitcoin whitepaper and how it ushered in a new era of digital currencies. Next, we will introduce the Ethereum whitepaper, how the concept of smart contracts was born, and the problems that Ethereum was addressing. This chapter will also review the key takeaways from the famous Charles whiteboard video that led many to dig deeper into the Cardano ecosystem. We will then explore the classic Blockchain Trilemma of decentralization, security, and scalability. There will also be a review of tokenomics and Cardano’s native currency, Ada. Finally, we will finish the chapter discussing the Cardano roadmap and blockchain use cases.

Structure

In this chapter, we will discuss the following topics:


	Distributed Ledger Technology

	Bitcoin Whitepaper

	Ethereum Whitepaper

	Charles Hoskinson Whiteboard Video

	Scalability

	Interoperability

	Sustainability





	Blockchain Trilemma

	Tokenomics

	Token Allocation

	Token Distribution

	Token Allocation Comparison

	Cardano Inflation Rate





	Cardano Roadmap

	Blockchain Use Cases




Distributed Ledger Technology


The concept of using a ledger to record credit and debit transactions has existed for thousands of years.1 With the advent of distributed computing, the concept of the ledger was extended, where multiple parties can see and update a ledger using computers connected to a network. The difference between a centralized and a decentralized distributed ledger, as shown in Figure 1.1, is that you no longer have a single central authority. The issue, however, is that you still need a way to ensure the correct ordering of immutable transactions. In 1991, Stuart Haber and W. Scott Stornetta wrote “How to Time-Stamp a Digital Document,” which described an approach using timestamps and cryptographic hashes to prove when a digital document had been created or if it had been modified.2 This approach was used to check for immutability.
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1.1: Types of Ledgers

Byzantine Generals Problem

Another core aspect of distributed ledger technology is ensuring the data stored on each node is correct in a network that may include malicious or unavailable nodes. This problem is known as the Byzantine Generals Problem (BGP).3 BGP describes a scenario where generals surround a castle for an attack and must communicate and coordinate with each other via messengers. The attack will only succeed if all generals attack simultaneously, using the messengers to signal the attack. The risk, however, is that the attack signal may or may not be received correctly by all generals because the messengers may have been killed or bribed. A network resistant to these types of failures is called Crash Fault-Tolerant (CFT) and Byzantine Fault-Tolerant (BFT), respectively.

The paper “Building Secure File Systems Out of Byzantine Storage” by Mazières and Shasha introduces a Byzantine fault-tolerant (BFT) algorithm that allows a distributed network to reach a consensus on the state of data in an untrusted network.4 The authors created a consistency protocol called SUNDR (Secure Untrusted Data Repository) by leveraging redundancy to handle Byzantine failures and using digital signatures. If a discrepancy is discovered, the protocol will detect malicious behavior and partition file system data blocks into forks.

Network Consensus

For a network to agree on a common state, it needs to use a consensus algorithm that has two key properties:


	
Liveness: Must continue to make progress in deciding the network state.

	
Safety: Once honest nodes have confirmed the network state, they must remain committed to this decision.



When dealing with decentralized ledger networks, it is vital for the network’s security that the majority of nodes participating in the consensus algorithm are honest. If not, then this is known as a 51% attack, where a single entity controls the majority of nodes. When this happens, the attacker can control the consensus outcome and undo past (or deny future) transactions that may benefit the attacker.

The concept of using computation cycles for solving puzzles in decentralized consensus was first introduced in 1998 by Wei Dai’s b-money.5 The benefit of this approach is that it does not require a centralized authority to create money. “In 2005, Hal Finney introduced the concept of ‘reusable proofs of work’6, a system that uses ideas from b-money together with Adam Back’s computationally difficult Hashcash puzzles to create a concept for a cryptocurrency.”7 This approach, unfortunately, still relied on a trusted back-end,8 so it did not meet the goal of trustless, decentralized money.

Bitcoin Whitepaper

In 2008, the pseudonym Satoshi Nakamoto published “Bitcoin: A Peer-to-Peer Electronic Cash System” to address the double spending problem with a decentralized, peer-to-peer electronic cash system, as shown in Figure 1.2. In this landmark paper, Satoshi proposed “a peer-to-peer network using proof-of-work to record a public history of transactions that quickly becomes computationally impractical for an attacker to change if honest nodes control a majority of CPU power.”9 This is accomplished by using network timestamp transactions and “by hashing them into an ongoing chain of hash-based proof-of-work, forming a record that cannot be changed without redoing the proof-of-work. The longest chain not only serves as proof of the sequence of events witnessed but also as proof that it came from the largest pool of CPU power. As long as a majority of CPU power is controlled by nodes that are not cooperating to attack the network, they’ll generate the longest chain and outpace attackers.”10
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Figure 1.2: Bitcoin Ledger

Bitcoin’s Proof-of-Work implementation was innovative because it solved two problems at the same time. First, it provided a simple and moderately effective consensus algorithm, allowing nodes in the network to collectively agree on a set of canonical updates to the state of the Bitcoin ledger.11 Second, it provided a mechanism for allowing free entry into the consensus process, solving the political problem of deciding who gets to influence the consensus while simultaneously preventing Sybill attacks.12

On January 3rd, 2009, the first Bitcoin block was minted, and a new era of permissionless and trustless digital currency was born. In the subsequent chapters on Cryptography and Consensus Algorithms Overview and Transactions, we will explore the Bitcoin whitepaper in more detail.

Ethereum Whitepaper

The Ethereum whitepaper by Vitalik Buterin, published in 2014, introduced a new way of using blockchain technology to create a more general-purpose distributed computing platform. In particular, he described the concept of a Smart Contract, which can be considered as cryptographic “boxes” that contain value and only unlock it if certain conditions are met.13 Unlike Bitcoin scripts, Ethereum Smart Contracts would be Turing-complete and have access to a global state and persistence storage, as shown in Figure 1.3. The Smart Contract running in the Ethereum Virtual Machine (EVM) would be value-aware and could read the Ether (ETH) amount at the contract account.
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Figure 1.3: Ethereum Ledger

The global state in Ethereum contains two types of accounts: externally owned accounts, controlled by private keys, and contract accounts, controlled by their Smart Contract code.14 Smart Contracts are self-executing since they contain all the information they need within a single node. By using a global state, Ethereum has the advantage that it does not need to recreate all previous transactions to determine the current state of the network. It only has to apply the current transactions in the most recent block to the last global state stored on the node.

Transactions in Ethereum refers to a signed data package that stores a message sent from an externally owned account. Contracts can send messages to other contracts, where messages are virtual objects that are never serialized and exist only in the Ethereum execution environment.15 Ethereum is also considered non-deterministic because of the use of a global state. In contrast, Bitcoin and Cardano are deterministic since they only use a local state in transactions.

Ethereum smart contracts have the risk of infinite loops because they are Turing-complete scripts. To address this, Ethereum uses the concept of gas fees that are consumed when a smart contract (or chain of smart contracts) is executed. When a transaction is submitted, it must include the maximum amount of gas it will consume to safeguard against an infinite loop code execution.


Charles Hoskinson’s Whiteboard Video


The popular whiteboard video by Charles Hoskinson, with over 1M views,16 introduces the concept that Cardano is a third-generation blockchain, with Bitcoin being the first generation and Ethereum being the second generation. Cardano builds upon the first- and second-generation blockchains and addresses some of the key pain points from each, namely:


	Scalability

	Interoperability

	Sustainability



Scalability

Charles indicates that neither Bitcoin nor Ethereum can scale to billions of users, and to improve scalability, one must focus on three key areas:


	
TPS: Transaction per second.

	
Network: Network bandwidth required to use and share the network.

	
Storage: The size of the blockchain that needs to be saved persistently.



Cardano has created, published, and released Ouroboros, a Provable secure Proof-of-Stake Protocol to increase TPS. This protocol requires significantly fewer resources than Proof-of-Work, so parallelism and sidechains can be introduced to increase TPS. Cryptographic compression algorithms, in addition to sidechains, will reduce the size of the blockchain that needs to be transmitted and stored, improving both network and storage scalability. The concept of sidechains allows the base layer of Cardano to act as a settlement layer, while sidechains act as computation layers. When scaling to billions of users, it is not feasible or practicable to broadcast, relay, and store every transaction to all nodes on a settlement layer.

Interoperability

Another area that Cardano aims to address is how a blockchain interacts with other blockchains and legacy systems. In particular, Charles sees a future where multiple blockchains exist, and Cardano can interoperate with each other so value can flow between them. Additionally, there needs to be awareness and the ability to transact with traditional financial systems. To do so, a blockchain needs to have the following capabilities:


	
Metadata: The story behind a transaction.

	
Attribution: Identity of senders and receivers.

	
Compliance: KYC and anti-money laundering.
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Figure 1.4: Cardano Interoperability

Each of these topics is highly sensitive and contentious in the blockchain space. Great care must be exercised when dealing with these items since they may contain personal information stored on an immutable blockchain.

Sustainability

The last area to address is how a blockchain will grow, be funded, and be governed. Will it be a patronage model susceptible to being co-opted by large entities motivated by self-interest? Or will it be a one-time initial coin offering (ICO), which is finite and will run out of funds at some point? The approach taken with Cardano is to build into the protocol a self-sustaining treasury that is funded by initial token supply distribution and ongoing transaction fees. Equally, if not more important, is the question of who decides and how the funds are spent. This falls into the Governance phase in Cardano, which Charles indicates will be the hardest of all the phases in Cardano. The concept is that Ada holders can vote on treasury spending along with governance actions on features or improvements to the protocol over time.

The Blockchain Trilemma

The Blockchain Trilemma refers to a widely held belief that decentralized networks can only provide two of the three benefits at any given time concerning decentralization, security, and scalability.17
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Figure 1.5: Blockchain Trilemma


	
Decentralization: Creating a blockchain that avoids a central point of control.

	
Scalability: The blockchain must be able to handle an increasing number of users and transactions.

	
Security: A blockchain must operate as expected, and defend itself from attacks, bugs, and other unforeseen issues.18




Cardano aims to address each of these dimensions using the following approaches:


	Promote decentralization by ensuring that a stake pool securing the network can be run with ordinary hardware and a typical internet connection.

	Address scalability with side chains, cryptographic roll-ups, and parallelism (pipelining), increasing the speed at which transactions are processed.


	For high-assurance software and security, use a scientific approach, including a peer review process and formal verification of the Ouroboros Proof-of-Stake protocol.




Tokenomics

The last topic in the chapter is a brief review of tokenomics. A cryptocurrency token is critical in establishing value for a cryptocurrency ecosystem. This is important because running and supporting a network will take real-world resources and costs. Therefore, it is essential to understand the initial token distribution and monetary policy, such as the maximum supply and inflation rate, and how they influence price and market capitalization. Finally, as with the stock market, price and value are frequently misaligned. So, be cautious when evaluating an ecosystem based on the price of the cryptocurrency token. The price may have less to do with the utility or value of that ecosystem and more to do with price manipulation and market sentiment.

Token Allocation

Cardano’s native token is Ada, which currently has a circulating supply of 35,125,959,544 ADA and a maximum supply of 45,000,000,000 ADA.19 The Cardano ICO was completed between October 2015 and January 2017,20 with the distribution shown in Figure 1.6.
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Figure 1.6: Initial Token Distribution

There are three founding entities of Cardano:21


	
IOHK (IOG) is a research and engineering company and venture studio that builds blockchain and Web3 products to empower everyone, everywhere.22


	
Emurgo is a for-profit arm that develops, supports, and incubates commercial opportunities and helps integrate businesses into the Cardano blockchain system.

	
Cardano Foundation is an independent, Swiss-based not-for-profit organization that promotes and advances the Cardano platform for financial and social systems.



Token Distribution

Since there is a maximum supply of Ada, we can see the token distribution at any given time. This is helpful for comparison with other cryptocurrencies because a high allocation of a token not in the circulating supply means there may be downward pressure on the price when the token is released to the public.
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Figure 1.7: Ada Token Distribution23

The reserve is the amount of Ada used for staking rewards and funding the treasury, as shown in Figure 1.7. The treasury pays for ecosystem improvements and maintenance. Proof-of-stake networks use staking to allow users to stake their Ada to help secure the network. In return, they receive rewards proportional to the amount of Ada a user stakes vs. all Ada staked in the network. Staking rewards and treasury funding also include transaction fees generated from network activity.

Token Allocation Comparison

Figure 1.8 compares the initial token allocation of the top cryptocurrencies by market capitalization, as of September 27th, 2023. Interestingly, the amount of initial insider + foundation allocation has an upward trend as cryptocurrencies launch over time.
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Figure 1.8: Top 10 Crypto Market Cap Initial Token Allocations24


Inflation Rate


The last metric we will look at is the Cardano inflation rate of 0.3%.25 It is the amount of Ada being released from the reserve into the active supply through staking and funding the treasury. The inflation rate for Cardano is similar to that of Bitcoin, which starts out at the highest amount at launch and then exponentially reduces over time, as shown in Figure 1.9.
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Figure 1.9: Cardano Inflation Rate

Cardano Roadmap

The Cardano roadmap has been organized into five themes or phases: Byron, Shelley, Goguen, Basho, and Voltaire.26 Each theme is focused on a set of capabilities that will be delivered across multiple code releases.27 Each development theme has one or more eras with a specific set of ledger rules, as shown in Tables 1.1 and 1.2.









	
Phase


	
Theme


	
Ledger Era


	
Description





	
Byron


	
Foundation


	
Byron


	
The first version of a federated Cardano blockchain using the Ouroboros Proof-of-Stake protocol28





	
Shelley


	
Decentralization


	
Shelley


	
The roll-out of upgrades improving decentralization and introducing staking delegation and rewards29





	
Goguen


	
Smart Contracts


	
Allegra


	
Introduced token locking support





	
	
	
Mary


	
Enabled native tokens and multi-assets





	
	
	
Alonzo


	
Launched Smart Contract capability





	
	
	
Babbage


	
Implemented features such as inline datums, reference scripts, and reference inputs





	
Basho


	
Scaling


	
N/A


	
Improve scalability and interoperability of the Cardano network30





	
Voltaire


	
Governance


	
Conway


	
Allow the Cardano blockchain to become a self-sustaining system with network participants using their staked Ada and voting rights to influence the future development of the network31






Table 1.1: Cardano Roadmap32










	
Date


	
Phase


	
Era


	
Epoch Number


	
Consensus Mechanism





	
2017/09


	
Byron


	
Byron


	
0


	
Ouroboros Classic





	
2020/02


	
Byron


	
Byron


	
176


	
Ouroboros BFT





	
2020/07


	
Shelley


	
Shelley


	
208


	
Ouroboros Praos





	
2020/12


	
Goguen


	
Allegra


	
236


	
Ouroboros Praos





	
2021/03


	
Goguen


	
Mary


	
251


	
Ouroboros Praos





	
2021/09


	
Goguen


	
Alonzo


	
290


	
Ouroboros Praos





	
2021/10


	
Goguen


	
Alonzo


	
298


	
Ouroboros Praos





	
2022/09


	
Goguen


	
Babbage


	
365


	
Ouroboros Praos





	
2023/02


	
Goguen


	
Babbage


	
394


	
Ouroboros Praos






Table 1.2: Cardano Timeline33


Blockchain Use Cases


To wrap up this introductory chapter, it is helpful to understand some of the blockchain use cases that demonstrate the potential of blockchain technology:


	
Capital Markets: more efficient flow of capital34


	
Tokenization: representing assets such as gold, stocks, bonds, property, or fiat currencies

	
Rewards: the ability to use rewards or points to incentivize behavior

	
Decentralized Exchange (DEX): non-custodial exchanges for asset and derivative swaps

	
Marketplaces: to buy and sell tokenized assets

	
Financial Products: such as lending and borrowing

	
Identity Systems: Self-Sovereign Identity (SSI) solutions

	
Insurance: using smart contracts and data feeds for claim processing

	
Media and Entertainment: track and monetize the life cycle of authentic digital content and distribution35


	
Decentralized Storage: leverage token incentivization models for peer-to-peer decentralized storage

	
Decentralized Autonomous Organizations (DAO): for governance and voting



Conclusion

We should now have a high-level understanding of the evolution of blockchain technology, from the origins of distributed ledgers to the famous Whiteboard Video by Charles Hoskinson, encapsulating the purpose and goals for Cardano. We introduced the Bitcoin and Ethereum whitepapers and will examine both Proof-of-Work and Proof-of-Stake consensus models in more detail in the next chapter. Additionally, we reviewed fundamental blockchain concepts such as the Blockchain Trilemma, tokenomics, Cardano roadmap, and blockchain use cases. In the next chapter, we will take a deeper technical dive into cryptography and consensus algorithms and explore how they make a blockchain secure.

Points to Remember


	Networks can be either centralized or decentralized.

	The difficulty of a decentralized network is that it must not have a central authority.

	
A Byzantine fault is where a network node is either unavailable or trying to harm the network.

	A network uses a consensus algorithm to agree on the correct state of the network.

	A 51% attack occurs when a single entity controls the majority of nodes in a decentralized ledger network.

	The Bitcoin whitepaper solved two problems at the same time:

	Provided a simple and efficient consensus algorithm.

	Anyone can participate in the consensus algorithm, eliminating the need for a central authority.





	The Ethereum whitepaper introduced the concept of Turing-complete scripts that can access the ledger’s global state.

	Cardano is considered a third-generation blockchain with the goals of addressing scalability, interoperability, and sustainability.

	The price and value of a token are frequently misaligned, so when evaluating a cryptocurrency, it is important to consider fundamental principles such as decentralization, security, and scalability.

	Cardano has five development themes or phases: Byron, Shelley, Goguen, Basho, and Voltaire.



Multiple Choice Questions


	What kind of network does not need central authority?

	Centralized

	Decentralized

	Distributed

	Anonymous





	What innovative concept did Wei Dai publish that Bitcoin uses today?

	Computation work by solving puzzles

	Computation work by CPU power

	Computation work by network power

	Computation work by consensus





	Why was Hal Finney’s “reusable proofs of work” not widely adopted?

	It was based on Proof-of-Work (POW)

	It was not decentralized

	
Relied on a trusted back-end

	Insecure cryptography





	Bitcoin’s Proof-of-Work was innovative because it was:

	A time-based consensus algorithm

	A hash-based consensus protocol

	A time- and hash-based consensus protocol

	An efficient and open consensus protocol





	Why Turing-complete scripts were not used in Bitcoin?

	There was no suitable computer language to write it at the time

	There was a risk of an infinite loop

	It needed to be a functional programming language

	Bitcoin does not use scripts





	What are the three key pain points of the first- and second-generation blockchains?

	Scalability, Interoperability, Sustainability

	Scalability, Decentralization, Sustainability

	Decentralization, Scalability, Consensus

	Sustainability, Consensus, Programmability





	What are the three dimensions of the Blockchain Trilemma?

	Security, Consensus, Decentralization

	Programmability, Security, Consensus

	Decentralization, Scalability, Security

	Security, Scalability, Programmability







Answers


	b

	a

	c

	d

	
b

	a

	c



Questions


	What problems are decentralized ledgers trying to solve?

	Why is decentralization so crucial to a consensus protocol?

	What is a Byzantine fault and how to mitigate it?

	What was the motivation for the Bitcoin whitepaper?

	Why did Vitalik Buterin write the Ethereum whitepaper?

	What are the goals of Cardano?

	Why is tokenomics important?



Key Terms


	
Attribution: Identity of senders and receivers.

	
BFT: Byzantine fault-tolerant

	
CFT: Crash fault-tolerant

	
Compliance: KYC and anti-money laundering.

	
Consensus: The ability of network nodes to agree on the network state.

	
Decentralized: A network that does not have a central authority.
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