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Preface





The initial chapters set the foundation by covering essential terminology and methodologies for infrastructure attacks, including external and internal network reconnaissance, exploitation of vulnerable routers, services, and applications to gain access.


Next, the book walks through the process of establishing persistent remote access using stabilized encrypted shells, followed by a detailed enumeration of Windows and Linux systems, facilitating the escalation of privileges to administrator levels.


Building on the access, readers will master lateral movement techniques such as network pivoting to deliver payloads for deeper compromises across the entire internal infrastructure. Critical business systems, such as databases, are also covered for common attack patterns and data extraction techniques in both on-prem and cloud environments.


The concluding chapters exclusively focus on hacking the crown jewels of enterprise networks – compromising Active Directory domain controllers to achieve total organizational dominance. A combination of special frameworks like BloodHound and powerful tools like Mimikatz are introduced for identity compromisation. In the end, techniques such as attacking Kerberos, AD persistence via DCSync, and manipulating forest trusts are demonstrated, showcasing their devastating impact potential.


Overall, this book is a comprehensive manual covering the most potent infrastructure attacks deployed by adversaries today.


Chapter 1 covers the basics of infrastructure attacks, including types, ethical hacking methodology, and the mindset for compromising enterprise systems.


Chapter 2 discusses external network reconnaissance, such as subdomain enumeration, identifying assets, and OS fingerprinting to plan targeted attacks.


Chapter 3 explains common router exploits, vulnerabilities in firmware, and router MITM attacks to gain initial network access.


Chapter 4 focuses on establishing the first foothold via attacking exposed services and applications using public exploits and Metasploit.


Chapter 5 teaches techniques to gain persistent shells via bind/reverse connections and encrypting communication channels for stealth.


Chapter 6 covers Windows enumeration using scripts and memory injection frameworks like Cobalt Strike to extract credentials/data.


Chapter 7 explains Linux enumeration via scanning processes, file systems, and services to identify privilege escalation vectors.


Chapter 8 introduces internal network reconnaissance via packet sniffing and password dumping for credentials to enable deeper attacks.


Chapter 9 focuses on basic lateral movement techniques, including compromised workstation pivoting and SSH port forwarding.


Chapter 10 covers advanced lateral movement via Metasploit pivot modules and Cobalt Strike socks proxy for stealthy scanning/access across networks.


Chapter 11 discusses common database attack methods such as SQL injection, MongoDB/Elasticsearch exploits for RCE, and data theft.


Chapter 12 explains Active Directory hacking techniques for enumeration via scripts like ADRecon, followed by attacking AD FS and DCSync.


Chapter 13 teaches the use of the BloodHound tool for identifying hidden AD trust paths to Domain Admin access.


Chapter 14 covers advanced AD attacks, including Kerberos ticket manipulation and attacking forest trusts between connected AD environments.
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CHAPTER 1


Introduction to Infrastructure Attacks



Introduction

In the year of 2020, the world was held in the grip of the coronavirus pandemic, a crisis that not only impacted the global economy but also left an indelible mark on cyberspace. The pandemic created fertile ground for cyber attackers, who swiftly exploited COVID-19-based scenarios to infiltrate and compromise targeted organizations’ networks, leading to extensive data breaches. The echoes of these events are a stark reminder that understanding the psyche of a cyber attacker is vital, and to do so, we must delve into the landscapes where these attacks take place. This book encompasses external and internal network attacks from the infrastructure perspective. The need to explore this subject is urgent and complex, knowing various attack surfaces and types of infrastructure vulnerabilities that are often overlooked.

This introductory chapter will embark on a comprehensive journey through the multifaceted world of infrastructure attacks. Our exploration will unfold across a series of critical areas, providing the reader with a solid foundation for understanding and analyzing the intricate web of modern digital security challenges.


Structure


The topics to be covered in this chapter to enrich our understanding of infrastructure attacks include:


	Exploring the Infrastructure Attack Landscape

	Getting started with infrastructure attacks

	Wireless network attacks

	Cloud-based attacks

	Virtualization and containerization attacks

	SCADA and IoT-based attacks

	Approach and methodology



Exploring the Infrastructure Attack Landscape

January 2020 marked a pivotal moment in cybersecurity with the onset of significant malware attacks, epitomized by vulnerabilities like the Citrix flaw (dubbed “Shitrix”), and an Internet Explorer zero-day exploit. Data breaches, such as the Unacademy incident that leaked around 20 million users’ data, further compounded the challenges faced. Marriott’s data breach in March 2020 exposed the Personally Identifiable Information (PII) of over 5.2 million individuals, a direct consequence of compromised employee credentials.

Such breaches manifest through specific vectors or an amalgamation of several vulnerabilities, including but not limited to:


	
Employee credentials leaks: Unauthorized exposure of sensitive authentication data.

	
Perimeter-based unsecured network/web application service: Lack of proper controls and misconfiguration leading to exposure.

	
Vulnerable API endpoints: Insufficient security controls resulting in data leaks.

	
Spear-phishing attacks: Manipulation leading to inadvertent disclosure of critical network entry points.

	
Third-party site dependency for credential storage: A weak link in secure data handling.

	
Zero-day exploits: Exploitation of undisclosed vulnerabilities.

	
Insider threats: Orchestrated by employees with malicious intent.

	
Social engineering attacks on internal employees: Human-centric vulnerabilities.

	
Third-party product vulnerabilities or backdoors: Exploitation of embedded flaws.

	
Targeting of employee’s family members: A vector involving personal association to obtain system access.

	
Physical intrusion techniques: Including dumpster diving, hardware hacks, and wireless intrusions.



Cyberattacks can have widespread effects on an organization’s systems, showing that just one weak link can cause a lot of damage. If an organization doesn’t put strong security measures in place, attackers find it easier to take advantage of weaknesses.

This book explores the tools, methods, and strategies that cyber attackers use to break into organizational systems, giving a detailed technical analysis. It explains how the same approaches used by attackers are also applied by penetration testers and red teams to check an organization’s defenses. This offers a unique look at both attacking and defending in cybersecurity. Designed for professionals who want to deeply understand today’s cyber threats, the book breaks down the complex details of current cyber attacks. It aims to equip readers with the knowledge needed to reduce risks, protect important information, and keep up with the fast-changing world of information security.

Getting Started with Infrastructure Attacks

To begin with the infrastructure penetration tests and attacks that could be used, we first need to understand the different types of categories of these attacks. Let’s look at the various types of attack categories that affect organizations’ infrastructures in detail in the following subsections.

External Network Attacks

External network attacks, or simply external attacks, cover a wide variety of vulnerabilities and methods used to attack. These attacks aim at different parts of a network, including websites, network services, APIs, routers, firewalls, and any device that can help an attacker get into the internal network from outside.

The attacks can happen in many ways, such as phishing (tricking people into giving access), breaking into wireless networks at homes or businesses, attacking virtual private servers (VPS), and targeting cloud systems, among others.
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Figure 1.1: External network attack

The underlying objective for a threat actor (a.k.a. cyber attacker) in launching an external attack is the exploitation of susceptible endpoints located at the network’s perimeter, aimed at penetrating the interior network infrastructure. After breaking into the servers located outside, the attacker’s next move is to navigate through the network, searching for important assets, or what people commonly call the organization’s “crown jewels” - important servers like backup, integration, delivery, file servers, domain controllers, and so on.

External attacks, by their intrinsic nature, are typically marked by a high degree of sophistication. This complexity stems from the fact that an organization’s perimeter is typically well-fortified by specialized security teams, known as the blue team or defenders. Many businesses spend a lot of money on complex security measures, focusing mainly on protecting the outside boundary of their networks. These efforts aim to protect their security teams, servers, and network managers from attacks.

However, in the ceaseless cat-and-mouse game that characterizes modern cybersecurity, attackers continually innovate, devising novel techniques to circumvent perimeter defenses. These methodologies vary widely in complexity, ranging from simple unauthorized entry using default passwords to complex strategies aimed at achieving Remote Code Execution (RCE) on a system.

Studying these issues highlights how cybersecurity problems that organizations face are always changing and becoming more complex. To really understand these outside attacks, one needs a detailed knowledge of the technology and people involved, and how attackers and defenders interact with each other. Dealing with these threats means always being alert and taking a thoughtful, ahead-of-the-curve approach to security. These are the key points this book will cover in great detail.

Internal Network Attacks

Internal network attacks represent an entirely distinct category of offensive cyber operations, characterized by unique complexities and tactical considerations. They offer an intriguing canvas for skilled cyber attackers, especially in cases tied to cyber espionage campaigns orchestrated by sophisticated threat actors. Being skilled at taking advantage of internal networks is crucial in these situations. It involves a variety of detailed methods and strategies that highlight the constantly evolving nature of cybersecurity battles.

For penetration testers or red teamers, being skilled in moving through an organization’s internal network is essential. They need to be able to smoothly navigate through the network, spot important servers, and recognize possible ways to attack. This skill set gives these professionals the insights they need to foresee, replicate, and counteract the tactics used by attackers. Understanding these aspects helps organizations gather the intelligence they need to build strong defenses. As a result, they become more resistant to various internal threats.

The primary objective for an attacker in this context is the gain privileged access within a compromised server, followed by lateral movement (a.k.a pivoting) across the network. This sophisticated attack may involve various strategies, such as credential reuse, session snooping, internal phishing attacks, and other advanced methodologies, to find new attack paths within the network. In a constantly evolving landscape, attackers often change their tactics & methods, employing obfuscation and other stealth techniques to evade Intrusion Detection/Prevention Systems (IDS/IPS) and anti-virus (AV) or Endpoint Detection & Response (EDR) defenses.

In internal network attacks, the emphasis often shifts toward domain controllers and Lightweight Directory Access Protocol (LDAP) servers, repositories of critical network authentication data. For a penetration tester, gaining access to these assets falls within the scope of the assignment. However, for a red teamer or malicious attacker, this milestone is merely the beginning.

After gaining access to an organization’s Active Directory (AD), what comes next in the attack depends on the attacker’s technical skills. Finding and taking advantage of important servers in the network can cause serious problems, like data breaches and leaks. These issues can do more lasting harm than just exploiting the AD.

In summary, attacks on internal networks involve a complicated mix of strategies, tactics, and techniques. It’s like a high-stakes chess game, where every move has big consequences for both the attacker and the defender. Exploring these dynamics deepens our knowledge of today’s cyber threats and strengthens our overall defense against them. In the next chapters, we will dive deeper into these complex challenges, breaking down the methods, uncovering the subtle tricks, and giving readers the tools and knowledge they need to protect their organizations from these constantly changing threats.
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Figure 1.2: An attacker can gain internal access and then pivot between various internal networks to achieve further access

Wireless Network Attacks

Wireless network attacks present a distinct and often underappreciated vector in the landscape of cyber threats. While traditional attack methods of network endpoints may face challenges due to proactive administrators, the wireless spectrum opens an alternative, frequently more vulnerable, gateway for intrusion. This attack dimension allows both direct and indirect routes to network access and encompasses a broad spectrum of devices, extending even to physical locales.

These attacks primarily target the IEEE 802.11 suite of wireless standards. They can focus on both home networks (such as WEP, Personnel WPA, WPA-TKIP, WPA2-PSK, or WPA3) and more structured enterprise networks (like Dynamic WEP and Enterprise WPA/2, which include RADIUS servers).

While vulnerabilities in WEP and WPA/2 have been well-documented, recent discoveries have unveiled weaknesses in the supposedly robust WPA3 protocol. One notable example is the DragonBlood exploit, which lets attackers sidestep the Simultaneous Authentication of Equals (SAE) protocol, enabling dictionary attacks to crack the WPA3 password.

However, the threat environment in the wireless domain isn’t confined to Wi-Fi networks alone. The broader physical aspects of perimeter security also come under fire, with potential vulnerabilities in Bluetooth devices, Near-Field Communication (NFC) modules, Radio-Frequency Identification (RFID) systems, and Human Interface Device (HID) tags.

The repercussions of a wireless attack on organizational infrastructure can be profound. An illustrative scenario might involve an attacker exploiting an enabled wireless card on an employee’s LAN-connected laptop. Such oversights can introduce significant security lapses, leaving the infrastructure exposed.

An attacker, by exploiting such vulnerabilities, might gain a foothold in the internal network. They could then move laterally, seeking out easy attack paths for exploitation. Data breaches, facilitated by data exfiltration over wireless mediums (including covert operations over specific Wi-Fi SSIDs), could follow, putting the organization at risk.

In wrapping up, wireless network attacks represent a complex and evolving challenge in the broader spectrum of cyber threats. Their nuanced nature, paired with the relentless progression of wireless technology, necessitates a holistic and adaptive defensive stance.
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Figure 1.3: Wireless network attack


Cloud-based Attacks


The advent of cloud computing signaled a transformational shift in the technological landscape. The early introduction of Elastic Compute Cloud (EC2) by Amazon Web Services (AWS) in 2006, followed by Google’s launch of Google App Engine in 2008, ushered in an era of unprecedented scalability and flexibility for businesses. But this development also brought new vulnerabilities that malicious actors were quick to exploit.

From the early days of cloud adoption, where instances like the Zeus botnet running on EC2 were uncovered, to today’s complex environment, the battle between defenders and attackers in the cloud has only intensified. Modern cloud infrastructures are now offered by an array of providers, such as Microsoft, Alibaba, Google, IBM, Amazon, and Oracle. As corporations increasingly integrate these technologies into their networks, attackers are persistently devising new methods to leverage the cloud for malicious purposes.

From an attacker’s perspective, cloud-based networks represent highly valuable targets. The interconnected nature of these systems—often employing Multi-Protocol Label Switching (MPLS) networks and integration with various cloud-based services like EC2, Google Cloud Platform (GCP), CloudFront, and Route 53—creates a web of potential entry points. To put it simply, a single vulnerable web application hosted on a cloud platform could potentially provide a pathway to an organization’s internal office network, depending on the configuration of the Virtual Private Cloud (VPC).
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Figure 1.4: Cloud-based attack

Some prominent forms of cloud-based attacks include:


	
S3 bucket misconfigurations: Often resulting from human error, misconfigured S3 buckets can expose sensitive data, giving unauthorized users the ability to view, download, or even manipulate the stored information.

	
Cloud snooper attacks: These sophisticated attacks leverage vulnerabilities in operating systems or hypervisors to facilitate unauthorized communication with malware-infected virtual machines within the cloud, bypassing standard security measures.

	
Cloud API abuse: Improperly secured or misused APIs can become gateways for attackers to manipulate cloud services, leading to unauthorized access to data or service disruption.

	
Serverless function abuse: As serverless architectures like AWS Lambda grow in popularity, attackers may exploit insecure serverless functions to execute malicious code within an environment.

	
Credential stuffing and account takeovers: Utilizing stolen or brute-forced credentials, attackers can gain control over cloud accounts, leading to data theft, financial loss, or reputation damage.

	
Cryptojacking: Some attackers deploy crypto-mining scripts on cloud platforms, exploiting resources for cryptocurrency mining at the victim’s expense.

	
Data leakage via side-channel attacks: These highly technical attacks can uncover sensitive data from other customers in multi-tenant cloud environments, breaking supposed isolation guarantees.

	
Misuse of shared responsibility models: A misunderstanding of the shared responsibility between the cloud provider and the customer can lead to gaps in security protocols, leaving room for attackers to exploit.



The complexity of cloud environments, combined with the continual evolution of attack techniques, presents a unique challenge for cybersecurity professionals. The defense strategies require a robust understanding of cloud architecture, vigilant monitoring, adherence to best practices, and collaboration with cloud service providers.

Virtualization and Containerization Attacks

Virtualization, a concept that began in the 1960s with the partitioning of mainframe resources, has evolved into a diverse and multifaceted technology. From application, service, memory, storage, data, network, and hardware virtualization to containerization and desktop virtualization, these technologies have revolutionized the way we manage computing environments.

However, the very characteristics that make virtualization and containerization appealing also create new vulnerabilities and attack vectors. Let’s delve into some key aspects.

Virtualization Attacks


	
Guest-to-host escapes: If an attacker gains access to a virtualized Operating System (OS), they might be able to exploit vulnerabilities in the virtualization software to escape the confines of the guest OS and take control of the host system. This can give the attacker access to all virtual environments running on that host.

	
Virtual network attacks: By compromising the virtual switches and networking configurations, an attacker could potentially snoop, alter, or redirect network traffic within the virtualized environment.

	
Resource starvation and denial of service (DoS): An attacker might intentionally consume resources in one virtual machine to starve others on the same host, leading to degraded performance or complete unavailability.

	
Unauthorized access to VM images: Virtual machines are often stored as files called images. Improperly secured images can be accessed, copied, or altered by unauthorized users.

	
Snapshot attacks: If snapshots of virtual machines (taken for backup or replication purposes) are mishandled, an attacker could gain access to the sensitive information contained within those snapshots.

	
Hyperjacking: This involves installing a rogue hypervisor that can take control of the underlying host system, potentially providing control over all virtualized environments.
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Figure 1.5: Virtualization attack

Containerization Attacks


	
Container breakouts: Much like guest-to-host escapes in virtualization, a container breakout allows an attacker to escape the confines of the container and gain access to the host or other containers.

	
Insecure images and registries: Containers often rely on pre-built images from repositories. If these images are not properly secured or originate from untrusted sources, they can introduce vulnerabilities into the containerized environment.

	
Misconfigured security policies: Containers often communicate with each other and with the host system. Incorrectly configured network policies or permissions can allow unauthorized access or lateral movement within the environment.

	
API vulnerabilities: Container orchestration platforms like Kubernetes expose APIs for management purposes. Vulnerabilities or weak authentication in these APIs can allow unauthorized control over the containerized applications.

	
Poisoned images and supply chain attacks: An attacker might inject malicious code into an image that is then used to build containers, infecting all instances of that container.

	
Abuse of privileges: Containers that run with unnecessary or excessive privileges can be exploited to perform actions outside of their intended scope.
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Figure 1.6: Docker architecture (source: https://www.docker.com/resources/what-container)

In conclusion, virtualization and containerization present a complex and rich attack surface. The dynamic and interconnected nature of these environments requires a layered and nuanced approach to security. Thorough understanding, constant monitoring, adherence to best practices, and regular security assessments are vital for defending against the myriad threats that virtualized and containerized systems face. As these technologies continue to evolve, so too will the tactics and techniques of attackers, making the task of securing these environments a continually challenging and essential endeavor.

SCADA and IoT Attacks

In the ever-evolving world of technology, Supervisory Control and Data Acquisition (SCADA) systems and the Internet of Things (IoT) have become cornerstones of modern industrial and personal infrastructure. Though indispensable, these sophisticated technologies are not impervious to the multifarious threats looming in the shadows of our connected world.

SCADA Systems

SCADA, a control system architecture, combines hardware, PCs, data communications, and Graphical User Interface (GUI) elements to facilitate high-level process supervisory management. Comprising a network of software and hardware, SCADA allows industrial giants to exert control over intricate processes and supply chains, both locally and remotely through the internet.

The functions of SCADA systems are vast, interacting directly with physical components such as sensors, valves, pumps, and motors. These interactions are orchestrated via Human-Machine Interface (HMI) software, monitoring and logging all events in real-time. From power plants to manufacturing sectors, SCADA systems are at the core of industrial efficiency and strategic innovation.
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Figure 1.7: SCADA architecture overview (source: https://www.plcacademy.com/scada-system/)

Yet, the complexity that marks the beauty of SCADA also becomes its Achilles’ heel. An attack on its Programmable Logic Controller (PLC) units can be nothing short of disastrous. Imagine the devastation if a threat actor is able to compromise the critical hardware devices via the SCADA system, the potential harm is both real and immense.
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Figure 1.8: SCADA attack

IoT Attacks

In parallel with SCADA systems, the emergence of Internet of Things (IoT) has painted a new landscape of interconnectedness. From smart homes to healthcare, the capacity for devices to communicate without human intervention has transformed our daily lives. But with many technological advancements, the IoT comes with a wide variety of cyber security risks.

The susceptibility of IoT devices to cyberattacks became hauntingly apparent with the infamous Mirai botnet of 2016. Devices infected with Mirai malware contributed to a crippling Distributed Denial-of-Service (DDoS) attack, showcasing how fragile the IoT network is to the advance cyber attacks.

From a threat actors’ perspective, breaching into the IoT device could sometimes be pivotal for further complex attacks on a targeted organization or an individial.

The complex mix of SCADA and IoT systems shows that what makes technology powerful can also make it susceptible to cyber attacks.

To perform a successful penetration test on a client infrastructure, it is imperative to know about the penetration testing approach and methodology which we’ll cover in the next section of this book.

Approach and Methodology

Penetration testing, or pen testing, is a systematic process that mimics the actions of potential attackers to identify weaknesses in a system, network, or application. The Penetration Testing Life Cycle outlines the general methodology followed by all penetration testers and red teamers. This life cycle helps to understand the psyche of an attacker and is divided into the following phases:
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Figure 1.9: Approach diagram


	
Reconnaissance and Enumeration
Reconnaissance is the preliminary phase where testers gather as much information as possible about the target, without actual engagement. It lays the groundwork for the rest of the test and is divided into two categories:


	
Active Reconnaissance: Here, the tester directly engages with the target’s assets, gathering information such as IP addresses, network services, and device types.

	
Passive Reconnaissance: This involves gathering information without direct engagement, such as identifying employee details through social media, public documents, and other open sources.







Generally it is recommended to begin with passive reconnaissance before engaging with active reconnaissance. This would help the testers to identify the assets that needs to be tested.


	
Vulnerability Analysis
Following reconnaissance, the tester analyzes all the information gathered, identifying vulnerabilities and possible entry points into the system. This phase may involve using specialized tools to scan for known weaknesses and assess how these vulnerabilities might be exploited.



	
Exploitation
In this phase, the tester actively attempts to exploit the identified vulnerabilities to gain unauthorized access to the system. It’s here where the theoretical vulnerabilities meet practical application, and the tester determines if they can, indeed, breach the security controls.



	
Post-exploitation
Upon successful exploitation, the focus shifts to what can be done with the access gained. This might include escalating privileges, maintaining access through persistent techniques, or pivoting into other systems connected to the network. It’s a phase that uncovers the real-world risks and potential damage that could be caused by an actual attacker.



	
Cleaning up
Unlike threat actors and Advanced Persistence Threat (APT) groups, ethical penetration testers must act responsibly. Cleaning up involves removing any installed backdoors (such as malware, web shells, scripts, tools, etc. uploaded) or other changes made to the system during testing. This ensures that the system is restored to its original state and that no unintended vulnerabilities are left behind.



	
Reporting
The reporting phase is vital to communicate the findings and recommendations to stakeholders within the organization. Technical reports provide detailed explanations for security professionals, while executive summaries translate the findings into business terms. Reporting helps stakeholders understand the value of the assessment and the necessary steps to improve security.





The Penetration Testing Lifecycle is a strategic approach that guides ethical hackers in their quest to uncover and analyze vulnerabilities. It represents a simulated attack on a system, reflecting both the methodology and mindset of potential malicious attackers.

This lifecycle’s comprehensiveness ensures that the assessment is thorough, responsible, and aligned with the organization’s security goals. By following these steps, organizations can gain a clearer picture of their security posture and take meaningful actions to enhance their defenses against the ever-changing landscape of cyber threats.

With this foundational understanding of the Penetration Testing Lifecycle, we are now prepared to delve deeper into the specific techniques, tools, and scenarios that bring this process to life in the subsequent chapters.

Conclusion

In this chapter, we learned the different categories of infrastructure attacks and then covered the approach and methodology followed by cyber attackers as well as ethical hackers, penetration testers, and red teamers during security assessments.

In the next chapter, we’ll be covering the tools and techniques that can be used to identify and enumerate the devices on a network.
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CHAPTER 2


Initial Reconnaissance and Enumeration



Introduction

In the world of cybersecurity, knowledge is power. The more a penetration tester knows about a target, the more effectively they can identify vulnerabilities and orchestrate an attack. This principle underlines the importance of the initial reconnaissance and enumeration phase, a critical stage in the Penetration Testing Lifecycle.

Reconnaissance is more than merely gathering data; it’s about understanding the target’s architecture and identifying potential avenues for exploitation. From IP addresses to the domains/subdomains, from the ports to the services running on each port, every piece of information could be the key to uncovering a vulnerability.

This chapter delves into the methods, techniques, and tools specifically tailored for infrastructure attacks, helping readers gain a comprehensive view of how to approach the reconnaissance and enumeration process.

Structure

Following are the topics that are covered in this chapter:


	Networking 101

	Network reconnaissance – Active and Passive




Networking 101


Before diving deep into the network reconnaissance and enumeration understanding the networking concepts takes precedence. Without a clear concept of networking, penetration tester’s/red teamer’s efficiency to quickly recon the network will reduce drastically. While doing recon on a network, a pen tester/red teamer needs to understand how the target network is configured.

Of course, from an outsider’s point of view, it would be impossible to know the internal network architecture unless the information is somehow left by an internal employee publicly. In those situations, it’s always good to start with external network reconnaissance techniques such as, performing DNS lookups, IP lookups, or port scans; using Shodan, Censys, service scans, and version scans; and so on. All these techniques when combined are generally used to map the external network of an organization. This mapping would help pen testers/red teamers to learn more about the target network and what public IP subnets are being used by the company.
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