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      "If you want total security, go to prison. There you're fed, clothed, given medical care and so on. The only thing lacking ... is freedom" - Dwight Eisenhower

      

      Friend,

      My name is Lance and I am the author of this book on encryption security and anonymity. I have been an encryption enthusiast as well as writing about security in general for over a decade. I have been a member of many security and encryption forums since the 1980s, and have been involved with computer technology long before that (yeah I know that makes me an old geezer). But if there is a security or encryption program out there, I have used it and experienced its strengths and its shortcomings and (more than likely) attracted the attention of the authorities (more on that later).

      I was there when PGP first arrived on the scene and when Napster was the dominant method of p2p trading. I have used most versions of PGP, Drivecrypt, Bestcrypt, Truecrypt, Tor, Freenet, I2P and every spinoff and copycat you can think of.

      Let's face it. Today we are constantly bombarded with news by the media of those trawled, raided, arrested, imprisoned, tortured and humiliated because they weren’t necessarily breaking any law but because they did not know the difference between privacy and anonymity. I waited and waited for some smart hacker to put something up on Amazon to prevent this from happening.

      Didn't happen.

      So I decided it would be me. I stepped up to the plate pronto, though truth be told I had been meaning to put together some of the rudimentary elements of encryption security in such a way that a person without any knowledge of security encryption or anonymity could become familiar.

      It is not a particularly advanced book, but rather a portal from which a beginner can step through with the assurance of anonymity when he is online. To that end I present a few tools (mostly free) at your disposal to accomplish this lofty goal. If you’re an advanced user, you just might learn some hidden vulnerabilities in your favorite anonymity program.

      A PhD in computer science is not required to use encryption. Neither are you required to be a programmer of any sort. You only have to know your way around your operating system and be able to follow directions to the letter. If you know how to install an operating system, or for that matter, any application at all, then you can safely use encryption programs to preserve your own digital data and safety.

    

  


  
    
      
        
          
          

          
            Darknet

          

        

      

    

    
    

  


  
    
      
        
          
          

          
            Privacy and Anonymity

          

        

      

    

    
      If you’re like one of the many billions of people on the planet who use the internet to surf the net, check email, download programs or do any kind of online work, then you probably know there are risks associated with being a habitual internet user. That's just how it is. But it is not your fault that there are so many latent traps and pitfalls associated with online spelunking, in whatever form that may be.

      It is just a fact of life that the Good lives alongside the Evil in our lives, offline or online. This book is meant as a beginner’s guide to distinguish between the Good and the Evil, and to conceal your online footprint. To be a ghost on the internet, that is our aim.

      This book is not necessarily for the advanced, such as those who teach computer science courses, but rather it is for those who would like to learn to surf without compromising their identity, or having their online habits tracked 24/7, and who engage in some risky speech against their government once in a blue moon. It is also for those who might not know about some of the little known vulnerabilities in their favorite “anonymous” software programs. In the end, you just might learn there is a vast difference between “anonymity” and “privacy”.

      Let’s start with the basics. I’ll just put this out there so you know the weight of the privacy situation entirely. As of 2014, you are always being tracked on the internet in just about every way you can imagine. Search engines, cookie managers, download managers and everything you do online has the potential to make someone, somewhere, a LOT of money. Most of the time, this is because laser-targeted advertising is extremely profitable. The more they know about your habits, the more money they make.

      How?

      Simple. If they know more about your fears, your likes and dislikes, and how and where you spend your money, they can deliver targeted advertising to you. Laser targeted advertising. That means more power for them, less for you. Now, advertising in and of itself is not such a bad thing, but neither is a loaded gun sitting on top of the fridge. By itself it can do nothing. However it is the method of execution that defines its usefulness.

      If you type any medical search term into a major search engine such as Google, Yahoo, or Bing, soon enough you’ll start to see targeted ads. If you search for “how to cure a hangover”, you might not see anything right away, since hangovers generally don’t last that long. However if you were to type “how to cure herpes”, you will likely be typing variations of that sentence over the course of a few weeks or months since it is not an easy condition to treat. Eventually you would see pay-per-click ads start to manifest themselves in your search engine results in the top corners. These ads might be selling all manner of snake-oil remedies for the cure to herpes, or they might be referrals to medical specialists.

      The bottom line is this: why do they think you have this disease? The answer is because you repeatedly typed it into the search engine over the course of days/months. Over the course of a year, how much do you reveal about your medical history and identity to your favorite search engine? Do you ever wish you could keep this information private?

      They like to “bubble” your identity based on how you search: the time between searches, the time of day, your country, your area. With the help of a very specific item in your internet portfolio called an IP address, they can even find out where you live, who your ISP is, and chart a course right to your very doorstep. With the help of Google Maps, and a whole plethora of other mapping applications, this can potentially lead to some very annoying and/or embarrassing situations. Do you think this information would be valuable to door-to-door salesmen? Or perhaps a company that sends out mailed advertisements? Of course.

      But first things first, let’s briefly say a word about the difference between privacy and anonymity since many would-be geeks confuse the two. They are not the same thing. Not by a long shot.

      

      
        
        Anonymity & Privacy - The Differences

      

      

      While we shouldn’t waste time splitting hairs here, it is probably a good idea to distinguish between the terms “privacy” and “anonymity”. The two terms are not really as interchangeable as you think. Let’s say that you have Firefox running, and you are working from home with a direct connection to your ISP. You don’t want anyone knowing what you’re doing, so you select the “private mode” tab in Firefox. This disables cookies and inhibits the ability to store any remembered websites (unless you choose to do so).

      However this privacy only goes so far. It does nothing for the IP address problem we discussed earlier. Search engines still see it, as does your internet service provider. Both entities know which sites you visit and for how long, based on your IP address. In short, they can see everything. Your wife can’t, however. That is why the privacy mode in web browsers were built: to keep the sites you visit private and out of the public view.

      Is this privacy enough for your needs? You certainly have some level of privacy, but anonymity is another matter. Anonymity takes privacy to an entirely different level, where the IP address, and thus anything you do online, is extinguished like a wet cloth to a candle’s flame through layer after layer of digital barriers. If you want to have privacy, use Firefox’s private mode, or use a VPN service provider in conjunction with this feature to ensure no one else in your household can see your online footprints. This assumes that they do not have access to your laptop or PC.

      If that's the case, it's game over.

      If on the other hand you want anonymity, there are several tools are your disposal, one of which is to use the Tor network. In doing so, you will guarantee yourself strict anonymity and be assured of simple privacy as well, provided you don't do something stupid like blurt out enough info (on a forum, for instance) that narrows you down to a city or state.
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      "If money is your hope for independence you will never have it. The only real security that a man will have in this world is a reserve of knowledge, experience, and ability."

      Henry Ford

      

      Every Internet Service Provider assigns an IP address to every user who logs into their network. From there, you can connect to the millions of websites, newsgroups, and online applications that you enjoy most. IP addresses are like phone numbers. They tell your computer where to connect and send packets of data. They need this information to not only send data, such as html code, but also flash code so you can watch Youtube videos. These are targeted with ads, too. And if you bring up task manager in Windows, you can see Flash player running. Do you think Adobe is not sending data back to them about your habits? Let's continue.

      So, if the security of online privacy involves concealing the IP address between two computers, how do those two computers talk to each other without a direct connection? If you hide the phone number, how do you make the call? The answer is simple: you have someone else in another country dial the number for you. This is the first step to being anonymous online. Do not use the IP address (yours) as a direct connection. Hire a middle man to do the talking for you. How is this possible? There are several ways. You can use the free online program called Tor, which acts a relay point between you and your online destination. There are also paid services called VPNs (virtual private networks) as well as other anonymous networks like Freenet and I2P, but we’ll get into the specifics of those later.

      First and foremost, let’s talk about Tor.

      It is the quintessential solution to online privacy since it masks your IP address. The websites you connect to have no way of knowing where you live, which ISP you are using, or what your browsing habits are. When you connect to the Tor network, you are establishing a conduit whereby if you connect to a website (Google for instance), it connects through several layers of IP addresses, or “onion layers” to reach its destination. You send out a message, email, or some type of communication. The message then goes to Bob, Jane and Herb, then finally reaches the end of the line…your favorite webpage. It routes data (backwards/forwards) through an onion later of IP addresses, so that no one adversary can see who sent what without very significant resources.

      As you have probably guessed, there is a small speed hit in doing this. In order to hide your IP address, several “hops” or intermediaries, have to be jumped through. Like portals. Without going into too much technical detail, let’s just say that these hops serve a very valuable purpose: to keep your private communications out of the hands of those that intend to snoop on you. Since your IP address changes every time you login to the Tor network, they can’t “bubble” you effectively and target you with ads because you look like a different person from a foreign country to them each time you login. The Tor relay will end up giving you a different country to “pop-out” from with each session of your Tor browser, thus making it impossible to know your origin or where you will go next.

      Let’s examine an analogy between Tor and regular internet usage. You’re sitting in your living room browsing anonymously via the Tor network. Your wife on the other hand is sitting in the kitchen on her Macbook, browsing without Tor. You might wonder if her browsing habits break your own anonymity. They don’t…up to a point. While your isp doesn’t know what *you* are doing online, they certainly do in regards to your wife.

      Imagine yourself driving down Main Street in a Mercedes with tinted windows. No one can peer inside to see what you are doing at the stoplight. Not even the cops. Your wife on the other hand has non-tinted windows. People can glance over without any effort and tell if she is smoking a cigarette, listening to her iPod or talking on her phone. You are anonymous. She is not. The ISP along with any websites she visits can see everything she does online. They can’t see what you are doing, however.

      Firefox (and many other browsers) talk to different hosts, with the router acting as the traffic cop. An example:

      

      Your machine: Port X, Machine A (Tor: all encrypted traffic)

      Your wife: Port Y, Machine B (without Tor: all visible traffic)

      

      It's like shooting fish in a barrel, and for the NSA, even easier than that. This same concept also applies with other things you may do on your machine while using Tor. If you use BitTorrent, your ISP can still see what you do on the P2P network even if you are running Tor simultaneously. But it cannot see the contents of the Tor network.

      Thus, don’t do anything on your P2P network that you wouldn’t want your ISP to know about. Tor however is a different story since they cannot see what is going on between Tor relays. For all intents and purposes, Tor is like a cloak of invisibility that shields you from the sight of all onlookers, unless you have accidentally ripped a hole in the cloak (i.e. turned on javascript). If you are thinking, "Wow, it might be cool to run BitTorrent through Tor so I won't get sued". A nice goal, except BitTorrent devs aren't falling over themselves to implement this feature with Tor, and the Tor network can't really handle the bandwidth anyway. You'll just make everyone else miserable by downloading those 720p Blu-Ray rips you can easily get from Usenet (and with SSL, you're not likely to get sued.)

      It might be prudent to spell out some of the best practices of using the Tor network should you decide to use it. First, although the Tor package comes with a preconfigured Firefox browser, there are still some rules you should follow that might not be apparent.

      

      
        	Never give any compromising information on the Tor network that could be used to identify you. This means using your credit card for purchases, accessing your bank account, or logging into a social media site like Facebook. Card transaction are traceable. Tor, in fact, may even result in flagging transactions done via a tor exit node.

        	Never mix browsers. Don’t use the same browser you browse every day to Facebook and your ISP email as you do to access the Tor network. Super cookies can give away which sites you visit outside of Tor and can lead to a correlation attack on your identity/IP address.

        	Always disable Javascript. The reason for this is that exploits can be utilized to reveal your IP address through using flash. Flash videos such as those on Youtube only work if this is enabled. After installation of Tor, ensure that the settings in the NoScript plugin are ON and not off by default in the plugins options screen.

        	Install a bare minimum of browser plugins. You want to be as vanilla as everyone else. Too many addins, plugins, games, etc., can act as an identity beacon--fonts you use, time of day you use certain features, can all be used to build a profile on you. BE VANILLA.

        	Disable any automatic updates in the browser’s options tab. This also includes updates for any addons. You should update manually, not automatically.
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      A word about torrents and the Tor network. It might seem on the surface that running your torrent client through the Tor network would be an obviously beneficial idea. After all, if Tor can cloak your regular Firefox downloads, surely it can do the same with torrents too, right? Well, yes and no. Yes, you could route your traffic through Tor using your favorite torrent client, however this is not a good idea for several reasons.

      The first is that Tor was never developed to withstand the kind of punishing traffic bandwidth that usually comes from torrenting.

      Secondly, most torrent clients like uTorrent, BitSpirit, and libTorrent are not coded properly to make you anonymous on the Tor network. They often will ignore their socks proxy settings since UDP protocol is heavily involved with torrenting, and will send your real IP address to the tracker, thereby defeating the purpose of using Tor completely. Tor in fact still does what it is coded to do: send whatever packets anonymously through the Tor network to your destination. However, it sends your IP address within the torrent tracker right along with it…anonymously.

      It would be like sending a secret message in an envelope directly to the person you are attempting to hide that message from. This is not a problem with the Tor application, but rather the way torrent trackers are coded. The only fix would be if the torrent application coders themselves rewrote their applications to work harmoniously with the Tor network, something they probably will not get around to doing anytime soon (and much to the glee of Tor developers).

      

      
        
        Tor Onion Sites

      

      

      One of the most secretive elements of the Tor network is the existence of Tor Onion websites, which are pseudo top level domains acting as anonymous hidden services. In other words, they are hidden in that they can only be accessed by the Tor users themselves residing within the Tor network, rather from the open web. The motive for the creation of such hidden sites is so that the admin of the site as well as those accessing such sites cannot be traced. Since onion sites that are based on the hidden service protocol cannot be accessed from the regular internet, the address of the onion site you are looking for must be known. You can connect to an onion website on Tor just as you can a regular website, by typing the address into the address bar. For example, you might want to go to Tor2Web, in which case the address is:

      http://tor2web.org/

      A warning about tor2web: it is intended to offer one-sided security, that is, to protect the identity of those publishing content on Tor, not those browsing it. If you want to be secure while browsing you’ll need to install the Tor application. Convenience and speed should always take a back seat where security is concerned.

      Needless to say, a hidden network would not stay completely benign of nefarious webmasters if it wasn’t indeed anonymous. To that end, the Hidden Wiki was developed, a singular .onion page with a wikipedia-like structure outlining in explicit detail everything from political activists to every conceivable criminal group imaginable. There are links to hundreds of various .onion sites dealing with everything from how to obtain illegal drugs, warez operations, virus creation, anonymous use of Bitcoins, illegal pornography, hacked Paypal accounts and even how to hire contract killers. Needless to say, some of these sites need to be taken with a grain of salt.

      Be aware of your own country’s laws regarding what can legally be obtained. What goes around in Amsterdam or Japan may not fly straight with the authorities in the USA. Remember that information that exists in Deep Web is just that: information. By itself, the information can do nothing. Words are just rearranged letters to get your point across. Pictures and videos are simply ones and zeros moving across your display. It is what they are eventually used for that define their ethics.

      At the core of it, the Hidden Wiki is not terribly dissimilar from any run-of-the-mill black market operation offline. It just so happens to be online, and accessible by anyone with a little search engine sleuthing capability. Not all of the information in the Deep Web is used for nefarious purposes. Like Freenet, there are a lot of different sites that concentrate on exposing human rights abuse, political corruption, and government scandals involving high-level politicians. In the end, it is what you do with the data that determines the criminal element.

      

      
        
        Testing your IP address visibility on Tor

      

      

      When you have installed Tor, you may want to test your IP address to see if it really is broadcasting your Tor IP and not your real IP address. If you installed the default package of Tor, then Tor will show you the IP you are broadcasting as your start page. If you want to check it yourself, then go to

      http://whatismyipaddress.com/.

      This will show you not only your IP address, but your internet service provider as well, and where it is located on google maps. It will also show city and country. When you are using Tor, you will see a different city/country than the one you currently reside in. Mark down what your IP address is outside of Tor, and check this site when your launch Tor if you're especially paranoid (I am).
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