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Preface





This book is your complete guide to mastering Firebase, providing comprehensive coverage for building secure, scalable, and dynamic applications on both native iOS and Android platforms.


Whether you are working on iOS or Android, each chapter provides practical insights and hands-on experience to help you integrate Firebase's powerful tools into your app development process.


What makes this book particularly valuable is the inclusion of real-world projects with full source code for both platforms in every chapter. These projects will allow you to see how Firebase features are implemented in real applications. By following along, you will not only gain theoretical knowledge but also practical, hands-on experience with Firebase on both iOS and Android.


From authentication to data management, from cloud messaging to analytics, we have tailored the content to ensure that developers on both platforms can fully leverage Firebase. You will learn how to implement these features seamlessly in iOS and Android environments, ensuring that your apps are secure, performant, and scalable across platforms.


The book is divided into 12 chapters, the details of which are as follows:


Chapter 1 lays the groundwork by introducing the foundational concepts of Firebase. As we progress through the book, we dive deeper into its core features and tools, exploring how they fit into real-world applications.


Chapters 2 and 3 focus on Authentication for iOS and Android, ensuring that our apps can securely handle user identities across different platforms. These chapters provide the essential knowledge needed to build secure login systems, manage sessions, and integrate third-party authentication providers like Google Sign-In.


Chapters 4, 5, and 6 lead us into the world of Cloud Firestore, where we delve into data management strategies, advanced querying techniques, and how to optimize your database for performance and scalability. By the end of these chapters, you will have a solid grasp of how to structure, store, and retrieve data effectively.


Chapter 7 draws our attention to Firebase Storage, where we cover the handling of user-generated content and efficient file management, enabling you to create apps with rich media experiences.


Chapter 8 emphasizes the importance of Security Rules, teaching us how to protect user data and secure our Firestore and Storage with robust rule sets that align with best practices.


Chapter 9 explores Firebase Extensions, which provide pre-packaged solutions to common development challenges. You will learn how to extend the functionality of your apps while saving time on repetitive tasks.


Chapter 10 introduces Firebase Cloud Messaging, an essential tool for keeping users engaged with timely push notifications. We walk through the setup, implementation, and management of messaging campaigns to ensure your app delivers the right message to the right audience.


Chapter 11 dives into Crashlytics, equipping you with tools for real-time crash reporting and analysis. We emphasize the value of maintaining app stability and enhancing user satisfaction through efficient issue management.


Chapter 12 rounds out our exploration with Firebase Analytics, where we learn how to track user behavior, gather meaningful insights, and optimize our apps based on data-driven decisions.


Whether you are new to Firebase or looking to deepen your understanding, this book offers a structured approach to harnessing the full power of Firebase in your development workflow.
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CHAPTER 1


Introduction to Firebase



Introduction

Firebase is a platform developed by Google for creating mobile and web applications. It was originally an independent company founded in 2011 and later acquired by Google in 2014.

Today, Firebase provides a unified platform for app development, offering a wide range of functionalities. It is used in billions of user applications, such as Duolingo, Halfbrick, The New York Times, and more. Its services are crafted to solve common development challenges, enabling developers to focus on creating user-centric and high-quality applications.

This book serves as a complete guide to integrating Firebase into mobile applications. We will begin with an introduction and setup on Firebase. Subsequent chapters will delve deep into its one specific tool/service.

Let’s get an introduction to Firebase and what it brings to the table!

Structure

In this chapter, we will cover the following topics:


	
Discovering Firebase: Dive into the evolution and milestones of Firebase to understand its origins and development over the years

	
Choosing Firebase for Mobile Development: Explore the strategic advantages of integrating Firebase into your mobile applications

	
Getting Started with Firebase: A step-by-step guide on creating a Firebase account to kickstart the development journey

	
Exploring Firebase’s Toolkit: Unpack the comprehensive suite of core features and services offered by Firebase

	
Understanding the Cost Structure: Analyze the pricing model of Firebase products to plan the budget effectively and maximize the investment

	
Firebase versus the Competition: Compare Firebase with other major platforms in the market to discern its unique benefits and suitability for our projects

	
Leveraging Community and Support: Tap into the wealth of resources available through Firebase’s documentation



Overview and History of Firebase

Firebase began its journey as a startup named Envolve in 2011, founded by James Tamplin and Andrew Lee. Evolve provided developers with an API that enabled the integration of online chat functionality into their websites.
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Figure 1.1: Firebase founders James Tamplin and Andrew Lee (Source: https://venturebeat.com/business/firebases-backend-makes-it-ten-times-easier-to-build-apps/)

Following the launch of their chat service, the two founders observed an unexpected use case: developers were utilizing Envolve not just for messaging but also for synchronizing non-chat data, such as real-time game states, among users.

Recognizing the broader application of their technology, they chose to decouple the chat functionality from its underlying real-time infrastructure. This led to the establishment of Firebase as an independent entity in 2011, which was officially introduced to the public in April 2012.

In 2014, Firebase expanded its platform to incorporate additional tools and services, becoming a more holistic development platform, culminating in its acquisition by Google in the same year. This acquisition significantly expanded Firebase’s capabilities, integrating it with Google’s cloud services and enhancing its infrastructure.
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Figure 1.2: Google acquired Firebase (Source: https://gcloudvn.com/kienthuc/firebase-google-cloud-la-gi/)

Under Google, Firebase has grown into a unified app development platform that offers a wide array of tools and services designed to help developers build high-quality apps, improve app quality, engage users, and grow their businesses.

It’s widely recognized for its Cloud Firestore, Real-time database, Analytics tools, authentication services, machine learning kits, and much more.
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Figure 1.3: Variety of services provided by Firebase


Benefits of Adopting Firebase


Today, Firebase continues to innovate and expand its services, incorporating the latest advancements in technology and responding to the ever-changing needs of developers.

Some of the great benefits are:


	
Ease of Use and Quick Setup: Developers can integrate Firebase into their apps swiftly, thanks to its user-friendly console and straightforward SDKs. Features such as analytics, databases, and authentication can be implemented with just a few lines of code.

	
Free to start: Firebase provides a generous free tier for many of its services. This allows us to use various Firebase features without upfront costs, and as the application grows, we can scale our usage with the project’s needs, ensuring that costs are aligned with growth and success.

	
Real-Time Database and Synchronization: This is its signature service providing a real-time database, allowing for the seamless synchronization of data across all clients in real-time. This is a must-have in applications, such as chat applications or live updates such as stock pricing or sale tracking.

	
Strong User Authentication: Firebase Authentication provides a simple yet powerful solution for managing user identity and authentication. It supports a variety of sign-in methods, including email and password, phone numbers, and popular federated identity providers, such as Google, Facebook, and Twitter. Firebase Authentication takes care of the complexities of building a secure authentication system, including features like account recovery and integration with other Firebase services.

	
Scalability: Firebase offers robust scalability out of the box, handling the complexities of scaling infrastructure so that developers don’t have to.

	
Rich Set of Integrated Services: Firebase isn’t just a database or an authentication service; it’s a comprehensive suite of tools that cover many aspects of app development. From storage solutions and machine learning capabilities to hosting and cloud functions, Firebase provides a wide range of integrated services.



The evolution of Firebase reflects a commitment to simplifying the challenges of app development, allowing developers to focus more on creating user-centric experiences while handling the complexities of the infrastructure for us.

One of the largest beneficial groups is small or start-up projects. With Firebase, startups can move from idea to prototype to production much faster.

The platform simplifies many typical back-end development tasks with its pre-built services, allowing small teams to focus on building user-centric features. This rapid development capability is crucial for startups that need to iterate quickly based on user feedback or market demand.
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Figure 1.4: Firebase benefits small/start-up projects

Furthermore, it handles many of the complexities associated with developing and managing app infrastructure, such as authentication, data storage, and hosting which will require a whole team to set up and build the foundation in large corporations.

This allows startup teams, often limited in size and resources, to devote more time and energy to developing unique features and improving user experience, rather than managing servers or building backend services from scratch.

Creating a Firebase Account

To access and register a Firebase account, navigate to https://firebase.google.com from the browser:
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Figure 1.5: Firebase website

Feel free to explore around. You will find all you need from the pricing system to the documentation. In the top right corner, you can change displayed languages and toggle between light mode and dark mode. Also, all the documentation will be changed based on the language we selected, which is great.

When ready, click “Go to console” on the furthest right side to go to Firebase’s dashboard. If you are using Firebase for the first time, then you must create a new account first.
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Figure 1.6: Create a new account

Since Google owns Firebase now, you’ll need a Google account to create and link with your Firebase account. Go ahead and fill in the information. After successfully signing in, you will see the dashboard looking like this:
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Figure 1.7: Firebase dashboard for existing account

If your account has been used to set up and configure multiple projects, then it might look a little different and empty. If new, then it will look like this:
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Figure 1.8: Firebase dashboard for a new account

Regardless, it’s all the same. Now, let’s create our first Firebase project.

Creating our First Firebase Project

Click “Create a project” to create our first project. We will use this project only as a tutorial for Firebase products/services, and not for implementation, which will be covered in the next chapter.

The first step will be naming our project, this time, we will name it “DemoProject”.
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Figure 1.9: Set up a new project step 1

Continue to step 2. Here, it will ask us to enable Google Analytics or not, which includes tools listed in Figure 1.10.
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Figure 1.10: Set up a new project step 2

Firebase offers a variety of products and services and most projects just use some of them. So, in the future, when setting up a new project that does not need Analytics, you can disable it. However, for this demo, we will enable it to see the dashboard of those tools.

Also, if you’re using an existing Firebase project that doesn’t have Google Analytics enabled, you can always turn it on by going to the Integrations tab of your settings -> Project settings to enable it.
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Figure 1.11: Set up a new project step 3

The final step asks for the Analytics location which, as explained, should be the location of our project or corporation. Then, agree to all the terms and services, and we are good to go.

Hit “Create project” and wait some time for Firebase to set up and configure our project, which may take some minutes. Then when it finishes, we will be presented with our project dashboard:
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Figure 1.12: Our project dashboard

We will be adding and linking an iOS application and an Android application to our project in the next chapter. Besides iOS and Android applications, Firebase’s project can be linked to web, Unity, and Flutter applications. But they will not be covered in the scope of this book.

No worries because things can be carried over as long as you understand the purposes of each product/service. Then the difference is only in the code implementations.

Next, let’s first have a complete introduction to Firebase products/services. And what will be covered in this book.

Core Features and Services

There are a lot of products and services in the Firebase system. But it can be categorized into three different segments: Build, Release & Monitor, and Engage.
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Figure 1.13: Firebase products categories

Visit https://firebase.google.com/products-build to learn more about what is available. We highly suggest readers go through each product/service’s introduction to get an idea of what it is about, what problems it solves, and what it offers. Regardless, we will go through all of these categories in this book and explore some of the core products.

Let us see what they are:


	
User Authentication: This provides a complete identity solution, supporting a variety of sign-in methods.

[image: ]


Figure 1.14: Authentication


	
Supports a variety of sign-in methods, including email/password, social media, and phone numbers.

	Integrates seamlessly with other Firebase services.

	Offers features such as user management, account recovery, and security monitoring.





	
Cloud Firestore: This is a flexible, scalable database for mobile, web, and server development that offers seamless data synchronization and offline support.
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Figure 1.15: Cloud Firestore


	Real-time data syncing across user devices

	Strong consistency with powerful query capabilities

	Automatic and multi-region data replication for high availability





	
Realtime Database: This is a cloud-hosted NoSQL database that lets you store and sync data between your users in real-time.
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Figure 1.16: Realtime Database


	Provides real-time data synchronization

	Allows for offline data access and synchronization upon reconnection

	Enforces data validation with flexible, real-time database rules





	
Storage: Offers secure file uploads and downloads for your Firebase apps.
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Figure 1.17: Storage


	
Built-in security to protect files

	Robust uploading and downloading capabilities

	Integration with Firebase Authentication for user-specific access





	
Cloud Messaging (FCM): This is a cross-platform messaging solution that lets you deliver messages reliably and push notifications at no cost.
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Figure 1.18: Cloud Messaging


	Supports notification messages and data messages

	Works across iOS, Android, and the web

	Allows for topic subscriptions, message segmentation, and customizable payloads





	
Analytics and Performance Monitoring: This provides free and unlimited reporting on up to 500 distinct events, helping you understand user behavior and refine your applications.
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Figure 1.19: Analytics


	Detailed insights on user demographics, behavior, and performance

	Seamless integration with other Firebase services

	Custom event reporting for tailored analytics





	
A/B Testing and Remote Config: This enables you to change your app’s behavior and appearance without publishing an app update, all while measuring the impact.
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Figure 1.20: A/B Testing


	
Experiment with app features, UI, and more, using A/B Testing

	Update app behavior and appearance with Remote Config

	Combine with Analytics to measure improvements and understand user impact





	
Crashlytics: A powerful, real-time crash reporting tool that helps you track, prioritize, and fix stability issues that erode app quality.
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Figure 1.21: Crashlytics


	Real-time crash reporting and analysis

	Customizable crash grouping and prioritization





	
Machine Learning: Brings Google’s machine learning expertise to mobile developers in a powerful and easy-to-use package.
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Figure 1.22: Machine learning


	Pre-trained models for common use cases

	Easy-to-use services

	Integration with other Firebase tools to create dynamic, personalized user experiences







Let us discuss about the variety of interesting products that Firebase offers.

Pricing

Firebase offers a variety of services, each with its pricing model, to accommodate the diverse needs of developers and businesses. Visit https://firebase.google.com/pricing to learn in detail.
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Figure 1.23: Firebase pricing

Many Firebase services, such as Firebase Realtime Database, Cloud Firestore, and Firebase Storage, offer free tiers with certain usage limits, allowing developers to start without any initial cost.

Firebase offers two main pricing plans. The Spark plan is a no-cost plan providing access to all Firebase features with some limits, while the Blaze plan is a pay-as-you-go plan that scales with your usage.

Also, at the end, there is a calculator for price estimation.

Competitors

Firebase has become a popular choice for mobile and web application development, but it’s not the only option available.

Various other platforms offer similar functionalities, each with its strengths and focus areas, such as AWS Amplify or Microsoft Azure App Services.
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Figure 1.24: Competitors

While all platforms offer core backend services like data storage and user authentication, they differ in additional features, integrations, and the extent of customization available. Furthermore, each has a different pricing model.

Firebase stands out with two key strengths:


	
Pricing: A generous free tier quota for its products/services.

	
Ease of Use and Community Support: The ease of setting up, documentation quality, community support, and availability of resources can vary significantly between platforms.



Documentation and Community Support

Firebase documentation stands out as one of the most well-written out there. Here is an example of the sign-in in the iOS SDK https://firebase.google.com/docs/auth/ios/firebaseui that we will use in the next chapter:
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Figure 1.25: Firebase English documentation

The documentation has a great explanation and step-to-step implementation. Not only that, it has the code snippet in multiple languages that we can just copy and use.

It is also available in multiple languages. Let’s switch to Vietnamese:
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Figure 1.26: Firebase Vietnamese documentation

How great is that! Firebase has been around for more than 10 years and the growth has been rapid. It has a large and active community of developers. There are a lot of active threads in StackOverflow about it and many tutorials on YouTube, Udemy, and more.

The availability of extensive documentation, tutorials, and forums helps developers troubleshoot issues and learn from others’ experiences.

You can also learn more about recent activities at https://firebase.google.com/community

Conclusion

In this chapter, we’ve journeyed through the history of Firebase, understanding its role in modern mobile application development.

We’ve unveiled the benefits that make Firebase a powerful ally for developers, including its real-time operations, scalability, and comprehensive suite of tools. Additionally, we’ve guided you through creating a Firebase account, discussed the core features and services, delved into the product costs, and compared Firebase with its competitors.

Furthermore, the importance of robust documentation and an active community was underscored, highlighting the supportive ecosystem surrounding Firebase.

Next, we will turn our attention to User Authentication, the first of Firebase’s powerful tools, exploring how its versatile and secure authentication system can be implemented to enhance user security and experience in your applications.







CHAPTER 2


User Authentication with iOS



Introduction

User authentication is a fundamental aspect of app security and user management. It’s usually the beginning of an application flow.

In this chapter, we’ll explore how Firebase Authentication provides a quick and easy solution for integrating various sign-in methods, managing user accounts, and securing user data. Furthermore, we will equip you with the knowledge to implement robust authentication systems within a real iOS application, ensuring your application is secure and user-friendly.

Structure

In this chapter, we will cover the following topics:


	
Introduction to User Authentication: Understanding the critical role of secure Authentication in app development

	
Dashboard Authentication Setup: Configure authentication methods easily from the Firebase dashboard

	
Firebase and iOS Integration: Connect Firebase services with our iOS projects efficiently

	
Email/Password Authentication: Implement standard email and password login for iOS apps

	
User Account Management: Manage user interactions including sign-up, log-in, and log-out

	
Auto-Login Feature: Maintain user sessions automatically for enhanced usability

	
Third-Party Authentication with Google: Add Google login for broader accessibility

	
Secure Account Deletion: Enable users to delete their accounts with re-authentication safely
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