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  Preface




  Economic sanctions have become one of the most frequently employed means of carrying out U.S. foreign policy. Sanctions are imposed to control the spread of advanced technology to terrorists or military aggressors, or to punish countries whose political systems, military activities, or human rights records are repugnant to us. Everyone agrees that democracy and human rights are good things, and that nuclear war, terrorism, and torture are bad things. The controversy about whether and when to employ economic sanctions is not about these shared values; rather, it is a disagreement about how best to match means to ends,




  The essays in this book lay out the evidence that economic sanctions are not effective instruments of foreign policy, and that the economics and humanitarian costs of sanctions outweigh their benefits. The contributors draw on their expert knowledge of the potential for evading restrictions, the difficulty of reconciling restrictions with the unhampered deployment of advanced technology such as encryption and digital cash, and the impact of sanctions on U.S. business and our trading partners abroad. Their comments offer key insights into the conditions necessary for the success of economic sanctions, the wisdom of export controls, problems with money laundering laws and unilateral sanctions, and human rights issues. The papers were first presented at the Cato Institute’s Global Commerce Conference, “Collateral Damage: The Economic Costs of U.S. Foreign Policy,” held in Washington on June 23,1998. The substance of Richard Cheney’s paper was given as the luncheon address. The paper by Robert A, Sirico was first presented at a Cato Policy Forum on May 27,1998, All papers have been updated for 1999.




  We thank all the contributors for their hard work in preparing, updating, and editing these papers for publication. Also, special thanks to David Lampo and Elizabeth Kaplan of the Cato Institute for guiding the book through the publication process. Last but not least, we thank Ed Crane and David Boaz for their intellectual and moral guidance.




  Solveig Singleton and Daniel T. Griswold




  Introduction




  Solveig Singleton and Daniel T. Griswold




  Economic sanctions are as American as apple pie—and as misguided as Prohibition. In 1807, President Thomas Jefferson confined 1,500 American ships, 20,000 seamen, and $60,000,000 worth of cargo1 to port to starve Great Britain of the benefits of trade with the United States. Britain, at war with Napoleon, had issued an Order in Council ordering all ships to trade with French-controlled Europe only through British ports. Jefferson objected, and hoped his embargo would show Britain “that there are peaceable means of repressing injustice, by making it the interest of the aggressor to do what is just.”2 He saw the embargo as an “experiment being fully made, how far an embargo may be [an] effectual weapon in future as well as on this occasion.”3 His Secretary of the Treasury, Albert Gallatin, warned, “Governmental prohibitions do always more mischief than had been calculated; and it is not without much hesitation that a statesman should hazard to regulate the concerns of individuals as if he could do it better than themselves.”4




  Enforcing the embargo entailed harsh and unprecedented methods, leading the president’s Federalist critics to call him “Thomas the First.”5 The gunboats of the United States Navy were turned against United States citizens. Shipmasters who violated the embargo faced loss of their ships and cargo and heavy fines. Customs officials were allowed to conduct searches without a warrant. Yet smuggling thrived. During the winter of 1880–09, 700 sledges carried goods between Vermont and Quebec. Jefferson declared the region of Champlain in Vermont in a state of insurrection, and considered doing the same for New York state.6 Gallatin continued to protest, arguing that enforcing the embargo effectively would entail giving the government “dangerous and odious” powers, such as the power of dismantling all ships in port whether or not the ships intended to sail.7




  The embargo severely damaged the U.S. economy. One merchant reported that “In 12 hours after the news of the Embargo, flour fell fromt 5 1/2$to 2 1/2[sic] …and Tobacco fromt 5/2 to 3$ and everything in proportion & [sic] god [sic] only knows the result.”8 In 1808, exports fell from $108 million to $22 million.9 The revenue of the United States government shrank from $17 million to $7.8 million.10 American merchants lost thek best customers for cotton, tobacco, and flour. A sea captain wrote, “The embargo has produced dreadful effects… the sailors have gone off in search of employment, at least a thousand of them from New York alone, in Halifax the British have given them employment. There is … at this time in Philadelphia 70 thousand barrels of flour, the greatest part of which must sour.”11 The Canadian ports at Quebec City and Halifax enjoyed a boom.12 In the end, the embargo hurt the United States far more than the British—and did nothing to end the Order in Council to which Jefferson objected.




  Jefferson later protested that the embargo had forced the United States to develop its own manufacturing.13 But this argument neglects the invisible opportunity costs of economic isolation. A new manufacturing plant is all very well, but what economic activity might have occurred instead had capital not been forcibly diverted by regulation?




  The essays in this book show that little has changed since 1808.




  The Economic Cost of U.S. Foreign Policy




  Economic controls are widely used as instruments of foreign policy. Insofar as sanctions and controls cannot be evaded, they deprive U.S. businesses of markets and business partners. No trade would take place if both parties did not benefit; by definition, then, every sanction that outlaws trade in certain goods and certain markets hurts U.S. citizens just as it hurts thek trading partners abroad. The benefits of sanctions and controls in preserving national security are fanciful at best; and the costs are potentially enormous.




  Ted Galen Carpenter, vice president for foreign policy at the Cato Institute, traces the growth of economic sanctions and controls to an overly ambitious U.S. foreign policy. The U.S. government routinely imposes trade sanctions in cases unconnected to any legitimate national security concern and with no prospect of success, with antinuclear sanctions against India and Pakistan among the more recent examples. “The notion that the economy should be the handmaiden to the national security state must be repudiated,” he concludes.




  William H. Lash III counts the cost of U.S. foreign policy in the loss of future opportunities for American companies. Sanctions and export controls impose initial costs in lost sales, but they also impose losses that continue for decades. The threat of sanctions and controls is clouding American business opportunities in the world’s largest emerging markets, including China, Indonesia, India, Turkey, and Mexico. Foreign-owned multinational companies that otherwise would invest in the United States build facilities elsewhere to avoid U.S. export controls, thus depriving the U.S. economy of productive capital.




  Halliburton Company chief executive officer and former U.S. Secretary of Defense Dick Cheney writes that much of the dramatic change we have seen in the last part of the 20th century has been driven by the power of ideas and that American companies have been at the heart of that process. “Our economic capabilities need to be viewed as a strategic asset in a world that is increasingly focused on economic growth and the development of market economies,” he writes. While economic sanctions are appropriate in a few, well-defined circumstances, as a rule they undermine our influence, irritate our allies, and seldom work. Especially damaging have been secondary boycotts aimed at countries and firms that do business with targeted nations.




  Export Controls




  Recent controversy over the export of satellite and nuclear technologies to China has focused much attention on export controls. Export controls were imposed on a grand scale during and after World War n to prevent domestic inflation by limiting exports of scarce materials such as metals, meats, cereals, building materials, and some chemicals. The controls also were intended to ensure that any exports went to the countries with greatest need.14 Controls gained a new purpose during the cold war, to limit the transfer of military technology to eastern Europe. That justification now serves to regulate not only armaments but many types of advanced technology.




  Increasingly, those technologies are “dual-use,” that is, they can be used for either civilian or military purposes. Restrictions on dualuse technologies, even if intended only to restrict military applications, often have a broad economic impact on ordinary commerce. Indeed, in the case of encryption technology, export controls can restrict the use of a technology essential to the continuation of electronic commerce.




  James B. Burnham analyzes the impact of export controls on industry and the economy as a whole. He rejects the view that recent nuclear testing in India and Pakistan justifies strengthening export controls, as such controls, particularly if imposed unilaterally, have only a trivial impact on nuclear proliferation. He concludes with six general principles that lawmakers considering export controls should follow, the first of which is that the export of goods, services, and data by private parties should be viewed as normal commercial activity, not a special privilege granted by government.




  William A. Reinsch, undersecretary for Export Administration for the Department of Commerce, describes recent adaptations to export control policies with a focus on nuclear proliferation controls. He points out that it is fruitless to try to control items available from many different countries around the world. A second factor is that the United States desires an ongoing “dialogue” with many of the countries that are targets of technology controls, suggesting that controls should be narrowly targeted against their weapons control programs and little else. A third factor is that there is little consensus as to what countries should be targeted by export controls.




  R. Ian Butterfield writes of the impact of export controls on the nuclear industry. He first notes that the inconsistent and too-frequent use of trade sanctions recently suggests they have become “not so much a foreign policy tool as an expression of national pique.” U.S. companies have been barred from serving the enormous demand for nuclear energy in China by export controls, though there is no connection between civilian light-water nuclear plants and nuclear weapons. No other nuclear supplier nation refused to serve the Chinese demand. And China already has nuclear weapons. He concludes that the U.S. nuclear industry should be allowed to compete in the international market on the same terms as its international rivals.




  A primary reason that export controls remain a popular tool of foreign policy despite their lack of efficacy is our stubborn refusal to accept that there are no good alternatives to accepting the drawbacks of free trade along with the enormous benefits. Leading cryptographer Carl Ellison explores one alternative to encryption export controls, commonly termed “Government Access to Keys” or GAK. Those worried that terrorists will use encryption to hide from national security forces have argued that encryption could be freely exported if the government were guaranteed access to the decrypted content of encrypted messages. Ellison points out that the costs of both encryption export controls and the proposed GAK alternative far outweigh the speculative benefits.




  Flow-of-Capital Controls




  In 1986, Congress passed the Money Laundering Control Act. The law was aimed at drug kingpins, but requires banks to report anyone who exchanges more than a few thousand dollars in cash. The Constitution’s Fourth Amendment protects our privacy by stipulating warrants to conduct a search may be issued only for probable cause. Money laundering laws violate the Fourth Amendment’s privacy protections by giving the government access to our financial records when there is only the remotest chance that the reported transaction is criminal. Thus far, the courts have failed to recognize this.




  Also, the money laundering laws entail substantial penalties for mere paperwork violations. Perhaps the tide is now turning. In June 1998, Justice Clarence Thomas declared in United States v. Bajakajian15 that Hosep Bajakajian’s failure to fill out a form reporting that he was taking $357,144 out of the country to repay a legal debt could not constitutionally be punished by the confiscation of the entire amount. The Court found that “full forfeiture of respondent’s currency would be grossly disproportional to the gravity of his offense.”16 Just as in the recent Supreme Court case, America’s money laundering laws impose a burden on the U.S. economy far out of proportion to any foreign policy objective.




  In his essay, Richard W. Rahn describes how money laundering laws entail attempts to impose U.S. law on other countries. Many countries require banks to protect their customer’s privacy and protect pseudononymous accounts, while U.S. law demands the opposite, putting international banks in the difficult situation of trying to comply with incompatible laws. Rahn also points out how the laws fail cost-benefit analysis. The laws impose millions of dollars in paperwork costs on U.S. banks that are passed on to bank customers, yet have little or no impact on organized crime.




  The development of digital cash will make money laundering laws difficult to enforce. Digital cash is money in digital form, a means of payment that can be transmitted instantaneously anywhere in the world. Like paper cash, digital cash systems can be essentially anonymous and create no audit trail. Eric Hughes, a leading developer of security systems for electronic commerce, describes how suppressing the development of digital cash to preserve money laundering law will prevent businesses from developing an infrastructure to handle some of the security problems raised by digital cash.




  Trade Sanctions




  The United States often acts alone or nearly alone in outlawing trade with certain countries or in certain commodities. Attempting to affect the behavior of a foreign government by this means is futile. Why do we persist in the face of obvious failure? Perhaps the answer is extraordinary arrogance; the architects of America’s unilateral trade sanctions policy may not believe that other countries can supply alternatives for U.S. commodities. More likely, however, is that unilateral sanctions are maintained because U.S. policymakers sincerely believe that sanctions have value as a symbolic gesture or that they are “doing the right thing” even though it may be ineffectual. These essays suggest that any such value is far outweighed by the costs.




  Ambassador Clayton Yeutter, former U.S. Trade Representative and Secretary of Agriculture, writes that we have not learned the lessons of 25 years of failed sanctions dating back to the soybean embargo of 1974. American farmers are still paying the price for that mistake and other attempts to use food as a weapon of foreign policy. By disrupting long-term business relationships, sanctions punish American companies for years after they are imposed. A more effective and less costly U.S. foreign policy would emphasize diplomatic pressure and multilateral cooperation.




  Gary Clyde Hufbauer, senior fellow at the Institute for International Economics, recounts the history of America’s use of sanctions to achieve foreign policy goals, beginning with Woodrow Wilson’s idealistic belief that “a nation boycotted is a nation that is in sight of surrender.” Wilson was simply wrong, Hufbauer contends. Most sanctions imposed this century have failed to achieve their objectives. They hurt the most vulnerable in the target countries—the poor, the very young, the sick—while strengthening the political, military, and economic elites. To minimize unintended damage, sanctions should be multilateral, flexible, and narrowly targeted.




  William C. Lane, the Washington director of government affairs for Caterpillar Inc., describes the effort by U.S. companies to turn the political tide against the use of sanctions. Coalitions such as USA*ENGAGE, a group of 676 companies, have tried to educate Congress on the damaging effects U.S. foreign policy has inflicted on American business. Sanctions have tagged U.S. firms as “unreliable suppliers” in the international marketplace while ceding markets to foreign competitors, who are then able to reap the benefits of increasing economies of scale. A more rational U.S. policy will require legislative restraints that will force more careful consideration before future sanctions are imposed.




  Human Rights and Civil Wrongs




  The premise of some sanctions is that barring trade with a foreign country will stop that country’s government from violating human rights. But foreign governments rarely, if ever, bear the brunt of the economic injury themselves, and so rarely, if ever, respond as hoped. Both U.S. citizens and those of other countries want to trade with one another despite the sanctions and are motivated to evade the restrictions, legally or otherwise. Those responsible for enforcing the laws thus must call for more and more draconian powers. Ultimately, virtually all of the costs of economic sanctions are borne by people innocent of any role in the targeted country’s weapons or human rights policy. Sanctions violate the rights of free citizens to trade with one another, do nothing to erode the power of foreign police states, and seem only to encourage the growth of police power here. The mystery, then, is not why anyone could support free trade with an oppressive nation—but how anyone could support sanctions as an instrument of human rights.




  The Rev. Robert A. Sirico, president of the Acton Institute for the Study of Religion and Liberty, argues for a foreign policy that combines “moral passion and economic understanding.” He calls on politically active Christians to acknowledge that America’s policy of engagement has helped to promote higher living standards and greater respect for human rights in China. At the same time, he urges U.S. multinational companies to talk about human rights abuses and to be consistent in their calls for free trade by opposing federally funded export and investment subsidies.




  Export controls have been pressed on universities engaged in basic technology research. Attempts to restrict the publication of academic research or what a professor may say in his or her classroom raise obvious and immediate First Amendment issues. Attorney Kenneth C. Bass addresses the ways that encryption export controls violate our First Amendment rights. He points out that export controls affect not only academics who wish to publish research on cryptography, but any citizen who wants to use encryption to communicate.




  Terms of Engagement




  Three important themes emerge from the essays in this book.




  The first is that current U.S. foreign policy is compromising the nation’s engagement in the global economy. The Cato Institute and other critics of U.S. foreign policy have often been tagged with the label of “isolationist.” The label certainly does not fit the message of this book, which is a sustained argument for engagement in global trade, investment, and communications. In contrast, the controls and sanctions criticized here represent disengagement by a thousand cuts.




  A realistic foreign policy would recognize the power of American civil society—and the limitations of government—to influence the world in our favor. When American companies invest abroad, they take with them American values such as individual liberty, the rule of law, and the right to property. When we export goods and services, we also export ideas, culture, and a general way of thinking about the world. The same open door that allows the sale of software, supercomputers, and nuclear-power technology also allows American tourists, missionaries, and academics to pass through. The cumulative effect of export controls, money laundering laws, and trade sanctions is to isolate Americans incrementally from people in other countries.




  A second theme is that sanctions and controls are not “foreign policy on the cheap.” Quite the contrary. Americans are paying a high price every day for U.S. foreign policy through opportunity costs, economic ineffciencies, and diminished civil liberties. The most obvious cost imposed is lost export opportunities, estimated to be $15 billion to $19 billion a year. Other costs are less visible and immediate, but just as real and substantial. Sanctions and controls damage future sales by tagging U.S. companies as unreliable suppliers. They hurt American companies in emerging markets where potential sales growth is greatest. They can impose lasting damage on entire sectors of the U.S. economy by forfeiting export markets to foreign competition. They impose huge paperwork costs, especially on financial institutions, and encourage unproductive lobbying and rent seeking.




  U.S. foreign policy has chilled technological progress and free speech. Controls on encryption software threaten to retard development of this important technology and potentially to stunt the growth of electronic commerce on the Internet. Those same controls have compromised the ability of Americans to protect their privacy from government intrusion. The whole language of mathematics has been exposed to government monitoring because of its inseparable link to encryption development. For the sake of misguided foreign policy goals, a book stored on a floppy disk is not accorded the same First Amendment protections as one printed on paper. In a mistaken effort to advance American interests abroad, we are undermining American principles at home.




  A final major theme of Economic Casualties is that current U.S. foreign policy fails even under its own terms. Along with undermining growth, trade, and liberty, the controls and sanctions criticized in this book are undermining our nation’s strategic interests in the world. The most obvious example of counterproductive foreign policy is the use of sanctions. They almost always fail to achieve their stated objectives. Instead, sanctions diminish American engagement and influence in the targeted country, while strengthening the hand of the very rulers we are trying to undermine. Secondary boycotts such as those aimed at nations and firms that trade with Cuba, Iran, and Libya serve only to estrange the United States from its natural allies. Export controls on encryption software blunt America’s technological edge in the global economy and compromise one of our principal assets.




  Current makers of U.S. foreign policy do not appreciate the beneficial influence of American commercial engagement. In 1997, Americans bought and sold more than $2 trillion worth of goods and services in the global economy. American citizens own more than $5.0 trillion in assets in foreign countries, and foreigners own more than $6.3 trillion in assets in the United States. American multinational companies are establishing a growing presence in virtually every country where they are allowed. American products, culture, language, and ideas, along with Americans themselves, are permeating just about every corner of the world save a few self-isolated outposts. This growing engagement is changing the United States, but it is also changing the world. U.S. foreign policy is undermining the positive influence this engagement of U.S. civil society is having on the rest of the world. Instead, in a mistaken and counterproductive effort to punish regimes that have fallen out of favor, our own government seeks to diminish Americans’ engagement in global commerce—and hence our nations’s global influence.
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