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1. Introduction




1.1 Electrical safety as a management responsibility


Electrical safety and Electrical Compliance as a whole are the responsibility of senior management and may be delegated to suitably qualified individuals who are accountable to the company's management. This work is aimed at CTOs and other C-level executives who either bear responsibility for electrical systems themselves or wish to delegate this responsibility to others, or already do so. In both cases, a fundamental understanding of the subject matter is essential. The selection, organisation, and control obligations always remain with top management and cannot be completely delegated.


In companies of a certain size in particular, it makes sense to divide areas of responsibility, which means that the main target group is people who have either already taken on the role of CTO in a company or are capable of doing so. It is difficult to quantify a fixed company size in this context. However, one characteristic may be that more than one management level exists or will exist. This does not necessarily have to be the case in all instances. It is entirely possible that you are the CTO of a start-up that currently has a small structure but wants to establish or is establishing a CTO role at an early stage due to growth.


For readers who permanently combine the roles of managing director and every other management task in their company, or who have been designated as chief responsible electrical specialist, for example, without running the risk of becoming CTO themselves, I would recommend my book "Creating and Maintaining an Electrical Safety Structure - Duties of Management and chief responsible electrical specialists". This is available in German and English as a book, eBook, or audiobook and is primarily intended for people who themselves assume responsibility for electrical safety or who, as managers, need or want to deal with the topic in more detail.





1.2 Delineation of the tasks of the CTO role in technical responsibility and management


In general, C-level executives operate at the strategic level of a company. These chief officers are therefore designated as responsible persons to both shareholders and stakeholders and have been assigned a large part of the entrepreneurial duties by the entrepreneur, even if they themselves are not necessarily entrepreneurs.


The best-known representative of this group is the CEO, or Chief Executive Officer. This is the primary managing director, who oversees the overall direction of the business and therefore has the closest connection and communication with the corporate level. In most cases, the CEO has the final say and represents the company not only as managing director internally, but also externally. In larger companies and corporations, the CEO has an overview of the entire company; of the company as a whole, but less so of the individual divisions. This means that he or she is dependent on feedback from colleagues at the C-level in order to be able to act in an informed manner.


The COO, or Chief Operating Officer, takes care of day-to-day business and handles the lion's share of administrative tasks. He must ensure that processes run, start up and are adapted; he oversees the key figures in the company, manages the operational departments from an economic perspective and always keeps an eye on the balance sheet and business assessment, which means he acts as an interface to the CFO, who, as Chief Financial Officer, has a detailed overview of the entire cash flow.


The CTO is the Chief Technology Officer and thus the closest link between engineering and corporate management. While the CEO, CFO, and COO are more involved in the economic fields, the CTO’s heart beats with the pulse of engineering. On the strategy side, the CTO focuses on topics such as innovation and development orientation. At the same time, however, he or she also acts as a translator and mediator between the technical departments and the management and must be able to communicate very well in both directions. For day-to-day business, he or she must make the introduction of new technologies into the company and the development of new technologies within the company visible and manageable in a roadmap.


In doing so, they create a tech roadmap – the central strategic, often visualised plan that aligns the company's technology initiatives, from software to physical plant engineering, with the overarching business objectives. The tech roadmap shows which technologies are needed when and why, and how short-term goals and any necessary long-term transformation can be achieved.


The terms "visualised" and "map" also illustrate the nature of the presentation format. A roadmap does not have to be a boring continuous text for many people, but can present the vision as a structure and image; in my opinion, it should definitely do so!


This not only helps to better understand where the journey is headed, but also what obstacles or pitfalls lie ahead, where important connections are still missing – and simply where one currently stands. In the technical field in particular, technical drawings have always been a wonderful tool for planning, overview, and communication. The tech roadmap is precisely such a technical drawing.


It serves not only as a blueprint for development, but also for the targeted allocation of investments and the corresponding allocation of resources. As a result, the CTO is usually also responsible for the technological R&D department at a strategic level, with good insight into operational work.


One might think that, given the many points of contact with technology, the entire issue of technical compliance also falls within the remit of the CTO, based on the basic principle of "if you touch it, you own it". In fact, however, this is generally one of the CTO's fundamental areas of responsibility – from IT security to Electrical Compliance, which is our main topic.


At the same time, it is important to warn against assuming, within the C-level management, that the CTO will take care of everything, meaning that other colleagues have no responsibility or even duties to assume. On the one hand, the scope of responsibilities must of course be defined. Even though there are generally accepted areas of responsibility for a CTO, this term is rarely defined by law and requires a clear description of duties within the company.


At the same time, managing directors, who are C-level executives, are never free of responsibility within the company, even if they have clearly defined areas of responsibility among themselves. Continuous exchange and mutual support are part of their natural duties.


In small and medium-sized companies, the CTO also acts as the technical head of the development department. In start-ups in particular, this is linked to the task of setting up the engineering organisation as such for the first time, and thus from scratch. As is so often the case, this has both advantages and disadvantages. The disadvantage is the effort involved, not only because it is more work, but also because creating something from scratch involves more internal hurdles than modifying something that already exists. You will find that it is very easy to get the technical opinion of developers on an existing product, what is not good about it, and how it could be improved, sometimes even without being asked.


But if you expect the same result with a "start from scratch" approach, things look very different. This is fundamentally human and happens to everyone, regardless of whether it's a circuit, a text, or the establishment of an engineering department, including Electrical Compliance. But it is precisely this interconnection that offers an advantage: all important aspects can be coordinated in advance, which then allows them to run more smoothly. From space and storage requirements to technical and organisational safety measures, concepts, qualifications, instructions, etc.


Whether you are a medium-sized company or a large corporation, as is so often the case in C-level positions, you don't have to do everything yourself; rather, you ensure that it gets done! In a large corporation, as CTO, you don't have the time to deal with the operational tasks of development or the details of technical security, whether IT or Electrical Compliance.


In this position, a CTO is even more involved at the strategic level in an innovation-focused role with the leadership of the tech organisation and relies on reliable employees and partners. His role as the person responsible for the organisation, separate from technical responsibility, can be very helpful for everyone involved in clarifying roles – but also in clearly illustrating his assumption of certain technical responsibilities. Clarity is key here.


An awareness of the interface logic is crucial here, not only but especially an awareness of the specialist areas of the Clevel. The methods we use are structures and rules. Implementation, however, is carried out by people. The CTO is like a conductor in front of the orchestra pit, with top musicians playing their respective instruments, all playing together.










2. Fundamentals of electrical safety in the company




2.1 Basic concepts


The CTO and C-level executives have already been defined above. The chief responsible electrical specialist, or CRES for short, is the person who assumes corporate responsibility for safety in electrical work and electrical hazards in the company alongside the relevant C-level executives and other managers. The term chief responsible electrical specialist is taken from the German VDE 100010 standard. This is not merely a matter of operational responsibility, but expressly one of the responsibilities attributable to company management and intended to be assumed, alongside the management of the company, through a formal delegation of duties.


This is not a matter of completely relinquishing responsibility – after all, it has been assumed "in addition to" and not "instead of" company management – but rather of freeing up time and expertise in company management by having a reliable partner within the company who is more than just another HSE officer.


In an international context, there are different names for this or similar roles. In this work, I also use the term CRES (Chief Responsible Electrical Specialist). However, other terms are also used. In addition to the idea of integrating the role into the CTO's remit, I also quite like the term Electrical Compliance Officer, or ECO for short. The term clarifies both the level of responsibility and the nonmandatory link to C-level management. However, CRES (or German VEFK) remains more precise, which is why this term is mainly used in this work.


The term electrical safety covers the CRES's area of responsibility. The term Electrical Compliance goes a little further because it incorporates general, normative, and legal requirements much more strongly, but also takes into account contractual and structurally established regulations.


The primary goal of Electrical Compliance is safety, but it also encompasses the electrical reliability and fail-safety of electrical systems and products. To avoid conflicts between areas of responsibility in this context, electrical safety always takes precedence, followed by functional safety.


HSE stands for Health, Safety, and Environment and is a common abbreviation in both the private and public sectors of labour law. In line with the objectives of the United Nations (UN) International Labour Organisation (ILO), the idea behind HSE is to protect the health and safety of employees at work and in their workplace and to minimise negative impacts on the environment and nature as far as possible.


Full consideration of HSE is part of every company's duty of care and is primarily enshrined in national laws and regulations, with the details set out in national and international standards in an implementation-oriented manner. Secondly, obligations to comply with HSE requirements, including those relating to electrical safety, are also found in supply chain requirements – both in legal and internal guidelines of large, multinational companies.





2.2 Importance of electrical safety alongside general HSE


The higher the risk, the greater the care required in dealing with it.


However, the danger does not arise from the mere probability of an accident and the severity of its consequences. "Electricity is dangerous" is a correct but rather general statement. Electricity does not lurk behind the next bush like a dangerous predator waiting to attack you. Nevertheless, electricity poses a rather hidden danger. You cannot see electricity, you cannot smell electricity, you can only hear its effects in very specific cases, and as soon as you feel it, it is too late. One moment, working on the conductor rails of a main distribution board is electrically safe; the next moment, without any directly apparent change, it becomes life-threatening because a switch has been flipped somewhere. With most mechanical hazards, such as a rotating milling head, it is immediately obvious even to a layperson that reaching for it would be a less-than-wise move. The discrepancy between the amount of energy that can affect a person in a short period of time and the perceptibility of this danger by human senses is immense. Dealing with and planning safety, therefore, requires considerable expertise, which is why there is a special role of the chief responsible electrical specialist. The special characteristics of electrical hazards must be properly taken into account, as this is an area of particular danger. However, even within the field of electrical engineering, there are significant gradations of risk.


This begins with the simple fact that areas involving particular hazards must have restricted access. In most cases, only the installation managers and specially qualified maintenance personnel have control of the keys to certain installations, rooms, buildings, or sites. And even then, of course, those who enter these areas must be appropriately qualified, protected, and instructed. One example of this is live line work – i.e., work that is carried out without switching off the system on which the work is to be performed.


Live line work is clearly an activity involving increased danger and must therefore be taken into account in accordance with the principle of "avoiding danger" and "substitution" as the first measure – where possible. In fact, live line work is therefore generally prohibited.


Where the word "fundamentally" is used, there are usually exceptions. The exceptions for live line work represent their necessity in accordance with the (S)TOP levels. There must therefore be "compelling reasons".


A considerable proportion of electrical accidents involving electrical specialists are actually due to the fact that the mains supply was not disconnected when it should have been, mostly due to routine thinking, underestimating the danger, or simply out of convenience. As you can imagine, none of these are compelling reasons.


A compelling reason would be, for example, if human lives were at risk due to de-energisation. In hospitals, for example, electrical work is often carried out on installations that would clearly be carried out in a deenergised state in residential or office buildings.


However, there are also cases in which disconnecting from the mains is simply not technically possible. A photovoltaic roof system cannot be de-energised on the DC side. In this case, there may be the option of working in complete darkness, but whether this would be feasible or even much safer in terms of other hazards, such as the risk of falling, is questionable and often not proportionate to the risk assessment.


Work on large battery systems and high-voltage batteries in production or development is also among the systems that cannot be de-energised for technical reasons. Here, too, live line work is permitted in accordance with the principles of (S)TOP.


Another compelling reason exists if live line work is necessary during operation for the work to be successful - for example, during troubleshooting if a fault cannot be identified in a de-energised state, or for certain activities in research and development laboratories.


In addition, depending on various factors, it can be considered a compelling reason if de-energisation threatens to cause significant economic damage. You can already see from the wording that this is a particularly critical reason for live line work.


"Significant economic damage" is a matter of perspective based on the specific situation. Would you cut off the power supply to a metropolitan area in order to replace an electrical component as part of routine maintenance? This would probably be recognised without question as "significant economic damage", which would also justify carrying out live line work.


However, I strongly recommend that you exercise caution when citing significant economic damage as justification, as this will be scrutinised most closely in the event of an accident at work. In addition, the electrical specialists carrying out the work must be suitably qualified, including occupational health examinations and first aid training.


All high-risk work, including live line work, requires appropriate documentation. This is fulfilled – and may even be required by law – if live line work is based on written instructions provided in advance. Of course, appropriate personal protective equipment is also required for live line work; there is a separate chapter on this.


Not only live line work but also special switching operations can pose a significantly increased risk. Special access authorisations can be extended or understood as authorisations for specific work, as you have already seen in the case of live line work.


The responsible person, in our case, you as the chief responsible electrical specialist, grants switching authorisation to suitable employees. This must not be confused with a training certificate.


A certificate issued after a seminar entitled "switching authorisation", or, more correctly, "qualification for switching operations", merely serves as documented proof that the person in question possesses the necessary fundamental knowledge of the specific features and requirements of switching operations, so that such work may in principle be entrusted to them.


"In principle", but not necessarily in concrete terms, because in order to do so "in concrete terms", you, as the chief responsible electrical specialist, must take a closer look at it. After all, as the person responsible for electrical safety, you grant the switching authorisation; you bear the responsibility, which means that you also make the decisions.


The central question here is: WHO is allowed to switch WHICH systems WHERE, WHEN, and UNDER WHAT CONDITIONS?


Does this mean that every employee in the company needs switching authorisation to turn on the printer?


No, of course not – unless there are circumstances that make it sensible or necessary for you to decide this. It can generally be assumed that such a switching operation could fail at most when searching for the switch, but it does not involve any safety concerns.


From a safety perspective, an employee who is not qualified in electrical engineering is therefore perfectly capable of performing a switching operation on a printer or other everyday electrical equipment that can be described as inherently safe, has been properly tested, and has been classified and approved as safe for use – exclusively capable. However, the employee is only authorised to do so if you allow them to.


This example also illustrates the difference between competence and authorisation. Thanks to my driving licence and my extensive driving experience with various vehicles, I am competent to drive your car. I may need to familiarise myself with it, but I am competent to do so. However, I am only authorised to do so if you allow me to – after all, it is your car!


The same applies to switching authorisation in your company. As the chief responsible electrical specialist, you must ensure that all employees assigned to this task are able to comply with the regulations and measures necessary to ensure safety in their work.


You select qualified individuals and then grant them the appropriate authorisations. That is why most seminars are correctly called "switching qualification" rather than "switching authorisation". This can be an important basis for you, but depending on the switching operation, you can also carry out the qualifications internally.


However, please note that you must be able to prove the competence of your employees, at the latest in the event of an accident at work! But how do you know which switching operations pose a particular risk?


This is always a question of risk assessment, but first, allow us to briefly digress and discuss voltage levels from a safety perspective. A basic distinction is made between extra-low voltage, low voltage, and high voltage. High voltage is generally further subdivided into medium voltage, actual high voltage, extra high voltage, and even ultra-high voltage. Nevertheless, it is basically the high-voltage world. This can be illustrated relatively briefly, albeit in a somewhat simplified form:




	
Extra-low voltage: Nothing will happen to you, even if you touch a live part.


	Low voltage: Nothing will happen to you as long as you do not touch a live part.


	High Voltage: Nothing will happen to you as long as you keep a sufficient distance, as even a small distance can lead to a strong electric shock or electric arc.




The question of safety must therefore be reconsidered from medium voltage onwards. This is because at voltages above the medium voltage level, serious incidents can occur even without touching live parts, as high electric field strengths, such as those generated by such high voltages, can cause an electric arc to occur even when approaching.


This shows that high voltage levels, i.e., anything above medium voltage, pose an increased risk. Where no increased hazard exists, there is no special switching operation requiring separately granted switching authorisation. Where such a hazard does exist, however, for example in the case of manual switching operations on medium-voltage installations, the conditions governing such switching operations must be defined.
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