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    Imparting intelligence has become the focus of various computational paradigms. Thanks to evolving soft computing and artificial intelligence methodologies, scientists have been able to explain and understand real-life processes and practices that formerly remained unexplored by dint of their underlying imprecision, uncertainties and redundancies, as well as the unavailability of appropriate methods for describing the inexactness, incompleteness and vagueness of information representation. Computational intelligence tries to explore and unearth intelligence embedded in the system under consideration.




    This book aims to discuss computational intelligence approaches, initiatives, and applications in engineering and science fields (including Machine Intelligence, Mining Engineering, Modeling and Simulation, Computer, Communication, Networking and Information Engineering, Systems Engineering, Innovative Computing Systems, Adaptive Technologies for Sustainable Growth, and Theoretical and Applied Sciences). This collection should inspire various scholars to contribute research on intelligence principles and approaches in their respective research communities while enriching the body of research on computational intelligence.
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      Abstract




      The traditional artificial guide service can be substituted by the advanced intelligent tourism guide system, which can help many developing tourism industries as the demand for tourism is going higher in today's world. An intelligent tourism guide system can create automatic recommendations according to the preferences [1]. With the instantaneous evolution of computer technology and electronic information technology as the basis, this chapter combines the tree-based algorithm and associated knowledge of tree theory to implement an algorithm and processing plan. The objective of our approach is to build a relationship between the user and the system. The application provides many services to the user meeting their needs and the purpose of gaining information about the places. The application mainly represents a mobile tour guide system with augmented reality. The main objective of the application is to make a system that runs on most of the mobile devices and becomes helpful to the user while visiting new places. The system should find a place using user preferences, like beaches, historical monuments, hill stations, temples, adventurous places, etc. The system should show recommendations about those places along with the description and images. This application will help the people who love to travel and want to travel to new places without having previous information about the place. This model [2-5] makes the use of efficient BST Searching as compared to the database. The information about various places is stored in the tree data structure, and it becomes easy to store a lot of data in the tree as compared to the database because it requires more memory and time to store lots of information into the database. The main advantage of using the system is to make the searching process easier and to ease the process of storing the data in the tree rather than the database. The tree-based algorithm is efficient in terms of storage and retrieval of data so that the performance of the system is enhanced. The application takes less time to fetch the data using a tree-based algorithm according to added preferences by the user as compared to the database, which takes more time to fetch the data and to display it as required.
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      INTRODUCTION




      Tourism is an industry that influences millions of people. With the help of tourism, people expand their scope, explore their beliefs and interests. It provides proliferation, increasing hospitality among many countries and regions [6, 7]. It unites every individual with one another, enables creation of new traditions and meets the demands of various researchers. Tourism is not only about the places of choice, but it is also about culture, traditions, historical beliefs, climate enjoyment, economic advantages, solid perspectives and scientific discoveries. Tourism is used as a gateway for development and, gradually, has become a common development focus for various countries. Tourism is a social, economical and a cultural fact that enlightens the activity of individuals to various places instead of their usual environment either because of their personal or professional work. Tourists are usually called visitors and they can be residents or non-residents, involved in either tourism or sight-seeing. Tourism attracts them towards the beautiful places to visit, and it contributes to the expenditure of the tourism industry. With the rapid evolution of the national economy and the origination of a new life theory and excellence of the tourism system, the tourism system has become more popular and most preferred during the vacations. With the developing demands from tourism, the previous system providing these facilities cannot fulfill the current demand scenario. The way that we are using to fulfil the current requirements involves many limitations. The traditional tourism system does not implement the suggested and recommended models into it, and it is not much efficient because it uses the database for storing and retrieving the information about various visiting places around the world [8]. There is a need to make the tourism guide system more efficient and to create a valuable recommendation model to ease the process of getting information about the best-suited visiting places around the world. As we know that tourists are the key to guide services, we should lay out a conceptual study and practical design of intelligent tourism guide systems based on the demands of tourists. The main objective of our approach is to implement a system that will operate on phones and other devices and will be very helpful while visiting various new places and cities. This system must be capable of finding a route according to user criteria. According to our approach, the users will have to actuate this application and then by specifying certain criteria according to the requirements, they can get important information that is related to the place they want to visit, or they are travelling now or will travel to in the future. The user when will register for the first time, will have to fill the details like name, email, and preferences in the form of tags. Next time, when the user will login with the registered email id, the user will get automatic suggestions and recommendations according to the added preferences by the user at the time of registration. The user can also edit his preferences and update his choice. The criteria must be straightforward and ordinary, for example, theu user can make a list of museums, the famous historical monuments, and restaurants to visit. The traditional artificial tourism guide service can be substituted with the advanced intelligent tourism guide system, which can help many developing tourism industries as the demand for tourism is increasing in today's world. The intelligent tourism guide system can create automatic suggestions and recommendations according to the preferences of the user. The automatic recommendations based on the information of the tourist places that are most visited by various visitors and the places that are reviewed as good and interesting places to visit again are given to the users in this application. The main objective of this system is to implement an automatic suggestion and recommendation model into a single system so that the user can get a unified view of the system in a single place. The system should have a user registration form that accepts users’ input and asks for their preferences, like historical places, hill stations, beaches, adventurous places, etc.; thus, those preferences are used to ease the searching process and to give a better suggestion for visiting places to the tourists who are willing to visit various places based on the added preferences. The main advantage of using this system is that it increases the efficiency of the application because database accessing and retrieval slow down the performance of the overall application. To increase the efficiency of the system, a tree data structure is used to store and retrieve information about various visiting places around the world. The system is basically used for providing automatic recommendations suggesting information about visiting places to the users according to their added choices and generate automatic recommendations by analysing the reviews given by various people of the places majorly visited and highly recommended by others. As it is known that the place that is mostly reviewed by the people is a better choice than the place that is less reviewed. The main advantage of using this system is that the user can get all the functionalities into a single system. This Intelligent Tourist Information System, along with the recommendation model, will help the people who love to travel or want to travel to a new place without any previous information about that place. As of now, if we take both things, automatic suggestion and recommendation model, into consideration, the system is not available yet that satisfies both the requirements. The main aim of implementing the application is to make tourism a better service for the users.




      

        Study of the Existing System




        Tourism is a business that influences thousands of people, and with the help of which many people expand their scope, earn money and keep themselves entertained. Tourism has a great demand in today's world. Tourism has been a widespread concern in the past and so is today. Ancient tourism is important for many reasons. Ancient tourism has a precise economic and social effect. It initiates and strengthens identity, helps form image, helps conserve the societal and historical legacy, and with customs as a tool, it facilitates peace, harmony, and builds understanding among the people.




        There are many traditional systems that provide travel and tourism services to the users and have various advance and interesting features as well as various shortcomings. Many websites are available over the internet that provide great content about the various tourism services and those mostly used by the visitors. The proposed system has some additional features that are not available in the existing system yet. The feature of providing automatic suggestion about visiting places and recommending various visiting places according to the reviews that were previously added by various visitors is not available in a single unified system. Some features are available in one application, and some features are available in another. The users prefer to have a unified view of all the features in a single application and this paper proposes the idea of implementing all the functionalities into a single application. Before talking about the proposed system, let’s review the existing systems and take a look at the functionality of these systems and understand the working of these systems.




        For instance, we consider Trip advisor website as an example from Figs. (1 and 2).
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Fig. (1))


        Trip advisor website - Home Page.
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Fig. (2))


        Trip advisor website - Home Page.



        This website contains a lot of information about various places around the world, but it does not contain the feature that our system provides, which is to add the preferences at the time of registration, like Do you want to go to Beach? Do you want to go to Hill Station? etc., is not available in the existing system yet. This website provides a feature to write a review after the website has been visited by the user. On the other hand, our system has another added functionality according to which the system will recommend the most reviewed places.




        Various government and non-government tourism websites are there to provide services to users who wish to visit a new place and want to get some information about that place. These websites have various functionalities, but the functionality that our research proposes is not implemented yet. It is unique from all the available ones; for example, if we consider the website Incredible India, it has all the functionalities for providing suggestions to the users, but it does not provide the recommendation according to the added preferences by the user at the time of registration. The functionality to provide the automatic recommendations according to the mostly reviewed place is not present in it.




        Some previously existing websites, such as Airbnb.com, provide various features that are not available in other applications. It has a feature like online experiences where the user can view all the online experiences of the other users and their reviews. The feature of providing automatic suggestions according to the preferences of the user is not available in it.




        There are various websites serving a good purpose to help the visitors in providing information about the best suited places to visit. They have several advantages and various shortcomings too. To overcome these shortcomings, we have come up with an idea to provide both the features to the user and improve the user experience.




        Let's take another example of the most popular website, airbnb, shown in Fig. (3). This website serves various users all over the world and provides various functionalities to the visitors.
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Fig. (3))


        Airbnb website – Home Page.

      




      

        Design and Implementation of the Proposed System




        The project proposes an intelligent tourism guide system that will take user preferences as input and will generate automatic suggestions for visiting places for tourists based on the added preferences by the user, as shown in Fig. (4).




        The system will prompt the user to add the preferences at the time of registration so that the next time when the user logins into the system, the system will run a tree algorithm in the backend and will give the recommendations according to the added preferences by the user [9].
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Fig. (4))


        Workflow of the system.

      




      

        



        Module Description




        1. Tree creation- This is the module in which we used a tree data structure to store the information about various places around the world, and the information about the places is to be stored in a hierarchical tree-like structure. The root node of the tree is Places. The various places are stored as the child of this root node along with their tags. These tags are basically used to filter out the searching process. The child of the root node is added using the user-defined function; add Child, and it will add all the places as the child of the root node along with their description and images. The various children, like Monuments, Temples, Beaches, Adventurous places, etc., will be added. The tree will grow further when the child of these nodes is added. The main advantage of using the tree data structure is that it will make our application fast because the tree algorithm runs faster than other program used for fetching data from the database.




        2. Serialization of tree- This module consists of the serialization process of the tree node. Serialization is the process by which an object is converted into a stream of bytes that store the object or transmit it to memory, a database, or a file. The main purpose of serialization is to save the state of an object in order to be able to recreate it whenever required. The main idea to implement the serialization in the project is to save the tree node object into a txt file, and rather than making the tree again every time when the application runs, it will use the content of that txt file to perform further operations by desterilizing it. It will help to increase the performance of the application.




        3. Deserialization- This module consists of the deserialization process of the file in which the content of the tree node object is stored. Deserialization is the process by which the data from a file, stream or network is taken out, and it rebuilds it into an object. The main idea of implementing deserialization in the project is to use the data from the file and rebuild it into an object for further processing.




        4. Traversal of tree- This module consists of the traversal algorithm for the tree. When the user logins into the system, the preference of the respective user is fetched from the database, and it starts searching from the tree root and then compares those preferences with the first level of the tree; when the preference matches with the tree node, the user-defined function traverseNode executes and generates the output with respect to all the matching preferences. The tree algorithm is efficient in searching and traversing the tree node and will generate quick and accurate results.


      




      

        



        Algorithm Used




        Step 1:- Root Node Creation (Places)




        Class TreeNode<T>




        TreeNode menu=new TreeNode (“Places”);




        Step 2:- Adding various places along with its description and image.




        publicTreeNodeaddChild (T place, T description, T image)




        Step 3:- Adding children of the root node




        TreeNode item1=menu. addChild (“Monuments”);




        TreeNode item2=menu.addChild(“Beaches”);




        TreeNode item3=menu.addChild(“Temples”);




        TreeNode item4=menu.addChild(“Hill Stations”);

Step 4:-



        Add children of the node item1 as:-




        TreeNode item11= (TreeNode)




        item1.addChild (“TajMahal”);




        item11=item11.addChild (place, description, image);




        TreeNode item21= (TreeNode) item2.addChild (“Varkala”);




        item21=item21.addChild (place, description, image);




        Step 5:- Addition of various places to the tree.




        Step 6:- Tree Node Object is Serialised.




        Step 7:- Fetch the preferences of the respective user from the database using




        SQL statement




        Step 8:- Traverse the tree from the root node to the first level nodes and compare the preference with the tree nodes.




        voidtraverseNode(TreeNodeobjectj) { if (object != null) {




        for (intj = 0; j<object.childCounts; j++) {




        if(object.childrens[j].description!=null)




        println(object.childrens[j].place,object.childrens[j].descrip tion,object.childrens[j].image); else




        println(object.childrens[j].value); traverseNode(object.childrens[j]);




        }




        }




        Step 9:- Tree Node Object is Deserialised.




        Step 10:- Whenever the preference matches with the tree node traverseNode functions get executed.




        If ((treeNode.value).equals (res.value)){ voidprintTreeNode(TreeNode object) {




        print(object.value); traverseNode(object);




        }}


      




      

        Design and Implementation of the Recommendation Model
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Fig. (5))


        Workflow of the system with recommendation model.

      




      

        



        Module Description




        Fig. (5) shows the workflow of the system with the recommendation model. Following are the modules:





        

          	
Information stored in the text file:-This module consists of storing the user information in the text file. It monitors all the activity of the user on various pages that are displayed on the website. After successfully logging into the system, the user will have various automatic suggestions according to his added preferences at the time of registration. The information about the user, like when he visited the pages on the website and the time he spent on every single page containing the information about various tourism places, is stored in a text file. FileInputStream class is used to store the information from log file into the text file for each page. It reads the single character at a time and write the data into the text file. These text files are further evaluated to generate automatic recommendations to the users according to their choice or preference.




          	
Parsing of text file:-This module consists of parsing the text files and generating the required result to be shown to the user. In this module, all the text files are taken into consideration, and the time that the user spent on each page is taken into account, and this elapsed time is compared to the threshold time, say 10ms, and if the elapsed time is greater than the threshold time, then the user is considered to be interested in visiting the places whose information is displayed on that page.




          	
Recommendations to the user:- This module provides automatic recommend-ations to the user. The system will parse the text file and generate the recommendation accordingly by elapsed time. The pages which have greater elapsed time, say threshold-10ms, recommend those places to the users. The user will have these automatic recommendations based on his preferences and his interest in visiting that place.


        


      




      

        



        Algorithm Used




        Step 1:- When a user enters the application and visits a web page, the init() method of the servlet gets executed and calculates the current time of the system [10].




        Step 2:- Current time of the system is calculated as:




        import java.time.format.DateTimeFormatter;




        importjava.time.LocalDateTime;




        DateTimeFormatterdt




        DateTimeFormatter.ofPattern(“yyyy/MM/ddHH:mm:ss”);




        currentTime1 = LocalDateTime.now();




        Step 3:- When a user exits a web page, the destroy () method of the servlet gets executed and calculates the current time of the system.




        Current time of the system is calculated as:




        importjava.time.format.DateTimeFormatter;




        importjava.time.LocalDateTime;




        DateTimeFormatterdt=




        DateTimeFormatter.ofPattern(“yyyy/MM/ddHH:mm:ss”);




        currentTime2 = LocalDateTime.now();




        Step 4:- Elapsed time for a web page is calculated as:-




        elapsed Time = currentTime2-currentTime1;




        Step 5:- FileInputStream class is used to input all the information from the log file into the text file for each page.




        FileInputStream fin1=newFileInputStream(“D:\\testout.txt”);




        int j=0;




        while((j=fin1.read())!=-1){




        System.out.print((char)j);




        } fin1.close(); }




        Step 6:- Set threshold time, say 10ms.




        Step 7:- Parsing of each text file is done, and the required result is taken out.




        Step 8:- If elapsed time>=threshold time




        {recommend the place whose information is contained in the




        respective page; } else




        {continue; }


      




      

        



        Execution of the Recommended Model




        a. User login to the system: Fig. (6) shows the login page of the proposed recommender system.
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Fig. (6))


        User login to the system.



        b. Information about the user is stored in the text file:-This module consists of storing the user information in the text file. It monitors all the activity of the user on various pages that are displayed on the website, as shown in Fig. (7). After successfully logging into the system, the user will have various automatic suggestions according to his added preferences at the time of registration. The information about the user, like when he visited the pages on the website and the time he spent on every single page containing the information about various tourism places, is stored in a text file. FileInputStream class is used to store the information from log file into the text file for each page. It reads the single character at a time and write the data into the textfile. These text files are further evaluated to generate the automatic recommendations to the users according to their choice or preference.




        c. Parsing of the file:-This module consists of parsing of the text files and generating the required result to be shown to the user. In this module, all the text files are taken into consideration and the time that the user spent on each page is taken into account and this elapsed time is compared with the threshold time, say 10ms, and if the elapsed time is greater than the threshold time, then the user is considered to be interested in visiting the places whose information is displayed on that page.




        Recommend various places according to the elapsed time of the user on various pages, as shown in Fig. (8).
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Fig. (7))


        Information about the user is stored in a text file.
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Fig. (8))


        Recommend various places according to the elapsed time of the user on various pages.

      




      

        Performance Analysis




        In this section, we apply our proposed scheme to achieve the optimal time taken by various phases of the application. So we have evaluated the time taken by the system to fetch the data when it runs a tree algorithm in the backend and traverses the tree node if the user preference matches with tree node value. The results are shown in Table 1.




        

          Table 1 Tabular representation of the performance (Number of entries vs. Time taken).




          

            

              

                	Number of Entries



                	Time Taken to Fetch the Data When it Runs Tree Algorithm (in Sec)

              


            



            

              

                	50



                	2

              




              

                	100



                	2

              




              

                	150



                	2.1

              




              

                	200



                	2.1

              




              

                	250



                	2.2

              




              

                	300



                	2.2

              




              

                	350



                	2.3

              


            

          




        




        In Fig. (9), the X-axis denotes the number of entries about the places stored in the tree data structure, and Y-axis denotes the time taken to fetch the data when the system runs a tree algorithm in seconds. There is a relationship between them as the number of entries in the tree increases; the time taken to fetch the data does not increase in the same manner.
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Fig. (9))


        Graphical representation of the performance (Number of entries vs. Time taken).

      


    




    

      Conclusion




      This work proposes an intelligent tourist guide system for the automatic recommendation of the places, and this system does not require the database for storing the information as we are using a tree data structure to store and retrieve the information about various places. The tree-based algorithm is efficient in storage and retrieval of data, which enhances the performance of the system. On the basis of the huge amount of information enclosed about various pleasing spots, this chapter considers the customized needs of the visitors. Also, considering it as a beginning point, this chapter has implemented an advanced intelligent tourism guide system to recommend automatic visiting places suggestions to the user. In addition to the automatic suggestion of the visiting places to the tourists, the paper proposes the recommendation model for automatically recommending the visiting places to the tourists based on their activity while visiting the application. This paper proposes a unique recommendation model, and this type of model has not been implemented yet. This model can handle multiple users and can work accurately. The recommendation model is really helpful for recommending new places to the user. We have seen various web server log files, which contain information about the errors during execution. Instead of the error information, the log files will contain the data about the user elapsed time in this system. This system provides the functionality by which it generates an automatic file and leaves the entry of the user elapsed time for the different web pages. The main goal of this chapter is that the final result can fulfill the practical needs. The author has constantly regulated the ideas to design and estimate the development technology of the system to design the efficient algorithm for generating recommendations to the user by using an advanced intelligent tourism guide system. The main goal of implementing the system is to make it automated, intelligent, more practical and compendious, thus reducing human efforts. The current stage of the proposed framework is completed.


    


  




  

    

      CONSENT FOR PUBLICATION




      Not applicable.


    




    

      CONFLICT OF INTEREST




      The author declares no conflict of interest, financial or otherwise.


    




    ACKNOWLEDGEMENTS




    Declared none.




    References




    

      

        	



        	

      




      

        	
[1]



        	Owaied H.H., Farhan H.A., Al-Hawamde N., Al-Okialy N.. A Model for Intelligent Tourism Guide System.J. Appl. Sci. (Faisalabad)201111234234710.3923/jas.2011.342.347

      




      

        	
[2]



        	Yu Y.. Design and Evaluation of Intelligent Tourist Guide System Based on Mobile Devices2014 Sixth International Conference on Intelligent Human-Machine Systems and Cybernetics201429629910.1109/IHMSC.2014.79

      




      

        	
[3]



        	Rong F.. Design of Tourism Resources Management Based on Artificial Intelligence2016 International Conference on Intelligent Transportation, Big Data & Smart City (ICITBS)201643643910.1109/ICITBS.2016.97

      




      

        	
[4]



        	Yadav V.. A New Approach for Movie Recommender System using K-means Clustering and PCA.Journal of Scientific and Industrial Research (JSIR)Scientific Publishers2021802159165

      




      

        	
[5]



        	Srinivasan K., Kumar R., Singla S.. Robust and efficient algorithms for storage and retrieval of disk based data structures2017 International Conference on Applied System Innovation (ICASI)201793493710.1109/ICASI.2017.7988595

      




      

        	
[6]



        	Ho C., Pak K., Pak S., Pak M., Hwang C.. A Study on Improving the Performance of Encrypted Database Retrieval Using External Indexing System of B+ Tree Structure.Procedia Comput. Sci.201915470671410.1016/j.procs.2019.06.110

      




      

        	
[7]



        	Dewan H., Hansdah R., Singh P.. Sigma-Tree:Design of a Data Structure for Storing File Data Allocation Map in a Distributed File System2018 IEEE International Conference on Smart Cloud (SmartCloud)2018909810.1109/SmartCloud.2018.00023

      




      

        	
[8]



        	Badashian A.S., Najafpour M., Mandavi M., Deichen M.A., Khalkhali I.. FTS: An efficient tree structure based tool for searching in large data sets2nd IEEE International Conference on Information Management and Engineering201029429810.1109/ICIME.2010.5477555

      




      

        	
[9]



        	Schildt Herbert. Java.McGraw Hill Education “The Complete Reference” (11th Edition)2009

      




      

        	
[10]



        	Lafore R.. Data Structure and Algorithm in Java.2nd ed2003

      


    


  




  




  

    Internet Protocols: Transition, Security Issues and the World of IoT




    


    Ankita Gupta1, Ankit Srivastava1, Rohit Anand1, *




    

      1 G.B. Pant Engineering College, New Delhi, India


    






    

      Abstract




      With the tremendous increase in the use of internet in almost every sector of society, assigning addresses has appeared to be inefficient. The previous Internet Protocol version 4 (i.e. IPv4) failed to fulfill the highly growing demand. Though previous Internet Protocol Version 4 was used for assigning addresses, it could not sustain the high demand resulting in the downfall of IPv4. The chapter outlines the various advantages and disadvantages of the shift from IPv4 to IPv6. It also highlights the security threats of both the protocols and security issues due to which the coexistence of the two protocols was thought of as the solution. This chapter overall covers the transition from IPv4 to IPv6, their uses and management, followed by the analysis of IPv6 in terms of security issues. It further takes into account the effect of IPv6 on the world of Internet of Things (IoT). The eventual objective of this framework is to give comprehensive and detailed knowledge about the internet protocols in the Internet-of-Things world.
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      INTRODUCTION




      Internet protocols, known as the TCP/IP protocols, are the most important protocols involved directly in the technological enhancement of wireless communication, enabling the devices to access and connect through the internet from anywhere around the world. The network layer is responsible for the internet working in the form of the transfer of packets from the source to the destination host [1, 2].




      IPv4, also known as Internet Protocol Version 4, is the first generation of IP to be widely used. With the tremendous advancement in the internet connection and the




      communication between the devices over the internet, IPv4 was pushed to its limits. It was then that the need for a much newer advanced IP version was thought of. IPv4 failed to provide the much-needed scalability to the internet with time. All these reasons led to the development of IPv6, a 128-bits length IP address. IPv6 had its advantages and disadvantages. There came a transition from IPv4 to the new Internet Protocol version IPv6. Later, the Internet Protocol domain witnessed the coexistence of the two internet protocols because of some security reasons.




      To understand the complete working of Internet protocols and to further discuss the threats and their application in the world of IoT, it is required to have a basic understanding of “how an IP address works?” IP stands for Internet Protocol, where a protocol is a set of rules on which the movement of data packets across the internet is dependent. Each device connected to the internet has a unique address assigned to it. This is the IP address that makes it different from others and helps in communication. The communication between two computers over a network is the communication set up between the two respective IP addresses of the computers. The transfer of data between the two devices occurs in the form of encapsulated bits known as data packets. The process known as the datagram is responsible for the flow of data across the internet. In the datagram, the data packet consists of the information and the internet protocol (IP).




      It is not just the internet protocol that is employed in the transfer of data across any network. An entirely connected complex network stack is required to transfer information, of which IP is just a small part. The network stack is divided into four layers: the Application layer, the Transport layer, the Networking layer, and the Data Link layer. In terms of users, the most familiar layer is the application layer, the layer with which we interact daily.




      In this chapter, we will discuss the co-existence of both the internet protocols after discussion of these protocols. Further, we will discuss the security issues, their after-effects, their solutions, and the use of internet protocols in the world of IoT.




      Next section deals with the existing related work. Section 3 deals with the description of IPv4 and IPv6. Section 4 discusses the transition from IPv4 to IPv6 and the co-existence of both the protocols. Section 5 describes the security threats related to IPv4, IPv6, and the transition. Section 6 explains the relation of IPv6 to the world of IoT. At last, the conclusion is drawn.


    




    

      



      RELATED WORK




      The related research is discussed in this section.




      The authors in a study [1] compared the performances in terms of response time and throughput for two Internet Protocol Versions, IPv4 and IPv6, and proposed a system with the co-existence of both the protocols. The resulting system resulted in the need for a dual-stack system with the concept of tunnelling. In another research work [2], a comparative analysis was performed between IPv4 and IPv6 by the measurement of packet loss and throughput with the User Datagram Protocol (UDP). The study shows that IPv6 is more robust than IPv4 for video traffic as well as audio traffic. Doshi et al. [3] suggested that both the protocols, IPv4 and IPv6, must be supported together. Network Address Translation (NAT64) may also be used as a transition technology as an alternative to IPv6. NAT444 may also be used for running the various services of IPv4 after all the addresses of IPv4 are consumed. In one of the research works [4], the authors discussed the IPv6 security issues. First, the differences between IPv4 and IPv6 were discussed, followed by their vulnerabilities. IPv6 is considered a new protocol version currently, even after so many years of its existence, mainly because of its security issues. The authors in another study [5] explained that IPv6 has so many important features, like Quality of Service (QoS), mobility, more address space, and automatic configuration capability. The security threats common to IPv4 and IPv6 and those introduced by the transition from IPv4 to IPv6 and have been discussed in detail by the authors. The brief discussion of the security concerns and threats in all the layers and also all the protocols in each layer of TCP/IP model have been presented earlier [6]. Data security is of prime significance for most industries and organizations today. Joon and Yadav [7] presented a brief survey of the various detection methods for the critical distributed denial of service (DDoS) attack that slows a web server that results in the disruption and failure of all the webtechnologies and services running on hyper text transfer protocol (HTTP). H. Dawood [8] discussed the main vulnerabilities related to IPv6 threats and security. IPv6 is deployable only after considering its security issues. That is why, most industries are not ready for the transition to IPv6, although this protocol can easily be supported by the framework of the network. The authors in a paper [9] discussed the overview of the Internet Control Message Protocol (ICMP) and its vulnerabilities issues. ICMP was earlier used for flow control in IPv4, but the security issues led to the exploitation of ICMPv4. The security concerns in ICMPv4 led to the security issues in the expanded version, i.e., ICMPv6. The authors discussed the smooth transition from IPv4 to IPv6 in a secured manner [10]. Tunnel mechanism is the focus of the research discussed by the authors. But there are some vulnerabilities and threats associated with this tunnel mechanism. The approach to overcome these vulnerabilities and attacks to yield a new secure tunnel mechanism is also discussed. F. A. Ghumman [11] provided a brief overview of the comparison between the various IPv6 transition approaches in Internet of Things (IoT). The approaches, like tunneling, dual-stack, etc., were compared in terms of transition. In another work [12], the authors provided a brief introduction to OSI and TCP/IP model. Afterwards, the internet protocol IPv4 has been compared with IPv6. Finally, the network routing based on IoT was discussed in detail and then compared with the traditional protocols of routing. In another study [13], the authors suggested a technique to reduce the power consumption in IoT devices and to handle the security concerns in the data.


    




    

      



      IPv4 and IPv6




      

        



        IPv4




        IPv4 is the fourth version of the internet protocol. It is still used widely despite the newer IPv6 version. IPv4 was the first internet protocol version that enabled internetworking at the Internet layer. It is represented as a 32-bit integer-valued address separated by dots after every octet. It consists of four octets. When IPv4 was realized, 32 bits served enough for all the communications between devices. But with the technological advancements and increase in the number of devices over the internet, IPv4 faced a few limitations. With IPv4 in use, the internet address became short in demand [14].




        Some of the terms related to IPv4 are as follows:





        

          	Internet Header Length (IHL): The internet header length consists of 4 bits. The smallest size of the field is 5, as the minimum size of the IPv4 header is at least 20 bytes. In case the header does not use all 4 bytes, the left bytes are padded with 0s.




          	Type of Service (ToS): This field indicates the service type. For example, Voice over Internet Protocol (VoIP) may be used for services related to interactive audio calling.




          	Total length: The total length of the IPv4 is the length of the IPv4 header, and the IPv4 payload makes up the size of the field as 16 bits.




          	Identification: It is used to uniquely recognize the fragments of a datagram.




          	Flags: Flags field has a size of 3 bits with 2 bits in current use. Specifically, there are two flags, one of them tells whether IPv4 is fragmented while the other tells if more fragments can follow.




          	Fragment offset: The size of the fragment offset field is 13 bits to indicate the position of the fragment concerning the payload.




          	Time to Live (TTL): The size of the field is 8 bits, and it tells about the highest number of links an IPv4 data packet will cover before being discarded.




          	Protocol: Protocol field is 8-bit and is used to demultiplex the data packet with a protocol, such as Transmission Control Protocol (TCP), User Datagram Protocol (UDP) or Internet Control Message Protocol (ICMP).




          	Header Checksum: The header checksum is a 16-bit field and is used in the data verification process. If the IPv4 data packet checksum does not validate with the header checksum, the data packet is not considered.




          	Source Address: This 32-bits field stores the address of the originating host.




          	Destination Address: This is also a 32-bits file that stores the address of the destination host.


        


      




      

        



        IPv6




        As already discussed, it is clear that IPv4 has many shortcomings and limitations with the increasing number of devices connected through the internet. IPv6 was thought of as the solution. It was in 1991 when the development of this version started, which was completed in 1997 by the Internet Engineering Task Force (IETF) [2, 15]. The data transfer process is based on the addressing scheme, i.e., the packets of data require the address of the source and the destination for the transfer of information from one device to another. To fulfill the need, each device must be assigned a unique address. IPv6 was developed because IPv4 had a limit of the unique addresses that in turn had a limit on the number of devices that could be connected [16].




        The fields of IPv6 [14] are:





        

          	Traffic Class (Prior): It is a field of 8 bits used to indicate the priority of the data packet.




          	Flow Label: It is a field of 20 bits and is used to indicate the flow of the sequence of data packets from the source to the destination. The flow is done by IPv6 routers.




          	Payload Length: It is a 16-bit field used to show the IPv6 payload length. It can show up to 65,535 bytes, and for a payload of length greater than that, the field is set to 0. In that case, Jumbo Payload option is used.




          	Next Header: It is an 8-bit field used to indicate either the extension or the protocol in the upper layer.




          	Hop Limit: It is a field of 8 bits. It is similar to the IPv4 version that shows the maximum number of links over which IPv6 packet can travel before being discarded. It also has no time limit attached to it as of the IPv4 TTL field.




          	Source Address: This field is of 128 bits and stores the IP address of the source.




          	Destination Address: This field is also of 128 bits. It is used to store the IP address of the destination.


        




        Fig. (1) shows the IPv4 and IPv6 protocol versions [17].
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Fig. (1))


        IPv4 and IPv6 protocol versions (left = IPv4, right = IPv6).

      




      

        



        Shortcomings of IPv4




        Some of the drawbacks associated with IPv4 are mentioned below:





        

          	
Scarcity of IP addresses for the growing devices: As discussed above, IPv4 version was insufficient to meet the needs of the growing devices that would connect over a network for communication. The IPv4 version was capable of accommodating only 4 billion hosts [1].




          	
Security: IPv4 failed to provide any kind of security to the information being transferred in the form of the data packet or the encryption of data [18].




          	
Quality of Service: IPv4 provided poor quality as it relied totally on 8 bits of service field and on the payload identification that sometimes fails due to packet payload encryption [14].




          	
Network Congestion: Because of the feature of the broadcast that is sending the data packets to all the addresses of the network, it created congestion and overloading.




          	
Packet Loss: Data may be delayed, and following multiple requests from the other end can cause the data to be lost completely, which can affect the real-time data like video streaming. The data loss occurs at the set expiry time of the Time to Live (TTL) field of the header of an IP address.


        


      


    




    

      



      NEED TO TRANSITION FROM IPv4 TO IPv6




      With this entire internet around and with the concept of connection using IoT and other technologies like artificial intelligence and machine learning surfacing, the need to have more IP addresses arose. The need for more IP addresses was merely because the IP addresses provided by the IPv4 version were exhausting at a tremendous rate.
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