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Preface





Penetration testing is an extremely fast-paced career field, where it seems like every time you learn something new, there is immediately something else to master. For many, Nmap was the first tool that they learned to use when embarking on the journey of offensive security; yet very few know how to use it to its fullest capacity. That is the opportunity that this book provides.


Over the course of 9 meticulously curated chapters, you will refresh (or learn for the first time!) the basics of Nmap. You’ll learn what it is, how it works, and, most importantly, why it is used so often. You’ll learn how to craft nuanced and complex scan profiles; and what techniques make sense for penetration tests, purple teaming, and even red teaming engagements. You’ll learn how to bypass intrusion detection systems and how to map the attack surface of an extremely large network in a short period of time.


This book builds on itself progressively, with each chapter reinforcing what you learned in the previous and challenging you to elevate your skills to new heights. With each new tactic and technique that is introduced, your confidence as a network penetration tester will increase. By the end, you’ll be among a small percentage of pen testers who can run circles around the competition by truly comprehending what Nmap is capable of.


Chapter 1. Introduction to Nmap and Security Assessments: The book starts by exploring what Nmap is, why it is used, and why it is essential for a cybersecurity professional to understand how to leverage it. The versatility and power of Nmap are explored through the perspective of Penetration Testing, Red Teaming, and Purple Teaming, and mapped to both the MITRE ATT&CK framework as well as the Lockheed Martin Cyber Kill chain.


Chapter 2. Setting Up a Lab Environment for Nmap: Throughout chapters 3 through 8 there are a series of step-by-step walkthroughs and challenges for the reader to complete to solidify their understanding of Nmap, this chapter will discuss options for building a home lab environment to complete these challenges. This lab will provide not only the typical vulnerable virtual machines but also a functional security incident and event management system to use when testing evasion tactics in Chapter 7.


Chapter 3. Introduction to Attack Surface Mapping: This chapter begins to dive into Nmap from a fundamental level by discussing the essential technology models that are critical to understand. Once a grasp of how ports and services work is established, the reader will be introduced to basic scan techniques and the concept of mapping an attack surface. This will also be the first introduction to both case studies, which are real-world stories of leveraging Nmap in a variety of situations, as well as challenges designed to help solidify the readers' expertise.


Chapter 4. Identifying Vulnerabilities Through Reconnaissance and Enumeration: Building off of Chapter 3, this chapter goes deeper into the capabilities of Nmap to include fingerprinting systems to determine a common platform enumeration and use that information to identify potential vulnerabilities. Through additional case studies and challenges, the reader will begin to understand the depth and versatility of Nmap during this chapter.


Chapter 5. Mapping a Large Environment: One significant challenge that is very rarely covered in instructional books or videos is the unique difficulty of penetration testing in a very large environment. Scanning a single /24 subnet is one thing, but mapping a /8 is another thing entirely. This chapter will explore this complexity and introduce strategies to fully leverage Nmap in large corporate environments.


Chapter 6. Leveraging Zenmap and Legion: This chapter explores two main options for adding a graphical user interface (GUI) on top of Nmap to provide additional context and ease of use. By exploring both Zenmap as well as Legion, readers will be exposed to options that work well on both Windows and Linux operating systems and demonstrate how each can be used to improve productivity and streamline analysis.


Chapter 7. Advanced Obfuscation and Firewall Evasion Techniques: This chapter covers the advanced techniques that can be employed to avoid detection and evade network defenses using Nmap. By first understanding how default Nmap scans operate, the reader will learn how to manipulate and obfuscate the network traffic to avoid detection.


Chapter 8. Leveraging the Nmap Scripting Engine: This chapter explores the use of NSE scripts and how to leverage them to significantly increase the capacity of the tool itself. By exploring the structure and function of several individual scripts and script categories, the reader will further broaden their understanding of Nmap’s versatility.


Chapter 9. Best Practices and Considerations: This chapter concludes the direct content of the book by exploring industry best practices related to port and vulnerability scanning, verification of findings to reduce the rate of false positive and false negative results, communicating results to clients, as well as common mistakes made by inexperienced practitioners.


Appendix A. Nmap Practice Questions: While this book does not aim to be a certification study guide by any means, questions on Nmap do frequently appear on many well-known certification exams such as CompTIA Security+, CompTIA Pentest+, Certified Ethical Hacker, and many others. This additional resource will provide a key check on learning for the reader as they may challenge themselves to answer numerous port scanning, enumeration, and Nmap-based questions stylized in a way very similar to those certification exams.


Appendix B. Nmap Command Quick Reference Guide: This section will provide a neat and organized breakdown of the key flags and scripts mentioned throughout the book in one place to serve as an easy reference guide for the reader.
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CHAPTER 1



Introduction to Nmap and Security Assessments





Introduction


Nearly anyone currently working in cyber security, or any student learning the fundamentals will inevitably come across Nmap. At its core, it is a port scanner that can empower the security analyst to gain additional insight into systems by looking at what ports and services are open. But to say that Nmap is just a port scanner would be akin to saying that paint is simply for walls. Sure, you can use Nmap as a simple port scanner just as you can simply paint the walls of your home eggshell white and call it a day. But in the right hands, just as a paintbrush can elevate a canvas into a work of art, Nmap can elevate the insight you provide to clients into something truly remarkable.


Throughout this book, we will be taking a deep dive into how you can leverage Nmap to its fullest extent to conduct world-class security assessments, demonstrate tremendous value to clients and employers, and provide real insight to help make the world a more secure place. We will be looking at each function of Nmap, starting from the very basics and progressing to advanced techniques. These methods are used to maintain stealth in an engagement, bypass firewalls, and help fine-tune blue-team detection capabilities.


This book is structured specifically to answer the common questions often asked when speaking to cyber security students, training junior penetration testers, and even when presenting security assessments to executives at multi-billion-dollar corporations. One of the phrases I hear the most in my professional life is “Wow, I didn’t know Nmap could do that”, and by the end of this book, you will start hearing that phrase too.


Each section of this book will build upon the last by introducing and explaining new skills, explaining with real-world stories of security assessments why those skills are so critical, and helping you solidify your understanding with hands-on practical exercises. Every penetration tester can run a Nmap scan; however, by the end of this book, you will be doing things with Nmap that most people assume requires an extremely expensive commercial product to do. You will be able to provide tremendous value and insight to any organization through a well-thought-out and systematic analysis of systems with a 100% free and open-source tool.


Structure


In this chapter, we will explore and answer the following questions:




	Introduction to Nmap


	Using Nmap to boost your career


	Using Nmap legally and ethically


	Vulnerability scans versus penetration tests


	Applying Nmap to red and purple teaming





Introduction to Nmap


It is mentioned in the introduction that Nmap is at its core a port scanner, and that is fundamentally correct. Nmap is probably the most widely used port scanner ever created and has been used extensively by security professionals since Gordon Lyon first published it in 1997. That’s right, this wonder tool, claimed to elevate your penetration testing skillset to new heights, was released before Google. However, despite its age, just as technology has advanced over the last couple of decades, Nmap has kept pace with regular updates, new features, improvements, and community contributions, which add to its incredible versatility.


To understand what Nmap is, we first need to understand its most basic function, port scanning. Fundamentally, a port is a virtual anchor point that is used to associate particular services and enable computer systems to sort and effectively process the network traffic that is being received. In total, over 65 thousand ports utilize the Transmission Control Protocol (TCP) or the User Datagram Protocol (UDP). Both TCP and UDP are standards that define how a connection between two systems is established and dictate the method by which data can be transmitted between them. However, the distinction between these two protocols is critical to understand if you want to truly become an expert-level user of Nmap.


TCP is used for protocols that require secure transmission of data between the sender and receiver. This is accomplished by establishing what is known as a three-way handshake. During this exchange, the originating system will first send a synchronize (SYN) packet to the receiving system, once received that system will reply with an acknowledgment (SYN-ACK), and the originating system will then reply to that reply with an acknowledgment of the acknowledgment (ACK) before sending any additional data.
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Figure 1.1: TCP Three-Way Handshake Diagram


Does this seem slightly redundant? It is, but it is redundant to ensure that a full connection is made with the system. If at any point the three-way handshake is interrupted, such as by an Intrusion Prevention System (IPS) or firewall, a full connection will not be established, and thus the data will not be sent from the sender to the receiver; in these instances, instead of an ACK packet, a reset (RST) will typically be sent.


Most of the common services you will be searching for during security engagements will be served over common TCP ports such as 80 (Hypertext Transfer Protocol, or HTTP) and 443 (Hypertext Transfer Protocol Secure). Don’t worry, we will discuss all the common ports to be aware of and how to fingerprint them later. The key takeaway from TCP is that it is a secure connection, requiring an acknowledgment from the receiver to be established, and that process is known as the three-way handshake.


In contrast to the three-way handshake verification between the sender and receiver that is utilized in TCP, UDP takes a far more haphazard approach. UDP speeds up the process by neglecting to establish a formal connection in the first place. So rather than wait for an acknowledgment from the receiver, a computer utilizing UDP will just send the packet immediately. This certainly increases the speed of the data transmission, but that increase in speed comes with a decrease in reliability as packets can become lost in the process. In introduction to Networking courses, most of the examples surrounding UDP relate to video transmission where it is paramount to the consumer to avoid the dreaded buffering lag. While you will occasionally see UDP being used for video transmissions in penetration tests (security camera feeds come to mind), several other protocols tend to be far riper for exploitation such as the Intelligence Platform Management Interface (IPMI), which is often seen on UDP port 623.


No coverage of networking concepts would be complete without touching on the Open Systems Interconnection Model (OSI model). This model is a framework to describe how computer systems can communicate with one another. From the physical layer, which involves cables and electrical signals, all the way to the application layer that the user directly interacts with. It is worth contextually mentioning that transport protocols like TCP and UDP operate at layer 4 (Transport Layer) of the OSI model. While a deep dive into networking concepts is beyond the scope of this book, additional details surrounding Nmap’s interaction with the OSI model will be covered in Chapter 3: Introduction to Attack Surface Mapping:
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Figure 1.2: OSI and TCP/IP Model Comparison


As you begin your journey into penetration testing in general, but especially Nmap, you will naturally begin to memorize a lot of ports and services, which are the most interesting from an attacker’s perspective. We will get into that a lot in later chapters, but for now, just take note of the major differences between TCP and UDP, and make sure you understand the three-way handshake.


Now that we have touched on the very basics of prerequisite networking knowledge, let’s get down to brass tax and take a look at how Nmap actually functions. Most commonly as a penetration tester, you will be using Nmap on a Linux machine, typically Kali Linux, but there are several other distributions such as Ubuntu, Parrot, and Black Arch, which you may see from time to time. While Kali Linux is likely the most common platform you will see Nmap used on it is worth noting that Nmap can be easily installed and works well on, both Windows and MacOS too. We will go into installing Nmap in the next chapter when we walk through setting up a lab environment to practice the scans and techniques you will learn throughout this book. But for now, let’s look at and discuss some real Nmap scans.


NOTE: Understanding the three-way handshake is the minimum prerequisite knowledge required for the next several sections. However, understanding additional network fundamentals such as the OSI Model would be beneficial to anyone studying Nmap.


We will start with a default Nmap scan against http://scanme.nmap.org. This is a website designed specifically to allow people to practice using Nmap and can be freely used as a target for scans that are not overly aggressive. A default scan simply requires the command nmap followed by the target scanme.nmap.org, like so:


> nmap scanme.nmap.org
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Figure 1.3: Default Nmap Scan Enumerating Ports


We can see a lot of interesting things in this result. Starting from the top, we can tell that this version of Nmap is version 7.92 as well as the date and time that the scan started. In the next line, we can see that Nmap was able to resolve the hostname to an IP address (45.33.32.156). Next, we can see the results of the scan, which says that 994 TCP ports were closed, with Ports 22, 9929, and 31337 listed as open, with 25, 80, and 5431 listed as filtered. There are a couple of important things to take note of here, the first is that in total 1000 ports were scanned, the default setting of Nmap, if you do not otherwise specify, is to scan the top 1000 most common ports.


The next thing to clarify is the state of the ports. Nmap has the capability of classifying six distinct states of ports which are important to understand:














	

Open




	

The port is actively accepting connections









	

Closed




	

The port is accessible, but there is no application listening on it









	

Filtered




	

Nmap cannot tell if it is opened or close, often due to a firewall









	

Unfiltered




	

The port is accessible, but Nmap cannot tell if it is open or closed. This status is rarely seen unless you are doing a very specific type of scanning to map firewall rulesets









	

Open|Filtered




	

Nmap cannot tell if it is Open or Filtered, possibly because of a lack of response









	

Closed|Filtered




	

Nmap cannot tell if it is Closed or Filtered










Table 1.1: Overview of Port States


Finally, we can see the services that Nmap believes to be running on each port. In Figure 1.3, they are secure shell (SSH), simple mail transfer protocol (SMTP), hypertext transfer protocol (HTTP), park-agent, nping-echo, and Elite.


While understanding which ports and services are open and potentially open is helpful, we can elicit much more information by adding what are called flags. Flags are additional commands which can be added to the Nmap scan to add, remove, or modify the default functioning. Let’s use a few of these flags to try to enumerate the operating system of the host, as well as the version of each service. To do this, we will use the following syntax:


> nmap -A scanme.nmap.org
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Figure 1.4: Nmap Scan Enumerating Ports, Services, and Operating System


As you can see, this time we have a lot more information. We can tell that scanme.nmap.org is utilizing OpenSSH 6.6.1 and Apache version 2.4.7 on an Ubuntu Linux system. You may also notice that this time, the status of port 80 changed from filtered to open as additional information was queried, and Nmap was able to confirm the port was opened. Adding the single “-A” flag provides substantially more information than the default scan. This flag is very useful as it tells Nmap to expand the scope of its scan to include information on the services and the operating system of the endpoint.


Let’s see if we can get even more detailed information about port 80 on this host. This time we will use three different flags: -sV -v and -p:


>nmap -sV -v -p 22 scanme.nmap.org
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Figure 1.5: Adding Verbosity and Demonstrating Single Port Scanning


This scan works a little bit differently; instead of using -A, we have replaced that flag with -sV, which will only enumerate the service versions. Since we already established the system is Ubuntu Linux, we can omit redundantly scanning for the operating system to save time. Next, the -v flag stands for verbosity, it will provide a more verbose output, which in turn may provide additional details on the service. Finally, -p indicates which port(s) to scan. Since the default of Nmap is to scan 1,000 ports, but we are just interested in port 22, we set -p 22 to only target that port.


In this case, there wasn’t a lot more information on the OpenSSH instance than we had previously gathered, beyond the additional service info. But we have another trick up our sleeve; this time we will include a script called vulners.nse, which will search the vulners.org database and determine if there are any vulnerabilities associated with that version of OpenSSH:


>nmap -sV -v -p 22 --script vulners.nse scanme.nmap.org
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Figure 1.6: Demonstrating vulnerability scanning with Nmap


Now we have really got something to work with, a list of known vulnerabilities associated with OpenSSH version 6.6.1p1! The major takeaway here is that by adding different arguments, or flags, to your Nmap scan you can transform the functionality from a simple port scanner into much more. In this brief example, we used Nmap to fingerprint a system, enumerate the open ports and services, and perform vulnerability scanning to identify several vulnerabilities associated with one of the services, which may be exploitable very quickly.


If this seemed a bit overwhelming, don’t worry. One of the questions I get asked all the time is “How do I remember all of those different flags?”; the good news is that you don’t have to memorize them (although in time you certainly will remember your favorites). Instead, you have a few options, the first is to simply remember the -h flag. As in many scripts, this opens the Nmap help menu right in your command line, which will give you the spark notes version of the options available to you:


> nmap -h




[image: ]




Figure 1.7: Demonstrating the Nmap help menu


Another option is to use the Linux utility ‘man’ to open the Nmap reference guide in your terminal. Compared to the Help menu, this is far completer and more detailed, plus using ‘man’ lets you go page by page through all the Nmap documentation:


>man nmap
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Figure 1.8: Demonstrating the Nmap manual in Linux CLI


Yet another option is to visit https://nmap.org where you can find the complete documentation on Nmap, detailing what every single flag does.


While each of these options is extremely helpful in remembering individual flags or understanding one command in particular, the aim of this book is to expand upon the utility of the official documentation. Where, in my opinion, the documentation falls short is that the majority of examples and descriptions focus on using individual features for individual purposes. Throughout this book, you will see numerous flags, all being used together to complement and amplify the capabilities of Nmap, leading to an extremely powerful tool. These combinations are going to be covered throughout the following chapters as we progressively delve into more and more advanced techniques. However, all of the flags used during real-world penetration tests of some of the world’s largest companies will be included in the Appendix of the book in a handy quick-reference guide.


Using Nmap to Boost Your Career


The field of cyber security is extremely vast, there are seemingly endless different aspects that one can specialize in. From cryptography to forensics, cloud to threat hunting, and red team to blue team, there are many potential career paths. Every week there will be at least one aspiring cyber professional reaching out on LinkedIn for advice on how to break into the industry, and the conversation usually starts very predictably. They will say they are trying to get a cyber security role but are not having any luck getting interviews. I always reply by asking what area of cyber security they are specifically targeting and studying for. To which nine out of ten times there will be a reply like this: “I’m open to anything! I am focusing on SOC analyst, GRC, threat intelligence, and penetration testing roles.”


Let’s dig into that sentiment, because at first glance it may make a lot of sense. The person is just trying to get their foot in the door with any cyber security job they can and then figure out what they want to do from there. It makes logical sense, but in practice, it is a very inefficient approach. The skill set you need, both from a technical and soft skills perspective, is very different between all of those roles. For example, a GRC analyst would benefit certainly from a degree of technical acumen; but certainly, would not be expected to poison insecure network traffic, collect hashed credentials of enterprise users, crack those credentials, and take over an Active Directory domain. Whereas if you were applying for a junior penetration testing role, there would almost definitely be a line of questioning surrounding that concept.


Trying to study everything at once to remain “open to anything” inadvertently results in your knowledge base being a mile wide but only an inch deep. What is far more effective in this field is having a good baseline knowledge of security as a whole, then deep diving into a particular area and really building up your expertise.


The first certification I did when I got into security was the CompTIA Security+. Talk about a mile wide and an inch deep, there are questions and concepts of all kinds of things within the cyber security domain. It is designed to help people establish that baseline understanding, to be able to speak in the lexicon of cybersecurity, and to help pinpoint what areas to focus on further. There are only a couple of specific tools that tend to get regularly brought up in that exam, and Nmap is one of them.


If Nmap comes up as a topic in one of the industry’s most prevalent baseline certification exams, where can it help you once you pass? Well, the title of this book should be a dead giveaway. Nmap and network penetration testing go together hand in hand. Because of this, you will see questions about Nmap on exams such as CompTIA Pentest+ and Certified Ethical Hacker (CEH), and you would be likely to rely on Nmap for critical reconnaissance during hands-on exams such as the eJPT or OSCP.


It is important to note that Nmap is by far the most applicable to network penetration tests. There are many different types of pentests, all of which require a different skill set, different tooling, and different degrees of technical knowledge. There are web application pentests, API pentests, mobile applications pentests, cloud pentests, Internet of Things (IoT) pentests, and so on, Remember that this field is vast, and trying to specialize in everything doesn’t work well.


This book is going to focus on building your skills in three types of security engagements: network penetration tests, purple teaming, and red teaming. By learning how Nmap can apply to and be used expertly for each of these major types of security tests, you will be able to stand out from the crowd both in technical performance, but also in technical interviews.


First, consider someone who has been taking the “I’m open to anything” approach and is being interviewed for a network penetration testing role at a security company. They are asked the following question:


“What are the first steps of active reconnaissance you would take during an internal network pentest?”


Most people that I have personally posed this question to say something along these lines:


“I would scan ports and analyze the services that are on those ports with Nmap.”


While that answer is not technically wrong, it is unremarkable. By the end of this book, you will confidently be able to provide an answer with far more nuance and demonstrate immediately a higher degree of knowledge within that area. After completing this book and the suggested labs that go along with it, you will easily be able to answer the same question with something more along the lines of:


“The first thing I would do in the active reconnaissance phase would be to begin mapping the attack surface. I would do this by enumerating the ports and services with a custom Nmap scan designed to minimize the noise on the network to avoid immediate detection. In addition to utilizing techniques such as packet fragmentation and reducing the speed of the scan, I would also be sure to scan only the local subnet first. This will allow me to gather information within the subnet I am scanning from without risking detection by going through an intrusion detection system to reach other subnets. I would also customize the targets to avoid scanning the gateway, again to reduce the risk of immediate detection. I would output that scan to an xml file and import it into Legion to get a graphical view of the local subnet, then determine the next steps based on that attack surface.”


If only bits and pieces of that response really make sense to you at this point, don’t worry. We will be exploring those concepts, and many more, in great detail.



Using Nmap Legally and Ethically



It is extremely important to understand the responsibility that comes with utilizing a tool such as Nmap, both inside and outside of a professional setting. Nmap makes connections with the target endpoints and gathers information from those endpoints through a direct connection, which makes it a tool for active reconnaissance. The distinction between active and passive reconnaissance is crucial not only from a knowledge base perspective but also from a legal perspective.


The main difference between the two is in the connection to the endpoint. Any tool or technique that is ‘actively’ connecting to another system that you do not own introduces legal risk to you. This is why things like rules of engagement (RoE) are so important during professional penetration tests. The RoE is an agreement between the client who owns the systems and the penetration tester regarding what is allowed and what is not allowed to be done to their systems. Without a RoE or another form of written permission to scan the systems, you may (depending on jurisdiction) be breaking the law by utilizing something like Nmap.


Contrary to gathering information with active means, there are a plethora of passive methods of gathering information available to penetration testers. Many of these would be classified as open-source intelligence (OSINT). Using information that is already publicly available, there are often many ways to conduct reconnaissance without transitioning into active means:


For example, say we wanted to see what ports are open on a web server, in this case, at 45.33.32.156. We can gather the same information actively with Nmap, as we can passively with Shodan.io. The difference is that using Nmap would establish a direct connection and thus require explicit permission to do so. Whereas Shodan.io already has that information archived, and by searching for the server on Shodan, there is no direct connection made with 45.33.32.156, thus classifying it as passive:
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Figure 1.9: Utilizing Shodan.io to passively gather information on open ports


Beyond the legal ramifications, one must also consider the potential impact on systems that could occur when leveraging Nmap in a production environment. While quite uncommon for Nmap to cause a major service disruption or to restart a system on its own, there are hundreds of custom Nmap scripts (more on these later) that can be used to amplify the base capabilities of Nmap. Some of these scripts are completely safe to use without concern, but others do have a very real chance to cause system impact.


As a penetration tester one of the cardinal rules is to always avoid doing anything that will impact the CIA triad. The CIA triad is an acronym that stands for confidentiality, integrity, and availability. This is a very common, and very important concept in information security as it relates to data. In the case of Nmap, the part of the triad to be most concerned with is the availability of systems. By running unsafe arguments, untested scripts, or scanning legacy systems too aggressively, it is possible to take down production systems, leading to a bad day for your client (and a very bad day for you too):
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Figure 1.10: CIA Triad


As such, it is your legal responsibility to ensure you have permission to scan each and every target within your scope of work, and it is your ethical responsibility to ensure you understand what those scans are doing to avoid impacting the CIA triad.


Vulnerability Scans Versus Penetration Tests


Within the cyber security community, different companies will classify different actions differently. To some company standards, a penetration test is a largely automated process using commercial tools like Nessus and Sn3per. To others, it is a highly involved and intricate process focusing on the use of both automated and manual techniques. To ensure that there is a mutual understanding of the terminology used throughout the book, we will take a moment to lay out how this book defines vulnerability scans and penetration tests.


A vulnerability scanner is a tool that is used by security teams to enumerate a particular system by analyzing the operating system, open ports, services, and versions of those services to first establish a common platform enumeration (CPE). Once a CPE is known, then the scanner will automate the process of sorting through tens of thousands of common vulnerabilities and exposures (CVEs) to identify if the system is vulnerable to any particular vulnerabilities. Many vulnerability scanners will go beyond just CPE information and also attempt proof-of-concept exploitation of things like default credentials, public SNMP communities, cross-site scripting (XSS), various forms of injection, and so on.
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L$ nmap -h

Nmap 7.92 ( https://nmap.org )

Usage: nmap [Scan Type(s)] [Options] {target specification}

TARGET SPECIFICATION:
Can pass hostnames, IP addresses, networks, etc.
Ex: scanme.nmap.org, microsoft.com/24, 192.168.0.1; 10.0.0-255.1-254
-iL <inputfilename>: Input from list of hosts/networks
iR <num hosts>: Choose random targets

exclude <hosti[,host2][,host3], ... >: Exclude hosts/networks

—excludefile <exclude_file>: Exclude list from file

HOST DISCOVERY:
-sL: List Scan - simply list targets to scan
-sn: Ping Scan - disable port scan
-Pn: Treat all hosts as online — skip host discovery
~PS/PA/PU/PY[portlist]: TCP SYN/ACK, UDP or SCTP discovery to given ports
-PE/PP/PM: ICMP echo, timestamp, and netmask request discovery probes
-PO[protocol list]: IP Protocol Ping
-n/-R: Never do DNS resolution/Always resolve [default: sometimes]

dns-servers <servi[,serv2], ... >: Specify custom DNS servers

—systen-dns: Use 0S's DNS resolver
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audits, many systems and network adainistrators find it useful for routine tasks such as
network inventory, managing service upgrade schedules, and monitoring host or service
uptive.
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L$ nmap scanme.nmap.org

Starting Nmap 7.92 ( https://nmap.org ) at 2023-07-01 14:10 EDT
Nmap scan report for scanme.nmap.org (45.33.32.156)

Host is up (0.064s latency).

Other addresses for scanme.nmap.org (not scanned): 2600:3c01:: f03c:91ff:fe18:bb2f
Not shown: 994 closed tcp ports (conn-refused)

PORT STATE  SERVICE

22/tcp  open  ssh

25/tcp  filtered smtp

80/tcp  filtered http

5431/tcp filtered park-agent

9929/tcp open  nping-echo

31337/tcp open  Elite

Nmap done: 1 IP address (1 host up) scanned in 7.78 seconds
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Nmap scan report for scanme.nmap.org (45.33.32.156)

Host is up (0.064s latency).

Other addresses for scanme.nmap.org (not scanned): 2600:3c01:: fO3c:91fF:fe18:bb2f

Not shown: 994 closed tcp ports (conn-refused)

PORT STATE  SERVICE  VERSION

zt/ch) open  ssh OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.13 (Ubuntu Linux; protoc
ol 2.0

2b:34:97:6b:75 (DSA)
05:14:c2:26:b2 (RSA)
| 256 96:02:bb:5e:57:56:1c: 4e:45:2F:56 4c:4a:24:b2:57 (ECOSA)
[ 91:0f:e0:e1:7b:1f:6d:05:a2:b0 6 (ED25519)
25/tcp  filtered satp
80/tcp open  http Apache httpd 2.4.7 ((Ubuntu))
I_http-title: Go ahead and Scanve!
I_http-favicon: Nmap Project
I http-server-header: Apache/2.4.7 (Ubuntu)
5431/tcp filtered park-agent
9929/tcp open  nping-echo Nping echo
31337/tcp open  tcpurapped
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel
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Host is up (0.064s latency).
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Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel






OEBPS/images/Figure-1.6.jpg
Nmap scan report for scanme.nmap.org (45.33.32.156)
Host is up (0.064s latency).
Other addresses for scanme.nmap.org (not scanned): 2600:3co1:: f03c:91FF: fe18:bb2f

PORT  STATE SERVICE VERSION

22/tcp open ssh OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.13 (Ubuntu Linux; protocol 2.0)

| vulners:

| cpe:/a:zopenbsd:openssh:6.6.1p:
CVE-2015-5600 https://vulners. con/cve/CVE-2015-5600
CVE-2015-6564 https://vulners.com/cve/CVE-2015-6564
CVE-2018-15919 https://vulners.com/cve/CVE-2018-15919
CVE-2021-41617 https: //vulners. con/cve/CVE-2021-41617

CVE-2015-5352 https://vulners.com/cve/CVE-2015-5352
5 CVE-2015-6563 https://vulners.com/cve/CVE-2015-6563

1
1
1
1
1 CVE-2020-14145 https: //vulners.com/cve/CVE-2020-14145
1
1
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel






OEBPS/nav.xhtml




Table of Contents





		Cover Page



		Title Page



		Copyright Page



		Dedication Page



		About the Author



		About the Technical Reviewer



		Acknowledgements



		Preface



		Errata



		Table of Contents



		1. Introduction to Nmap and Security Assessments



		Introduction



		Structure



		Introduction to Nmap



		Using Nmap to Boost Your Career



		Using Nmap Legally and Ethically



		Vulnerability Scans Versus Penetration Tests



		Applying Nmap to Red and Purple Teaming



		Conclusion



		Points to Remember



		Multiple Choice Questions



		Answers











		2. Setting Up a Lab Environment For Nmap



		Introduction



		Structure



		Components of a Good Lab Environment



		Installing Nmap, Virtual Box, Kali, and Additional Tools



		Setting Up the Target Servers



		Securing the Lab Environment



		Conclusion



		Points to Remember



		Challenge 1 – Customize Your Lab



		Multiple Choice Questions



		Answers











		3. Introduction to Attack Surface Mapping



		Introduction



		Structure



		Understanding Attack Surfaces



		Stages of Penetration Tests



		Fundamental Nmap Flags



		Leveraging Nmap to Map the Attack Surface



		Case Study – Continuous Attack Surface Monitoring of a Small Business



		Challenge 1 - Getting Hands-on with Basic Scans



		Challenge 2 – Map the Attack Surface of Your Home Network



		Conclusion



		Points to Remember



		Multiple Choice Questions



		Answers











		4. Identifying Vulnerabilities Through Reconnaissance and Enumeration



		Introduction



		Structure



		Common Platform Enumeration (CPE) and Common Vulnerabilities and Exposures (CVE)



		Introduction to Nmap Scripting Engine



		Intermediate Nmap Flags



		Exploring the Nmap Scripting Engine



		System, Service, and Operating System Enumeration



		Misconfigurations







		Inherently Flawed Protocols



		Technical Debt







		Vulnerability Scanning with Nmap



		Case Study – Real-World Internal and External Penetration Test



		Challenge 1: Fingerprinting Vulnerable Systems



		Challenge 2: Home Network Vulnerability Scanning



		Conclusion



		Points to Remember



		Multiple Choice Questions



		Answers











		5. Mapping a Large Environment



		Introduction



		Structure



		Working with Large Networks



		Black Box Subnet Discovery Techniques and Mass Scanning



		Optimizing Scans for Speed



		Case Study: Real-World Account of Pentesting a Very Large Environment



		Challenge: Optimizing a Custom Scan for Speed



		Conclusion



		Points to Remember



		Multiple Choice Questions



		Answers











		6. Leveraging Zenmap and Legion



		Introduction



		Structure



		Leveraging Zenmap for Analysis and Scanning



		Leveraging Legion for Analysis and Scanning



		Modifying the Legion Configuration File



		Challenge: Creating a Custom Legion Configuration and Zenmap Profile



		Conclusion



		Points to Remember



		Multiple Choice Questions



		Answers











		7. Advanced Obfuscation and Firewall Evasion Techniques



		Introduction



		Structure



		Understanding and Manipulating Default Nmap Scan Parameters



		Advanced Flags for Obfuscation



		Intrusion Detection System (IDS) and Firewall Evasion



		Avoiding Blue Team Detection



		Case Study: Purple Teaming with Nmap



		Case Study: Red Teaming a Bank



		Challenge: Evading Detection in Your Lab Environment



		Challenge: Breaking Down Complex Scans



		Conclusion



		Points to Remember



		Multiple Choice Questions



		Answers











		8. Leveraging the Nmap Scripting Engine



		Introduction



		Structure



		Introduction to Nmap Scripting Engine (NSE)



		Script Syntax and Usage



		Locating, Modifying, and Adding NSE Scripts



		Introduction to NSE Scripting



		Challenge: Create a Custom NSE Script and Post it to GitHub



		Challenge: Test and Refine a Custom Script in the Lab environment



		Challenge: Scanning with Multiple Concurrent Scripts



		Conclusion



		Points to Remember



		Multiple Choice Questions



		Answers











		9. Best Practices and Considerations



		Introduction



		Structure



		Identifying the Right Scan at the Right Time



		Key Considerations to Avoid a Negative Impact on Client Systems



		Effective Communication of Results



		Conclusion



		Points to Remember







		APPENDIX A. Additional Questions



		Multiple Choice Questions



		Answers











		APPENDIX B. Nmap Quick Reference Guide



		Port States



		Flags for Basic Scanning



		Mapping the Attack Surface



		Timing and Performance



		Scanning Large Scopes



		Obfuscation



		Stealth Scanning



		Nmap Scripting Engine



		Top 10 Handy NSE Scripts







		Index











Guide





		Title Page



		Copyright Page



		Table of Contents



		1. Introduction to Nmap and Security Assessments











