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      Chapter 1: What is Usenet?

      You’ve probably heard the term “Usenet” floating around various tech forums of one flavor or another. Some liken the technology as being similar to P2P, while others state that it is nothing like P2P. In truth, it has a little bit of both systems in that

      1.) you can find almost any kind of file therein, such as mp3s, games, movies and the like and

      2.) you have the ability to upload and download anything you like

      Since its inception in 1979 by two Duke graduate students, Usenet has leapt beyond all expectations in regards to not only data retention, but enhancing freedom of speech. Whereas users were once inundated with extra charges per month for downloading a handful of data, they now have the ability to download terabytes per month, and pay ridiculously small sums to do so. This has all been done with the help of not only thousands of server farms across the world, but also by legions of longtime Usenet users who upload (and leech) every kind of data file in existence. Thus, the true ingredients for the worldwide success of Usenet hasn’t been so much because of Usenet providers themselves, but by end-user subscribers who faithfully upload the latest movie, game and music releases every month to the over 100,000 available newsgroups on Usenet.

      What typically happens when the average Joe off the street wants to subscribe to Usenet? He usually ends up test driving a free trial by one of the dozens of Usenet providers for a period of two weeks, and then like any P2P user, they are hooked for life. Or at least, the life of the subscription….and that subscription will likely last a long time. Why? The answer lies in the perceived value of the goods he acquires through said Usenet subscription. As mentioned, the worth of the goods acquired far outweighs the monthly fee of the Usenet provider. There are over 100,000 newsgroups, with the large majority of them being TEXT groups rather than BINARY groups (i.e. where the real meat of Usenet is stored). The dirty little secret among long-time Usenet users is this: Usenet would not be one-tenth as popular as it is if it weren’t for the bulk of groups like alt.binaries.boneless, alt.binaries.hdtv and alt.binaries.complete_cd. One could make the argument that text discussions certainly have their place that benefits society in some manner, however the bottom line is that file sharing (again, mp3s, movies and games) make up the bulk of not only Usenet, but is the reason Usenet companies have been able to grow their businesses at exponential rates.

      Risk vs. Reward? Usenet vs. P2P

      

      If you’ve paid attention to the news media outlets over the past ten years, you’re probably aware of the inherent risks associated with using P2P systems like Emule, Limewire and the like in acquiring copyrighted material. When you fire up a P2P program like Emule, you participate in downloading with your IP address out in the open, from which peers run by law enforcement (i.e. NordicMule) or the Recording Industry can monitor the source and destination with every file you transmit through the network. P2P in effect requires its participants to upload as well as download. It is not so different than downloading torrents in this regard. Usenet on the other hand, encourages leeching without uploading. While you certainly have the freedom to upload, your download speeds are not crippled if you decide only to lurk and leech from the uploads of others. What is more, you do so at your full internet speed, unlike peer-to-peer systems, where you are often at the mercy of others in the swarm.

      When someone uploads a copyrighted film (Avengers, for instance) on a p2p or torrent system, it is far easier to track said uploader to an ip address which leads straight to their front door. If however the uploader used a premium Usenet provider to upload the film, the movie industry lawyer must first get his subscriber information from the Usenet company them before any action is taken. If he accessed his Usenet account through a vpn provider, and used anonymous means to pay for his Usenet account, then that adds a further layer of privacy that the entertainment industry lawyers will have to peel back in order to reveal his identity. We’ll discuss later on the fruitfulness of signing up anonymously with Usenet and Vpn providers.

      

      To Summarize:

      Pros to Usenet:

      
        	Not dependent on seeders like torrents

        	Uses full bandwidth available on your internet connection

        	MPAA (Movie Industry), RIAA (Recording Industry) cannot see your downloads as they can with torrents

        	Can utilize SSL to encrypt data en route to your pc (unlike torrents)

        	In its 30 year history, no one has ever been sued for downloading anything off Usenet (again, unlike with torrents)

      

      Cons to Usenet:

      
        	requires a paid subscription to access older posts

        	posting/reading comments require a newsreader/not as easily accessible as torrent sites

      

      

      Signing up for Usenet

      

      For users who value privacy

      

      For those who are simply not concerned about privacy, you may confidently resist the upselling offers of your Usenet provider’s advertisements regarding SSL. At signup for some of the lesser known Usenet providers, the advertising might incline you to believe that you absolutely have to have SSL as an option, otherwise your PC will certainly be hacked by all manner of gremlins, evil gnomes and other bogeymen. Do not believe it. SSL often comes free with a subscription to the major providers, however some providers will still charge extra for it.

      

      For users who value anonymity

      

      Some Usenet providers accept bitcoins as a method of payment. If you are going to be uploading a large amount of legally questionable files and are based in the US, it might be prudent to sign up anonymously for a Usenet account. Do not use any kind of payment that carries personal information about you, such as your name, bank and the like.

      

      Isn’t Uploading to Usenet Anonymous with SSL Enabled?

      

      The answer to this question is: sort of. Yes, you can download with impunity. Yes, it encrypted the data in route to your pc, from which point it is decrypted with the decryption key. Most Usenet providers do not keep download logs of what you siphon from the binary Usenet newsgroups. However, the catch is that if you upload, certain information is left as breadcrumbs to your Usenet account. Your messages, in addition to your uploads (all of them) contain unique header identification breadcrumbs, so to speak. If for instance you were part of some conspiracy group of assassins and shouted in some obscure newsgroup that you were going to assassinate the president of the United States, then the Secret Service could look at your headers and find out from the Usenet provider where you lived if you did not sign up anonymously. The nntp posting host & X-Trace lines accomplish this as it often relays the identity of the Usenet server, which in turn leads to your specific account. The Secret Service would have no idea that YOU posted it, but they would know you used Astraweb or Easynews to post it. They in all probability would not even need a subpoena for subscriber information, as most of the big Usenet providers would gladly provide subscriber information that involved terrorist threats, illegal porn or identity fraud (spam is a bit more involved, but then again, the Secret Service doesn’t investigate Usenet spam).

      

      There also exists the possibility that the header could be encrypted by the Usenet server themselves, in which case it can only be decrypted by them. The header might have some lengthy mosaic of jumbled letters mixed in with numbers. It might say “sdauhjk7tt324-=asdsad”, which of course would be unreadable to anyone except the Usenet provider, as they hold the decryption key and no other Usenet provider does. It is somewhat similar in concept to the headers from a free email service such as Yahoo or Hotmail. This is how the hacker who pried into vice-presidential candidate Sarah Palin’s email was arrested: by revealing the headers in the address bar. The FBI took this information from a screenshot the hacker had posted and traced it back to the source. A vpn service would not have helped in such a scenario, since they themselves are bound by the law, and most of them reside in the US anyway. The only way he would have gotten away with it (that is, bragging via a screenshot of her email account with the header exposed) is if he had used Tor to do so from step one. Ironically enough, it seems that a hacker’s worst enemy is himself.

      

      Recommended binary newsgroups worth exploring:

      Alt.binaries.hdtv: This is perhaps the quintessential newsgroup that carries almost any kind of high definition material you could ever want. Documentaries, mainstream films, tv shows and the like can be found here free for the taking. Be aware that many movies here tend to be passworded. Thus, it is prudent to download the first rar file of the set, extract it, and preview it. Winrar will complain that it is broken, but extract it anyway. You’ll get a ten minute preview of the film, or it will complain about the lack of a password entered. Some passwords can only be gained from private forums. If you see a movie you desperately want from the group, but was passworded, ask which forum you can join to extract the file.

      Alt.binaries.hdtv.x264: Don’t want to have to wait for eons for a 50 gigabyte movie to download from the hdtv group above? Try its sister group, which is a group dedicated to re-encodes of most of the popular movie and tv titles. Re-encoders will take a fifty gigabyte movie and compress it down to an 8-12 gigabyte file, preserving much of the picture quality of the original fifty gigabyte movie. Not recommended if you watch HD on a projector or own a tv that is 42′ inches and above. However for those with a 27′ inch monitor/tv, you will not see much difference as long as the encoder has done a decent job.

      Alt.binaries.boneless: This is an all-around depositing group where all manner of files can be uploaded. Anything and everything gets dumped here, and is one of the largest groups on Usenet. Only recommended to those with very fast internet connections, as the header count often takes over an hour on an average connection. Most of the group carries everything you can imagine, which admittedly can be quite jarring for newcomers as there doesn’t seem to be any “one” topic for the group.

      Alt.binaries.movie.divx: This group is much like the hdtv groups, however few movies are here in HD, saving the downloader hours worth of downloading time. If you’re not sure if a film is worth owning, it might prove prudent to test-drive it first with a much smaller size. Most movies here are in the one to two gigabyte size range which is sufficient for a laptop or phone, but you’ll notice a substantial difference on a 28 inch monitor as opposed to a dvd with a decent bitrate.

      Alt.binaries.sounds.mp3.blues: (substitute your favorite genre instead of blues, such as celtic, jazz, new-age, rock, heavy-metal, classical, christian, etc). Be aware than many of the mp3 groups have strict posting guidelines in their faqs, and will report you to your usenet provider if you spam said groups with off-topic mp3s. However, they offer a very narrowly-defined listening experience depending on your favorite musical tastes

      Alt.binaries.games: The main group for posting pc-related games, yet some console game get posted here rather than their specified groups. Be weary of viruses in this group, irregardless of how big the file is. A good anti-virus program is paramount if you are going to be downloading from this group with any regularity. Disable “autoplay” in your operating system, as many a game iso will, when mounted, launch a virus at the first execution of the windows autoplay feature. The iso format itself is not to blame, but rather the file that lie within the folders themselves on the disc image can be virulent.

      Alt.binaries.dox: missing an nfo file for a game? This is the place to ask. Game manuals are also uploaded here, along with most every nfo file you can imagine from every “scene” group in existence.

      A word of caution concerning binary groups: You will not see much philosophical discussion in these “binaries” groups, aside from bickering about broken rars/not enough pars and endless requests. If you want political or academic debate, subscribe to the lengthy list (there are thousands) of alt groups that do not have “binaries” in the title.





