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    Blockchain technology has successfully revolutionized cryptocurrencies by creating a new form of money transactions without relying on having trust in a centralized/third-party service to function. The blockchain is a special distributed ledger technology with tremendous potential to revolutionize how we change value, transfer ownership, and verify transactions in many industrial sectors. A blockchain system is a shared, immutable, distributed digital ledger system that stores linked blocks of peer-to-peer transactions, agreements, and control records, in which the data stored cannot be tampered with. Relying on established cryptographic algorithms, the blockchain allows each participant in the system to interact without pre-existing trust between each other. Unlike traditional centralized systems, a blockchain system does not have a central authority, and all transactional information is stored in blocks and distributed across all participants in the network. Restrict verification is required before adding any information to the chain, which allows trustless participants to share data without losing control and ownership while maintaining an immutable audit trail of all interactions. The decentralized nature of blockchain allows blockchain to help enterprises build processes and solutions, reducing costs, increasing traceability, verifying ownership and proving identity, improving customer experience, and enhancing security. This book provides a good exploration of e-blockchain technology and details on how it can be used to solve business problems. It also explores what they can achieve in various industrial sectors, specifically in medicine and healthcare. In the healthcare sector, a typical use case of blockchain technology is blockchain-enabled supply chain governance, which integrates blockchain technology into the supply chain management system to create a more traceable, secure, transparent, and reliable supply chain system. Using self-executing smart contracts, the blockchain pharmaceutical supply chain takes into account the requirements and interests of all stakeholders. It offers immutability from lab to bedside and secure data management. Blockchain has a broad field of applications in the medicine and healthcare industry, which can facilitate the immutable and secure exchange of medical records and personal data, manage the pharmaceutical supply chain and maintain the traceability of all information involved. On the other hand, the blockchain is capable of keeping an immutable, traceable, secure, transparent, and decentralized database of all patient data and medical records. The restricted verification using cryptographic algorithms in blockchain technology also allows patients, clinics, healthcare organizations, and healthcare providers to share medical information without privacy leakage concerns. This book brings new insights and opportunities that can make medicine and healthcare sectors secure, efficient, and interoperable by using blockchain technology. The insights and solutions of blockchain highlighted in this work can also be easily ported to other industry sections to address challenges related to transparency, immutability, traceability, and full ecosystem interoperability. This work is expected to prompt the realization of the full potential of blockchain technology in medicine and healthcare and illustrate how to build blockchain application ecosystems.
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    Overview




    The blockchain revolution has profoundly altered global economics and industry-specific strategic practices. The novel uses of blockchain technology can be viewed as a developing sector in anything from data management, financial services, cyber security, IoT, and food science, to the healthcare business and brain research. While innovative blockchain technology and its applications are still being built and developed, it is crucial that academics and industry professionals gain a more excellent knowledge of this universal phenomenon. An emerging area of study is blockchain in medicine and healthcare. The blockchain combines cryptography, critical public infrastructure and economic modelling with peer-to-peer networking and decentralised consensus to synchronise dispersed databases. Although cutting-edge blockchain technology and its applications are still being created and developed, thus academics and business experts must have a deeper understanding of this global phenomenon. The use of blockchain in healthcare and medicine is a new area of research. The blockchain coordinates scattered databases using peer-to-peer networking, decentralised consensus, critical public infrastructure, economic modelling, and cryptography.




    Regarding accurate diagnosis and treatment through safe and secure data sharing, blockchain is also rebuilding conventional healthcare practices more dependably. By integrating all the real-time clinical data about a patient's health and presenting it in an advanced secure healthcare setting, blockchain technology can help us soon provide personalised, authentic, and safe healthcare. Additionally, security, privacy, trust, and scalability considerations are necessary.




    Objective




    The book "Blockchain Technology in Medicine and Healthcare - Concepts, Methodologies, Tools, and Applications" is intended to report on the most recent advancements and innovations in blockchain in medicine and healthcare. The book will be essential in greatly improving human lives. The blockchain, health informatics, and security fields will significantly help researchers and practitioners. This book would be an excellent compendium of cutting-edge methods for using blockchain in healthcare and medical applications. Knowing the top-performing techniques fast will be incredibly helpful for new researchers and practitioners working in the field.




    They could contrast various strategies and continue their research in the most crucial area directly affecting improving human life and health. This book would be beneficial because there is yet to be one on the market that offers a comprehensive compilation of cutting-edge blockchain applications in healthcare. The use of blockchain in biomedical and healthcare research is a relatively new development with few established applications.




    This book aims to report on the most recent advancements and breakthroughs in security, health informatics, and blockchain. The book's material is divided into three sections; the following three sections go into greater detail on the coverage and topics of each chapter:




    • Blockchain and Clinical Trials for Health Informatics.




    • Blockchain for Medical Data Analysis.




    • Blockchain for Security and Health Information Exchange.




    Organisation




    The book, “Blockchain Technology in Medicine and Healthcare: Concepts, Methodologies, Tools, and Applications” consists of 13 edited chapters, and the full contents of the book are organised into the following three sections:




    • Part I: Blockchain and Clinical Trials for Health Informatics.




    The application of blockchain to clinical trials in health informatics has been the main emphasis of this section. This section consists of three chapters. The first chapter explains how to use blockchain to gather and store patient data, analyse outcomes in a distributed but secure manner, an exchange that data transparently while maintaining its immutability, and overcome the difficulties associated with conducting clinical trials. The second chapter discusses the difficulties in maintaining the confidentiality, accuracy, and integrity of clinical data while conducting clinical trials. Specifics about the data collection techniques used during the clinical trial's operation and the problems they caused. Additionally, it suggests a secure cloud-based clinical data management system that is blockchain-enabled.




    The final chapter thoroughly analyses how revolutionary and disruptive blockchain technology is being applied to the healthcare sector to address the problems mentioned above. In a peer-to-peer (P2P) network, a blockchain ledger that is cryptographically immutable, time-stamped, distributed, and tamper-proof can be created to preserve Electronic Health Records (EHRs) in the healthcare system. With the help of this technology, any transaction in a blockchain network has no intermediaries between the source and destination points. The substance of every transaction in a blockchain network cannot be changed because all transactions are cryptographically lither.




    The fourth chapter will provide a broad review of guiding principles, applications of blockchain in the healthcare industry, and potential problems and solutions.




    • Part II: Blockchain for Medical Data Analysis.




    There are six chapters in the second portion. The first contribution looked at numerous cutting-edge blockchain applications in the healthcare industry. The blockchain has more reviews than ever before, but they are constrained. The exoteric study offered in this chapter reveals that, when compared to other applications, this disruptive technology offers clear advantages in the healthcare industry.




    The second chapter investigates the current application methods, obstacles faced, open questions, data standards, and compliance issues fundamental to adopting a blockchain-based solution in the healthcare business through a systematic study of the literature on blockchain and healthcare data. The current research also investigates the worries and perspectives of blockchain professionals working in the healthcare sector. The third chapter emphasises blockchain's decentralisation feature and how it will resolve problems. By developing a broad mechanism that connects various personal records, blockchain can help the electronic health records sector by lowering data sharing and interoperability. It can also simulate data sharing by immediately bridging the gap between owners and customers. As a result, this chapter aims to give comprehensive information on using blockchains to advance health research data analysis.




    Businesses and governments are looking for solutions as the coronavirus illness (COVID-19) continues to spread worldwide to lessen its impact. In chapter four, a structured literature review of peer-reviewed articles on blockchain's implementation and adoption in the supply chain management, education, logistics, and finance sectors was carried out to evaluate the effectiveness of blockchain technology in its efforts to lessen the impact of the pandemic and clearly define the challenges and prospects of blockchain.




    It is advised that blockchain be used and adopted in all industries since it offers a decentralised network where information is available, and individual privacy and security are ensured, not just in the banking industry. Therefore, blockchain can be used by businesses, governments, and health professionals in the fight against the virus by transforming the challenges into opportunities combined with prominent essential enablers, which would speed up its wider adoption. Blockchain has been widely accepted and implemented in a few sectors of the economy, especially in finance and supply chain management.




    The work carried out by numerous researchers over the previous 11 years is methodically reviewed in chapter four. A projection of a new use of the same technology is proposed, specifically the application and influence of blockchain technology in numerous industries, such as crypto-currencies, the health sector, e-governance, banking, and finance. The final chapter covers distributed ledger technology in the healthcare industry, which has been cited as crucial for producing patient data for research, medication adherence, managing multiple patient bedside data, pharmaceutical supply chain, and quality of care. This chapter will outline how Blockchain distributed ledger technologies are applied to the biomedical and healthcare industries.




    • Part III: Blockchain for Security and Health Information Exchange.




    This section consists of three chapters. Blockchain technology is the cure that enables medical service units that are based on various platforms to share electronic health record data. However, given the cost and size of the blockchain, Chapter 2 has emphasised that one of the main issues with this strategy is the difficulty in storing all the electronic health record data on the blockchain. Cloud computing was selected as a potential exit strategy. A unique possibility provided by cloud computing includes storage of scalability and availability. However, because sensitive data is exchanged through a public route, the cloud computing-advantaged electronic health records may be vulnerable to attacks. To effectively manage and combine medical care, it is necessary to share and disseminate medical information and data electronically. Unfortunately, it is challenging to share data securely using the outdated cloud-based electronic medical record storage infrastructure. Due to blockchain technology's tamper resistance and traceability, sharing extremely private health information is possible. As a result, this chapter aims to give comprehensive information on the use of blockchain in medical imaging systems.




    The construction of the blockchain, its framework, the advantages and disadvantages of combining these technologies, and the function and significance of machine and deep learning algorithms in fraud detection and prevention in the blockchain are covered in the first section of the second chapter. The reported work is the main topic of the next part, which also highlights the work of other researchers who use Blockchain technology to detect and prevent fraud. The chapter's last section compares numerous performance metrics for each sort of fraud detection utilising blockchain technology, including accuracy, the area under the curve, confidence, true negative, false positive, and genuinely positive results.




    The final contribution showcases a cutting-edge healthcare framework that uses the blockchain idea. This article mainly aims to use Blockchain to construct electronic health records (EHR). Its decentralised design eliminates the possibility of a single point of failure and strengthens the system. The proposed method uses an off-chain data source to address the extensibility issue that blockchains all share. The findings show that computers are far safer and fraud-free compared to the conventional health record system. Finally, the suggested technique highlights situations where the new approach should work well, like in an EHR.




    Target Audiences




    The current volume serves as a reference book for a variety of audiences, including the following:




    • Researchers working in this area who want to be aware of the most recent advancements in theory, methodology, and research.




    • Biomedical and informatics students and academics interested in deepening their understanding of recent advancements.




    • Business and professionals from technical institutes, research and development firms, and fields relating to machine learning, blockchain, the internet of things, cloud computing, biomedical engineering, and health informatics.
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      Abstract




      The development of new drugs by pharmaceutical companies becomes a challenging task as it takes longer timelines, and the clinical trial process involved before the introduction of any new drug is risky and highly unpredictable. The patient data available for the clinical trial process is distributed across several databases, and the data are stored in different formats; hence it becomes difficult to perform clinical trials. Many stakeholders (pharmaceutical companies, research labs, patients, participants, government authorities, and many more) across geography are involved in the clinical trial process. Cooperation among these stakeholders is necessary to conduct a clinical trial. A Clinical trial is a complex and time-consuming procedure that faces a constant challenge of data management, data sharing, and data security, resulting in being an expensive affair.




      Blockchain technology can be used to augment the entire workflow of clinical trials and overcome the mentioned challenges. It uses consensus protocol for efficient transmission and communication of data between nodes. Patient recruitment for clinical trials can be easily managed through “Smart contracts”. Any computational problem related to patient recruitment for a clinical trial, checking the validity of clinical trials, can be coded with smart contracts. This paper describes the utilization of blockchain to collect and store patient data and analysis results in a distributed yet secured manner, which can be shared in a transparent way and remain immutable as well as allows to tackle the challenges involved in the clinical trial process.
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      1. INTRODUCTION




      

        



        1.1. Background




        Scientific studies conducted to treat, diagnose, screen, or find better ways to treat disease is called clinical trial (CT). CT is also a primary method to test and validate new drugs and therapies. Trials involve multiple sites all over the world, with different trial protocols and government regulations. Due to these reasons, CT process involves a high cost and also consumes a lot of time to complete the entire process. Research institutions and pharma companies involved in clinical trials try hard to reduce the time and cost involved in conducting the CT process. The high cost is incurred by pharma companies due to the unpredictable and risky nature of the CT process. Several factors are involved in the clinical trial process, like patient involvement, laboratory investigation, patient investigation, approval from regulatory bodies, etc. Due to these processes, the CT process takes long development timelines, which reduces the chances of introduction of a successful process to zero, which is evident in the COVID-19 pandemic.


      




      

        



        1.2. The Problem




        The COVID-19 pandemic has discontinuous clinical trials worldwide, with long-lived effects on medical science. Worldwide Disruption in the clinical trial process has occurred due to this pandemic situation. The virus has led to the situation that the flexibility to conduct trials safely and effectively is completely not possible, as the trials have to be conducted to vulnerable patients (subjects) who are exposed to covid-19 [1]. Moreover, several trials are stopped due to the difficulties to conduct trials under the lockdown situation. Even after relaxing the lockdown in some sites, there were great challenges in conducting trials.




        In the Indian scenario, the trial process is likely to be conducted in private hospitals as severe covid-19 patients will require intensive care support. This would deprive economically backward people to get the benefit of participating in the trial process. So, the challenge here is the Indian government should set up a supervised trial by the government agency which should allow all covid-19 patients to register for their trial process irrespective of their economic background.




        Participants selected for Clinical trials of covid-19 are selective as it requires in-depth attention. This is because it affects the efficiency of therapeutic intervention and evaluation. Following the scientific and ethical principles into practice during the clinical trials of covid-19, is a huge challenge [2].




        Due to covid-19, there were huge disruptions in clinical trials [3]. These disruptions were due to the slow or suspension of enrollment and delay in the trial initiation process. Based on the data source provided by global data, it is evident that the delay in the initiation process was steady, and there was an increase in the slow enrollment process. One of the main reasons for subjects not to enroll in a clinical trial was because the chances of contracting covid-19 are high with them due to their previous health issues [4].




        The uncertainty created by the covid-19 pandemic poses many glitches to investigators/researchers. The challenges faced by the investigator include producing accurate data, maintaining clinical data privacy, on-time patient enrolment methods, and efficiently sharing personal data across the various stakeholders involved in the clinical trial process. Luckily, there's a new technology that is attracting the attention of investigators and researchers that may help find solutions to all of the problems, which is Blockchain technology. With this technology, many researchers find a lot of highly effective and efficient processes that may help address the challenges faced nowadays. It took nearly two years to help recognize the viability of this technology in addressing the challenges present today in clinical trials, like patient enlisting, auditing the clinical supply chain, restoring integrity to trial information, and helping research institutions to reduce the time and cost to conduct trials [5].


      




      

        



        1.3. The Proposed Solution




        Blockchain is a time-stamped data structure where it has the 'append-only' option of data. Blockchain works in a distributed environment with a peer-to-peer network. The primary functionality of blockchain is transaction processing. When any new transaction arises in a blockchain, it is verified by the participating node in the network using a consensus algorithm. Blockchain processes transactions in a transparent and secure manner. Due to the digital immutability feature possessed by blockchain, information, once entered into the blockchain can never be altered or changed. Because of these reasons, blockchain has applications in various sectors like Banking, Education, Medical, and electronic health record. Bitcoin is one of the most popular applications of blockchain that helps to transfer money without the need for a third party.




        Another important feature of blockchain is smart contracts; with smart contracts, the blockchain can keep track of interactions among nodes in the network without the involvement of any intermediary or third parties. It enables the execution of contracts between parties in a neutral and unbiased way. Hence, a smart contract helps in achieving ethical practices in business. This same technique, if applied in the clinical trial process, will benefit the various stakeholders like Investigators, patients, and sponsors. The central theme of this chapter is to bring in a smart contract-enabled private network for various processes involved in Clinical trials. As blockchain enables storing a huge amount of information in an encrypted form on a distributed network, the cost involved in cloud storage is minimized.




        The remaining chapter is organized as follows: This chapter attempts to bring in the efficacy of implementing blockchain for clinical trial purposes. Section 2 focuses on the current research status with a state-of-art review, and highlights a systematic literature review on the adoption of smart contract-enabled private blockchain for the clinical trial process. The detailed process of the clinical trial is illustrated in Section 3 to enable readers to have an understanding of the clinical trial process before the details of blockchain implementation are discussed. Section 4 discusses clinical data management, and Section 5 presents various blockchain architectures with a main focus on private blockchain architecture. Consensus protocols that are used in the hyper-ledge platform are mentioned in Section 6. Blockchain platforms on which the clinical trial process can be carried out are highlighted in Section 7. Section 8 explains the challenges in implementing blockchain in Clinical Trials, and this chapter is concluded in Section 9.


      


    




    

      



      2. LITERATURE SURVEY




      The success of clinical trials lies in several factors, like patient enrolment, patient and principal investigator perspective, trial protocols, and trial sites [6]. Due to insufficient patient enrolment, 19% of registered clinical trials were either closed or terminated [7]. Every clinical trial should meet its recruitment goal. Delay in Patient recruitment and failure to meet recruitment goals lead to inaccurate statistical results and waste of time and cost. Data generated through clinical trials are published in journal and newspaper articles. Regulatory bodies use these data as the basis for the approval of new drugs. So, the integrity of clinical trial data is essential for the various stakeholders involved in the process [8]. Data can be altered or lost, published analysis may not be a true representation of data, and data can be duplicated or manipulated by the researchers [8]. Several threats to the data collected in the clinical trial process exist [9] which has to be tackled. Blockchain is one of the emerging technologies that has its successful application in Bitcoin, provides an opportunity to solve the threat associated with the integrity of data collected in clinical trials, and also ensures that statistical analysis made out of this data meet the requirements of trial plans [10]. Ilhaam A. Omar et al. mentioned in their work that blockchain technology is a promising disruptive technology that reduces the emphasis on traditional data management [11]. Even though blockchain is considered to be an evolving technology, Kuo T et al. realize its maturity as its applications are being explored in many areas like education, banking, finance, and the healthcare sector [12].




      Blockchain creates a decentralized environment that shares encrypted data between ledgers in a secure manner without the involvement of any third party. The main function of blockchain technology is digital immutability, that is, the information entered in the blockchain can never be altered or erased. These functionalities make information transfer between stakeholders transparent, fully trustworthy, and immutable [13]. The data immutability feature of blockchain brings greater confidence among the public, and their trust in biomedical research also increases. Siyal et al. [14] highlighted the benefits of using blockchain and smart contracts for the healthcare sector. In their work, they have mentioned that blockchain has the potential to reduce data loss by securing the information on the ledger.




      To enhance patient involvement in the clinical trial, and make them more active in the clinical trial, David M Maslova et al. proposed a block trial, a system that makes use of a web-based interface, to enable users to run trials using a smart contract on an Ethereum network [15]. As the patients' medical data are stored electronically using blockchain methodology, it enables patients to show greater ownership [16] towards their data, and also data transformation between platforms is made possible [17, 18].




      Zheng et al. recommended private blockchain, also called permissioned blockchain, for healthcare organizations to ensure the safety and suitability of trial data. Private blockchain allows only authorized participants to read and write in the network [19]. Asma Khatoon used Ethereum-based smart contract for Clinical Trials to store medical records in the network [20]. Ethereum-based smart contract functionality in a blockchain network is described as a future-generation cryptocurrency and decentralized application platform [21, 22]. The benefit of using Smart Contract is that it does not involve a third party; it is a piece of program code, also called chain code. It is an algorithmically written contract between the stakeholders in the clinical trial. It executes according to the terms and conditions provided in the trial protocol [23].




      Nugent et al. proposed a private, permissioned blockchain network in the Ethereum platform. The network is maintained by regulatory bodies like MHRA, FDA, pharma companies, and research organizations in parallel with clinical data management systems [24]. The authors used two core types of smart contracts: regulator contract and trial contract. The regulator contract is owned and updated by regulators and it holds a data structure that contains a clinical trial authorization. It also contains functionality to deploy a trial contract by CROs. The trial contract contains a data structure to store the trial protocol [24]. Nugent et al. demonstrated in their work that smart contracts that run on the Ethereum blockchain platform help to improve the transparency of data in clinical trials. In this chapter, we have described that the private, permissioned blockchain in a hyper-ledge platform helps to maintain data privacy and security in a trustless blockchain environment.




      Hyperledger, Ethereum is the most popular private blockchain implementation [25]. Olivia Choudhury et al. presented a novel framework that creates a private channel in a private blockchain network to improve data privacy and integrity. In their work, they demonstrated how to create a private channel for segregating sensitive data and, at the same time, leveraging smart contracts to regulate the activities of study protocol [26].


    




    

      



      3. Understanding Clinical Trial




      

        



        3.1. Introduction to Clinical Research




        Clinical research is research conducted by pharmaceutical scientists and drug researchers with the help of humans to test newly developed medicines, therapies, and other health services. It is of two types:




        • Observational studies:




        Observational studies are an important part of clinical research where the researcher has no control over the individual or drug and hence cannot manipulate the results. It is classified as:




        – Retrospective studies- the data is collected before the objectives are set.




        – Prospective studies- the data is collected after the objectives are set.




        – Cohort studies- the subjects are followed over time.




        – Cross-sectional studies- at one point in time, the subjects are examined.




        • Clinical Trials:




        Research studies that are aimed at evaluating surgical, medical, and behavioral interference with the involvement of a small set of people are called clinical trials. Clinical trial plays an inevitable role in the release of a new drug because 1) It is the basic way pharmaceutical scientists and researchers find out if a new treatment, drug, or diet is harmless and suitable for humans. 2) It helps to analyze the new treatment's harmfulness, effectiveness, and side effects as compared to the standards set for that treatment.




        Apart from these primary reasons, clinical trials are used to find an illness, ailment, or disorder early, even before they start showing symptoms. It especially benefits people suffering from chronic health problems with no cure.




        Clinical trials must be fair and unbiased, which is achieved by three kinds of trials: blind, double-blind, and triple-blind. Clinical trial participants are mostly unaware of which product they are sampling to make the results accurate. The comparison is made between a standard medication or a placebo against the trial medication. These types of trials are regarded as “Blind.”




        A double-blind trial is where both the participants and the specialist governing the tests are unaware of the products and drugs given to the participants. This is more effective in producing accurate results than “blind” clinical trials since it removes the manipulation of results by doctors who are too eager to bring those drugs into the market. In a triple-blinded study, even the evaluator is unaware of the process and the product. In many clinical trials, especially when the drug is being developed for an extreme disease, there is a pre-clinical phase where it is tested on animals to make sure it is safe and can be further tested on humans.


      




      

        



        3.2. Stakeholders in Clinical Trails




        The clinical research industry works in collaboration with different organizations. Fig. (1) shows the stakeholders in the clinical trial. They are:
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Fig. (1))


        Stakeholders in Clinical Trial.



        • Patients(subjects)




        • Sponsors




        • Government agencies like Data security and monitory team




        • Investigating team




        • Regulatory authorities like FDA




        • Analyst




        All the stakeholders come under either of these responsibilities- administrative, ethical, and scientific responsibilities. Participants are the main component of a clinical trial, along with the drug or product to be tested. A set of participants from various backgrounds with suitable health conditions for the clinical trial help in getting accurate results.




        Sponsors are important stakeholders who are the reason to initialize clinical research by financing it. Sponsors can be a company, organization, or an individual, and most biotech companies, pharmaceutical companies, and academic institutions are sponsors.




        Sponsors hire the investigator or the supervisory team. Usually, the investigating team comprises of co-investigator, sub-investigator, study nurse, pharmacist, lab assistant, research coordinator, and subject recruiter. They must be qualified and have had the proper training to conduct the duties assigned to them during clinical research. The investigator and his team must keep all records and reports of various details in the trial.




        Regulatory authorities are responsible for granting permission to conduct clinical research in the country. The sponsors submit the new drug application for review and approval by regulatory authorities. Upon the sponsors, continue the research. The Regulatory authorities conduct an inspection when there are serious and major violations as they are responsible for the protection of public health and the subjects in the clinical trial.




        Some important regulatory boards in India are [27]:




        • Ministry of Health and family welfare.




        • Central drug standards control organization.




        • Indian Council of medical research.




        The independent ethics committee or institutional review board is a stakeholder who is at the site of clinical research. The trial starts only after the approval of the ethics committee. It is accountable for the well-being of trial subjects, review of clinical trials in process, payments, and compensation to trial subjects [28].


      




      

        



        3.3. Clinical Drug Development Phases




        Developing a drug doesn't happen overnight. To let a medicine available to the public as a product, it has to pass several stages to assure it safe, effective and satisfies all regulatory requirements. The detailed stages of drug development are:




        • Discovery and development




        • Preclinical research




        • Clinical development




        • Regulatory approval




        • Post-market monitoring




        

          3.3.1. Phase 1: Discovery and Development




          Discovery starts by choosing a biochemical mechanism of a disease. Usually, a lot of money is spent on research and development of new medicine for the targeted disease or ailment, which may come from the government, non-repayable funds, etc. The drug is gradually developed in laboratories with the help of scientists observing the drug's properties, effects, and level of vigor.


        




        

          3.3.2. Phase 2: Pre- Clinical Research




          The preclinical phase is one inevitable phase since the drug is tested on some living organisms. This is a preliminary phase where the drug's safety is ensured by testing it on animals. Each process in a test is reported carefully. Any kind of ignorance or manipulation of the results of this phase may cause harm to subjects who will be participants in the clinical trial.


        




        

          3.3.3. Phase 3: Clinical Development




          When the drug passes pre-clinical research, it is further trialed on a small set of people, and this is called a “clinical trial.” Though the drug is said to be safe after testing on animals, it should pass the parameters set by a regulatory authority to be tested on humans. The clinical trial is a very crucial phase since it is the final step of testing and finding its whole set of properties before approval and release in the market. Therefore, manipulation of results in a clinical trial is highly prevented by making the technical and non-technical people of a clinical trial unaware of the drug and its different dosages.


        




        

          3.3.4. Phase 4: Regulatory Approval




          In India National Regulatory Authority (NRA) is the central drugs standard control organization (CDSCO). It is responsible for regulating the market and imposing several rules. Approval to conduct different tests and trials in drug development is given by CDSCO. All phases of clinical trials have to be conducted mandatorily for the drug substances which are discovered in India as per the rules given by the drugs and cosmetics act 1940. After conducting clinical trials, the exploratory results are submitted by the conducting team for drug approval. When the reports comply with the regulations, it is further approved for release in the market (Note: initially for a limited supply).


        




        

          3.3.5. Phase 5: Post-Market Monitoring




          After regulatory approval, the drug is released into the market and available to the public. But initially, its supply is limited to lesser people. The effect of the drug is still monitored just in case of abnormal activity of the medicine. In case of such odd reactions, the reason is found out either from dosage or an unknown effect of the drug. Then accordingly, medicine is manufactured and gradually made available in masses.


        


      




      

        



        3.4. Steps in Clinical Trail




        A clinical trial is usually parted into five stages. Let us look at them in detail.




        

          3.4.1. Stage 0:




          This is the first phase of a clinical trial done with very few subjects. Research specialists medicate a very small dose of the drug to make sure that the drug doesn't harm humans in the upcoming phases of the clinical trial. In the case of the drug giving different effects on the human body than expected, the clinical research team steps back a little and does more preclinical research before resuming the clinical trial.


        




        

          3.4.2. Stage 1:




          In phase 1 of the clinical trial, researchers spent much more time than in phase zero (several months) to study the subjects and observe the formulated medication's effect. The participants of this phase of the clinical trial must have no underlying health conditions. Phase 1 is important as it finds the highest dosage of the drug that humans can ever take. Since the highest dosage is to be found in this phase, the monitors closely observe how the participant's bodies react to the medication. The best way to administer the drug to the human body is also determined, i.e., orally, intravenously, or topically.


        




        

          3.4.3. Stage 2:




          The number of participants in phase 2 ranges from a few hundred to a thousand with the condition that the new drug is meant to cure. The same dosage as in the previous phase is given and the subjects are examined for several months or years to know any new side effects or harm caused due to long-term usage of the medication. To know better the effects of the drug on humans' people from different backgrounds are encouraged to participate in phase 2 of the clinical trial.


        




        

          3.4.4. Stage 3:




          The third phase involves at most 3,000 participants with the respective condition that new medication is meant to treat. The drug's effect is compared to existing medications for the same health condition. To achieve these random participants are chosen, some receive the new medication and some receive the existing medication. The double-blind method is used in this phase where neither the participant nor the investigator is informed about the type of medication and its dosage [29].


        




        

          3.4.5. Stage 4:




          After all the approval in previous trials, the medication is given to thousands of people and the trial can last for several years. This phase aims to reap any unknown details, or effects of the drug which has not been found in previous phases [30].


        


      




      

        



        3.5. Approval from the Regulatory Authority




        After the clinical trial is completed and the drug is tested safe for usage on humans, it is to be manufactured. To do so, the company which is to produce the medicine needs the approval of the regulatory authority. In India, permission must be granted by the licensing authority (DCGI) to import or manufacture a medicine. The appropriate data as in Schedule Y of Drugs and Cosmetics Act 1940 and Rules 1945, should be submitted.




        Rules & guidelines mentioned under the various acts like the Drugs and Cosmetics Act, Consumer protection act, ICMR guidelines, etc, has to be followed for the regulation of drugs in India.




        Stages in approval of drugs to be manufactured in India are given below:




        • Submission of reports and details of all stages of the clinical trial for evaluating safety and efficiency.




        • General information regarding the clinical trial team and the location.




        • Stages in which the drug was corrected and strained.




        • Papers seeking permission and approval for the manufacture of new drugs.




        • Administrative and legal information.




        • Summary of the nature and origin of the drug.




        • Scrutinizing and approval of the drug to be manufactured.




        • Post-approval changes in the safety, quality, and success of a product.




        • Submission of clinical and non-clinical information about the drug for new approval.




        If the company doesn't satisfy with any of the conditions and parameters for approval, the regulatory board may point out the reason for not approving the particular drug and offer another opportunity [31, 32].


      




      

        



        3.6. Efficacy of Blockchain in Clinical Trials




        The main purpose of blockchain is to store digital information on a distributed peer-to-peer network. It provides a shared and reconciled database. One of the important features is that it ensures the correctness of transactions by recording every change across the entire distributed network. As the data stored in a blockchain is encrypted and the transactions are processed in a secure manner, it provides a good fit for data security and patient privacy in the clinical trial process.




        Clinical trial demands a fast, transparent, and easy way to share large quantities of patient’s data that are spread over a vast geographical area. A good trial process requires transparency in data as to 4 Ws, that is where, when, by whom data was




        entered, and who has access to data. The audit trail provides answers for these 4 Ws, and blockchain can help to improve the clinical trial process in terms of privacy and security.




        Fig. (2) depicts the flow of work involved in the clinical trial process. Initially, the Trial protocol is set, and registration is carried out. Next, patient enrollment takes place, followed by data collection. At this point, various data about the patient are collected, and analysis is carried out. Finally, reports are generated, and the results of the clinical trial process are published to the stakeholders. A blockchain solution could be used at various stages in the clinical trial process. Through smart contracts, blockchain allows for securely automating the clinical trial process. A smart contract helps to set protocol, ensuring that preconditions are met before any action is executed, and carries out permissions for action. Blockchain could be used at various stages by providing data integrity and reliability through the creation of an in-depth, time-stamped ledger of information transfer and question events.
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Fig. (2))


        Clinical Trial Workflow.

      


    




    

      



      4. CLINICAL DATA MANAGEMENT (CDM)




      

        



        4.1. Introduction to Clinical Data Management




        Clinical Data Management (CDM) has a very important role to play in managing all aspects of the clinical trial process. The role and responsibilities of CDM include:




        • To obtain high-quality clinical data that is reliable. It ensures the integrity of data while the data is being transferred from trial subjects to database systems.




        • To collect correct and complete data, so that the analysis results become reliable.




        • Ensures the trial database reflects the true representation of data that was collected during the trial.




        • Takes care of data cleaning, facilitates data analysis, and finally produces data reports.




        Several key personnel like the Project manager, Database Administrator (DBA), Statistician, and Clinical data associate are involved in taking care of activities under CDM. Project managers are utilized to supervise the overall conduct of the trial. The task of DBA is to handle data and check the validity of data. A well-qualified Biostatistician is involved to conduct the statistical analysis. The service of clinical data associates is required to prepare study reports [33, 34].




        The largest Pharmaceutical companies are finding ways to utilize blockchain technology to store patient data in a secure manner, speed up the trial process, and reduce the cost involved in drug development. These pharma companies feel that several challenges faced in the clinical trial process can be easily sorted out using blockchain technology.


      




      

        



        4.2. Mechanism




        Blockchain presents a network of computers that has identical data. The system has controlled access, and also the same data is accessible to any or all the parties. It's a huge central library/ledger wherever every transaction, transfer, transcription, and transformation of information is registered. The data listing is time sealed, immutable, and maintained with an audit path. Any unauthorized access to an equivalent, with the negative significance of manipulation or modification, isn't attainable. Data on the blockchain cannot be erased or modified. The information owner has the right to determine who will access the knowledge. Thus, for the clinical trial method, it is the patient who is the owner of the data.




        Fig. (3) depicts the mechanism of blockchain in a clinical trial. Blockchain technology works on the principle that an algorithmic hash program is run over the transaction data to form a secure hash. Individual blocks are related to the previous one to form a chain. Hash is generated for every individual block and sent to the blockchain. Patient health information is collected by the principal investigator, a hash is created for patient information, and it is relayed in the blockchain. After Patient authorization, health reports can be retrieved. The study team can now query the blockchain and retrieve the patient information securely.
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Fig. (3))


        Mechanism of Blockchain in a clinical trial.

      




      

        



        4.3. Data Management in Blockchain




        Blockchain-powered, time-stamped and immutable information will address key challenges within the healthcare sector. A clinical trial is a field where “Trust” is more important. Stakeholders involved in the CT process, like investigators, sponsors, and patients have high confidence in the information and its analysis that are carried out through the clinical trial process. Hence, carrying out the clinical trial process using blockchain technology is considered a trust-enabler. Its digital immutable feature prevents any alteration or modification by any intermediate body or any third party. Also, the organizations are asked to publicly disclose clinical trials' results by regulatory bodies like the FDA and NGOs. Implementation of the clinical trial process using blockchain brings in data traceability, trustworthiness, and integrity.




        

          



          4.3.1. Data Traceability with Security




          Although data storage on the blockchain is feasible, storing massive data chunks generated throughout a trial might incur enlarged storage prices and lower performance. Heavy prices are due to numerous transaction processing, creating a new block, and querying huge data sets in the blockchain. However, any data generated during a trial is stored separately on a database system (Sidechain) and hashed through a secured cryptographic algorithm [35]. It will offer a unique and




          tamper-proof low-weight signature for every document. These signatures are going to be kept on the blockchain to supply secure data traceability for all stakeholders.


        




        

          



          4.3.2. Patients' Engagement and Consent Management




          Patients have become more attentive and willing than ever to involve within the healthcare industry. As a result, patient engagement is additionally turning into a vital success factor in clinical trials. Once permitting consent to participate in a trial, the patient could rest assured regarding agreed protocols encoded through blockchain sensible contracts. Sensible contracts make sure that patient's consent is received when there is any protocol modification. Patients who have enrolled in the trial process should share any past or current medical conditions with the investigators.




          However, during a recent instance in Estonia, nearly 1.3 million citizens benefited from a blockchain-enabled secure e-Health record system. Now, we can say that such a system will automatically grant investigators access to patients' medical records at the same time adhering to the digital consent signature of patients. In a nutshell, it is believed that continuous updates of patients' information on the blockchain will foster transparency and enforce patients' trust in trial investigators.


        




        

          



          4.3.4. Reporting to Regulators




          Governments and other stakeholders involved in the process are needed to determine the advantages and risks related to an investigated drug as per the proof submitted by the trial investigators. For that, it needs stakeholders to form all trial-related documents accessible to regulators upon request. Implementation of Consortium blockchain's architecture is ideal in this case as the records have to be shared with regulators, trial sponsors, Clinical Research Organizations (CROs), and alternative healthcare organizations. It will enable them to endlessly share clinical information among themselves at the same time ease regulatory bodies to directly place queries on the blockchain. Although information related to a clinical trial is going to be accessible by all or any interested stakeholders, this sort of blockchain developed with platforms like Hyperledger can make it confidential because it contains patients' personal information.


        


      


    




    

      



      5. BLOCKCHAIN ARCHITECTURE




      There are three types of blockchain architecture, namely public, private, and consortium. Depending on the type of application, any one of these architectures can be used. In public blockchain architecture, anyone who is keen to participate in the network has access to the data, nobody has full control over the network, but everybody can read or write. The control on the blockchain is equally distributed among each node in the network and hence is known as a thoroughly distributed and fully decentralized network.




      Private blockchains are also referred to as permission blockchain. In this type, there is a restriction as to who can access the data and participate in the network for transaction processing. Only an authorized user with a unique non-public identity will be a part of the network, browse the ledger, propose transactions, and participate in consensus. The network is controlled by selective participants from a specific organization. Once any stakeholder joins the network, the blockchain continues to function in a localized manner. They handle and control reading and writing operations into the blockchain. Such a sort of blockchain is principally utilized by financial or healthcare organizations to confirm efficiency and auditability. Moreover, mining isn't necessary within the private blockchain, as one private entity has sole possession of making and verifying blocks. Hyperledger cloth is one of the common samples of private blockchains. These kinds of networks are used in a private company to efficiently manage the confidential data that should be accessible or available only to the authorized person in the organization.




      A consortium blockchain is a type of private blockchain and is governed by a group rather than a single entity. It is a collaborative model that brings a group of organizations that work and compete with each other. This type of blockchain can be more efficient as some rights can be kept restricted to the individual, like data access rights, to keep it secure from public access, whereas groups can collaborate on some common aspects of the business.




      A hybrid blockchain draws its feature from the public as well as private blockchains. The permission-based structure of a private blockchain system is combined with the security and transparency of a public permission-less system. This makes the hybrid blockchain very flexible for the users, who can effortlessly join multiple public blockchains from the private blockchain. Usually, in a hybrid blockchain, the transaction of a private network is verified within that network [36].




      

        



        5.1. Permissioned Blockchain Architecture for Clinical Trial




        Private blockchains will facilitate to resolve 4 basic issues associated with CT information, like information privacy, compliance, price, and speed. In contrast to the public blockchain, solely authorized or selected organizations/entities will be a part of the network, thereby guaranteeing information privacy. In permissioned blockchain, the transactions are often verified through mechanisms, like Proof of elapsed time (PoET) and practical Byzantine Fault Tolerance (PBFT). Smart contracts play an important role in a private blockchain. To control transactions inside the network, smart contract frames a set of rules and implements functionalities to enforce these rules defined during business processes. It is the responsibility of the smart contract to automatically invoke the execution of rules during transaction processing. Fig. (4) represents a private blockchain network.
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Fig. (4))


        A Private Blockchain network.



        Clinical trials conducted at multiple sites are regulated by regulatory authorities. Upon approval by the regulator, the clinical trial study report is distributed to CRO and other stakeholders like the Data security and monitoring team (DSMT) and supervisory team (ST) for further verification and validation of clinical data. Finally, the study results are distributed to pharma companies. A separate private channel is maintained for the transformation of information across various stakeholders.


      


    




    

      



      6. CONSENSUS PROTOCOL




      

        



        6.1. Proof of Elapsed Time (PoET)




        The consensus mechanism, Proof of Elapsed Time (PoET), is a random process to decide the miner who will create the next block based on waiting time. In this process, a random wait time is assigned to each node, and the opportunity to create the new block is given to the node which completes its wait time first. PoET can work effectively if there exists a system to authenticate that multiple nodes are not run simultaneously and the assignment of the wait time is genuinely random.


      




      

        



        6.2. Practical Byzantine Fault Tolerance (PBFT)




        Byzantine Fault Tolerance is the feature of a distributed network. It is used as one of the consensus algorithms in the blockchain. It works effectively on an asynchronous system. The main feature of this consensus algorithm is that it reaches consensus even when some of the nodes in the network fail to respond with correct information. It safeguards against system failure by employing collective decision making both correct and faulty nodes. It also aims to reduce the influence of faulty nodes. This consensus mechanism is used in a Hyperledger blockchain platform
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