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Preface





Starting a career in the Collaboration (Unified Communications) domain can be overwhelming, with numerous technologies to learn and a confusing array of starting points. Even if your core responsibility is managing IP Telephony or Video Infrastructure, it’s often expected that you have knowledge of adjacent technologies, as everything is interconnected.


This book covers all the relevant adjacent domains and technologies essential for most jobs in the Collaboration domain, while also providing in-depth coverage of crucial topics.


This book is designed to help IT professionals navigate the complex landscape of Cisco Collaboration solutions. From the fundamentals of collaboration technologies and deployment models to advanced concepts like dial plan configuration, media resources, and conferencing, this book offers a comprehensive overview. It also explores the Cisco Webex suite, hybrid solutions, and edge servers, giving readers a holistic understanding of Cisco’s collaboration offerings.


This book is divided into 13 chapters, covering a wide range of topics essential for mastering Cisco Collaboration Infrastructure. The details are as follows:


Chapter 1. Introduction to Modern Collaboration Technologies: This chapter will introduce the basics of collaboration technologies, their evolution, and modern deployment models such as On-premises, HCS, Hybrid, and SaaS. It will explore the pros and cons of each model and provide real-world scenarios to help readers understand the collaboration tool landscape.


Chapter 2. Understanding Cisco Collaboration Solutions: This chapter will break down Cisco Collaboration solutions, explaining each component, such as CUCM, Voice Gateway, Edge servers, PSTN, IM/VM, SRST, and contact center features, in different topologies. It will also focus on understanding design criteria and redundancy at node, site, and data center levels.


Chapter 3. Managing Endpoints and Users: This chapter will discuss essential network services in Cisco Collaboration, including NTP, DHCP, DNS, TFTP, and PoE. It will show readers how to navigate the CUCM GUI, configure global settings, and understand endpoint registration in a cluster environment. The chapter will also cover COP files, software bundles, user authentication, authorization, and directory integration for endpoints in CUCM.


Chapter 4. Mastering CUCM Call Control and Telephony Features: This chapter will provide a deep understanding of CUCM call control and telephony features. It will cover call processing, routing, and Class of Control configuration, including partitions, calling search spaces, forced authorization codes, and client matter codes. The chapter will also explore CUCM telephony features such as call waiting, hold, transfer, forward, speed dial, call park, barge, privacy, shared lines, BLF, call pickup groups, hunt groups, extension mobility, and intercom.


Chapter 5. Dial Plans - Basics to Advance: This chapter will offer a comprehensive understanding of call control and dial planning. It will start with an introduction to dial plans, cover SIP trunk and voice gateway configuration, and explain dial plan configuration and transformation mechanisms in CUCM. The chapter will also cover advanced concepts such as globalized dial plans, time-of-day routing, automated alternate routing (AAR), and URI dialing.


Chapter 6. Media Resources, Conferencing, and AV Solutions: This chapter will cover media resources, conferencing, and audiovisual solutions for meeting rooms. It will start with an understanding of media resources and conferencing, including Media Resource Groups (MRGs), Media Resource Group Lists (MRGLs), codec technologies, Media Termination Points (MTPs), transcoders, annunciators, Music on Hold, and conferencing in CUCM. The chapter will then explore audiovisual solutions for meeting rooms, such as meeting room endpoints, scheduling systems, wayfinding, One Button to Push (OBTP), wireless sharing, RoomOS customization and integration, advanced AV technologies, environmental considerations in AV room design, hot desking, and digital signage systems.


Chapter 7. Exploring Cisco Collaboration Cloud, Hybrid and Edge: This chapter will explore Cisco’s collaboration cloud offerings, including the Webex suite, hybrid solutions, and edge servers. It will provide an overview of Webex Meetings, Messaging, Calling (Webex Go and Webex Calling for Microsoft Teams), Webinars, and Vidcast, along with Webex real-time media models. The chapter will also cover Webex hybrid solutions, such as Webex Hybrid Calendar, Directory Service, Webex Edge (Video Mesh and Edge for Devices), and cloud-connected UC, as well as edge servers like Cisco Expressway and Cisco Unified Border Element.


Chapter 8. Understanding Signaling and Media Protocols: This chapter will discuss the significance of standards and protocols in VoIP and explore signaling and media concepts. It will cover SIP call setup and tear-down processes, SIP components in Cisco’s collaboration infrastructure (SIP REGISTRAR, PROXY, B2BUA), SIP headers, and SDP. The chapter will also examine real-time media protocols like RTP and RTCP.


Chapter 9. Deep Dive - Signaling and Media Protocols: This chapter will cover advanced topics in signaling and media protocols for IP telephony. It will explain the SDP offer/answer, including delayed offer, early offer, and early media, and discuss advanced SIP session flows such as call transfer and forward. The chapter will explore essential protocols in IP telephony, including DTMF and fax over IP, and examine NAT in collaboration, focusing on STUN, TURN, and ICE. It will also address network performance considerations and Quality of Service (QoS).


Chapter 10. Security, Compliance and Recovery: This chapter will cover the security, recovery, and compliance aspects of Cisco Collaboration solutions. It will start with security topics, including Transport Layer Security (TLS), certificates, Public Key Infrastructure (PKI) in Cisco UC, certificate types in CUCM and their usage, secure communication protocols, security measures, system hardening, and preventing toll fraud. The chapter will then discuss recovery strategies, focusing on Disaster Recovery Planning (DRP) for Cisco UC, backup, and restore processes, and address compliance issues, including data privacy in Cisco UC, regulations affecting Cisco UC services, and emergency calling.


Chapter 11. Troubleshooting Techniques and Tools: This chapter will cover troubleshooting techniques and tools used in Cisco Collaboration Infrastructure. It will start with Cisco’s troubleshooting framework and provide real-world insights beyond the framework. The chapter will then explore various Cisco Collaboration troubleshooting tools, including the Dialed Number Analyzer, Route Plan Report, CLI commands, logs, Real-Time Monitoring Tool (RTMT), Cisco Bug Search tool, and Collaboration Solutions Analyzer.


Chapter 12. Automation and APIs in Cisco Collaboration: The chapter will introduce the concept of automation and APIs in the context of Cisco Collaboration solutions. It will explore various APIs available in Cisco Collaboration products, including APIs for Webex devices (xAPI and CE-Deploy), SBC and voice gateways, Cisco Meeting Server, CUCM, Cisco Expressway, and Webex, and provide an overview of how these APIs can be used to automate tasks and enhance functionality in a Cisco Collaboration environment.


Chapter 13. Additional Resources and Emerging Trends: The chapter will focus on continuous learning resources and future trends in collaboration technologies. It will provide a list of resources to help readers deepen their knowledge and stay current with advancements in the field, including design guides, configuration guides, forums, and virtualization wikis. The chapter will conclude by discussing emerging trends shaping the future of collaboration.


Throughout the book, practical examples and real-world insights will be provided to reinforce the concepts covered. By the end of this book, readers will have a comprehensive toolkit to excel in managing Cisco Collaboration Infrastructure, whether they are novice IT admins, professionals preparing for Cisco Collaboration exams, or experienced administrators looking to enhance their skills.
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CHAPTER 1


Introduction to Modern Collaboration Technologies



Introduction

This chapter introduces the basics of collaboration technologies. We will highlight the benefits they bring to business, chart their evolution over the years, and look at modern iterations of these tools. By understanding various deployment models, their pros and cons, and through real-world scenarios, we aim to give you a comprehensive understanding of the collaboration tool landscape.

Structure

In this chapter, we will discuss the following topics:


	Introduction to Collaboration Tools

	Benefits of Using Collaboration Tools

	Evolution of Collaboration Technologies

	Modern Collaboration Tools

	Different Deployment Models

	Pros and Cons of Different Deployment Models

	Revisiting Deployment Models with Scenarios



Introduction to Collaboration Tools

Collaboration technology comprises various tools and platforms designed to facilitate effective communication and collaboration in a professional setting. This umbrella term covers everything from straightforward messaging apps and email services to complex video conferencing tools and project management platforms - basically, any tool that enhances the ease and efficiency of joint work efforts.

Companies are now embracing flexible work practices, with remote work becoming common. In such a scenario, collaboration tools have shown their worth, filling the physical void between team members and facilitating a unified and consistent workflow.

The tools currently used have come a long way from their earlier versions. They have transitioned from basic messaging and email services to refined platforms offering various features, including video conferencing, real-time document collaboration, project tracking, and even customer support driven by artificial intelligence. This trend continues as we delve deeper into the domains of cloud computing and artificial intelligence.

Benefits of Using Collaboration Tools

Collaboration tools have become vital for business productivity in the post-COVID era, as many organizations have embraced flexible and remote working models. Here are some key benefits:


	
Improved Communication: Collaboration tools such as Slack, Webex, Microsoft Teams, or Google Workspace enable instant communication among employees, irrespective of their geographical location. This helps to keep everyone in the loop and promotes a sense of unity within distributed teams.

	
Real-Time Collaboration: Platforms such as Microsoft Office 365 or Google Docs enable multiple users to work on a document simultaneously. This enables real-time collaboration and feedback, reducing the time required to complete tasks.

	
Efficient Project Management: Tools such as Trello or Asana allows clear task assignments, progress tracking, and deadline setting. This reduces the chances of tasks being overlooked or delayed, helping in maintaining productivity.

	
Centralized Information: Collaboration tools provide a central place for all communications, files, tasks, and other project-related information. This makes it easier for team members to find the information required without filtering through countless emails.

	
Cost and Time Efficiency: Travel costs and time can be significantly reduced as meetings, training sessions, or conferences occur online via video conferencing tools such as Zoom or Webex.



Let us take a closer look at how collaboration tools have evolved over time to meet the changing needs of businesses.


Evolution of Collaboration Technologies


Technology constantly evolves and improves; each advancement opens up new possibilities for other improvements. Looking back at the early to mid-2000s, there are some key factors to consider:


	Mobile phones were expensive

	Network availability was not as good

	The average internet speed was 1Mbps

	The global internet penetration rate was 10-15%



For Personal Use

In the early to mid-2000s, making phone calls and sending text messages (SMS) using the cellular network was common. AOL IM and MSN Messenger (later Windows Live Messenger) were the popular internet messaging tools that allowed real-time chat with friends and were widely used across the globe.

Skype, launched in 2003, made a huge impact and quickly became a go-to solution for making audio and video calls over the internet. Its peer-to-peer technology and high-quality calls were unique at the time. The combination of text chat, voice and video calls, and group conversations in all these formats contributed to Skype’s popularity.

After 2010, as internet speed and penetration improved and smartphones became popular, numerous platforms and apps emerged, changing the way we communicate with friends and family. Tools such as Google Hangout, Facebook Messenger, WhatsApp, Facetime, and WeChat offered standard features such as text chat, voice/video calls, group conversations, and file sharing.

Our usage of and dependence on these tools changed post-COVID ( 2020 onwards). Previously, it was uncommon to see the same tools available for both business and personal use, and most business tools had more features and were not free. In and after 2020, tools such as Zoom, Webex, and Microsoft Teams became free for personal use and common for various purposes, such as online classes, brainstorming, and virtual gatherings.

For Business Use

Prior 2010, tools for meetings and webinars were specialized and expensive. Webex and GoToMeeting were popular choices for meetings and webinars, while other tools like IBM Lotus Sametime, Microsoft Office Communicator, and Jabber focused on instant messaging, audio, and video calls.

Between 2010 and 2015, these tools improved significantly as overall technology advanced, but they became highly scalable for large meetings and webinars only after 2015. In and after 2020, these tools underwent massive improvements in features and scalability.

To better understand the current state of collaboration technologies, it is essential to examine the key factors that have influenced their development and adoption.

Here are some factors that brought about fundamental shifts:

Launch of New Apps

Skype significantly impacted existing tools; it was easy to use, cheaper for voice/video calls over the internet, and affordable for international calls. Skype’s popularity also influenced hardware, with many computers starting to include webcams as standard and accessories such as headsets, with microphones becoming popular. These factors influenced and improved existing tools available for business use for voice/video calls.

Another example is Slack. Before its launch in 2013, instant messaging focused on direct messages and group chats. One of Slack’s defining features is its use of channels for team communication, allowing users to create channels around specific topics, projects, or teams. This makes conversations more organized, easier to follow, and simpler for new team members to catch up.

Slack also supports a wide range of integrations with other tools and services (Google Drive, Trello, Asana, GitHub, and many other productivity and business tools), making it a hub for work. Its powerful search feature allows searching the entire conversation history, and it provides extensive customization and bots that can automate tasks, send reminders, and integrate with complex systems, helping teams be more efficient.

Slack’s success popularized the concept of a team chat platform as a core productivity tool, shifting businesses away from relying heavily on email for internal communication. Its popularity also led to the emergence of similar platforms, such as Microsoft Teams, which adopted many similar features. Other existing tools such as Webex Teams and Google Chat also evolved.

Impact of COVID

The COVID-19 pandemic and the resulting shift to remote work in 2020 brought significant changes, such as:


	Increased demand.

	New features and upgrades - for example, increased max participants in video calls, introduced breakout rooms, and security improvements.

	Webinars and Large Meetings: With in-person events being canceled, many organizations have turned to online webinars and virtual conferences. This led to tools enhancing their features to support large-scale events.

	Integration and Interoperability: There was an increased focus on making sure various tools could work together seamlessly, as businesses were using a mix of different tools for communication, collaboration, and productivity.



When comparing collaboration tools for personal and business use, there are notable similarities and differences to consider.

Similarities:


	Features such as IM (direct or group), Audio, Video, and file sharing are standard and available in most apps.

	We use more than one app even if the same feature is available on both apps.

	Availability on mobile devices and good user experience are no longer optional.

	Security and data privacy are more important than ever.

	Should work from anywhere.



Differences:


	For personal use, we lean towards free service as there are many. For business use, a free service is rarely an option or preference.

	Integration of collaboration tools with other apps is advised for personal use but mostly optional; for business use, integration with other tools and services is a must.

	Different scale of usage.

	Businesses have higher security, data privacy, and regulatory compliance requirements. Enterprise-grade collaboration tools often offer advanced security features, data loss prevention, audit trails, and adherence to various compliance standards that are not typically required for personal use.

	In businesses, implementing new tools often involves structured training and change management processes to ensure all employees effectively adopt and use the tool. In contrast, individuals tend to adopt tools more informally, frequently basing their choices on factors such as ease of use and the preferences of their friends or family.



Modern Collaboration Tools: A Shift in Dynamics

The landscape of collaboration technologies has experienced a monumental shift in recent years. This evolution, driven by both technological progress and shifts in workplace practices, has reshaped our professional communication and collaboration methods. Before diving into these transformations, let us clarify what is meant by Unified Communications and Collaboration technologies.

Unified Communications (UC) and Collaboration technology are two different but closely related concepts that are crucial in modern business communications.

Unified Communications is an industry term used to describe the integration of enterprise communication services such as instant messaging (chat), voice (including IP telephony), mobility features (extension mobility, single number reach), audio, web and video conferencing, and desktop sharing.

Collaboration technology, however, refers to tools and platforms that allow teams to work together on projects or tasks, regardless of their location. This can include project management software, document sharing and editing platforms, social media tools, and other digital platforms that facilitate team collaboration.

For example, a UC solution might include voice and video calling capabilities, instant messaging, and file sharing. A Collaboration technology might then add the ability to simultaneously edit a shared document, assign tasks, manage projects, and more. Therefore, UC is more about facilitating communication, while Collaboration technology is about facilitating teamwork and shared productivity.

In the past, businesses used a collection of separate tools to cater to their communication needs. There would be one tool for emails, another for voice calls, and another for video conferencing. However, today’s collaboration tools have evolved beyond this siloed approach, shifting towards an integrated platform-based model.

This shift towards platform-centric solutions serves several key advantages. Firstly, it enhances user experience by providing a unified interface for various communication channels. Secondly, these platforms can seamlessly integrate with other business tools and applications, improving workflow efficiency. For example, a modern collaboration platform might integrate with your CRM software, letting you pull up customer information during a support call or with your project management tool to discuss real-time task updates.

These modern platforms have several core components that set them apart from their predecessors:


	
Unified Communications: Modern collaboration tools embody the principles of UC, integrating voice, video, messaging, and content sharing into a seamless user experience. For instance, Cisco’s Webex platform blends all these elements, allowing users to switch between different communication modes effortlessly.

	
Integration and Interoperability: Modern tools focus on interoperability, facilitating integration with many third-party applications and services. Your project management tool, CRM, or document management system can work harmoniously with your communication platform. For example, Cisco’s Webex app and devices let you join any meeting (Webex, Zoom, Google Meet, MS Teams) with additional configuration.

	
Cloud-driven: Cloud-based platforms can rapidly scale to meet growing user demand, provide feature updates without needing physical installations, and reduce upfront infrastructure costs. Microsoft’s Teams platform, Zoom, and Cisco with Webex exemplify this shift towards cloud-based, all-encompassing collaboration platforms. For example, the Sales team wants to host a webinar with 2000 participants, with an upgrade of license, most of these platforms will allow you to meet the need.

	
Platform-centric Approach: Today, collaboration tool providers strive to create an ecosystem rather than standalone tools. The shift is towards platforms that offer a broad spectrum of services, keeping users engaged within their ecosystem. This strategy allows companies to ensure a uniform experience, integrate new features seamlessly, and offer comprehensive solutions to diverse organizational needs.

	
Artificial Intelligence and Machine Learning: An integrated platform allows for incorporating advanced technologies like Artificial Intelligence (AI). AI can offer features like AI-generated summary of the meeting, real-time transcription and translation, sentiment analysis, and more. These advanced features significantly improve productivity and streamline communication in increasingly distributed teams.

	
Scalability and Flexibility: Cloud-based collaboration platforms provide unparalleled scalability and flexibility, allowing organizations to scale up or down based on their requirements. This aspect becomes critical in rapidly changing scenarios, such as the global shift to remote work due to the COVID-19 pandemic.



The paradigm shift in collaboration technologies reflects our evolving workplace dynamics and the need for more integrated, efficient, and adaptive solutions. As we progress, these trends will likely solidify, further reshaping our conception of collaboration.

However, the shift to platform-based collaboration tools has its own challenges. Companies must consider data security, privacy, compliance with regional regulations, avoid vendor lock-in, and the seamless integration of new tools with existing workflows. With the rapid pace of innovation and increasing demand for efficient remote collaboration, the shift towards integrated platform-based collaboration tools is set to continue, revolutionizing how we work.

Let us explore the four main deployment models for collaboration tools: On-premises, Hosted Collaboration Solution (HCS), Hybrid, and Software as a Service (SaaS).


Dissecting Deployment Models: Unveiling the Pieces of the Puzzle


The four main deployment models are On-premises, Hosted Collaboration Solution (HCS), Hybrid, and Software as a Service (SaaS). The selection of a particular model depends mainly on the size of the business, available budget, existing IT infrastructure, and specific operational requirements.


	
On-premises: The organization hosts all the infrastructure and software in-house in this model. The IT team manages, maintains, and updates the entire infrastructure. While this approach provides maximum control and customization, it requires significant upfront investment and ongoing management resources. This may be a viable choice for large businesses with complex collaboration needs and a robust IT infrastructure.

	
Hosted Collaboration Solution (HCS): In the HCS model, a service provider hosts the collaboration infrastructure in their data center, and the organization consumes it as a service. Maintenance and upgrade tasks fall under the service provider’s scope, reducing the management burden on the organization’s IT team. This model provides the benefits of an on-premises solution, such as customization, with a cloud solution’s reduced complexity and cost benefits. The scope of this model varies from one service provider (or Customer) to another. Some service providers deploy/provide the option to have dedicated instances or shared infrastructure with different add-on services based on their capabilities and customer needs.

	
Hybrid: The hybrid model combines on-premises and cloud-based solutions. Some elements of the collaboration suite are kept on-premises, while others are moved to the cloud. This model offers flexibility by allowing organizations to leverage the benefits of cloud services while maintaining on-site control over specific critical components.

	
Software as a Service (SaaS): This is the fastest-growing deployment model for collaboration tools. The entire collaboration suite is hosted in the cloud, and businesses consume it through a subscription model. The provider handles all updates and maintenance, relieving businesses of these responsibilities. Examples of popular SaaS solutions include Webex by Cisco, Microsoft Teams, and Zoom. SaaS models are beneficial for small to medium businesses without big IT teams or those seeking to reduce initial costs (reduced Capex).



Now that we have defined the deployment models, let us understand the factors that influence a company’s choice of collaboration tools.

From a user’s perspective, collaboration technologies appear as a single, unified platform. However, behind the scenes, these platforms often consist of multiple components stitched together. It is rare for a single vendor to provide all the tools in a collaboration suite, and even rarer for a company to adopt an entirely integrated solution from a single provider. Various factors, such as unique business needs, existing infrastructure, and budget constraints, influence a company’s choice of collaboration tools.

Vendors typically bundle closely integrated services and features into distinct products that can be easily combined to create a comprehensive platform. If a vendor can not offer certain essential features, they often partner with specialized providers to offer tested integrations. These bundled services are tailored to market trends and customer needs. Some vendors prioritize open interoperability, allowing their products to work seamlessly with popular tools in the market.

For example - Microsoft Teams has limited call center (aka Contact center) features, so they provide tested integrations with third-party contact center solutions. See this for more details: https://learn.microsoft.com/en-us/microsoftteams/teams-contact-center?tabs=connect

Another example is Slack. Slack has limited web conferencing functionality but allows integration with popular video conferencing tools. See this for more details:

https://slack.com/intl/en-in/help/articles/208492868-Voice-video-and-screen-sharing-apps

The choice of deployment model also depends on a company’s existing IT infrastructure and requirements. For startups with few employees and no prior investment in tools, choosing a bundled solution from a single vendor can be relatively straightforward. This is known as a greenfield deployment. In contrast, large global companies with established collaboration tools and extensive IT infrastructure may face a slower migration process when adopting new tools (Imagine a running Elephant taking a U-turn), as they need to consider their existing investments and workflows. This is referred to as a brownfield deployment.

Companies may choose not to use all services from a single vendor for several reasons:


	To protect the investment made in existing infrastructure

	To leverage the strengths of different vendors

	To address unique use cases that require specific solutions

	To support legacy infrastructure that is only compatible with certain vendors

	Migration is slow (Migration is a multi-year project, so only one feature is migrated to a new tool at a time)



For example, a large global company might use Microsoft Office 365 or Google Workspace for email, calendar, file storage, and productivity tools while using Slack for instant messaging due to its integration with other tools in their workflow. They may use Zoom for web conferencing and webinars but rely on Cisco’s on-premises solution for voice calling. The company may have been using Avaya and Cisco contact center solutions and is now gradually migrating to a cloud-based Genesys contact center.

Additionally, large global companies may use different tools for specific departments or regions. For instance, the sales department might require different web conferencing tools to accommodate customers who can only join Webex or MS Teams meetings. In some countries or regions, the standard tool may not be available or may cause issues, necessitating the use of alternative tools.

Choosing a suitable deployment model is a critical decision for any organization. The choice should align with the organization’s strategic goals, operational needs, and IT capabilities. As the business environment and collaboration technologies evolve, organizations may shift from one model to another to best meet their changing needs.

Pros and Cons of Different Deployment Models

As with any technology decision, each deployment model for collaboration tools has unique advantages and drawbacks. Understanding these pros and cons can guide you in selecting the most suitable model that aligns with your business objectives, budget, and IT capabilities.

We will delve into the pros and cons of each model to help guide your decision-making process (see Table 1.1) :








	
Deployment Model


	
Pros


	
Cons





	
On-Premises


	
High level of control and customization, data security and privacy, integration with existing infrastructure


	
High upfront costs, ongoing maintenance, management require skilled IT staff, and scalability can be challenging





	
Hosted Collaboration Solution (HCS)


	
Reduced maintenance and management, lower upfront costs than on-premises solutions


	
Dependence on the service provider, potential limitations on customization, can be more expensive over the long term compared to SaaS





	
Hybrid


	
Flexibility to choose where each component is hosted, balance of control, Scalability, can leverage existing infrastructure


	
Complexity of managing multiple deployment models, integration, Compatibility challenges, requires skilled IT staff to manage





	
Software as a Service (SaaS)


	
Low upfront costs, scalability and flexibility, automatic updates and maintenance, accessibility from anywhere


	
Potential limitations on customization and control, dependence on internet connectivity, possible concerns around data privacy and security






Table 1.1: Pros and cons of deployment models


Navigating the Deployment Maze: Factors and Scenarios


When deciding which deployment model to choose, organizations consider multiple factors. These factors include but are not limited to cost (including licensing), interoperability with existing tech infrastructure, feature needs, global support, security, and compliance requirements, the desire to avoid vendor lock-in, and in-house skill competency.

Let us consider three scenarios to understand these factors in a real-world context.

Scenario 1: A startup with 100 employees in one country


	
Cost and Licensing: As a startup, minimizing initial costs is crucial. SaaS models, with their pay-as-you-go nature, can provide cost-effective collaboration solutions.

	
Interoperability: As the technical infrastructure might still be under development, the startup may prioritize solutions that offer easy integration and flexibility.

	
Feature Needs: With fewer employees, the startup may not require all the advanced features. Essential communication and collaboration tools may suffice.

	
Global Support: Since the organization is localized in one country, global support may not be a crucial requirement.

	
Security/Compliance: Basic security features would be sufficient, and if the startup does not have sensitive data to handle at the early stages, extensive compliance needs may not be a priority.

	
Avoid Vendor Lock-in: The organization might want to avoid long-term commitments to a particular vendor at this early stage, so they prefer a solution that offers flexibility.



Scenario 2: A startup with 1,000 employees in five countries with PCI DSS compliance requirements


	
Cost including licensing: With a larger size and presence in multiple countries, the organization might have a more substantial budget but still be conscious of costs.

	
Interoperability with other infrastructure: The startup might have a more complex tech infrastructure at this stage, making interoperability an important factor.

	
Feature needs: As the organization grows, it will need more sophisticated features such as advanced communication tools, file sharing, project management, and so on.

	
Global Support: With its presence in multiple countries, global support becomes crucial.

	
Security/Compliance: Compliance with PCI DSS would be a priority, making security a critical factor in decision-making.

	
Avoid Vendor Lock-in: At this stage, the organization may want to maintain flexibility if it needs to switch vendors as it grows.



Scenario 3: A large company with 15,000 employees in 10 countries


	
Cost including licensing: A large company would likely have a more substantial budget for IT investments. However, it would still look for cost-effective solutions that provide value for money.

	
Interoperability with other tech infrastructure: Interoperability would be critical due to the extensive and complex existing tech infrastructure.

	
Feature needs: A large company would have sophisticated needs, requiring a comprehensive set of features from collaboration tools.

	
Global Support: With a presence in numerous countries, global support is a must.

	
Security/Compliance: The organization would have stringent security and compliance requirements, considering the vast amount of sensitive data it handles.

	
Avoid Vendor Lock-in: To maintain flexibility and avoid potential risks, the company might still want to avoid vendor lock-in, even at this size.

	
In-house skill competency: A large company would likely have a competent in-house IT team to manage and maintain the chosen solution.



These were just a few factors in each scenario. There can be more, for example:


	
Scalability: How easily the solution can accommodate growth or contraction in the organization.

	
Reliability: The consistency and performance of the solution.

	
Vendor’s Reputation and Stability: The trustworthiness and financial stability of the vendor.

	
Disaster Recovery and Business Continuity Planning (BCP): Whether the solution offers data backup, disaster recovery, and continuity planning features.

	
Mobility: If the solution supports remote work or mobile access.

	
User Experience: How user-friendly and intuitive the solution is for the end-users.

	
Training and Support: The availability and quality of vendor’s customer support and training resources for users.

	
Data Ownership and Portability: Clarity about who owns the data and how easily the data can be moved or extracted from the solution.



These scenarios illustrate that selecting a deployment model is a strategic decision that depends on multiple factors unique to each organization. It is essential to understand these factors thoroughly to make an informed decision that best suits the organization’s needs and circumstances.

Conclusion

This chapter helped us understand how important collaboration tools are in today’s connected business world. These tools are not just for communicating; they also help teams work better together, improve workflows, and provide better customer service.

We looked at how these tools have changed over time, from early instant messaging and internet phone services to today’s advanced platforms such as Microsoft Teams, Slack, Zoom, and Cisco Webex. Modern collaboration focuses on providing one integrated platform to meet all communication and collaboration needs.

We also learned about different ways to set up these tools: On-Premises, HCS, Hybrid, and SaaS. Each has its own advantages and disadvantages. On-premises solutions give you more control but need a lot of money and maintenance upfront. SaaS solutions are flexible and can grow with your business, but might limit customization and data control.

When choosing how to set up collaboration tools, we have to think about many things like cost, compatibility, features, global support, security, avoiding being stuck with one vendor, and having the right skills in-house. It is about finding a solution that fits your organization’s needs, budget, and plans for the future, not just getting the most features or the lowest price.

This chapter gives us a big-picture view of collaboration tools. The next chapter will focus on understanding how Cisco’s Collaboration Solution works.


Multiple Choice Questions



	What key trend has driven the development of collaboration tools from simple messaging applications to all-inclusive platforms?

	Increase in remote working and need for virtual collaboration

	Rise in the cost of cloud storage

	Growing popularity of cryptocurrency

	Advances in virtual reality





	Which deployment model for collaboration tools provides the most control but requires significant upfront costs and continuous maintenance?

	SaaS

	On-Premises

	Hybrid

	HCS





	What is one factor that does not affect the decision-making process when selecting a deployment model for collaboration tools?

	The organization’s size and geographical spread

	The existing technical infrastructure

	The company’s marketing strategy

	The allocated budget for IT expenditures





	When considering a collaboration solution, why is it essential to consider the long-term cost implications of different deployment models?

	It can affect the overall operational efficiency

	It influences the organization’s ability to scale and adapt

	Both a and b

	None of the above







Answers


	a

	b

	c

	c




Further Reading


To improve your understanding and broaden your perspective, explore the following topics. Remember to tailor your research based on your organization’s specific needs and always discern between genuine insights and industry trends.


	
Investigate the Evolution of Collaboration Tools: Track the historical journey of collaboration tools from their inception to the present day and identify the key technological advancements that have driven this evolution. Example- what tools have you had in your organization in the last 10 years, and what led to the current state.

	
Analyze the Key Players in the Market: Conduct an analysis of the leading players in the collaboration tool market, including Microsoft Teams, Slack, Zoom, and Cisco Webex. Understand their unique selling propositions, core features, and the industries they primarily cater to.

	
Perform a Cost-Benefit Analysis: Conduct a cost-benefit analysis of buying, leasing, and subscription models for collaboration tools. Do not limit your exploration to financial implications; consider the impact on operations, adaptability, and future scalability.

	
Examine the Impact of COVID-19: Investigate how the COVID-19 pandemic affected the use of collaboration tools in businesses and in your own organization. (Hint: Start with news articles and industry reports from 2020-2021).

	
Research the Role of Global Support: Understand the importance of global support for organizations with international operations. Learn how vendors cater to this need and what it implies for choosing collaboration tools.

	
Assess the Implications of Vendor Lock-in: Research the concept of vendor lock-in. Understand its potential risks and the strategies organizations can adopt to avoid when choosing collaboration tools.

	
Study Interoperability: Understand the importance of interoperability in today’s business environment. Learn how collaboration tools integrate with other business systems and why this is essential.

	
Delve into Licensing Models: Look deeper into the licensing models of different collaboration tools. How do they impact scalability and cost-effectiveness? (Hint: Start with the official websites of the tools).

	
Understand the Future: Research emerging collaboration technology trends. How might AI, Machine Learning, and other advancements change how we collaborate?

	
Security in collaboration tools: Explore the security measures employed by popular collaboration tools to protect data. (Hint: Check out white papers and security reports from collaboration tool providers)









CHAPTER 2


Understanding Cisco Collaboration Solutions



Introduction

In this chapter, we will explore the Cisco Collaboration ecosystem. We will cover its architectural components and understand redundancy and licensing in detail. Whether you are new to Cisco or deepening your understanding, this chapter will equip you with the knowledge needed for a robust on-prem collaboration setup.

Structure

In this chapter, we will discuss the following topics:


	Deployment Models and Reference Architecture

	Core and Hybrid Components of Cisco Collaboration Solutions

	The Role of Virtualization in Unified Communications

	Key Design Criteria

	Understanding Redundancy in Cisco Collaboration

	Deployment Scenarios Example

	Navigating Licensing and Associated Costs



Deployment Models and Reference Architecture

Cisco is one of the key players with a significant market share in Unified Communications. Their solution is available as on-prem, hosted, hybrid, and Cloud/SaaS offering (Webex). As learned in the last chapter, in the post-COVID era and with a platform-centric approach, the focus has shifted to cloud-based solutions, but it is not feasible/beneficial for all customers.

While some big providers/vendors (for example, Microsoft) have entirely shifted the focus to Cloud and stopped innovating for on-prem solutions, Cisco commits to continue innovating for on-premises solutions (and for Cloud). It helps those customers who gradually/partially want to move to Cloud or want to stay on-prem but still get the features/benefits of Cloud by having a hybrid model.

One of the key features of UC is IP Telephony, which is commonly used by all companies. It is the ability to make phone calls using an IP network instead of traditional phone lines. Cisco is the market leader in this space. Let us look at some stats from their Cisco Live 2020 presentation. (DGTL-PSOCOL-1101)


	They had a 45% market share in On-premise IP Telephony.

	300,000 Companies use their Collaboration solution.

	95% of these are large enterprises (Fortune 500)



One of the key differences between a Cloud (SaaS) offering and On-prem is that, in a cloud offering, the vendor/service providers have an entire service designed for you. They provide 2-3 options to choose from based on your need, and as a customer, you need to use them as it is with some minor modifications to meet your needs. This model also locks customers in and forces them to use most components from the same provider or their partner.

In on-prem, the vendor sells the license/software and hardware (optional– if Virtualized) to the customer and has some recommendations for architecture. These are pieces that need to be stitched together. The good thing about this model is that customers can modify/remove the parts they do not need. There is flexibility and fewer chances of lock-in, and it is easy to use/integrate components from other vendors if the customer wants to.

In both cases, customers do not need to have complete expertise around the whole architecture. Most vendors (or their partner or external consultant) offer services to help customers design, deploy, and troubleshoot the infrastructure.

Let us look at the preferred Collaboration design recommended by Cisco. Understanding what each component does and how they provide a particular feature is essential. We will also discuss which components are redundant and how design can be changed in various ways. This is based on the 12.5 version, but the foundation remains the same if you have a higher or lower version (maybe a minor difference).

Unified Communications Deployment Models

A deployment model specifies the location of core servers and components within an organization. This arrangement shapes network efficiency, cost, and system redundancy.

Depending on the organizational scale, geographic dispersion, and specific operational needs, there are different models to consider. Let us explore the three primary models:


	
Campus deployment model: All servers/components are in the same location/office. It can be in the same or a different building within the campus and connected through high-speed LAN or MAN.

	
Centralized deployment model: Core Servers are located in the central/headquarters site or data center, and some components such as Voice gateway and media resources are distributed across multiple remote sites (local to branch offices). Central and remote sites are connected by WAN. Example- large company with various offices in a Country/Continent.

	
Distributed deployment model: Multiple Centralized deployment models are interconnected. Example- very large company with many offices WW (across multiple continents).



We will discuss this in detail with more context and examples later in this chapter. These deployment models can have many variations, but the concepts remain the same.

Reference Architecture

Here is a diagram that depicts the centralized deployment model for Unified Communications:


[image: ]


Figure 2.1: Centralized deployment model

This is a simplified On-prem design based on a centralized deployment model. Most of the infrastructure that provides core services is installed in the Company’s Data center located in the headquarters, and the remote/branch site has a Voice gateway and endpoints. Most of these UC servers have complex integration with strict latency requirements within the cluster and with other servers, so it is better to have them installed in the same high-speed LAN.

In summary, all the endpoints register to the Call control server (CUCM), which integrates with Instant and Voice messaging, Conferencing, and edge components. Endpoints on remote/branch office also register to CUCM in the Central location, and in case network connectivity between the branch and central location is down, branch office endpoints fallback their registration to local Voice GW with SRST feature. All endpoints registered on the same call control servers can make calls to each other (assuming the dial plan is configured accordingly), and to make PSTN calls, CUCM sends calls through Voice Gateway, which can be local or centralized based on design. For SIP-to-SIP connectivity, CUBE is used. With integration to Webex cloud or to make business-to-business video calls, Expressway is used. Remote workers from home (Internet) have their endpoints registered through Expressway to CUCM using a VPN-less feature called MRA.

Components of Cisco Collaboration Solutions

Let us understand what each type of component does in this architecture.

Endpoints

In unified communications, endpoints refer to the devices or apps people use to access and interact with communication services and applications. With the recent addition of headsets to their lineup, Cisco offers a wide range of both hardware and software-based endpoints. Cisco also supports the usage of third-party endpoints in their deployment, but the features will be limited. You can find the extensive list of endpoints here: https://www.cisco.com/c/en_in/products/collaboration-endpoints/product-listing.html

Modern endpoints are designed to provide a seamless and intuitive user experience, enabling individuals to stay connected and collaborate effectively from different locations and devices.

Common types of endpoints are as follows:


	
IP Phones: Desk phones connected to the network and use Internet Protocol (IP) to transmit voice calls. IP phones often provide advanced features beyond traditional analog phones, such as call transfer, conference calling, and directory access. Cisco has different models in their catalog- affordable full-featured VoIP (7800 series) phones, conference room phones with large speakers, phones with cameras, and colored displays to support video calls (8800 series). A wide range of phones allows customers to buy the right phone for specific needs. Knowledge workers may need an IP phone with more features, and if using it for long hours, they may need to connect their headset. But you can install a simple phone for the lobby and common area. If you need the phone in a conference/meeting room, you may prefer the phone with a good built-in speaker and mic. And for the receptionist or administrative assistants, they may need a phone that supports extra lines (or a key expansion module), so they can manage multiple calls.

	
Video Conferencing Endpoints: Cisco is the market leader in this category. These devices are designed specifically for video conferencing. They include room-based video conferencing systems equipped with cameras, microphones, and displays to facilitate high-quality video meetings. Think of the quality difference, such as playing video games on PlayStation/Xbox compared to mobile gaming. Similarly, these video conferencing endpoints provide an immersive experience compared to joining the meeting from a computer/smartphone. Different models range from something you can have on your desk (Cisco desk pro) to an endpoint with a large display to use as a digital whiteboard to something you can install in a small (Webex room kit mini) or large conference room with multiple large displays connected (Webex room series). We will discuss this in detail in another chapter.

	
Softphones: Softphones are software applications that run on computers, laptops, tablets, or smartphones. They emulate the functionality of physical phones, allowing users to make voice and video calls over the Internet using a headset or the built-in microphone and speakers. Example- Cisco IP Communicator, discontinued by Cisco in 2021.

	
Unified Communications Clients: These software clients combine various communication channels (voice, video, messaging, and so on.) into a single interface. They often integrate with other applications, providing a unified experience. Cisco Jabber is an example of such a client. Even though Cisco recommends using the Webex app, which offers more features, they still support Jabber clients. One of the key reasons is that the Webex app needs connectivity to the Cloud, and not all customers want that, so some customers still prefer to use the Jabber client.

	
Collaboration Apps: These software applications provide communication and collaboration features, such as instant messaging, Voice/Video calls or conferences, presence status, Persistent team/topic-focused chat, file sharing, and more. Example: Cisco Webex app that provides more features than Jabber, and it can now work in hybrid or cloud-only mode. It can utilize some features from On-prem infrastructure and other Cloud features.




Call Control


Call control refers to managing and directing voice and video communication sessions between different endpoints.

CUCM

Cisco Unified Communications Manager (CUCM) is the heart of Cisco collaboration services. As per the latest (CUCM 14) datasheet, over 300,000 customers worldwide use CUCM and over 120 million Cisco IP phones and soft clients are deployed.

https://www.cisco.com/c/en/us/products/collateral/unified-communications/unified-communications-manager-callmanager/data-sheet-c78-744937.html

All the endpoints register on CUCM. CUCM manages the routing of voice and video calls. It handles call setup, termination, and features like call hold, transfer, and conference.

Key functions of CUCM are:


	Call Routing and Control

	Unified Messaging

	Integration with other UC apps

	User Directory and Profiles

	Device provisioning and Management



We will cover these features in detail in upcoming chapters.

Unified CM Cluster Overview

CUCM cluster allows multiple servers, termed as nodes, to operate as a unified IP PBX system. This supports scalability, redundancy, and system resilience.

Server Node Roles:


	
Publisher: Acts as the central database server. It is the only one with full read and write access to the configuration database. Usually, there is just one publisher per cluster. It is recommended to have a dedicated publisher in the cluster with over 1250 users for optimal telephony performance.

	
Subscriber: They pull their database information from the publisher but use their local copy for faster initialization. They can function in various roles, such as:

	
Call Processing: Handles call functions when its specific service is enabled.

	
TFTP: Distributes files such as device configurations and firmware. It might be best to dedicate a node to this function in larger clusters (over 1250 users).

	
Media Resource: Provides features such as conferencing, music on hold, and announcements. Depending on the scale, dedicated nodes might be advisable.







Additional Services:


	
CTI Manager: Connects Cisco CallManager to TAPI or JTAPI apps. Maximum of eight nodes with this service in a cluster.

	
Unified CM Applications: Include services such as Cisco Unified CM Assistant, extension mobility and Web Dialer.



Cluster Configuration:

It is possible to mix VM configurations in a cluster, but it is not recommended because capacity is limited by the smallest VM configuration.

Different hardware platforms can be combined, but this might impact capacity. Server specifications and platform rules must be taken into account.

Recommendation:


	Use the same VM configuration across all nodes if possible.

	It is ideal to keep all cluster nodes within the same LAN or MAN. Follow WAN clustering guidelines if spanning over IP WAN.

	A maximum of 20 server nodes in a cluster, but only eight of them can be call-processing subscribers.

	For two-node clusters, limit the user count to 1250. Beyond that, consider having separate server nodes.



Cisco IM&P

Cisco Instant Messaging and Presence (IM&P) extends call control capabilities to instant messaging and presence services within the UC environment. IM&P facilitates real-time text-based communication and provides information about the availability and status of users. Key aspects of call control in Cisco IM&P include:


	
Presence Management: IM&P tracks users’ availability, status, and location across different devices and platforms. It lets users see whether their contacts are online, busy, away, or offline.

	
Instant Messaging: IM&P enables users to exchange text messages in real-time. It supports one-on-one chats, group chats, file sharing, and emoji reactions.

	
Integrated Communication: IM&P seamlessly integrates with voice and video communication. Users can initiate calls directly from the instant messaging interface, promoting quick and efficient collaboration.

	
Unified Contacts: IM&P often integrates with other applications to provide a unified contact list. This list combines email, phone, and IM contacts in a single interface.



Voice Messaging

Cisco Unity Connection is a unified messaging platform with many features.

At its core, CUC is designed to enhance voice messaging workflows. It provides voicemail, integrated messaging (voicemails sent to email), and automated attendant features, allowing users to manage their voice messages in versatile ways.

Some of the key features are:


	
Voicemail Storage: Unity Connection stores voicemail messages in user mailboxes, making them accessible from various devices and locations.

	
Integrated Messaging: Voicemails can be integrated with email inboxes, allowing users to receive voicemail notifications via email and access voicemails using the same client.

	
Personalized Greetings: Users can set personalized greetings, including standard greetings, out-of-office messages, and more.

	
Message Synchronization: Unity Connection synchronizes voicemail messages across devices, ensuring users can access their messages on their preferred endpoints.

	
Message-Waiting Indicator: Users are notified of new voicemails through message waiting indicators on their devices.



In addition to these advanced voice messaging functionalities, Cisco Unity Connection extends its capabilities to streamline call-handling processes.

Some of these features resemble call center components similar to those found in Cisco Unified Contact Center Express (UCCX). However, Cisco Unity Connection primarily focuses on essential features for call management.


	
Call Handlers: Act as automated attendants, greeting callers and providing routing options.
Example: Imagine calling a company and being greeted by a message that asks you to press “1” for sales, “2” for tech support, or “3” for general inquiries. This ensures your call reaches the appropriate department without delays.



	
Directory Handlers: Enable callers to search and connect with users or departments.
Example: When you call a company and want to speak with a specific person, the directory handler lets you search for them by entering their name or extension.



	
Interview Handlers: Collect caller information via predefined questions.
Example: Imagine calling a customer feedback line where you are prompted to rate your experience on a scale of 1 to 5. Your responses are recorded, helping the company understand and improve its service based on customer feedback.



	
Greetings Management: User-managed voicemail and call greetings.
Example: You can record a personalized voicemail greeting for your colleagues or customers.



	
Routing Rules and Schedule: Calls after business hours can be routed to a voicemail box with a “We’re closed now, but we will get back to you” message.



Conferencing

Let us delve into two core conferencing components in the Cisco Collaboration suite: CMS and TMS.

Cisco Meeting Server (CMS)

CMS is Cisco’s On-prem conferencing solution, allowing for adaptable and scalable video, audio, and web meetings with various devices and platforms.

Cisco acquired Acano in 2016, a firm known for its video infrastructure and collaboration software. The technology from Acano was then integrated and rebranded as the Cisco Meeting Server (CMS).

CMS allows participants from various devices, including video endpoints, phones, and web applications, to join meetings. It can also integrate seamlessly with Cisco Unified Communications Manager (CUCM) and other third-party systems.

The primary operating system for CMS is Linux-based. It utilizes WebRTC for its web clients and employs Session Initiation Protocol(SIP) for call signaling.

Main Features:


	
Multi-Platform Collaboration: CMS is designed to bridge the gap between various conferencing solutions. Whether participants use Skype for business, traditional video conferencing endpoints, or join via a browser using WebRTC, CMS brings them together in one meeting.

	
Adaptive Call Quality: CMS adjusts call quality based on the network conditions. So, if bandwidth drops, CMS will adjust to ensure the call continues, even if at a reduced quality.

	
Advanced Scalability: CMS can scale from small to large multi-site deployments, offering an optimal experience for SMBs and large enterprises. Its clustering ability ensures that thousands of users can be accommodated simultaneously.

	
Space-based Conferencing: CMS uses a concept of “spaces” for meetings. Every user can have a dedicated space or virtual meeting room to host ad-hoc or scheduled meetings.

	
Enhanced Security: CMS secures interactions between specific services such as the call bridge, web bridge, and database services using TLS and digital certificates, ensuring robust encryption and authentication of data exchanges. In addition to standard encryption, CMS offers features such as “lobby lock” allowing meeting hosts to approve participants before joining a space and lock a meeting once all participants have joined.

	
Recording and Streaming: CMS has built-in recording and streaming capabilities, enabling meetings to be broadcast to larger audiences or stored for future reference. The Recorder provides the ability to record meetings and save the recordings on a Network File System (NFS) document storage. CMS streamer integrates with any streaming platform that supports RTMP(S) (YouTube, Facebook, and so on). The recommended platform for integrating with the CMS Streamer is the Vbrick DME external streaming server, which Cisco has successfully tested.

	
API Customization: CMS offers a comprehensive set of APIs, allowing businesses to customize and integrate it with their specific business processes or applications.



TelePresence Management Suite (TMS)

TMS is a central hub for managing and monitoring Cisco TelePresence endpoints and infrastructure. It centralizes and simplifies many tasks associated with managing a large-scale video infrastructure.

TMS offers a unified dashboard for overseeing Cisco TelePresence systems. It also integrates with enterprise calendaring systems, providing video conference scheduling and resource reservation functionalities.

TMS is designed for on-premises deployment and operates seamlessly alongside other Cisco collaboration tools.

The platform for TMS is the Windows Server. It connects with Active Directory for user management and employs LDAP for directory services.

Cisco has announced the end of the sale and end of life for TMS and has recommended customers consider the migration. Details here: https://www.cisco.com/c/en/us/products/collateral/conferencing/telepresence-management-suite-tms/tele-manage-suite-eol.html

VQ Conference Manager DMA is the Cisco recommended on-premise replacement for Cisco TMS. You can find more details about it here: https://www.vqcomms.com/tms-replacement/

Main Features of TMS:


	Centralized Management

	Smart Scheduling

	Real-time Monitoring & Alerts

	Phonebook Services

	Usage and Performance Analytics

	Bandwidth Management

	Upgrade Management



PSTN and Voice Gateway Integration

With organizations increasingly relying on IP networks, there remains a need to interface with the traditional PSTN. This is where voice gateways come into play.

Voice gateways are intermediaries, ensuring seamless communication between IP-based systems and the PSTN.

This section will delve into the intricacies of the PSTN, its integration with IP networks, and the role of voice gateways in bridging these two worlds.

Public Switched Telephone Network (PSTN)

The PSTN is the traditional telephone network that uses circuit-switched telephony between telephones for voice communication. It consists of a global collection of interconnected public telephone networks, both commercial and government-owned.

In our context, when referring to the PSTN, we are discussing the network used to make traditional telephone calls instead of calls made over the Internet.

It is important to understand the key difference between the Internet and PSTN as both are interconnected public networks.








	
Attributes


	
Internet


	
PSTN





	
Network type


	
Packet-switched: Data is broken into packets, sent independently, and reassembled at the destination.


	
Circuit-switched: A dedicated path is reserved for the duration of a call, ensuring a constant, uninterrupted connection.





	
Origins and Design


	
Designed for a variety of traffic types. Can handle web browsing, file transfers, voice calls, and more.


	
Originally optimized for voice communication over long distances with clarity and reliability.





	
Flexibility and Services


	
Supports a variety of applications, from multimedia to integrations with other software.


	
Primarily limited to voice calls but offers high reliability and quality for these communications.





	
Reason for Existence


	
Adaptability and support for diverse applications including voice services.


	
Reliability in regions without high-speed internet, consistent voice call quality, regulatory requirements, legacy infrastructures.






Table 2.1: Key differences between the Internet and PSTN

Organizations require PSTN connectivity to make or receive calls to/from the traditional phone network. This is typically achieved by leasing Direct Inward Dialing (DID) numbers and connections from a service provider.

Cisco Voice Gateway Options

Cisco offers a variety of voice gateways to cater to different organizational needs.

Cisco ISR 4000 Series are multifunction devices offering routing, security, and voice gateway capabilities. You can find more details here: https://www.cisco.com/c/en/us/products/collateral/routers/4000-series-integrated-services-routers-isr/data_sheet-c78-732542.html
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