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    This book contains a collection of chapters related to emerging technologies for socio-economic and secure infrastructure development in computer science and systems perspectives. This book is intended for those seeking advanced knowledge to conduct research and/or development.




    There were 16 informative and scientifically proven chapters in this book, covering both areas of socio-economic and secure infrastructure development. Each article holds specific knowledge, with empirical analysis and scientifically proven for readers’ better understanding and replication. These articles focused on areas such as system performance, tracking and monitoring, analytics, internet of things (IoT) environment, and web applications for the emerging technologies scope, while areas focused on system security are such as sentiment analysis, cyber security, intrusion detection, privacy and fake/deepfake handling.




    Hopefully, this book will be the source of reference to recent emerging technologies implementation and advancement in catering to socio-economic and software security horizons.




    Thank you.
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    Social and economic factors have a growing impact on our lifestyle. These factors provide the basis for our decisions in choosing healthcare, education, shopping, and other key choices of our life. The advancement in various technologies like the Internet of Things (IoT), Artificial intelligence, Data Analytics and Machine Learning has made it possible to measure and positively impact these socio-economic factors. In this competitive world, companies must identify trends and make projections to estimate the future direction of their business. In addition, businesses need to incorporate various technologies to gauge their customer buying behaviour and overall opinions on the products and services. Customer buying behaviour is determined by capturing the customer's involvement in purchase decisions before buying a product or service through various technological platforms, including search engines, social media posts, and a variety of other tools.




    Similarly, sentiment analysis is among the critical approaches that businesses must employ to detect and quantify attitudes, opinions and emotions among various customer segments. However, the significant influence of technology on these socio-economic factors has escalated several serious concerns. Among those concerns, the digital divide and the security issues are the biggest challenges to overcome. The digital divide is primarily caused by insufficient technological access, lack of digital skills and cost of the underlying infrastructure. Moreover, knowledge and comprehension of the underpinning security technologies and their application to safeguard these systems are critical. Furthermore, understanding the key issues pertinent to using security technologies and the legal framework within which the security technologies are used is of utmost importance. Investigating the use of emerging technologies for socio-economic and secure infrastructure development will not only support technological sustainability but will also significantly affect the future development trends.
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      Abstract




      This work investigates the various types and aspects of the determinants that cause impulse purchase behaviour within the context of e-commerce websites. It delves into finding the factors that trigger impulse purchase behaviour for consumers of both male and female gender within the age brackets of earning potential. The findings of this review highlight the factors that need to be in place before a purchase behaviour from a consumer can be observed. These determinants above of impulse purchase behaviour can generally be categorised into internal and external components, which are analysed in this work.
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      INTRODUCTION




      Just as outdated products are removed from the shelves to make place for the latest ones, the cohort of the latest generation to enter the consumer market are those who fall under the umbrella of Generation Z [1]. To be more specific, these are individuals born between the years of 1995 and early 2010s. They are often considered “digital natives” as they are the first generation to have grown up surrounded by such an extensive degree of digital communication [2]. As pointed out in a study [3], Generation Z constitutes about 32% of the global population at the time of this writing and is deemed to impact consumer sales in global proportions significantly.




      Studies have found that Generation Z is among the cohort of generations who spend at least 11 hours a day liking and sharing digital content across all their devices. As a result, the chances of being exposed to digital advertisements while




      checking various social media platforms of their choice at least five times a day are very high [4]. This is why Generation Z consumers are referred to as being more aware and informed than previous youth generations. Consequently, traditional marketing messages struggle with consumer avoidance [5], as this population segment knows how to pick up brands that blatantly advertise just for sales.




      Since traditional advertisement messaging is disregarded by Generation Z consumers, who represent 32% of the global population, it becomes essential to find out more about the determinants of impulse purchase behaviours in e-commerce websites for this consumer group. Although Generation Z consumers have been in the limelight of this chapter so far, a recent development in the global arena in 2019 has necessitated identifying the determinants of online impulse purchase behaviours for other generation cohorts like the Millennials, Gen-X, and Gen-Y. This global development that has shaken the way entire business processes work and disrupted supply chains of various industries is none other than the global pandemic caused by the novel coronavirus.




      Just as its predecessors had done in the past, this pandemic has essentially brought the world to a complete standstill to curb the spread of the deadly virus. In other words, regardless of age, sex, or location, most consumers have been confined within the vicinity of their own homes. As customers cannot visit physical sites, businesses in all industries have had to shift their focus and rely heavily on the online retail wing of their existing businesses. This had the effect of consumers meeting most, if not all, of their shopping needs online.




      As Fig. (1) illustrates, the purchase amount among consumers doubled in 2020 compared to only a year ago. This increase can only be thought to remain at this level or even increase in the near future. Although the world is on its way to a recovery phase due to the invention of vaccines, most consumers have been shopping online almost exclusively for the past year. It is only natural to expect them to become accustomed enough to continue to shop online whenever possible in the foreseeable future. As a result, there has never been a better time to identify the factors influencing consumers to show impulse purchase behaviour online.


    




    

      INTERNAL DETERMINANTS OF A PURCHASE DECISION




      Although the effects of the global pandemic combined with the disregard of marketing messages by Generation Z pose a unique set of challenges for selling online, attempts to sell goods and services to consumers are nothing new. One form of consumer behaviour that has existed since the dawn of commerce and is of particular interest for dealing with consumers who have become desensitised to




      marketing efforts is that of impulse purchase. The reasons for a consumer to purchase out of impulse are described below.
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Fig. (1))


      Drastic 2020 increase in online spending [6].



      

        Trait and Related Determinants




        According to [7], several individual traits and self-identification may act as internal sources of impulse buying. Unsurprisingly, psychological impulses strongly influenced impulse buying [8]. Research has shown that people who achieve high scores on tests that measure impulsivity traits are more likely to participate in impulse purchases [9].




        Three specific sub-traits within impulsivity stand out when dealing with impulse purchases. First is the sub-trait of sensation-seeking behaviour, which directly impacts impulse buying. Sensation-seeking, variety-seeking, novelty-seeking, and similar traits are reported as contributing to impulse buying [5].




        Secondly, a tendency to buy things impulsively reflects a deeply rooted longing to act spontaneously within the context of consumption. This is what turns into an urge or motivation for actual impulse buying [5]. Impulse purchase tendencies seem easier to observe and detect than other traits.




        Finally, buyer-specific beliefs are about own perceptions, and the lack tends to cause impulse purchase decisions [10]. Impulse generally occurs when a product is seen as offering high identity-expressive potential. This is intended to compensate for the lack of the consumer’s perception of themself [11]. As elaborated below, the said contextual factors might play a role in the impacts of such a lack of perception of one's identity [10].




        Even though a casual observer may not be able to appreciate it completely, consumers have two main motives when they are on an online e-commerce website. These motives are known as hedonic and utilitarian [12]. A place of seeking pleasure inspires hedonic motives. Should the product reflect their belief systems, consumers may be browsing their favourite e-commerce website simply out of boredom and purchasing something on impulse. A utilitarian motive, on the other hand, gains inspiration from a practical standpoint and looks into solving a problem. It was thought in earlier literature that utilitarian motives would prevent consumers with a hedonic motive from making an impulse purchase, but that was consequently disproven.




        The belief systems indicated above are considered crucial internal sources of impulse purchases, highlighting goal-directed tendencies and leading to specific beliefs about purchasing behaviour. For example, some consumers believe purchasing will bring emotional gratification, internal rewards, or the possibility of alleviating their negative feelings. As discussed in more detail in the following sections, these belief systems can serve as opportunities for retailers. When retailers align these consumer belief systems with their product image, consumers tend to make the purchase immediately and get relief from their pain [13].


      




      

        Self-Control




        Unlike the traits described, self-control prevents a consumer from indulging in an impulse purchase. However, as pointed out in [14], self-control requires attempts by individuals to control their desires, abide by rules, and change the general thought process of how one feels or acts. It has also been raised that self-control failure can occur because of conflicting goals, lack of self-monitoring, or depletion of mental resources [15]. Also known as “ego depletion,” the depletion of cognitive resources is said to be temporal. In other words, it is at its weakest at the end of the day [11], and a consumer is likely to take part in an impulse purchase when mental resources have depleted. This is likely a valuable tactic for marketers to attract attention to their products.


      




      

        Emotions




        Consumers who purchase on impulse tend to have a strong need for arousal and go through an uplifting of emotions from continuous purchasing behaviours over extended periods [16]. The study [15] adds that consumers who engage in impulse purchases tend to be uplifted with emotions at any point, before, during, or after the point of purchase.




        In some cases, these arousals are said to be a more substantial reason for impulse purchase than owning the product itself [17]. On the other hand [6], points out that negative mood states like sadness can also contribute to an impulse purchase. Multiple studies highlight how self-gifting is a form of retail therapy that helps consumers manage their moods [3].




        As a result, whether it is positive or negative, emotional states likely affect impulse buying. However, there is little consensus on whether or how different moods play a part in impulse buying.


      


    




    

      EXTERNAL DETERMINANTS OF A PURCHASE DECISION




      There are several determinants for a purchase decision, especially for impulse purchases. The main determinants identified in the literature are described below.




      

        Resources




        While it may seem obvious, consumers who are rich in resources tend to make more impulse purchases than those who are poor in resources [14]. On a similar note drawing from prior research [15], points out that younger shoppers, particularly those who may belong to Generation Z, tend to be more likely to buy impulsively. Unsurprisingly, older adults are expected to regulate their emotions better and control themselves.




        Research, such as that of [18], has pointed out gender differences in the context of consumer behaviour. Men and women have different considerations while shopping, so they impulsively purchase different variations of products. Interestingly, it has been found that men are less likely to experience regret after purchasing than women [2].


      




      

        Marketing Stimuli




        Within the marketing context, several advancements have been made in applying tactics that gain attention from target impulse-purchase consumers. The empirical study in [8] discovered that specific platform attributes make them particularly popular among Generation Z females to purchase fashion-related goods. These Generation Z female consumers follow micro-influencers and willingly purchase on impulse as a form of self-therapy when they like the style of the products they see. Men prove to have no such effect on impulse purchases, so marketers should focus on female consumers. That said, marketers ought to invest with these micro-




        influencers to appeal to Generations Z female consumers, as they are known to avoid branded promotional content actively.




        One of the most recent and popular marketing tactics among the e-commerce giants, such as Alibaba, Taobao, and Tmall, is the tactic of gamification. Zhang et al. in [19] find that reward-giving and badge upgrade gamification systems are positively associated with perceived enjoyment and social interaction. This social interaction has been found to promote impulse purchases among consumers. As consumers enjoy the company of their online friends through points and upgrades, they can participate in various forms of gaming activities that involve spending impulsively. As a result, e-commerce websites should attempt to recognise the crucial nature of gamification mechanisms, such as giving rewards and upgrading badges, in stimulating impulse buying. Moreover, gamification seems to trigger men to purchase on impulse. Contrary to the abovementioned case, female consumers need to be more impressed to engage in these gamification mechanisms. Since female consumers are more interested in tangible rewards, they would use discounts and sales when shopping on e-commerce websites [20]. As such, they are more likely to indulge in gamification for rewards rather than for the game itself.




        Another tactic marketers have been employing is the one-step payment process. Although this may not seem much at face value in terms of an impulse purchase, according to [19], security, convenience, and popularity among other consumers are the most important factors when making transactions purchases on impulse. If something falls short and the payment is not smoothly processed, the sale may be gone forever. Ensuring consumers do not worry about payment security is a hidden step to making it conducive for impulse purchases.


      




      

        Contextual




        Regarding impulse purchases, factors such as price levels vary depending on the context. For example, product price can be crucial for an impulse purchase. This is because financial constraints suppress impulse purchases [12]. Additionally, impulse purchases become less evident in product categories at higher price ranges. Another example of a contextual trait is only focusing on the advertising volume in hopes of an impulse purchase from consumers. Instead, paying attention to the advertisement distribution intensity within the industry context is also essential to optimise impulse purchase conditions. Advertising for firms in industries that invest heavily in advertisement practices is said to be less effective. This is because consumers are not expected to recognise or consider these triggers, just as Generation Z consumers ignore them.




        In addition, distribution intensity in any product tends to influence impulse buying since the urge to make a purchase increases when products are rare or possess qualities of exclusivity [21]. Some products tend to be purchased on impulse more than others, mainly when the product displays qualities of self-belief held by the consumer. As a result, it would be logical to identify such products and try to emulate their qualities in other products [16].




        Fig. (2) summarises the factors involved in an impulse purchase and illustrates how they can lead to consumers buying on impulse. The moderators for impulse buying behaviour are also indicated.
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Fig. (2))


        Impulse purchase process [16].

      


    




    

      CONCLUSION




      This chapter explored various avenues in impulse purchasing, especially concerning the latest generation entering the consumer market. Generation Z is primarily averse to the marketing efforts carried out by branded promotional content. In addition to not having the full attention of Generation Z’s 32% of the global consumer market stake, the global pandemic and lockdowns have necessitated a more effective way of selling goods to consumers.




      As impulse purchase tends to be caused by deep internal longings, marketers and e-commerce websites require trigger desires among their consumers. This can be done with industry-specific insights that companies should gear up towards accordingly. Such as how micro-influencers drive the fashion industry sales.




      On the other hand, it has also been found that tactics such as gamification tend to work more on male consumers than female ones. E-retailers could use the findings to understand these triggers for impulse purchases and turn them into an untapped source of business income.
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      Abstract




      Indonesian Credit Rating Agency (CRA) is currently on its way to becoming the early mover of digital transformation. CRA controls macroeconomics and has a significant impact on many industries across the world. However, there are always those that can exploit it through asymmetric information and human interaction. A solution to reduce human interaction and enhancement is to build Natural Language Processing (NLP) sentiment analysis models and then display the results using an interactive dashboard story. Objectives are created for the aim of the project to be able to conduct a feasibility study, develop a model based on a press release dataset, conduct model evaluation, and display the results on an interactive dashboard. The research aims to utilise press release documents with NLP sentiment analysis to produce prescriptive analysis with interactive visualisation as the final output. Press release files are processed by using several Machine Learning (ML) algorithms such as Support Vector Machine (SVM), Multinomial Naive Bayes (MultinomialNB), Logistic Regression (LR), and Multi-Layer Perceptron Artificial Neural Network (MLP-Ann). This research will be carried out under Dynamic Systems Development (DSDM) and Knowledge Discovery Database (KDD). This will allow the researchers to achieve all objectives, permit models to perform very well, and let the output get displayed on a dashboard as a storyboard.
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      INTRODUCTION




      Credit Rating Agencies (CRA) are institutions or organisations responsible for investigating companies’ business activities, economic conditions and sectors. The analysis and demonstration from the company regarding the credit rating institution can justify deciding whether the company shares integrity and soundness from its activity. This was based on what [1] stated on the CRA




      assessment on securities, and what [2] mentioned about the rating agency being affected by the financial and leverage ratio of the company to determine the rating score.




      CRA has significant control over the financial market as it involves many parts of the world in determining the rating. On the other hand [3], has not only determined the impact of credit rating on the capital structure of a particular company but has also divided the factors impacting the decision as Internal and External factors. Additionally, the assumption in [4] states that CRA negatively influences the economic sector as it picks a side on the issuer rating. CRA could favour the new issuer with a higher rating; downgrades or upgrades of the issuer occur more often when it has many rivals. This situation has resulted in the asymmetric information exploitation theory by [2], also known as the ‘lemon effect’. Subsequently, this led to a statement by [5] regarding the need for performance enhancement to avoid misclassification and invalid information from being generated.




      One lead CRA from Indonesia is being concealed as company ‘ABC’ and is currently struggling to digitalise the infrastructure. In addition to that, the CRA did not even have a prescription and interactive visualisation to support data-driven decision-making. Therefore, this research aims to provide CRA ABC from Indonesia with an interactive performance analysis dashboard visualisation generated from the model that utilises the NLP sentiment analysis technique to calculate a value based on the CRA press release indicating each of the company ABC’s issuer. A reusable press release is being proposed to bring a new perspective in establishing a future rating based on past events of the client.




      Technology inclusion in the business must be carried out as [6] mentions that digitalisation can help increase productivity, lower overall costs, and reduce human interaction, possibly resulting in the lemon effect or disjunction in the rating process. The whole research sequence will start from data collection until an evaluation using Software Development Life Cycle (SDLC) along with data mining methodology is done. Furthermore, classification modelling combined with the sentiment analysis technique will be carried out to predict the score of each issuer’s press release.


    




    

      MATERIALS AND METHODS




      This research focuses on prescriptive analysis based on content from client press releases. The data is primary (in a PDF format) from the company, indicating that content selection must be made. Fig. (1) shows what a press release looks like. 408 press releases from 57 bank issuers will be based on the last five years' performance. The primary function will rely on the sentiment analysis technique to calculate the score of the content, based on a range from -1 to 1, indicating the negative or positive meaning behind the sentiment.




      
[image: ]


Fig. (1))


      Press Release Sample.



      The data will be in CSV format when transformed manually in Excel from a PDF file. The features in the data include the bank name, date, and sentiment. Raw data will be processed and scored in the NLP model using the TextBlob library (Python-based) after the visualisation is generated using Tableau software. The other four classification algorithms will utilise different libraries of Scikit Learn and Natural Language Toolkit (NLTK) as the base library to conduct the analysis modelling.




      Python has emerged as the pioneer of NLP-related modelling, thanks to its vast active community and a massive variety of libraries catering to specific issues, as stated in [7]. It has been mentioned that even though Python is the most powerful and dynamic, it has simple implementations supported by widely popular libraries such as NLTK, pandas, and Sklearn [8]. The procedure will be executed based on a modified Dynamic Systems Development Methodology (DSDM) combined with Knowledge Discovery Database (KDD) to assess the data mining.


    




    

      LITERATURE REVIEW




      NLP is widely used and is currently the most desirable system in some digital-based companies. This is because the companies need extra resources/information from a third-party perspective, also referred to as soft information [9]. The term soft information originates from financially based companies that use non-financial related information as supporting material used for identifying the creditworthiness of a company’s credit score. It has never been used before as input for performance analysis in the case of a press release. It is only done once by [10] that utilizes a press release on a firm earning statement based to conduct pessimist optimist sentiment analysis using textual-analysis software different from the NLP approach. A press release has been viewed as an underwhelmed resource. On the other hand, it has been vowed that press release has never caused a negative impact but still focuses on brainstorming ways to re-strategize the plan for future execution, which is why it is called support for unprecedented solution material [11].




      Raw text documents can be processed with an NLP technique that utilises a Machine Learning (ML) algorithm as the background of the process, which is the based term for Artificial Intelligence (AI) in advance that works best for predicting events in the future and it has been mentioned that all big four firms have started using the kind of technologies to improve performance by reducing work timeline and assessing complex data structure [12]. AI technology and the NLP technique have been applied to conduct speech recognition and risk management assessment on a big company [7]. Four other big firms are examples of related industries working with such practices. However, the industry has generally started focusing on AI development, including changing the company’s structure to fit in with digitalisation adaptation.




      NLP modelling has different purposes and measurements from the classification model, even though it still uses a similar process to standard modelling from data collection to evaluation. It utilises sentiment as input and calculates the polarity score to identify the true meaning of positive and negative values. Identifying polarity cannot be done by accessing raw unstructured data. There were several processes introduced in 2011 to make sentiment readable by systems such as Part of Speech (POS) tag, Named Entity Recognition (NER), chunking, etc., which became a necessary procedure as the pre-processing method [6]. This pre-processing method removes stop words, URLs, abbreviations, and unnecessary space, as mentioned [13]. Each chunk or lexicon will be combined with the n-gram technique to produce a higher model accuracy. The model’s accuracy can be modified to fit business needs by creating rule-based pre-processing. This ensures there are no misclassified or misleading removals from the sentiment, and the rules are kept simple for better interpretation [14].




      The most desirable models in NLP are the Support Vector Machine (SVM) and Naive Bayes (NB) due to their use in solving NLP-related issues. They both have their capabilities. SVM works best with the bigram technique for data with high volumes and small features that work on the text of the mining technique review for sentiment analysis [15]. On the other hand, NB is used for handling small tasks with small non-complex data. Moreover, NB is being re-invented with more capabilities to remove its naive characteristics by allowing the algorithm to remove duplicated words to quicken the analysis process compared to other algorithms [16].
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