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FOREWORD





With the increasing demand for digitization, data has been at forefront of every function across different industries, leading to a need for information security. Post the pandemic, information is no longer constrained within the defined perimeter, which has brought forward the need for Cyber Security at the center stage. Recently, Cyber Security has taken a permanent seat in the Enterprise Boardrooms.


With users spread across the globe and thus the need for dynamic data access, Cloud computing has evolved exponentially, thereby bringing multi-fold challenges for Cyber Security professionals. Cloud Security poses unique challenges such as data exposure in the public domain which should have need-based access ensuring data is stored in a secure fashion, complex environments with data movement from on-premises to cloud within an enterprise all the time, increasing compliance requirements with data travelling internationally and cross border.


I have personally known Ashish for the last 3 years and he has been advising many of our customers on cloud security solutions. With over 19 years of experience and 100+ certifications in various fields of cyber security, Ashish has an edge in the field of cloud, network and perimeter security. Known for his expertise in cloud security within the cyber security practice, Ashish has helped many of our customers drive cyber and cloud security roadmaps, develop zero trust frameworks, and adopt cloud security controls ensuring all the compliance requirements are addressed as per the regulatory bodies.


It’s heartening to see Ashish bringing his Cloud Security (and in general Cyber Security) knowledge to a wider audience through this book. The book provides a logical flow to adopt a cloud security roadmap, beginning with the need to transform, the building blocks of cloud security and finally maturing the cloud platform with security best practices embedded within the platform.


With Ashish’s experience, I am confident that this book will provide a plethora of knowledge to all its readers who are keen to learn and advance their knowledge in the field of Cloud Security.


Sanjeev Garg


Group Delivery Head, Cyber Security, Tech Mahindra
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Preface





The content of the book is segregated into three parts. The first section is designed to help the audience set the stage and understand the real need to have this transformation journey. This section will primarily focus on the conceptual understanding of cloud security and how this will go with your business.


The next section is primarily meant for technical people, architects, and practitioners, but will certainly help the readers who are getting into the cloud and cloud security space by delving into an in-depth approach to adopting and implementing the right solution. Here we will cover the conceptual framework, architecture, native controls from different cloud providers, adoption of the same, and the compliance umbrella to cover the entire ecosystem. 


The final section will touch base on a few real-life problem statements and a pragmatic approach to mitigate them. It also covers the best practices and recommendations that one should consider for their cloud stack along with the future state of cloud security and how enterprises can adopt it.


This book is divided into 3 sections and 9 chapters. The details are listed as follows.


Section I: - Overview and need to transform to Cloud landscape


This section will include the following topics:




	Recognizing the evolution of Cloud computing and its implications for security


	Principles and concepts


	Evaluating the current state of Cloud security


	Choosing and evaluating cloud services for your business





Section II: - Building blocks of Cloud security framework and adoption path


This section will include the following topics:




	Implementing Cloud security in your organization


	Cloud security architecture 


	Native cloud security controls - technical components of Cloud security architecture (Asset Management and Protection, Identity and Access Management, Vulnerability Management, Network Security, and Incident Response Management)


	Examining regulatory compliance in the cloud and adoption path


	Creating a Cloud security policy


	Creating a security culture in your organization





Section III: -Maturity Path


This section will include the following topics:




	Predicting security challenges in the Cloud


	Cloud security recommendations


	Checklist, Cloud audit, and compliance


	Security-as-a-service in Cloud





Chapter 1 will explain why you should incorporate cloud services into your everyday operations, the platforms you can use, and how to deal with security issues as you transition from a firm that relies on conventional software to one that uses cloud services.


This chapter also covers measuring your organization’s cloud maturity level and the fundamentals of cloud computing. Along with that, you consider how risk has changed in the cloud and what the shared responsibility model means for your company.


Chapter 2 will talk about the basic principles that help us to build the foundation for the cloud security landscape. You will learn about different security principles and concepts that are essential for understanding the cloud landscape. This chapter provides a deep dive into these basic principles and their importance for the cloud ecosystem. In the end, we will explain the strategy you should consider to build your cloud security framework along with a couple of best practices for the same.


Chapter 3 will cover the guidelines and principles for assessing the cloud environment and guide us in choosing the right solution. The initial section of the chapter will help you learn about the different roles and responsibilities across the ecosystem that are important to drive this engagement. In the later section of the chapter, you will learn about the assessment lifecycle and ways to select the right cloud platform for your enterprise.


Chapter 4 will focus on architecting the cloud solution for your business. The chapter will talk about how to build the cloud security architecture, the framework on which the solution will be built, key considerations for your architecture, and an adoption path in the long run. We will also talk about container security and microservices. Container technologies and microservices designs are the new entries to the overall framework which enable new application architectures for legacy programs, refactored apps, and microservices, among others.


The chapter will also give you a quick brief and reference to Autonomic security which provides complete coverage of your cloud ecosystem from a security perspective.


By the end of this chapter, the readers will have a clear understanding of how to define and adopt cloud security architecture for their enterprise, as well as the key considerations they should follow while on their journey of cloud migration.


Chapter 5 will discuss different techniques that will help you to build native security controls in the cloud landscape. We will provide a detailed tour of each of the native cloud security controls that are essential for building overall security and getting aligned with the cloud security framework and architecture. 


Chapter 6 will focus on the regulatory compliance requirements for cloud adoption. While our earlier chapters focused on architecture and building blocks, this chapter will cover the importance of compliance requirements in the cloud and its adoption path. This chapter will help us understand the requirements, mapping of controls with technology and business, adoption paths, and best practices. Lastly, this chapter will provide an overview of auditing exercises and checklists along with a risk management approach that should be adopted for the cloud segment.


By the end of the chapter, you will have a complete understanding of how compliance requirements are aligned with overall cloud security and how to adopt them in your landscape.


Chapter 7 will explain the security policy adoption and the approach to adopting the required culture. “Policy and culture” play a vital role in the long run and we must understand the importance of the same and how we should create and adapt them to our organizations. The chapter covers the various roles and responsibilities across enterprise and CSP, and how each of these contribute to a desired cultural state to adopt security as a shared responsibility. We will also talk about how you should inject the training and awareness session with a few examples and recommendations. We will also talk about various security policies such as data protection and encryption.


Chapter 8 will cover the different security services that can be offered from the cloud in a SaaS format. Here, we will discuss a framework for evaluating and delivering cloud-based security services to businesses. First, we’ll go through the components of the framework in depth. Then we’ll show how to utilize this framework to evaluate and adopt security services through a detailed lifecycle approach.  We will also cover a few examples and their adoption path that you can consider for your ecosystem.


By the end of the chapter, you will be able to choose the right security solutions that should be adopted as a service for your cloud transformation journey.


Chapter 9 will explain the various best practices and recommendations across the entire landscape of cloud security. We will also touch base few of the recommendations based on real-life challenges, business scenarios, and alignment with business verticals. To start, we will help your slate with the next steps and the way forward in the journey of defining the security boundary and upliftment engagement.
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SECTION I



Overview and Need to Transform to Cloud Landscape





This section will include the following topics:




	Recognizing the evolution of Cloud computing and its implications for security


	Principles and concepts


	Evaluating the current state of Cloud security


	Choosing and evaluating cloud services for your business















CHAPTER 1



Evolution of Cloud Computing and its Impact on Security





Introduction


In cloud and on-premises systems, there are some significant differences even though many security policies and concepts are the same. For this reason, some recommendations for cloud security can surprise those with experience in on-premises security. Although there are undoubtedly legitimate differences of opinion among security professionals in almost any area of information security, the adoption path outlined in this book’s recommendations is based on years of experience in securing cloud environments and is influenced by some of the most recent advancements in cloud computing services.


Whether you’re a security professional who is relatively new to the cloud or an architect or developer with security responsibilities, the goal of this book is to assist you quickly and correctly implement the most crucial security measures for your most crucial assets. You can extend and develop your controls further from this strong foundation.


Starting with this chapter, here we will explain why you should incorporate cloud services into your everyday operations, the platforms you can use, and how to deal with security issues as you go from a firm that relies on conventional software to one that uses cloud services.


You may measure your organization’s cloud maturity level and learn about the fundamentals of cloud computing in this chapter. Along with that, you consider how risk has changed in the cloud and what the shared responsibility model means for your company.



Structure



In this chapter, we will discuss the following topics:




	Evolution of cloud


	Cloud computing journey talking about characteristics, service models, types, and industry trends


	Analyzing the risk of cloud services


	Cloud computing privacy concerns


	Cloud maturity assessment


	Shadow IT and Shared Services understanding


	Key considerations for uplifting cloud security





Evolution of cloud


Your entire computing infrastructure, including hardware and software, can be made accessible online via cloud computing. It uses the internet and distant central servers to update data and programs. Gmail, Yahoo Mail, Facebook, Hotmail, Orkut, and other widely used cloud computing applications are just a few examples. Anyone with an internet connection can check some saved mail, data, or images in the mailbox because the data is stored with the mail service provider on a remote cloud.


The method essentially involves the geographic transfer of our data from personal computers to a centralized server or cloud. For cloud services, customers are often billed based on usage.


It is therefore also referred to as Software as a Service (SaaS). Providing infrastructure and resources online to serve its clients has three main objectives: dynamics, abstraction, and resource sharing.


It has been impacted by many computer technologies, including virtualization, utility computing, parallel computing, and grid computing. Web 2.0 technology, which supports web applications that encourage user-centered design, interoperability, and participatory information sharing, among other things is the source of cloud computing, which is a relatively new development. There are several Web 2.0 applications, including wikis, blogs, social networking, and video sharing.


Cloud computing is described by the National Institute of Standard and Technology (NIST) as:


A model for enabling convenient, on-demand network access to a shared pool of configurable and dependable computing resources (for example, networks, servers, storage, applications, services) that can be rapidly provisioned and released with minimal consumer management effort or service provider interaction.


Cloud computing journey


When utility and grid computing were introduced in the early 1960s, the idea phase began and lasted until the years before the internet bubble. Joseph Carl Robnett Licklider was the inventor of cloud computing.


Before the development of clouds, several things happen in the pre-cloud phase. Beginning in 1999 and lasting until 2006 was the pre-cloud phase. With the current landscape and trend, Application as a Service is offered over the internet.


The much-discussed actual cloud phase got underway in 2007 after the IaaS, PaaS, and SaaS development classifications were finalized. Over the years, some of the biggest computer and web companies in the world have created some truly amazing cloud computing innovations.


Cloud computing overview


The cloud appears to be present everywhere right now. But let’s begin on page one by creating a common cloud terminology, with assistance from our pals at the U.S. National Institute of Standards and Technology to make sure we’re all talking about the cloud in the same sentence (NIST).


Characteristics of cloud computing


The five key characteristics of cloud computing are listed as follows by NIST in Special Publication 800-145:




	
On-demand self-service: A customer can automatically provision computer resources as needed, such as server time and network storage, without requiring human interaction with each service provider.


	
Broad network access: Capabilities are accessible via the network and used through common mechanisms to encourage adoption by various thin- or thick-client platforms (for example, mobile phones, tablets, laptops, and workstations).


	
Resource pooling: The provider uses a multi-tenant approach to pool its computing resources to serve several customers, with various physical and virtual resources being dynamically assigned and reassigned in response to customer demand. Resources include things like memory, computing power, storage, and network bandwidth.


	
Quick elasticity: To quickly scale outward and inward the following demand, capabilities can be elastically provisioned and withdrawn, in certain circumstances, automatically. The capabilities that are available for provisioning frequently look to the user to be limitless and can be used in any quantity at any moment.


	
Metered service: Cloud systems use metering capabilities at an abstraction level appropriate to the type of service to automatically control and optimize resource utilization (for example, storage, processing, bandwidth, and active user accounts). Resource utilization can be tracked, managed, and reported, ensuring openness for both the service provider and the client.





Cloud types


Several different types of technologies are referred to as cloud computing. Based on the type, application, and place, it is categorized under the following headings:




	
Public cloud: A cloud that is made available to the public for a price is referred to as a public cloud. Customers are not able to see where the cloud computing infrastructure is located. The typical cloud computing model is constructed on top of it. Public clouds include, among others, those offered by Amazon EC2, Microsoft Azure, Google, and others.


	
Private cloud: An exclusive data center owned by a business that is not open to the public is known as a private cloud. As implied by the name, a single consumer is the sole focus of the private cloud. These have greater security compared to public clouds. As a technology, it uses virtualization. The private cloud is managed by company servers. Private cloud technology includes products like VMware and Eucalyptus.


	
Hybrid cloud: Using both private and public cloud resources, a hybrid cloud integrates both types of clouds. When there is a lot of network traffic or a lot of data to handle, businesses use the cloud rather than their infrastructure.


	
Multi-cloud: Even while major cloud vendors would be happy to meet all of the computing requirements of their business clients, organizations are increasingly attempting to spread the load over several suppliers. Multi-cloud computing is now more popular as a result of everything. This method entails a combination of finding the ideal mix of technologies throughout the industry and avoiding becoming overly dependent on a single vendor, which can result in the high costs and inflexibility that the cloud is frequently hailed as avoiding.






Cloud computing service model



As per NIST, the service model of cloud computing is broadly defined into three types and they are:




	
Software as a Service (SaaS): The consumer is given the option to use the provider’s applications that are hosted on a cloud infrastructure. Through a program interface or a thin client interface, such as a web browser (for web-based email, for instance), the programs can be accessed from a variety of client devices. Apart from a small number of user-specific application configuration choices, the customer does not manage or control the underlying cloud infrastructure, which includes the network, servers, operating systems, storage, or even specific application capabilities.


	
Platform as a Service (PaaS): The capacity provided to the customer is the ability to install on the cloud infrastructure user-generated or purchased applications made using programming languages, libraries, services, and tools supported by the provider. However, the network, servers, operating systems, and storage that make up the underlying cloud infrastructure are not under the control of the consumer. Instead, the consumer only controls the deployed programs and possibly the configuration options for the environment where the applications are hosted.


	
Infrastructure as a Service (IaaS): This service enables the supply of processing, storage, networks, and other basic computer resources so that the user can deploy and execute any software, such as operating systems and applications. Although the user does not manage or control the underlying cloud infrastructure, they do have control over deployed apps, storage, and operating systems. They may also have limited control over some networking components (for example, host firewalls).





Cloud computing trends


Spending on public cloud services is anticipated to surpass $500 billion by 2023. The upcoming developments in cloud computing will enable industries through a variety of cloud solutions and increasing expansion.


As a result, cloud computing will account for 22.8% of all corporate IT investments. In 2020, the pandemic catalyzed rapid cloud adoption and digital innovation, especially for facilitating remote work, collaboration, and digitalization in hybrid work structures.


Due to their proven scalability, resilience, speed, and flexibility, cloud systems are becoming more prevalent. Utilizing multi-cloud, hybrid, and edge settings are advancing wireless communications and changing a variety of sectors, including healthcare, mobile banking, and more.


Recognizing the development of cloud


You probably imagine that the majority of people accessing file-sharing services like Box and Dropbox, or productivity applications like Evernote when you think of cloud growth in business. Enterprise cloud usage, however, goes beyond these services geared towards consumers. The cloud is being used by entire functional departments, such as marketing, human resources, finance, and research and development.


Justifications for using the cloud


Simply put, employees can complete their tasks with the cloud more swiftly, simply, and adaptably than they can with conventional computing technologies. Here are some factors that each company should consider:




	
Business agility: People want to be productive now; they don’t want to wait for the next software release to take place. Your business can benefit from the newest features because many cloud services provide updates more often than traditional software.


	
Device selection: The ability to work on any platform, including a desktop, laptop, tablet, or smartphone, whenever and wherever they like is made possible by the cloud.


	
Collaboration: The cloud makes it easy for co-workers and business partners to share and use data.


	
Low cost: On-premises software (as well as the hardware needed to operate it) deployment, upkeep, and updates can be costly. Utilizing cloud services will enable you to lower operating costs and more closely align cost and value.





Your staff is most certainly already using cloud services without your knowledge due to the strong business cases for cloud adoption, which puts your company in danger of data compromise or regulatory non-compliance. By formally using cloud services, you may create standards and guidelines that will protect your company’s sensitive data and ensure that you’re following legal requirements.



Analyzing the risk of cloud services



Businesses that adopt the cloud must first comprehend, manage, and reduce the inherent risks in any cloud model. Based on objective criteria in the following functional areas, you can assess a cloud service’s enterprise readiness:




	Certifications and standards


	Data protection


	Access restriction


	Auditability


	Disaster recovery and business continuity


	Legal and privacy


	Vulnerabilities and exploits





Examine cloud services based on these objective criteria, but keep in mind that while a service’s enterprise readiness is crucial, a higher risk may arise from how individuals are utilizing that service.


Inherent risk


You assume a certain level of inherent risk when your critical business data is stored outside of your organization. Depending on the capabilities of the public cloud, you may lose the ability to have direct access to the servers hosting your data as you store data. Due to the built-in capabilities of the cloud services where they are stored, sensitive, confidential, or otherwise regulated data may be in danger. Your data is subject to the service’s shortcomings, such as if it fails to isolate the data of one tenant from that of another or if it doesn’t give sufficient access restrictions.


It is your responsibility as a purchaser, implementer, or approver of such services to confirm that the cloud services your business is using have the inherent security capabilities you require. Anytime your data is stored in a cloud environment and is not under your direct control, it is crucial to make sure the services you select have the security safeguards necessary to keep your data secure and follow your rules.


Techniques to reduce the inherent risk


To reduce your inherent risk, your cloud services should adhere to the following standards:




	
Certifications and standards: Your services and the data centers where they are hosted should adhere to the laws and professional best practices that are relevant to your organization. The important certifications you ought to think about are mentioned as follows:



	SOC1 and SOC2


	SAS-70 / SSAE-16


	ISO27001


	HIPAA regulation


	PCI-DSS security standard


	TRUSTe certification






	
Data protection: Services that store your company’s data should make it possible for you to protect it following your needs. This could consist of:



	Categorizing your data and enforcing access and data protection rules following classification levels.


	Using robust encryption to protect your sensitive and confidential data.


	Distinguishing your cloud service instance from that of other customers to ensure that there is no danger of data exposure or the corrupted data of one customer impacting the data of another customer.




Data ownership is related to data protection. Be mindful that certain services do not make it clear in their terms and conditions that the consumer owns the data. Choose only services that explicitly state that the data they contain belongs to the user. Additionally, search for conditions that outline how to get your data back if you cancel the service.




	
Access control: Your services should include access restrictions and policy enforcement comparable to your on-premises controls. It offers functions like multifactor authentication, single sign-on support, and granular access limits.


	
Business continuity and disaster recovery: The information about your services’ disaster recovery procedures should be very clear. According to the importance of data, those specifics should match your company’s needs for data access and uptime. Understand the provider’s disaster recovery plan, the location of your backup offshore location, and the procedure for backing up and restoring your data.


	
Encryption: The services you use to store sensitive or regulated data ought to support the encryption of data in transit and provide you with options for managing encryption keys following your policies. They must also make sure that your data is managed independently of that of other tenants in the same cloud.


	
Audits and alerts: Your services that handle crucial business operations, house sensitive data, or have access to your enterprise systems should have effective administrator, user, and data access logging and alerting tools. This aids in both real-time non-compliant behavior detection and forensic audit trails following a suspected event.


	
File sharing: Your services that allow for file sharing should handle file sizes that satisfy your needs for large files. As a result, people will be more inclined to use the corporate cloud services that are already available to them and less likely to look for a solution that may be of poorer quality and that you are unaware of to meet their file-sharing needs.





Cloud computing privacy concerns


Today, cloud computing is a hot topic that has drawn interest from a wide range of sectors, including academia, research, and the IT business. It has suddenly become a popular subject at international conferences and other events all around the world. Huge volumes of data are processed and stored on the servers, which is what’s causing the rise in job opportunities. The convenience and simplicity of providing a sizable pool of shared computing resources are key to the cloud model.


More flexibility, cost savings, and product scalability have resulted from the cloud’s quick development, but it also presents significant privacy and security problems. Since the idea is still new and developing, there may be undiscovered security vulnerabilities that must be addressed as soon as they are identified.


The following list of cloud computing’s top privacy challenges is provided:




	
Problems with data privacy: When outsourcing and externalizing particularly delicate and sensitive data to a cloud service provider, data confidentiality for the user is a crucial problem to take into account. Users without the right authorization to access it should not be able to access personal data, and one approach to ensure confidentiality is by using strict access control policies and laws. Many people are hesitant to use cloud services due to the lack of confidence that exists between customers and cloud service providers or cloud database service providers regarding the data.


	
Problems with data loss: One of the main security issues that cloud providers encounter is data loss or theft. More than 60% of consumers would refuse to use a cloud vendor’s services if that firm had previously disclosed data loss or theft of crucial or sensitive data. Even from companies like Dropbox, Microsoft, Amazon, and so on, outages of cloud services are frequently apparent, which undermines confidence in these services at a crucial moment. Additionally, even if only one storage device is compromised, an attacker can easily access a number of them.


	
Issues with geographical data storage: Since the cloud infrastructure is dispersed across various geographic locations around the globe, it is frequently possible that the user’s data is stored in a location that is outside of the legal jurisdiction, which raises concerns among the user about the legal accessibility of local law enforcement and the regulations on data that is stored outside of their region. Additionally, because it is so challenging to designate a specific server to be utilized for transnational data transmission due to the dynamic nature of the cloud, the user is concerned that local regulations may be broken.


	
Multiple tenant security problems: A paradigm known as multi-tenancy promotes the idea of sharing computing power, data storage, applications, and services across many tenants. This is then hosted on the same logical or physical platform at the location of the cloud service provider. The provider can maximize earnings by using this strategy, but the customer is put in danger. The possibility of several residences can be exploited by attackers to conduct a variety of attacks against their co-tenants, creating several privacy issues.


	
Problems with transparency: Transparency in cloud computing security refers to a cloud service provider’s openness to divulge specifics about its security posture. Some of these specifics violate laws and rules governing security, privacy, and service levels. When assessing transparency, it’s vital to include other factors besides willingness and disposition, such as how accessible the data and information genuinely are about security readiness. No matter how accessible a company’s security information is, it won’t matter if consumers of cloud services and auditors cannot simply grasp it. In this case, the organization’s transparency might also be regarded as being low.


	
Issues relating to Hypervisors: Virtualization is the mental separation of computing resources from actual physical limitations. However, this presents fresh problems for elements like user identification, accounting, and authorization. The hypervisor gets attacked because it oversees several virtual machines. In contrast to physical devices that are separate from one another, virtual machines on the cloud typically exist in a single physical device under the control of the same hypervisor. Consequently, several virtual machines will be at risk if the hypervisor is compromised. In addition, the hypervisor technology is novel, offering attackers fresh ways to exploit the system through isolation, security hardening, access control, and so on.


	
Administrative problems: Cloud privacy difficulties come in both technological and managerial varieties, in addition to non-technical ones. The introduction of vulnerabilities is inevitable when a technical solution to an issue or a product is implemented but not managed effectively. Examples include a lack of control, the need to manage security and privacy while virtualizing, the creation of detailed service level agreements, the need to engage in discussions with cloud service providers and users, and so on.





Assessing your organization’s cloud maturity


Ironically, although the cloud is present almost everywhere, many businesses manage it incorrectly when it comes to security and compliance, considering it like a distinct, isolated environment. To apply effective protections, IT teams must manually correlate data in a fragmented security environment created by a siloed security architecture that uses numerous security technologies from various vendors to address specific use cases. When facing cyber adversaries who employ automation to carry out sophisticated attacks in increasing volumes, this does not scale. Your company will be forced to use its least scalable resource—people—to defend against machine-generated threats if your security ecosystem is unable to inform or collaborate with other products, let alone automatically coordinate or interact with other network capabilities.


The first step in developing a successful plan for cloud security and compliance is understanding the level of cloud maturity inside your firm. Depending on an organization’s level of cloud adoption, the following cloud maturity model divides maturity into three stages:




	
Cloud evaluators (beginners): At this stage, businesses are researching cloud technologies and alternatives to determine which apps to prioritize for deployment in the cloud. Line of business teams frequently test out cloud technology, but the firm as a whole is still defining its cloud policy and best practices. Teams from application development and security collaborate to pilot new strategies.


	
Cloud implementers (intermediate): At this point, businesses have shifted their production workloads to the cloud (utilizing either hybrid cloud or single cloud architectures). Teams work together to develop automated DevOps workflows, and establish, and execute best practices for cloud deployment and policy. The teams responsible for developing, and deploying applications, and security collaborates on these tasks.


	
Cloud optimizers (advanced): At this point, the cloud is used for business-critical tasks and is essential to the organization’s digital transformation. For different business needs, the firm may use several cloud ecosystems. An essential corporate strategy entails expanding and automating cloud policy and procedures related to operations, security, and compliance.





Analyzing the development of cloud risk


The security of systems, data, and cloud services must be a top priority for IT as more businesses migrate crucial workloads to the public cloud. The misconception that the cloud is inherently safe is common among cloud users, particularly DevOps teams and certain business units. Oftentimes, making this error puts businesses at greater cloud risk.


There are various chances for cloud evaluators to unintentionally add new risks, such as data leaks resulting from poor use of SaaS programs and improperly configured access privileges. In particular, when workloads are deployed via PaaS, security teams have less visibility and control when consumers use SaaS applications, and developers use the public cloud. Since cloud data and applications are essentially available everywhere, there is a significant amount of danger associated with them. For businesses without a clear cloud strategy, this is especially true.


It’s possible that these firms didn’t choose a group of authorized SaaS applications that can be properly secured. Without instruction, staff members use cutting-edge programs that have the potential to boost productivity without fully comprehending the risks involved. Unfortunately, its hostile land is filled with fraudsters waiting to prey on gullible customers who may unintentionally misconfigure permissions in a file-sharing service. When sharing files, users can sometimes be careless or make mistakes. These dangers can all reveal private information.


The shift to the cloud has made it possible for many enterprises to embrace a more agile, iterative application development technique. To do this, developers and their workloads require quick, frequently automated, secure access to web-based resources like GitHub, Yum, apt-get, and OS update methods for Windows or Linux.


Organizations are more exposed to cloud risk due to a lack of visibility in IaaS and PaaS environments. Without comprehensive visibility and measures to limit lateral movement, an attacker might travel laterally (east-west) in a data center, including one that uses cloud computing, without being noticed for an extended time. Without visibility, you also face the danger of missing the usage of cloud resources by unauthorized users who do so at your expense to mine cryptocurrencies or perform other tasks.


Last but not least, businesses frequently believe that the cloud provider is in charge of maintaining security. However, cloud providers are in charge of cloud security; customers are always in charge of the security of their workloads, services, and data in the cloud. This is referred to as the shared responsibility model, which we will discuss later in the chapter.


Shadow IT and its rise


Shadow IT refers to the use and upkeep of systems and applications by individuals or groups operating independently of IT. When you evaluate the cloud services in your company, you’ll probably discover that both authorized and unauthorized services are used by the staff:




	
Authorized services: Services that the business offers for use by employees and of which IT is aware are known as sanctioned cloud services. These cloud services are typically fully administered by IT, which also looks after them on the company’s behalf. Even while IT might be in charge of managing authorized services, the department might not have detailed knowledge of how users are gaining access to them or engaging in specific actions, such as uploading, downloading, sharing, or changing corporate data.


	
Unauthorized services: Services that the business isn’t aware of and might not approve of. Employees frequently go outside of IT and buy their cloud services if IT either doesn’t supply the tools necessary to complete a necessary business function or forbids the usage of such technologies. Without the expertise or aid of IT, employees may simply locate, pay for, download, and manage these services.





One way in which using unauthorized services is advantageous is that it allows staff members to work productively. On the other hand, the firm faces risk from using these illicit cloud services. It is impossible to keep services secure, much alone the data they contain if IT is unaware of them. For services that are not authorized, IT cannot effectively enforce security or compliance. These services and the data included in them are exposed to accidental or deliberate data disclosure without key security features like robust user authentication and audit recording. Finally, IT is unaware of how users of unauthorized services are using those services.


Enabling the cloud safely entails managing all authorized services as well as identifying any unauthorized ones that are being used. After that, you can start protecting services and data by putting in place robust authentication, keeping an eye on administrator and user activity, preventing data loss or exposure, and defending against dangers like malware and ransomware. In addition to enforcing security and compliance regulations, IT can reliably manage and secure all cloud services used by the company.


Understanding the shared responsibility paradigm


To increase organizational agility and cut expenses, cloud-based apps and the data they contain are being dispersed more and more throughout various contexts. These settings include private clouds, public clouds (hybrid or dedicated), and Software as a Service (SaaS) applications, each of which brings its special agility benefits and security challenges. Cloud security is now a top concern due to the fear of data disclosure.


The difficulty now is striking a balance between the organization’s demand for agility and strengthening application security and data protection as the data is transferred between different clouds. It becomes crucial across all sites where the apps and data are located to gain visibility into and stop assaults that aim to exfiltrate data, both from an external location and through a lateral attack. The network team, security team, applications team, compliance team, or infrastructure team are just a few of the entities that may be in charge of an organization’s cloud security. However, both the company and the cloud vendor share responsibilities for cloud security. Here are a few of the cloud platform types wherein we have a segregation of responsibilities based on the type of cloud services:




	
Private: Since the cloud is hosted in businesses’ data centers, they are in charge of all aspects of cloud security. The physical network, infrastructure, virtual network, operating systems, firewalls, service configuration, identity, and access management, and so on are all included in this. The enterprise is also responsible for the data’s security.


	
Public: The infrastructure, physical network, and hypervisor are all owned by the cloud provider in public clouds like Amazon Web Services (AWS), Google Cloud, or Microsoft Azure. Ownership of the workload operating system (OS), applications, virtual network, access to tenant environments/accounts, and data is held by the enterprise.


	
SaaS: SaaS providers are mainly in charge of the platform’s security, which covers the building’s exterior, its internal network, and its software. These suppliers are not in charge of the applications’ usage by consumers or the owners of the customer data. As a result, it is up to the business to ensure that there is security in place to stop and reduce the possibility of malware infiltration, inadvertent disclosure, and the exfiltration of dangerous data.





As businesses move from private to public clouds or adopt SaaS services, the burden of protecting data, apps, and infrastructure shifts from the organization to the vendor, as shown in the following diagram (Figure 1.1). The organization will always oversee making sure that its data is secure and private, regardless of the platform that is employed:
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Figure 1.1: Shared services responsibility matrix


IT security must be aware of where cloud vendors’ security duties end and their own begin to maintain the security of apps and data. Organizations need the proper tools to make sure they are carrying out their security obligations under the shared responsibility paradigm. These tools must offer visibility into activity within the cloud application, in-depth usage analytics to prevent data risk and compliance violations, context-aware policy controls to drive enforcement and remediation if a violation occurs, and real-time threat intelligence on known and unknown threats to detect and prevent new malware insertion points.



Key considerations for the upliftment of cloud security



Organizations will need to take proactive measures to preserve security in cloud environments if they want to fully benefit from cloud computing. Let’s look at some of the most popular techniques businesses can use to enhance cloud computing security.


Risk analysis


The effectiveness of the security controls that are currently in place and the cybersecurity posture of your firm can both be examined by conducting cybersecurity risk assessments. An assessment’s objective is to locate any potential security holes or vulnerabilities so that your IT team can decide how to move forward with improving security with knowledge.


Controls on user access


As cloud environments typically have easier access than on-premises systems do, implementing user access controls is another essential part of achieving successful cloud security. Organizations should take into account techniques like zero-trust security, which is based on the principle that no one should have open network access implicitly trusted to them. Users are only provided access to the essential features required for their role.


Automation


Cyber attackers are developing their skills daily, and the danger landscape is always expanding. Since there are so many security alerts coming in quickly, many IT departments are overloaded. Teams may focus more of their time on higher-priority duties instead of manually examining every potential danger the network may face by automating important projects like cybersecurity monitoring, threat intelligence gathering, and vendor risk evaluations.


Continual monitoring


The continual monitoring of cybersecurity risk management programs is arguably its most crucial element. Continuous monitoring will be even more essential for ensuring adequate cyber hygiene on an ongoing basis as enterprises progressively switch to cloud computing platforms. Rapid changes in the digital landscape make it difficult for enterprises to establish their security posture using point-in-time assessments, and when an issue does occur, it is sometimes too late to take action.



Conclusion



In the current global environment, cloud computing is developing at an extremely rapid rate. Public, private, hybrid, and community clouds are more common nowadays for data storage and data transfer, as well as for medium- and high-use locations. Since public cloud storage uses more energy during transit, it can have up to five times more control over an environment than private cloud storage, hence demanding more security controls over other types. SaaS serves as the foundation for on-demand software, which is built on applications. PaaS is a model that relies on the capacity of the internet’s network, storage, and operating systems. This model’s IaaS component refers to infrastructure as a service.


Since the data from the cloud computing environment travels and depends on the internet, the issue of data security is more important than it is for traditional networks. On the cloud platform, consumers do not wish to share their data. A major issue with cloud computing nowadays is privacy and security. Technology and strategy, as well as audit, compliance, risk assessment, and feedback data, all need to be carefully considered when it comes to cloud computing security.


Security examiners in government, business, and public sectors will need to develop more sophisticated and auspicious ways of identifying and preventing intrusions as a result of the complexity of cyber-attacks. Companies will realize that investing in tools like malware detection frameworks, event management, and security data are essential defense mechanisms for digital security. Here, the use of cloud computing services may also be important. Managed security service providers, for example, may be able to offer robust services to businesses that would often be unable to implement comprehensive security measures.


In the next chapter, we will do a deep dive to understand the principles and fundamentals of cloud security along with strategies to adopt the same. We will also cover a few of the best practices you should consider while drafting the fundamentals, objectives, and strategy for your landscape.
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CHAPTER 2



Understanding the Core Principles of Cloud Security and its Importance





Introduction


This chapter talks about the basic principles which help us to build the foundation for the cloud security landscape. We will talk and learn about different security principles and concepts in the understanding of the cloud landscape. We will also do a deep dive into these basic principles and their importance for the cloud ecosystem. In the end, we will explain the strategy you should consider to build your cloud security framework along with a couple of best practices for the same.


Structure


In this chapter, we will discuss the following topics:




	Principle and concept understanding


	Architectural consideration



	Basic considerations


	Additional considerations






	Information classification


	Security awareness, training, and education


	PKI and encryption key management


	Identity and access management


	Strategy to adopt cloud security


	Best practices on cloud security






Principles and concept understanding



In order to start the journey and to set the basic guidelines for cloud security, here are a few of the critical and important rule games which you should always follow. These guidelines will help us to understand the problem statement of the customers and will help build the right cloud security framework and practices to adopt.


Most restrictive


The idea of least privilege states that humans or automated systems should only have access to what is necessary for them to do their duties. It’s simple to overlook the automation aspect of this; for instance, a component accessing a database shouldn’t utilize credentials that grant write access if write access isn’t required.


Your access policies are typically denied by default if the least privilege is used in practice. Users must go through the request and approval processes to obtain any privileges they need because they are typically given no (or very limited) privileges by default.


It is therefore also referred to as Software as a Service (SaaS). Providing infrastructure and resources online to serve its clients has three main objectives: dynamics, abstraction, and resource sharing.


Some of your administrators will require access to the cloud console, which is a website that lets you create, manage, and destroy cloud assets like virtual machines. Many cloud service providers grant godlike rights to everyone with access to your cloud panel by default for whatever that service provider manages. Depending on the operating system restrictions on the supplied systems, this can include the ability to access, alter, or destroy data from any location within the cloud environment. Due to this, you must strictly restrict user access to and privileges on the cloud interface, just as you do in on-premises systems with physical data center access, and keep track of their activities.
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