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    Data is everything and nowadays, Big Data and Big Data Analytics are given more attention in the field of research. The smart city paradigm completely relies on data and smart frameworks. This framework comprehends the physical infrastructure, networking system, centralized computing center, data storage, and higher-level domain use-cases. The physical infrastructure requires sensors, devices, and cameras to capture and generate data. In the smart city, also known as an innovative city, the devices and sensors involved in smart city applications generate a massive amount of multi-media data especially Video Data. The involvement of multimedia sensors enables to obtain precise and concrete information. This book titled “IoT and Big Data Analytics” Vol. 1 (Video Data Analytics for Smart City Applications: Methods and Trends) aims to explore the various applications and use cases of Big Data & Analytics and processing for smart city applications. The technologies like Machine Learning, Deep Learning, IoT, WSN, IoT, and AI have been contributing to the application and efficient processing of data. Object detection and tracking, intelligent processing, video compression, the performance of IoT & AI in business growth, key enabling technologies and video analytics need to be explored more. The information processing is both challenging and interesting. The researchers are working with passion, and dedication to develop new methods and algorithms for information analysis and to provide a solution to remain in the new direction. The book will provide a valuable window and wide-ranging exposure to concerned technologies and their architectural frameworks for smart city applications. How these technologies are serving themselves to fulfilling the needs of a smart city is also discussed, for the research and industry personnel. This book is a good step in that direction and will surely help researchers to find relevant information in one place.
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    This book aims to explore the various applications and use cases of Video Data Analytics and processing for Smart City Applications. Everyday things are embedded together with the help of software, and sensors through the internet to collect and exchange data. Hence these devices generate a massive amount of data. The smart city paradigm entirely depends on data. In the context of video data, cameras capture huge data, and later these video recordings are effectively used in various smart city applications such as surveillance systems to counter potential threats. The generated data is heterogeneous and sparse in most cases. The processing of this Big Data in real-time is a matter of concern. With the participation of multimedia sensors, it is possible to obtain more precise and concrete information. Enormous challenges come in the data collection, analysis, and distribution.Various trending technologies like Machine Learning and Deep Learning are contributing to real-time data processing. Hence, these technologies should also be explored for efficient processing.




    The video analytics field is continuously in evolution, because of speedy hardware and software progress that is making the technology more reachable and valued. To transform a large amount of video into actionable intelligence as complementary mechanisms, an effective algorithm and model are required. The book will provide comprehensive coverage of the latest and trending technologies like machine learning, deep learning, blockchain, AI, etc.




    The book will highlight the advances and trends in various technologies by targeting the research and industry that are involved in video data analytics via addressing extensive themes. This book will surely demonstrate how technologies are serving their use-cases in the smart city. Interested researchers and academicians will get to know about the latest happenings and research, and more research possibilities can be explored. The industry professional may also benefit from this book by connecting the research with industry needs. This book will be proven as a useful resource for the target audience by outlining the promising future research and providing references to newcomers in the field of video data analytics.
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      Abstract




      In this growing age of technology, various sensors are used to capture data from their nearby environments. The captured data is multimedia in nature. For example, CCTV cameras are used in those places where security matters or where continuous monitoring is required. Hence object detection, object recognition, and face recognition became key elements of city surveillance applications. Manual surveillance seems time-consuming and requires huge space to store the data; hence video surveillance has a significant contribution to unstructured big data. All surveillance techniques and approaches are based on Object Tracking, Target Tracking, Object Recognition, and Object Mobile Tracking Systems (OMTS). The main difficulty, however, lies in effectively processing them in real time. Therefore, finding a solution still needs careful consideration. This paper mainly targeting to the smart city surveillance system and inspects all existing surveillance systems based on various tremendous technologies like a wireless sensor network, machine learning, and Deep Learning. The author discovered the problems in the existing methods and summarized them in the paper. The motive is to point out the various challenges and offer new research prospects for the multimedia-oriented surveillance system over the traditional surveillance system for the smart city network architecture. The thorough survey in this paper starts with object recognition and goes toward action recognition, image annotation, and scene understanding. This comprehensive survey summarizes the comparative analysis of algorithms, models, and datasets in addition to targeting the methodologies.
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      INTRODUCTION




      Surveillance may be outlined in a variety of ways, including vehicle monitoring at roadside traffic areas as an intelligent traffic management system, theft monitoring & identification, capturing abnormal happenings, monitoring of widely open critical areas, and crowd analysis. Apart from that, it is also important in the smart healthcare system to perform hospital surveillance, secure hospital facilities, detect patient emotion and sentiment, detect patient fraud, and analyze hospital traffic patterns.




      The video surveillance system has progressed. Now it is not only aiming to capture and show the video but has upgraded towards an autonomous and intelligent system. Only cutting-edge algorithms have made this possible. Because the purpose of all these algorithms was not only to classify images or videos but also to enhance them. Thus, a modern surveillance system workflow is mentioned in Fig. (1). As a result, video surveillance makes a significant contribution to unstructured big data.
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Fig. (1))


      Surveillance System workflow.



      Intelligent surveillance is the main application of a Smart city, and the objective of the Smart city is to improve the quality of human lives. Smart environments contain sensors & devices that are network-connected and work together to perform operations. Though the last decade, the Internet of Things (IoT) with Machine Learning & Deep Learning has received so much attention. The cause for the accomplishment of this much attention is the services and capabilities offered by it.




      The IoT is an interconnection between everyday objects and computing machines. It enables them to communicate in many smart city applications, where smart surveillance is one of them. Intelligent Transport Management Systems, Intelligent Traffic Management systems, Vehicular Ad-Hoc Networks, and Car-to-Car Communication are a few examples of IoT. Here, Intelligence indicates the best utilization of data. This data is generated by aggregating the knowledge and then converted into information through modeling. After that, this information is used for further processing.




      In reality, all of this generated data is also known as multimedia data, such as audio and video. Their combination also makes the computation more energy efficient. Wireless Multimedia Sensors are used to collect multimedia data. However, Wireless Multimedia Sensors have exceptional issues such as high bandwidth and energy consumption. Other issues observed include quality of service (QoS), data processing, and compression at the node level. Object detection and recognition schemes have emerged in recent years as a solution for reducing the size of multimedia data at the node level.




      The strategy used in it is based on motion detection. The camera only starts recording when it detects motion; otherwise, it does not record. As a result, unnecessary recording and storage are avoided. As a result, no overhead exists.




      However, it is inefficient in some ways because it requires the user’s involvement to process forwarded data, so that alert decisions can be made. A simple object classification with few details can work. It is based on a genetic algorithm-based classifier. The classifier used only two features of the objects:




      1. Video frames: specifically, the shape of the minimum bounding box, also known as video annotation of the object.




      2. The frame rate of the observed region.




      This method was tested in a simulated environment on three types of objects: humans, animals, and vehicles. The observation was that as the audio was added, the noise count increased [1].




      The evolution of IoT presents enormous challenges in data collection, data analysis, and distribution in the direction of more productive use of information [2].




      According to the survey, video surveillance systems have advanced technically over three generations.




      The survey said that the video surveillance systems have technically progressed as:





      

        	The first generation was introduced in the 1960s with Analogue Close Circuit TV (CCTV). That was primarily for indoor surveillance applications. But the limitations were the recording and distribution process.




        	Digital imaging began to expand surveillance systems in the 1980s. Advances in this area include compression and distribution as well as surveillance algorithms. The system included object tracking as well as an event alert system.




        	The third-generation surveillance systems with fully automated and wide-area surveillance were investigated in the 2000s. The goal was to provide inference frameworks and behavioral analysis.


      




      There are several categorizations of video surveillance that can be drawn to fulfill the requirement. Systems are usually classified into three generations as shown in Fig. (2). And the below Table 1 is representing the same categorization.
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Fig. (2))


      Surveillance system generations.



      

        Table 1 The categorization of the Video Surveillance Systems.




        

          

            

              	Criteria



              	Categories of System

            


          



          

            

              	Image gain obtained



              	• Number of cameras like one or more.


              • Cameras are fixed or movable.

            




            

              	Applications



              	• To track and recognize the objects.


              • Re-identification, and behavioral analysis.

            




            

              	Architecture



              	• Unaided systems,


              • Cloud-based and distributed system.

            


          

        




      
The systems try to emulate the method by which individuals recognize activities and classify them. For instance, backdrop or foreground classification is a typical event detection pre-processing technique. The technique tries to differentiate between static and dynamic foreground scenes. The development of a surveillance system is heavily influenced by the caliber of the acquired input. Some of the video sensor's key characteristics include resolution, frame per second (FPS), and contrast.

    




    

      LITERATURE REVIEW




      Low-cost, compact cameras and microphones are now being introduced by recent technological advancements. And research started to get more precise real-world information. The outcome was distributed Wireless Multimedia Sensor Network. Multimedia sensors make it simpler to gather more accurate and thorough data for a variety of smart city applications. A multilayer automatic surveillance system architecture is suggested in a study [3] for outdoor applications. The system has two layers at the node level. Scalar sensors having the ability to sense motion, vibration, and sound are present in the first layer. This layer activates the second layer to record audio and video. Scalar and multimedia sensors gather data, which is then analyzed and combined in three separate layers.




      In computer vision and robotics, automatic human action recognition in any video stream has been a highly addressed challenge. Majorly works were focused on classifying the segmented clips, joint detection, and action recognition. But none of them were dealing with wireless camera networks. To deal with this issue [4], an efficient system is presented by using a wireless smart camera network. The approach was based on Deformable Part Models (DPMs) for object detection in the images. Later, the framework was extended with tight integration inside a centralized video analysis system named Deformable Keyframe Model (DKM) from single-view and multi-view video settings to joint detection and action recognition. The DKM was validated on two different datasets- the publicly available dataset, and Bosch Multiview Complex Action (BMCA) dataset.




      In a study [5], a deep learning technique was introduced to predict the type of action in smart cities. Four different types of audio datasets were used: crowded city audio, home appliance sound, household item sound, and human action sound.




      The analysis of video surveillance was covered in a study [6]. The study classifies it into two categories, abnormal and normal, as well as object and action recognition. Deep learning architectures is the main topic of this survey. CNN, auto-encoders, and their combinations are the most often used deep learning models for surveillance analysis.




      The video data is increasing because of the many networked cameras located in public places around the world for security [7]. During surveillance, these public surveillance cameras generated large amounts of data in order to capture human behaviors. As a result, generating a large amount of data necessitated a large space or data warehouse, but storing this large amount of surveillance data for an extended period of time is difficult. It is preferable to have the results of the anal-




      ysis rather than large amounts of video data. Thus, storage space could be reduced.




      Apart from deep learning, methods have also been identified.




      Methods are divided into two subgroups: deep learning-based and non-deep learning-based. The Surveillance Video Analysis System (SVAS) [8] is concerned with the automatic action recognition and deduction of its complexity. The event detection procedure is divided into low and high levels. The low-level analysis detects both people and objects, and the results are used in higher-level analysis to detect the event.




      The architecture proposed in a study [9] includes Event and Action model learning, Action detection, Complex event model learning, and Complex event detection. A hybrid event model is the Interval-Based Spatio-Temporal Model (IBSTM). In addition to these techniques, Markov logic networks, Bayesian networks, and threshold models are also used. To handle the dataset, which is generated from moving cameras and multi-camera, the SVAS approach can be modified. In particular, in areas like calibration and noise reduction, additional enrichments are preferred when handling complicated events.




      A rule-based system detects numerous abnormal activities in videos. Motion patterns are used to identify the features [10]. It has been stated that abnormal events are detected by the system’s training and following the dominant set property. External rules are required to recognize the object. In video surveillance, abnormal trajectory, and event detection work together. Existing methods are either trajectory-based or pixel-based. However, a proposal [11] encompasses both. The proposal includes object and group tracking, trajectory filtering, grid-based analysis, and abnormal behavior detection.




      A study [12] proposed AMDN for self-learning feature representations. Using stacked denoising autoencoders, the model learns appearance features and motion features. Throughout learning, several one-class SVMs are trained. The anomaly score of each input is predicted by this SVM. These scores are then added together to detect the abnormal event. A structure based on autoencoders and CNN was proposed [13]. An autoencoder is made up of an encoder and a decoder. The architecture enables the use of low-level frames with high-level appearance and extracts the features from them. Reconstruction errors are used to represent anomaly scores. A study [14] examined fundamental deep learning techniques such as Convolutional Neural Network, Autoencoder, and Sparse Coding. In a study [15], 100 different approaches to deep learning were surveyed. The goal was to identify individuals using various biometric modalities. And the majority of the research was focused on biometrics. Five physiological biometrics (face, fingerprint, palm print, and iris) and four behavioral biometrics (voice, signature, gait, and keystroke) are included.




      Commonly used Datasets in various biometric modalities are:




      The Labeled Faces in the Wild (LFW) dataset is extensively used for face recognition. It consists of 13,323 images of 5,749 celebrities. All are taken in an unrestricted setting.




      The YouTube Faces (YTF) dataset, which contains 3,425 YouTube videos of 1,595 celebrities, is extensively utilized for face recognition. The videos are organized into 5,000 video pairs divided into ten splits.




      AR Face is a popular dataset for face recognition and facial attribute recognition. It includes 4,000 frontal face images of 126 people with various lighting, occlusions, and facial expressions.




      MORPH is primarily used to estimate face attributes. It includes two face albums. Each face has characteristics such as age, gender, and ethnicity. Album 1 contains 1,724 photographs of 515 people. Album 2 contains 55,134 photographs of 13,000 people.




      IJB-A contains 5,396 images and 20,412 video frames from 500 different people. Face recognition is the primary application for this dataset.




      The Adience dataset is used to estimate age and gender. It includes 26,580 unrestricted face images of 2,284 people.




      To calculate noticeable age, the ChaLearn 2015 dataset is used. There are 2,476 training images and 1,136 validation images in total. Fig. (3) represents the statistical summary of commonly used datasets in various biometric modalities.




      A study [16] proposed a deep bi-directional Long Short-Term Memory (Bi-LSTM) model. The model's goal was to provide an explanatory description for the image. The model was evaluated using the Flickr8K, Flickr30K, MSCOCO, and Pascal1K datasets. Another study [17] proposed an innovative Deep Multi-View Feature Learning method (DMVFL). The Cross-view Quadratic Discriminant Analysis (XQDA) metric was used to create it. A CNN-based method for classifying traffic conditions was developed [18]. To classify levels of traffic congestion in ITS, an optimal set of filters and a CNN configuration are proposed. Where the ITS is responsible for traffic management. It has been validated using traffic video data. The process is done with different camera angles and illumination.
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Fig. (3))


      Commonly used datasets in various biometric modalities.



      For community safety, the surveillance necessitated the re-identification of people (re-id). Researchers are interested in the process of automatically identifying the individual concerned in the video. A study [19] used three public person re-id data sets - PRID-2011, iLIDS-VID, and MARS - to address the image to video person re-id. The probe is an image in this case, and the gallery is made up of videos captured by nonoverlapping cameras. A study [20] proposes an efficient re-id approach based on a highly discriminative hybrid person representation. The framework is tested using publicly available small-scale and large-scale person re-id datasets. The small scale dataset includes- datasets- VIPeR, PRID450s, and GRID. While, the large-scale person re-id datasets include- CUHK01, Market1501, and DukeMTMC-ReID.
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