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FOREWORD





-by Bob Ward


(Principal Architect, Microsoft)


Having worked at Microsoft for over 30 years, focusing on SQL capabilities ground to cloud, I always relish the chance to read a book that covers the "core" of SQL Server-whether it is on Windows Server, Linux systems, a Kubernetes cluster, or on a public cloud like Azure. This book, authored by two SQL experts at Microsoft, Amit and Sumit, does just that. The words "data management and modernization" in the title are especially appealing as you will find this theme throughout the book.


I really like how this book is structured.It starts by teaching the fundamentals and core concepts of the SQL Server engine, including key internal concepts and a nice tour of SQL Server 2022. With this knowledge, the book then guides to understand various deployment options from ground to cloud, including how to use Azure Arc to connect to the cloud. Amit and Sumit have a deep knowledge of Linux, containers, and Kubernetes, giving you an opportunity to learn how to deploy SQL Server in these modern platform environments.


As I read through the core chapters of the book, I get a very deep understanding of security, high availability, and disaster recovery for SQL Server across different deployment options I have already learned. I really like that I have been able to build up my knowledge with plenty of examples and learn how to ensure my data is secure and available for any business requirements I may have.


One of my requirements could be that I need to migrate to the cloud or upgrade to a new version of SQL Server.this book provides guidance on all the options available including how to plan out a migration and the tools needed to make the entire process successful end-to-end. Armed with all this knowledge, the book does an excellent job of providing me best practices and modernization techniques for configuration, security, performance tuning, and monitoring.


Throughout this book I felt I could learn in a highly organized manner but dive deeper with visualizations and examples that clarify the details. You can tell the authors have poured their expertise from working with the Microsoft product team into every chapter of this book. I always love to see a passion for a product I have used throughout my career and this book does all of that and more. I hope you enjoy reading it as much as I did.
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Preface





In the pages that follow, we embark on a remarkable journey—a culmination of our collective experiences. This book is our attempt to share the captivating story of how a product evolved, feature by feature, across diverse deployments.


Our approach in this book is practical. We start with the basics: understanding user objects, system tables, indexes, data pages, and log files in SQL Server. From there, we delve into the rich variety of SQL offerings available today—whether on-premises, in the cloud, or within containers. We explore deployment techniques across platforms, helping you choose the right SQL environment for your specific needs. But that’s not all. We cover critical topics: securing SQL Server, configuring high availability and disaster recovery, modernizing databases, optimizing performance, and mastering monitoring and troubleshooting.


So, dear reader, join us on this voyage. Let us unravel the layers of SQL Server, celebrate its growth, and learn together.


This book is basically divided into 8 chapters, listed as follows:


Chapter 1. SQL Server – The Fundamentals: In this chapter, we lay the groundwork for understanding SQL Server and its core database engine, which underpins all SQL products, including Azure SQL Database and SQL Server on Linux. This chapter covers essential topics such as SQL Server internals, databases and tables, data and log files, indexes, and backup and restore processes. Mastering these fundamentals will prepare you for exploring the wider SQL ecosystem, including SQL Server 2022.


Chapters 2. and 3. Realms of SQL: The Realms of SQL explores SQL Server’s extensive ecosystem, which has evolved over two decades to meet the diverse needs of users, especially with the rise of cloud computing. This chapter is divided into two parts, covering the SQL ecosystem, types of workloads, considerations for data size and scalability, and choices between modern cloud-based and traditional applications, including hybrid deployments with Azure Arc. By understanding these elements, you can make informed decisions for your SQL Server strategy.


Chapter 4. SQL Server and Security Hand in Glove: In today’s digital world, security is vital to database management. This chapter covers SQL Server’s key security features, including encryption, authentication, and access control. It demonstrates how these measures work together to protect sensitive data and ensure compliance with modern security standards, offering practical steps to secure your SQL Server environment from both internal and external threats.


Chapter 5. Business Continuity Strategies for SQL Offerings: Ensuring continuous availability of SQL Server databases is vital for business resilience. This chapter covers key approaches such as backup strategies, high availability, disaster recovery, and failover solutions. By the end, you'll be equipped with practical techniques to maintain uptime and protect your data against unforeseen disruptions.


Chapter 6. Accelerate SQL Server Modernization: In an era of rapid technological advancement, modernizing your SQL Server infrastructure is essential for improving performance, scalability, and security. This chapter focuses on strategies and best practices for upgrading to modern versions of SQL Server, leveraging cloud integration, and optimizing performance. By the end, you'll understand how to streamline your modernization journey for a future-ready SQL Server environment.


Chapter 7. Achieving SQL Brilliance Through Best Practices: Mastering SQL Server requires more than just technical know-how; it demands adherence to proven best practices. In this chapter, we explore essential guidelines for designing, maintaining, and optimizing your SQL Server environment. By following these best practices, you can ensure consistency, performance, and long-term success in managing your databases.


Chapter 8. Monitoring, Performance Tuning and Optimization: Efficient SQL Server performance is critical for business success. This chapter delves into tools and techniques for monitoring system health, fine-tuning performance, and optimizing queries. By focusing on practical strategies, this chapter equips you with the knowledge to maintain peak database performance and swiftly resolve bottlenecks.
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CHAPTER 1


SQL Server – The Fundamentals



Introduction

This introductory chapter helps you to understand the basics of SQL Server, as knowing the core SQL Server database engine gives you a grasp on the fundamentals. The same SQL Server engine runs all the SQL products, such as Azure SQL Database, Azure SQL Managed Instance, Azure SQL Server Virtual Machines, Azure SQL edge, and SQL Server on Linux as shown in Figure 1.1. Hence, understanding the fundamentals of core SQL Server database engine assists you in your journey to learn other SQL suite of products as well.
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Figure 1.1: SQL Server Database engine runs all the SQL products

Structure

In this chapter, the following topics will be covered:


	Understanding SQL Server

	SQL server Internals

	
Databases, tables

	Database data and log files

	Indexes

	Backup and Restore





	Introduction to SQL Server 2022



Understanding SQL Server

Microsoft SQL Server is a relation database management system (RDBMS) and like every RDBMS database, it stores data in a tabular format. Each SQL Server process has an instance that you can find in the task manager. You can have more than one SQL Server instance on a Windows machine, and each one has its own process. You can choose between a named instance or a default instance when you install SQL Server. The default instance has the same name as the host machine, while the named instance has a name that you specify, which is shown as “hostname\Name”. For example, in Figure 1.2, we have installed two named instances of SQL Server: mypc\SQLINSTANCE1 and mypc\INSTANCEB. Where ‘mypc’ is the hostname on which these two instances are installed.
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Figure 1.2: SQL Server process listing in Windows 1

On Windows-based machine, you can have more than one instance of SQL Server, while on Linux deployments you can install only one instance of SQL Server which is a default instance. To install more than one instance of SQL Server on Linux, you must use containers. We will learn more about SQL Server on Linux in later chapters.

You can create many databases, Logins, Credentials, Linked servers, Endpoints, Jobs, and other Instance level objects under each SQL Server instance. Likewise, each database is a collection of schemas, tables, users, and other database objects. The hierarchy is shown in Figure 1.3 for your reference.
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Figure 1.3: SQL Server hierarchy

Using client tools, such as SQL Server Management Studio (SSMS), SQL Server Management Studio (SSMS), SQL Server Management Studio (SSMS, Microsoft Learn (https://learn.microsoft.com/en-us/sql/ssms/sql-server-management-studio-ssms?view=sql-server-ver16) or Azure Data Studio (ADS), What is Azure Data Studio - Azure Data Studio, Microsoft Learn, (https://learn.microsoft.com/en-us/azure-data-studio/what-is-azure-data-studio) you can connect to SQL Server instances running on Windows or Linux to manage and administer.

A tux icon next to the instance icon in SSMS indicates a Linux-based SQL Server instance, while a plain database icon indicates a Windows-based one. This helps you quickly identify the operating system of the SQL Server instance you are connected to. See Figure 1.4 for an example.
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Figure 1.4: Connecting to SQL Server using SSMS 1

Azure Data Studio is a data management client tool that works on Windows, macOS, or Linux. It shows the OS and edition details of the connected database, as in Figure 1.5. It also has many extensions to support other databases, such as MySQL, PostgreSQL, and others on cloud or on-premises.
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Figure 1.5: Connecting to SQL Server using ADS

SSMS is the preferred tool for SQL Server management and administration, but you may use ADS when you need to connect to different kinds of databases, including SQL Server.

To familiarize yourself with SQL Server and these tools, it is recommended to install SQL Server 2022 Developer edition (free) on Windows by following the instructions provided here: SQL Server installation guide - SQL Server | Microsoft Learn (https://learn.microsoft.com/en-us/sql/database-engine/install-windows/install-sql-server?view=sql-server-ver16). If you prefer Linux, then you can complete the installation of SQL Server 2022 on Linux in less than 2 minutes, on your choice of distribution by following the instructions as documented here: Installation guidance for SQL Server on Linux - SQL Server | ().

SQL Server Internals

Now that you understand SQL Server installation and connecting to them using the client tools, let’s learn more about the internals of SQL Server starting with SQL Server databases. In this section, here are the core concepts that we will learn about:


	SQL Server Databases- Files and Filegroups

	Transaction log architecture

	System and User objects

	Indexes

	Backup and Restore



SQL Server Databases- Files and Filegroups

To understand the internal workings of the SQL Server database, let’s start with the basics. When you create an SQL Server database through UI in SSMS, you will notice that a minimum of two files are created on the operating system—a data file and a log file as shown in Figure 1.6. The data file/s stores the data and the log file is used for logging to help with the recovery of the database.



[image: ]


Figure 1.6: SQL Server database properties

Figure 1.7 shows how the database structure looks like when connected to the instance via the SSMS.
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Figure 1.7: SQL Server database seen in the object explorer in SSMS

You can always create more than one data and log file for a single database. Though it is recommended not to create more than one log file for a database, you can and should always have multiple data files. Every data file is associated with a filegroup; a filegroup is a logical way of grouping data files and they help you spread your data across multiple disks by partitioning your tables and indexes across multiple data files, assisting you with query performance and administrative tasks, such as backup and restore options. Let’s see this in action to understand this further:

In the create database sample script here:


	We are creating a new database called sampledb, with three data files: sampledb.mdf, sampledb1.ndf, and sampledb2.ndf.

	
Two new filegroups are being created as well: Primary and Secondary.

	The primary filegroup has the sampledb.mdf datafile and the secondary filegroup has the other two sampledb1.ndf and sampledb2.ndf files.

	We are also making the secondary filegroup as the default filegroup, so every time an object is created inside the sampledb database, it gets created on the files that are part of the secondary filegroup.

	All the data files that belong to the secondary filegroup are on the D drive, a different physical disk on the machine, and the data files that belong to the primary filegroup are on the default C drive, ensuring the database I/O is distributed across multiple disks.

	The log file is placed on the E drive and it is not part of any filegroup. The E drive is a separate physical disk. This ensures that the Data I/O is separate from Log I/O.

	Every file that you create for a database has a logical and physical name. The logical name is what you use in T-SQL commands to refer to the physical names on the operating system. In the following sample script ‘sampledb1’ is the logical file name for sampledb1.ndf which is the physical file on the operating system.
CREATE DATABASE [sampledb]

CONTAINMENT = NONE

ON  PRIMARY

( NAME = N’sampledb’, FILENAME = N’C:\Program Files\Microsoft SQL Server\MSSQL16.SQLINSTANCE1\MSSQL\DATA\sampledb.mdf’, SIZE = 8192KB, FILEGROWTH = 65536KB ),

FILEGROUP [secondary]

( NAME = N’sampledb1’, FILENAME = N’D:\sqldata\sampledb1.ndf’, SIZE = 8192KB, FILEGROWTH = 65536KB ),

( NAME = N’sampledb2’, FILENAME = N’D:\sqldata\sampledb2.ndf’, SIZE = 8192KB, FILEGROWTH = 65536KB )

LOG ON

( NAME = N’sampledb_log’, FILENAME = N’E:\sqllogs\sampledb_log.ldf’, SIZE = 8192KB, FILEGROWTH = 65536KB )

 WITH LEDGER = OFF

GO

USE [sampledb]

GO

IF NOT EXISTS (SELECT name FROM sys.filegroups WHERE is_default=1 AND name = N’secondary’) ALTER DATABASE [sampledb] MODIFY FILEGROUP [secondary] DEFAULT

GO





This configuration ensures that the system tables and objects are all in the files that belong to the primary filegroup, and the user tables and objects are in the secondary filegroup. Note that the initial size of the files in the filegroup is same, this ensures that proportionate data is written on the data files that belong to the filegroup. This is a critical aspect of the database design; if you use files of unequal size, then the data will not be balanced, and some files will be used more than others, hence throttling the I/O throughput by causing disk contention. SQL Server uses proportional fill strategy across all files so that when you have files of equal size all the files are used proportionally.

A data file can be part of one filegroup and one database only. Also, a file or a filegroup can never be shared amongst databases; they are exclusively part of one database only.

Let us now understand the nuances of Data I/O. SQL Server mostly uses random I/O for data files and sequential I/O for log files. When we say data I/O, it refers to the process of reading and writing data pages from and to the disk specifically onto to the datafiles. A page is the fundamental unit of data storage in SQL Server. The size of a page is 8KB. A page holds user and metadata. Eight physically contiguous pages is called as an Extent. Thus, the size of an extent is 64 KB (8 pages × 8 KB/page) as depicted in Figure 1.8.
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Figure 1.8: A pictorial representation of an Extent and page

An extent is used as the basic unit for space management by SQL Server. There are two types of extents:


	
Mixed Extent: The pages part of this extent belongs to different objects, in fact, each page could belong to different objects, hence one mixed extent can be shared by up to 8 objects.

	
Uniform Extent: All the eight contiguous pages in this extent belong to the same object.



SQL Server uses allocation maps, also referred to as system pages, to record allocation of extents to data objects. There are two types of allocation maps:


	
Global Allocation Map (GAM): GAM pages record what extents have been allocated. Each GAM covers 64000 extents. If the bit is 1, then that extent is free, else, it is allocated.

	
Shared Global Allocation Map (SGAM): SGAM records extents that are currently used as mixed extend and have at least one unused page. Each SGAM covers 64000 extents as well. So, for each extent, there is a bit, and if that is set to 1, it means that it is a mixed extent with at least 1 page as free. If the bit is 0, then the extent is not a mixed extent or if it is a mixed extent, it does not have a free page.



So, using the GAM and SGAM allocation maps makes it simple for SQL Server to identify mixed extents that have one free page or identify uniform extent to allocate to an object. While this is helpful at extent level, there is also a metadata page called Page Free Space (PFS) pages. After an extent is allocated to an object, the database engine uses the PFS pages to record which pages in the extent are allocated or free. This helps the SQL engine to allocate a new page needed to insert a new row or index key values.

When you query system dynamic management views (system-created objects that you can refer to monitor, manage, or tune SQL Server performance) a few DMVs that you can use to query and learn more about pages and extents are:


	sys.database_files

	sys.dm_db_file_space_usage



Here’s an example showing you how to use them:

select db_name (database_id) as db_name, file_name (file_id) as File_id, total_page_Count, allocated_extent_page_count as pages_in_allocated_extent, unallocated_extent_page_count as pages_in_unallocated_extents

, mixed_extent_page_count as pages_in_mixed_extent, modified_Extent_page_count as pages_modified_in_allocation_extent_since_last_full_backup   from sys.dm_db_file_space_usage
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Figure 1.9: SQL Server page details

select file_name(file_id) as filename, size as size_in_pages, (size*8) as size_in_MB  from sys.database_files where type = 0
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Figure 1.10: SQL Server database Size in MB

To learn more about the pages and extent architecture, it is recommended that you refer to the official Microsoft documentation: Pages and Extents Architecture Guide - SQL Server | Microsoft Learn (https://learn.microsoft.com/en-us/sql/relational-databases/pages-and-extents-architecture-guide?view=sql-server-ver16).

Transaction Log Architecture

SQL Server Log file is an essential component required for the databases to be recovered to a consistent state. The transaction log records all the transactions and modifications made by every transaction. A transaction log is a string of log records. Each log record can be identified through the unique Log sequence number (LSN). The LSN of the current log record will always be greater than the previous log record. Thus LSNs follow sequential series. General recommendations about transaction log are:


	You should try and have only one transaction log file per database, unlike the data files where it’s recommended to have multiple data files.

	For better I/O throughput, always create the log files of the databases on separate drives from the data files as the I/O pattern for Log files is completely different from data files.

	Try and ensure that you pre-size your log file to maximum size that you think the log file will grow to so that this will avoid unnecessary log file growth during production hours.



After reading the following section, you will have a better idea on the aforementioned recommendations.

Microsoft SQL Server uses the Write-ahead logging (WAL) technique to ensure the durability and consistency of the database after a restart. The WAL protocol guarantees that no data modifications are written to the disk before the associated log records are written to the disk. When you make changes to the database, such as creating a table, index or inserting/updating a row, the page that contains the row is fetched from the disk to part of the memory (cache) called buffer cache (also known as buffer pool), if it’s not there already in the buffer pool. Once fetched in the buffer pool, the page is latched (not locked) and modified; this page is now referred to as dirty page.

The page also has the information on the transaction log record that modified the page. The activity of writing from memory to disk is called flush. For every modification, a transaction log record is inserted in the log cache. First, the log cache is flushed and then the corresponding buffer caches are flushed to the disk. The operation that performs the flush of data pages from the buffer cache to the disk is called as checkpoint.

Imagine a scenario, where a lot of modifications are being performed on a database marking multiple pages as dirty, the log records for those modifications have already been flushed to the log file and the data pages were being flushed, when the system goes down, without the data buffers flushed completely. When the database restarts and performs recovery, it can now refer to the log file to identify the active transactions, then if it were committed redo (roll forward) those transactions to ensure the changes are persisted. And undo (rollback) the transactions that were not committed. This ensures the databases is consistent before and after the restart.

Let us look at the transaction logs and their physical architecture in detail. The physical SQL Server log file is divided into several virtual log files (VLF) as shown in Figure 1.11 which is an example of the database sample db created based on the T-SQL script shared in the previous section. The sizes of the virtual log files are decided by SQL Server dynamically while the log file is created or extended based on the auto-growth setting. The SQL Server database engine tries to keep the VLFs as few as possible. SQL Server uses the VLFs as a mechanism to manage and reuse the physical log file of the database.
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Figure 1.11: Transactional Log Logical Architecture

You can also query this using the DMV: sys.dm_db_log_info with the query as shown here:

select db_name(database_id) as db_name, file_name(file_id) as file_name, vlf_size_mb, vlf_active, vlf_status from sys.dm_db_log_info (8)
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Figure 1.12: Query SQL Server Transactional log

There is a total of 4 VLFs and the size of each VLF is shown in the table. As you can also see, only the first VLF is active, the rest of the VLFs are unused or inactive as the logical log ends at the end of the virtual log file.

Now, as modifications happen in the database, you will notice that the logical log starts to increase and the VLFs change the state from inactive (unused) to active based on the next output after running the same query as shown here:

select db_name(database_id) as db_name, file_name(file_id) as file_name, vlf_size_mb, vlf_active, vlf_status from sys.dm_db_log_info (8)
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Figure 1.13: Query SQL Server Transactional log

As you can see, all four VLFs are now active, meaning, the entire log file is in use. We will now run a checkpoint, causing the flushing of the log cache and corresponding buffer cache which will truncate the log file for reuse without the need of the growth. Here is the output of the sys.dm_db_log_info and as you can see the VLFs 1, 2, and 3 are now inactive and the last VLF is the only active VLF.
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Figure 1.14: Query SQL Server Transactional log

The file architecture, as shown in Figure 1.15, after the log truncation, marks the first three VLFs as inactive. Note that the transaction log file did not grow but it wrapped around shown by the green line and marked the first VLF as inactive, meaning ready to be used. Also, for easy understanding, it is shown the last checkpoint, the start of the VLF and the min LSN are the same but in a real environment the min LSN could be behind the checkpoint LSN as that transaction might not have been completed when the checkpoint occurred.
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Figure 1.15: Transactional log logical architecture

Truncation of the log is the process that marks a VLF as an inactive signalling SQL Server that it can use for logging as all the changes done previously on that VLF have been successfully captured in the database and can be recovered consistently. Log truncation ensures that log files eventually do not fill all the disk space and provides the ability to reuse the virtual log files. Also, remember a VLF cannot be partially active or partially inactive. If there is a single log record that is still active, the entire VLF is marked as active.

The log truncation occurs automatically after the following events:


	When the database is configured under Simple recovery model, after a checkpoint log truncation occurs.

	
When the database is configured under Full recovery model after the log backup is completed and a checkpoint has occurred since the previous backup, then the truncation occurs.



If you see a lot many VLFs being created and the log file size increasing, that means that the truncation of the log file is not happening. To find the reason why the log truncation is not happening for a database, you can refer sys.databases and use a query like:

select name as db_name, log_reuse_wait, log_reuse_wait_desc from sys.databases sd where database_id= db_id(sd.name)

This query should let you know the reason why the log_reuse is not happening. A few common reasons are: Log backup, Active transaction, and Replication. To see the entire list, refer to the official Microsoft documentation and refer to the columns: log_reuse_wait_desc sys.databases (Transact-SQL) - SQL Server | Microsoft Learn (https://learn.microsoft.com/en-us/sql/relational-databases/system-catalog-views/sys-databases-transact-sql?view=sql-server-ver16)

Finally, when talking about data files, we spoke about data pages and extents. Data pages are normally 8KB in size and the extents is a collection of 8 pages, so the size of an extent is 64 KB. Similarly, the log block consists of log records. The log records themselves can vary in size but are always in integer multiple of 512 bytes, which is the minimum sector size that SQL Server supports. The maximum size of the log block is 60 KB. So, as you can understand, the log flushes are small in size and mostly sequential I/O. To learn more about the transaction log and its architecture, read the official Microsoft documentation available here: SQL Server transaction log architecture and management guide - SQL Server | Microsoft Learn (https://learn.microsoft.com/en-us/sql/relational-databases/sql-server-transaction-log-architecture-and-management-guide?view=sql-server-ver16)

System Objects and Users Objects

When you connect to a SQL Server instance, you will notice that there are a few system objects, such as the system databases, tables, views, logins, and other objects that are pre-created. You can list all the system objects contained in the schemas named sys or INFORMATION_SCHEMA using the query:

select * from sys.system_objects

System objects store the metadata, that is, data about data. It is essential for SQL Server functionality. Most of these objects are physically stored in the resource database, one of the system databases. All these system objects logically appear in the sys schema of every database including the user databases. These system objects help in the functioning, monitoring, and administration of the SQL Server.

Let’s first look at the system databases that are by default created as soon as you install SQL Server on Windows or Linux. There are 5 system databases, and you can view 4 out of the 5 system databases when you connect to the SQL Server instance as shown in Figure 1.16. For Azure SQL Database and elastic pools, you will see only the master and tempdb database. For the Azure SQL Managed instance, Azure SQL Server VMs all the system databases apply.
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Figure 1.16: System databases as seen from SSMS


	
Master Database: This database is used to record instance-level metadata objects, such as login accounts, endpoints, Linked servers, service master key (SMK), and other system configurations specifically related to sp_configure.

	
Model Database: This is the database that is used as the template to create other databases on the instance. Most of the database options like the recovery model and other contents of the model database are copied to the new database that is created.

	
Msdb Database: This system database is specifically used by the SQL Server agent for scheduling, tracking, and monitoring the various jobs and alerts that are configured. This contains system objects that can be used to track the backup restore history, agent job run history, dbmail, and other features provided by SQL Server.

	
Tempdb Database: This is a global resource available to all users connected to an instance of SQL Server. This database is used only to store temporary objects, and hence every time the SQL Server is restarted, the tempdb is recreated. All the previous data in tempdb will be lost after restarting the SQL Server. You should not use this database to create objects that you intend to persist after SQL Server restart.
 Often, this database is also used internally by the SQL Server engine to create temporary objects for storing intermediate results of a query, creating work files for joins, or storing intermediate sort results or version data. You can track the usage of the tempdb using the Dynamic Management views, such as:


	sys.dm_db_file_space_usage

	sys.dm_db_session_space_usage



For sample queries please refer: tempdb database - SQL Server | Microsoft Learn (https://learn.microsoft.com/en-us/sql/relational-databases/databases/tempdb-database?view=sql-server-ver16#monitoring-tempdb-use)

Since, this is a global single database and is used across the entire SQL Server instance, to avoid performance throttling on this database, there are published recommendations and guidelines for capacity planning and optimizing the tempdb performance. In fact, there have been multiple performance improvements in the tempdb in SQL Server releases. Some of the major features introduced were setting up tempdb during the installation of SQL Server and memory-optimized tempdb metadata in SQL Server 2022 as well there are improvements to achieve better concurrency for the system pages. For details please see: tempdb database - SQL Server | Microsoft Learn (https://learn.microsoft.com/en-us/sql/relational-databases/databases/tempdb-database?view=sql-server-ver16#monitoring-tempdb-use)



	
Resource Database: This is a read-only database and contains all the system objects that are included with SQL Server. You cannot view this database like the others when you connect to the SQL Server instance. But, all the system objects are physically persisted in this database and all these objects appear in the sys schema of every database that is created. 
You can also verify in the errorlog : “Starting up database ‘mssqlsystemresource’”. The physical files of the database for SQL Server on Windows is located at: “<drive>:\Program Files\Microsoft SQL Server\MSSQL<version>.<instance_name>\MSSQL\Binn\” and for SQL Server on Linux, it is included with the sqlserver.sfp files located at /opt/mssql/lib. It is recommended and suggested not to move these files to a different location, as every time SQL Server is upgraded to a newer version, the system objects are updated by copying the new resource database file at the same location, which makes the upgrade process simple. Earlier, the system objects had to be dropped and recreated which was a cumbersome task.





User Objects

You’ve learned how to install SQL Server and client tools, connect to the instance, create database, and look at the system databases and other system objects. Now, let’s learn about the various types of tables that you can create to store your data in SQL Server and how you can optimize retrieval of the stored data.

In SQL server when you expand the tables option underneath the database, you see six different types of tables that you can create when working with SQL Server 2022 version as shown in Figure 1.17.
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Figure 1.17: Different Types of tables as seen from SSMS


	
System Tables: We already know that the system tables store the configuration of the server and have metadata. The data within the system tables are made available through the system views and hence cannot be updated or queried by the users.

	
FileTables: The SQL Server is normally associated with handling structured data, while the SQL Server can also be used to handle unstructured data. Filestream is one such feature in SQL Server that enabled applications to store unstructured data, such as images, documents, and videos on a file system at the same time provide transactional consistency between the unstructured data and corresponding structured data.
 When you enable Filestream, you can create Filetables that let an application integrates its storage and data management components and provide features, such as full text and semantic search over unstructured data and metadata. As of now, at the time of writing this book, this feature is only supported for SQL Server on Windows and not for the SQL Server instances deployed on Linux.

 To learn more about filestream, see FILESTREAM (SQL Server) - SQL Server | Microsoft Learn (https://learn.microsoft.com/en-us/sql/relational-databases/blob/filestream-sql-server?view=sql-server-ver16)



	
External Tables: These tables let you access data from other databases or storages, such as Oracle, Teradata, Azure Data Lake Storage, S3 compatible object storage, or Azure Blob storage using SQL Server. This is called data virtualization, which you can enable with the Polybase feature. It works for SQL Server on Windows and Linux.
 To create and use an external table, you need to do three steps. First, create a database scoped credential with the access rights to the data source. Second, create a data source that uses the credential. Third, create the external table that uses the data source. For more information on Polybase and how to use it, refer: Introducing data virtualization with PolyBase - SQL Server | Microsoft Learn (https://learn.microsoft.com/en-us/sql/relational-databases/polybase/polybase-guide?view=sql-server-ver16)



	
Graph Tables: You can also enable the Graph database capabilities for SQL Server allowing you to model and query data in a graph format. To work with Graphs in SQL Server, you can create the node and edge tables and then using the basic T-SQL query syntax and the MATCH clause, you can do pattern matching and multi-hop navigation through the graphs. These are also supported for both SQL Server on Windows and Linux.
To learn more about Graphs and how you can get started with them in SQL Server, please refer : SQL Graph Architecture - SQL Server | Microsoft Learn (https://learn.microsoft.com/en-us/sql/relational-databases/graphs/sql-graph-architecture?view=sql-server-ver16)



	
User Tables: These are the normal user tables that you create using the T-SQL syntax of “create table”. Their data is logically organized in a row-and-column format. Each row inserted into this table is a unique record and each column is a field in the record. SQL Server also provides you with the ability to assign properties to the table and to each column in the table that control the data that is allowed. These are called constraints. For efficient retrieval of data, SQL Server allows you to create indexes and statistics on these tables that help you seek or scan data from the tables in a fast and efficient manner. 
 You can also compress the data that is stored in the tables to optimize storage. To improve the manageability of huge tables, you can also create partitions on the tables called partitioned tables that allow you to partition data horizontally across multiple filegroups in a database. Thus they allow you to access subset of data quickly and efficiently.



	
Columnstore: Normally, the data in the user tables are stored in row format, but, if need be, you can also change the storage to columnar format by creating columnstore indexes, which then stores the data in a column format that provides better performance for analytics workload. Tables with columnstore indexes are called columnstores.
Columnstores are generally preferred for data analytics or data warehouse workloads. To learn more about columnstores refer: Columnstore indexes: Overview - SQL Server | Microsoft Learn ( https://learn.microsoft.com/en-us/sql/relational-databases/indexes/columnstore-indexes-overview?view=sql-server-ver16)



	
Memory Optimized Tables: The data in these tables is all stored in-memory and hence there is no requirement of fetching data pages from disk to cache. The complete data of these tables all time is stored in-memory. You have a choice of creating durable or non-durable memory. A memory-optimized table, when durable ensures it, meets all transactions requirements; they are atomic, isolated, and consistent, meaning when the database is restarted, all the data is persisted and not lost. The checkpoint process in these tables is different from regular disk-based tables; here you have checkpoint files (data and delta file pairs), which are used for recovery. 
 The transaction log though is the same as that used in disk-based tables. During recovery, the transaction log and checkpoint files are used to recover the memory-optimized tables after restart.

 You would normally use the memory-optimized tables when you need high performance for OLTP workloads, which is also required to process large numbers of inserts concurrently. Read more about memory-optimized tables here: Introduction to Memory-Optimized Tables - SQL Server | Microsoft Learn ( https://learn.microsoft.com/en-us/sql/relational-databases/in-memory-oltp/introduction-to-memory-optimized-tables?view=sql-server-ver16)



	
Dropped Ledger Tables: These are tables that are created when you enable the new SQL Server 2022 Ledger feature for specific tables and then drop the tables. When the tables are dropped after the ledger feature is enabled, they are logically dropped and removed from the schema but physically the table is renamed and shows up under the dropped ledger tables section. To learn more about ledger feature, please refer: Ledger overview - SQL Server | Microsoft Learn (https://learn.microsoft.com/en-us/sql/relational-databases/security/ledger/ledger-overview?view=sql-server-ver16&preserve-view=true)




Indexes


The previous section focused on tables, and how tables are differentiated based on the storage format. In this section, our focus is on indexes. Figure 1.18 shows the various indexes that can be created in SQL Server based on the primary storage type of the table.
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Figure 1.18: Different Types of Indexes in SQL Server

Before we look at each of these indexes, let us understand what they are and why they are needed.

A table stores data for us, but just storing data is not enough when you are building a data layer; you also need the ability and capability to retrieve the data from tables quickly and efficiently, for your application functionality. This is where indexes come in. They are data structures that help to speed up the retrieval of data (rows or columns) from tables. They help in reducing the disk I/O by efficiently seeking the data (row or column) that is required by the application from the table.

When you execute a query T-SQL like: “select product_name, product_quantity, customer_name from sales.orders where order_id=7”

Here the column names that we want to retrieve are: product_name, product_quantity, customer_name. The table name is orders which is in the sales schema and the data we specifically retrieve is for the order_id 7.

The SQL Server query optimizer evaluates methods to retrieve this data quickly and efficiently. The options that the optimizer has depends on the table structure and presence of any indexes. For example, if the table has a clustered index on order_id, then it can quickly traverse the index and efficiently seek order_id 7 and retrieve the required data. If the table does not contain any index, then a scan of the table will be performed, which means all rows or most of the rows in the table are read and then we extract the data that meets the criteria of the query. Generally, a table scan consumes more time and resources when compared to an index seek or scan.

Hence, it is critical you ensure that the right indexes and table structures are created when working on tables so that you can get the best from your SQL Server.

Now, that you understand how query optimizer works and how indexes could help, let’s look at the various indexes starting with disk-based row stores.

Disk-based Rowstore tables


	
Heap: Data stored without specifying any order is called heap. A table without any clustered index is a heap. You can create non-clustered indexes on a heap.. The data is usually stored in the order that the rows are inserted into the table. 
 Heaps are usually recommended when you are creating staging tables, a type of temporary holding table that gets its data as part of an insert from another data source. As there is no ordering enforced during the inserts, they are faster. A heap is used for smaller tables that are mostly scanned, and you don’t run queries that seek specific rows from the table.



	
Clustered Index: When you create a clustered index, the data in the entire table is sorted and stored based on the key that was chosen as the clustered index. You can only have one clustered index per table because you can order the data in a table in only one way at a given time. The data structure used for clustered and non-clustered indexes is a B+ tree (Balanced Tree). The B+ tree consists of a root page, which is the top node of the structure and then the intermediate or the branch nodes which have points to the leaf nodes, the bottom nodes containing the data pages.
Figure 1.19 shows how the clustered leaf level has the data itself and how the traversal of the index tree happens when I want to search order_id 7. SQL Server starts from the root node, because 7 is less than 10, it immediately finds the branch node page with key=7 and in turn, finds the pointer to the leaf level that has the order id as 7, and then at leaf level, we get the data associated with the key (order_id)=7.
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Figure 1.19: B-Tree Structure

As we are using the B+ tree structure, the leaf nodes are a doubly linked list, making it easier for traversal between the leaf nodes. When a clustered index is created on a heap which already has non-clustered indexes, then as part of the clustered index creation, all the non-clustered indexes should also be rebuilt to contain the clustered index key values instead of the row identifiers (RID). It is generally preferred to build the clustered index first and then build the non-clustered indexes. It is recommended that you read the create clustered index T-SQL syntax to learn more: Create Clustered Indexes - SQL Server | Microsoft Learn (https://learn.microsoft.com/en-us/sql/relational-databases/indexes/create-clustered-indexes?view=sql-server-ver16)


	
Non-clustered Index: A non-clustered index like clustered index, uses the B+ tree. It has a separate structure from the data rows. But, unlike the clustered index, the non-clustered index contains the key values, and the key value has a pointer to the data row called the row locator at the leaf level. If the non-clustered index is created on a heap, then this row locator is a pointer to the row that matches the key value, for a clustered table, the row locator is the clustered index key. Then the clustered index scan is performed to reach the data. Hence, as you might have noticed the non-clustered index requires an additional lookup to retrieve the data from the table of clustered index. 
 With non-clustered indexes you also can add non-key columns to the leaf level of the non-clustered index, this helps you execute fully covered queries. When you add the non-key columns to the non-clustered index leaf level, they are called the included columns. Do refer to the T-SQL syntax to learn how to create non-clustered indexes. Create Nonclustered Indexes - SQL Server | Microsoft Learn (https://learn.microsoft.com/en-us/sql/relational-databases/indexes/create-nonclustered-indexes?view=sql-server-ver16)



	
Unique Index: You can use constraints in SQL Server to enforce rules on the tables. For example, you might want to ensure that certain columns have unique values and avoid the insertion of duplicate values. You can enforce this on a table by creating a unique constraint. When you create a unique constraint, it does allow the value null in the column/s only once. This constraint is enforced on the table by SQL Server by creating a unique non-clustered index by default. For syntax on the creation, please refer: Create Unique Indexes - SQL Server | Microsoft Learn (https://learn.microsoft.com/en-us/sql/relational-databases/indexes/create-unique-indexes?view=sql-server-ver16)

	
Filtered Index: This is a type of non-clustered index that creates the index structure only on a portion of rows in the table. When creating this non-clustered index, you basically define a predicate, and the index is created on the data that satisfies the predicate. This type of index is beneficial when you have a table which is queried most often on a well-defined subset of data. For example, you might have a table with more than two decades of data, but most of the time your application only queries for orders that are received after the year 2021. For such a scenario, you can create a filtered index on that table for data that is after the year 2021. This way the index structure is smaller, making it easier to maintain and saving storage space as you create the index structure only for data after 2021 and not for the previous 20 years. For the create T-SQL syntax, refer: Create filtered indexes - SQL Server | Microsoft Learn (https://learn.microsoft.com/en-us/sql/relational-databases/indexes/create-filtered-indexes?view=sql-server-ver16)



Columnstore Tables

SQL Server gives you the ability to store data in tables as row format is mostly preferred for Online Transaction Processing (OLTP) workloads or as columnar format which is preferred for data warehouse or Online Analytics Processing (OLAP) type of workloads. The columnstore also gives an additional benefit of compressing the data almost up to 10 times when compared to the original data size. If you want the table to save data in columnar format, then you need to create a clustered columnstore index (CCI).


	
Clustered Columnstore Index (CCI): As soon as you create a CCI on a table, the process of changing the physical storage of the entire table from rowstore to columnstore starts. When the CCI is created the rows are grouped in Rowgroups, each rowgroup contains a maximum of 1,048,576(~1 Million) rows. These rowgroups are compressed and physically stored in columnar format. For the rowgroups to be closed and ready to be compressed, they must have at least 102400 (~100K) rows. This ensures the least fragmentation when converted to columnstore.



But, if a rowgroup does not have about 100K rows, then the rowgroup remains in an open state and is in rowstore format on the disk, which is also called delta rowgroups. Only when the threshold of 100K or the maximum 1 Million rows are reached, does the rowgroup transition to closed state and then compressed. This happens in the background through the tuple-mover thread.

A collection of delta rowgroups across the table is called deltastore. Remember these delta stores have data in a rowstore format and use a B-tree based clustered index which is used by the columnstore indexes. So, when a query is run against a columnstore table, the query optimizer combines the results from both the data in columstore format and the result from the deltastore.


	
Non-Clustered Columnstore Index (NCCI): A NCCI and CCI both when created on a table, convert the table from rowstore to columnstore. The major difference between the NCCI vs. CCI is that CCI is normally the primary index created on the table that is stored in columnar format. But you can create an NCCI as a secondary index on a rowstore table that might also have a B-tree-based Clustered index. This means that when you create the NCCI on a table, the same data is available now in both rowstore and columnstore format. When you run a query against a table that has an NCCI on the table, the query optimizer identifies that if this is an analytical query, then NCCI is used but if this is a normal OLTP query, then B-Tree based index is used to generate the result of the query. Hence, an NCCI provides you with the ability to run real time operational analytics with minimum changes; all that is needed is to create NCCI on your current table and get started with real time operational analytics.



With NCCI, you can create filtered indexes to choose which part of the table to store in columstore and which part in rowstore. You can also use the compression delay options to decide when to switch the table to columnstore.

To learn more about the columstore indexes, read: Columnstore indexes: Overview - SQL Server | Microsoft Learn (https://learn.microsoft.com/en-us/sql/relational-databases/indexes/columnstore-indexes-overview?view=sql-server-ver16)

Memory Optimized Tables

The primary storage for memory-optimized tables is the main memory, that is, when the transactions are run on these tables the rows are read and written to the main memory and not the disk. If you have created a memory-optimized table that is set as durable, then a copy of the table data is maintained on disk, for only durability. The transactions are processed against the table that is in memory.

Since the table is in memory, there are no data pages or extents on disk. All the data rows are in memory, and it is the indexes that connect the rows together in memory. Hence, it is cardinal and a requirement for memory-optimized tables to have at least one index. There are two types of indexes that you can create on memory-optimized tables; they are Hash and Memory-optimized non-clustered Index, also called as Range index.


	
Hash Index: A hash index is also an in-memory structure; it is an array of pointers, and each element in the array is called a hash bucket. The bucket is 8 bytes in size and is used to store the memory address of a link list of key entries as shown in Figure 1.20. This figure is taken from the official Microsoft documentation that is available here: SQL Server and Azure SQL index architecture and design guide - SQL Server | Microsoft Learn (https://learn.microsoft.com/en-us/sql/relational-databases/sql-server-index-design-guide?view=sql-server-ver16#hash-index-architecture)
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Figure 1.20: Hash Index with buckets

The function F(x), where x is the key column value on which the hash index is created, is used to generate a hash of the key value, and then based on the hash generated, it gets allocated to one of the buckets in the hash index, which then stores the pointer to the memory address to the actual data row that resides in memory. If the hash is the same for one or more key values, then each table data entry points to the next entry in a link list of entries, all chained to the current hash or bucket. If two index keys are mapped to the same hash bucket, that is called as hash collision. The longer the link list of table rows, it deteriorates the performance of the query. Hence, when you are choosing to create a Hash index on an in-memory table, try and choose the column in the table that has unique values. When creating the hash index on a table, you need to provide the number of buckets; the number you specify is rounded up to the next power of two by the SQL Server database engine and that many hash buckets are created.

If you create too many hash buckets, then memory is wasted, and chances are not all the hash buckets will be utilized. Remember, each hash bucket is sized at 8 KB! If you choose too small a number, then you end up with more hash collisions which impacts the query performance. The general recommendation is to create buckets between 1 and 2 times the number of distinct values in the index key. Overestimating the bucket count is always better than underestimating.


	
Memory Optimized Non-Clustered Index: This is also called as Range index. If you are not sure of how many buckets to create for a hash index or the workload consists of queries that normally search for a range of key values, then you can opt to create the Range Index. This index uses the Bw-Tree structure, described in this whitepaper published by Microsoft: bw-tree-icde2013-camera-ready.dvi (microsoft.com) (https://www.microsoft.com/en-us/research/wp-content/uploads/2016/02/bw-tree-icde2013-final.pdf)



In general, the Bw-Tree is like the B-tree that we looked at earlier for non-clustered indexes. Each index page contains a set of ordered key values and pointers. The pointers leaf to lower-level index pages or data rows at the leaf level. If multiple data rows have the same key value, then like hash indexes, multiple data rows are linked together.

In a Bw-Tree there is a page mapping table, that has the address mapping to the index pages, and then using the index page, you traverse to the leaf of the page which finally has the key value and the address to the data row in memory. This Figure 1.21 is from a whitepaper https://download.microsoft.com/download/8/3/6/8360731A-A27C-4684-BC88-FC7B5849A133/SQL_Server_2016_In_Memory_OLTP_White_Paper.pdf published by Microsoft that explains In-memory tables and index structures; we are using it for quick reference, and if you are interested to know more, go through the white paper.
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Figure 1.21: BW-Tree structure

Apart from all these indexes that we discussed, there are other indexes, such as Full-text, XML, and spatial Indexes which are all special indexes used for sophisticated word searches in character strings, for XML data type columns or for geometry data types respectively.

If you intend to learn more about this, we recommend you to refer: Indexes - SQL Server | Microsoft Learn (https://learn.microsoft.com/en-us/sql/relational-databases/indexes/indexes?view=sql-server-ver16#available-index-types) for details.

Backup and Restore

Business continuity is one of the critical aspects of any database design. Backup and restore is an important tool in your arsenal to work towards your business continuity plan. We have a chapter solely on business continuity dedicated to helping you understand the various options across the entire suite of SQL products that you can rely on for safeguarding your data.

You’ve got to plan, create, and importantly test your backup restore strategy to ensure that you are ready to avoid and minimize any catastrophic data loss. When you are testing your backup and restore strategy, the test cases should cover a variety of situations ranging from page restores to restoring from media failures to an entire data estate restoration across data centres.

In this section, we are going to explore the different types of backups and the restore scenarios that are enabled with those backups. Once the database is restored, the next step is the recovery of the database, which is a process of bringing the database to an online state that is consistent with what the database was like before the failure or corruption.

Before we look at the types of backups and restores, it is essential for us to understand that backup and restore operations occur within the context of a recovery model of a database. The recovery model is a database setting that affects the following aspects of a database:


	It determines how the transactions are logged in the transaction log

	It enables or disables transaction log backups depending on the recovery model chosen.

	It supports different types of restore operations.



There are three recovery models: full, simple, and bulk-logged. If you do not choose a recovery model when you create the database, it will use the full recovery model by default. This is because the database inherits the settings from the model system database which is by default set to full recovery mode.


	
Simple: When you set the database to a simple recovery model, all transactions are logged but do not allow log backups, because the logs are truncated after a checkpoint as discussed in earlier sections. As changes since the most recent backup is unprotected, if there is a crash, you have to redo those transactions. If you want to avoid transaction log management and want to simplify backup and restore, a simple recovery model is your choice, provided the business runs smoothly even with the data loss or can redo transactions that were not part of the backup.

	
Full: In the full recovery model, all transactions are fully logged, the log truncation only happens when you take a log backup. Thus, log backups are allowed, giving you the ability to restore to any point in time, provided you have complete backups up to the point of failure. It supports almost all the restore options. If you choose to give importance to minimum work loss exposure at the cost of administrative overhead, then you should choose a full recovery model.

	
Bulk-logged: This is more of a supplement to the full recovery model. In the full recovery model, all the transactions are fully logged, but if you have bulk inserts happening, then you can switch the database to use the bulk logged recovery model, which ensures the transactions are minimally logged for bulk operations. Thus, it reduces the log space usage and provides high performance for bulk operations in SQL. Log backups are allowed, size of the log backup is mostly bigger than the normal log backups as it includes the minimally logged operations. Point-in-time restores are not supported.



For more details on the recovery model, read Recovery Models (SQL Server) - SQL Server | Microsoft Learn (https://learn.microsoft.com/en-us/sql/relational-databases/backup-restore/recovery-models-sql-server?view=sql-server-ver16)

Types of Backups and Restores

The Figure 1.22 summarized the different types of backups and restores. Not all are supported across all the databases; as mentioned the backups and restores supported depends on the recovery model and the edition of SQL Server being used.

There are three types of backups that you can take in SQL Server:


	Database Backup (Full)

	Log Backup

	Differential Backup
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Figure 1.22: Different types of Backups and Restores in SQL Server

Database Backup

When you run a backup, you normally specify the object that you are backing up, which could be the database, a filegroup, log, and you also specify the backup media which is the destination, where the backup file will be created. The media could be a local drive, network drive, a cloud storage like backing to Azure storage, or any other S3 based object storage.

A database(full) backup, backs up the entire database; it represents the whole database once the backup is finished. In the simplest form, the backup T-SQL syntax is:
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