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We both reside on a tiny blue marble that hangs in an infinity of darkness. The name of this infinity of darkness isSpace. We just call it what it is, as so vast are the distances between the points of light that are the stars in this part of the Milky Way Galaxy and the entirety of the known universe. The reason I start this forward in a book about cybersecurity waxing on about Space is simple because the fifth Industrial Revolution is the development and maturation of The Space Economy. What does cybersecurity and blockchain have to do with The Space Economy? Everything.


Space is a purely digital ecosystem. Yes, we send hardware and metal carapaces into orbit. But these satellites are simply the mediums by which we capture, collect, and transmit back down into the gravity well of Earth the most valuable thing in the known universe, Data.


You have probably heard that data is the new oil of the Fourth Industrial Revolution. However, in the fifth Industrial Revolution, which is not only the establishment of permanent human settlements on the Moon, Mars, and beyond, data is not oil. Data is not a thing to be simply collected, refined, and burned. In microgravity, data does not function as oil. Rather, in orbit, data is gold. Data is the currency of Space. Data is the money upon which the businesses of the Fifth Industrial Revolution are being built.


That is of course if you can secure that record of debt. What is currently the best method to secure a digital record of debts, transactions, ownership, orbits, and data from the stars and beyond?


In the fifth Industrial Revolution, mastering blockchain security isnot just a novel idea. Rather than a necessity of the financial and economic infrastructure upon which Humanity will secure its future amongst the stars, this book is the steppingstone for that.
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Preface





Blockchain technology is being tested and used in several fields right now. Central banks from many countries are also looking into how blockchain and distributed ledger technology can be used to solve problems that have been around for a long time. From production to banking services. Retail and telecommunication are some of the other industries that are starting to try out possible uses.


It's more important than ever to talk about blockchain security because if this isn't fixed, it will become a problem for every household soon. There's no reason to leave it up to chance or hire a security audit company, even though we think blockchain is already safe because it uses cryptography. Everyone involved in the business and technology of blockchain should work together to make sure the design is safe, from the code to the user's wallet and all the way to the bottom of the infrastructure. There is a strong possibility that an attack or breakdown of blockchain protocols to have effects that put economies, financial markets, and enterprises at greater risk.


This book is divided into 6 chapters. They will cover Public and private blockchain security design, inherent security capabilities and vulnerabilities. The chapters touched upon blockchain risk identification, classifying methods and tools, and how those risks can be further analyzed and exploited. The latter half of the book provided remediations and security solutions. Interestingly, in one of the chapters, the author discussed strategies on how to avoid a crypto scam and guidelines for the victims on how they can trace and recover their funds.


The details of each chapter are listed as follows:


Chapter 1 will start with the fundamentals of blockchain, types of blockchain, blockchain use cases and benefits, then it covers the technical design of bitcoin, in which transactions chaining, mining and authenticity are explained. The last section covers Bitcoin security with consideration on decentralization and handling of wallet and cryptographic keys.


Chapter 2 will cover types of blockchain and will explain Ethereum architecture, Smart contracts, and EVM design. Then it covers an in-depth security review of EVM nodes, smart contracts vulnerabilities with root cause analysis and security recommendations. The last topic covers hype ledger fabric architecture and security design review and security best design practices for private blockchain secure development. The discussion points revolve around chain code exploits, MSP downtime considerations, key management, governance, and cloud deployment principles with examples and case studies.


Chapter 3 will covers blockchain risk management and top security risks in blockchain applications. Then it covers Blockchain risk identification methods and risk analysis, and we discuss classification scenarios in depth, where a threat modeling tool is introduced and explained with a use case of how it can be applied to a wallet application. The chapter also highlights mitigation strategies as a risk response, addressing threat modeling attack vectors with examples and lab work recommendations.


Chapter 4 will cover techniques and tools to exploit blockchain applications. It starts with blockchain penetration testing explaining different phases, and touches upon vulnerability scanning tools like Nessus, OpenVAS, and smart bugs framework to analyze solidity, bytecode, and runtime code in depth. Then the chapter explains the exploitation phase by digging deep into injection attacks and the CVE analysis of overflow attacks. We also discuss the last phase, where the attacker maintains access with the APT progress matrix with security measures. The latter half of the chapter shows an example of how smart contracts can be hacked, where the vulnerable code is discussed in depth. The chapter ends with suggestions on Best Security Practices and tools to secure Smart Contracts.


Chapter 5 will cover different tools and techniques for how you can audit your blockchain application. It starts with explaining different methods of smart contract testing like automated, unit, testing frameworks, integration testing, and manual testing procedures. It then explains the formal verification procedure of smart contracts, K frameworks, and their application with code examples. It also explains how to define EVM specification, with a case study example of Open Zeppelin’s contract. The chapter ends with an explanation of the bug bounty program, which can be useful in the public verification of smart contracts.


Chapter 6 will cover blockchain security solutions from Zero knowledge proof to identity and access management, public key infrastructure and security logging and monitoring of a blockchain solution. While explaining the usability of these security controls, examples, design and architecture principles are explained with case studies to show how security hardening can be done for a blockchain solution against cyber hacks.











Get a Free eBook





We hope you are enjoying your recently purchased book! Your feedback is incredibly valuable to us, and to all other readers looking for great books.


If you found this book helpful or enjoyable, we would truly appreciate it, if you could take a moment to leave a short review with a 5 star rating on Amazon. It helps us grow, and lets other readers discover our books.


As a thank you, we would love to send you a free digital copy of this book, and a 30% discount code on your next cart value on our official websites:


www.orangeava.com


www.orangeava.in (For Indian Subcontinent)


[image: ] Here's how:


Leave a review for the book on Amazon.


Take a screenshot of your review, and send an email to info@orangeava.com (it can be just the confirmation screen).


Once, we receive your screenshot, we will send you the digital file, within 24 hours.


Thank you so much for your support - it means a lot to us!











Downloading the code
bundles and colored images





Please follow the link to download the
Code Bundles of the book:


https://github.com/OrangeAVA/Ultimate-Blockchain-Security-Handbook


The code bundles and images of the book are also hosted on
https://rebrand.ly/ldey32r


In case there’s an update to the code, it will be updated on the existing GitHub repository.


Errata


We take immense pride in our work at Orange Education Pvt Ltd and follow best practices to ensure the accuracy of our content to provide an indulging reading experience to our subscribers. Our readers are our mirrors, and we use their inputs to reflect and improve upon human errors, if any, that may have occurred during the publishing processes involved. To let us maintain the quality and help us reach out to any readers who might be having difficulties due to any unforeseen errors, please write to us at :


errata@orangeava.com


Your support, suggestions, and feedback are highly appreciated.











DID YOU KNOW


Did you know that Orange Education Pvt Ltd offers eBook versions of every book published, with PDF and ePub files available? You can upgrade to the eBook version at www.orangeava.com and as a print book customer, you are entitled to a discount on the eBook copy. Get in touch with us at: info@orangeava.com for more details.


At www.orangeava.com, you can also read a collection of free technical articles, sign up for a range of free newsletters, and receive exclusive discounts and offers on AVA™ Books and eBooks.


PIRACY


If you come across any illegal copies of our works in any form on the internet, we would be grateful if you would provide us with the location address or website name. Please contact us at info@orangeava.com with a link to the material.


ARE YOU INTERESTED IN AUTHORING WITH US?


If there is a topic that you have expertise in, and you are interested in either writing or contributing to a book, please write to us at business@orangeava.com. We are on a journey to help developers and tech professionals to gain insights on the present technological advancements and innovations happening across the globe and build a community that believes Knowledge is best acquired by sharing and learning with others. Please reach out to us to learn what our audience demands and how you can be part of this educational reform. We also welcome ideas from tech experts and help them build learning and development content for their domains.


REVIEWS


Please leave a review. Once you have read and used this book, why not leave a review on the site that you purchased it from? Potential readers can then see and use your unbiased opinion to make purchase decisions. We at Orange Education would love to know what you think about our products, and our authors can learn from your feedback. Thank you!


For more information about Orange Education, please visit www.orangeava.com.















CHAPTER 1



Blockchain Security Overview





Introduction


If you browse the internet to search on blockchain, you must be hearing news about several use cases for blockchain technology, the benefits it provides, people looking into opportunities to switch careers to blockchain, and investment opportunities that can reach 10x. On the other hand, you also heard about hackings of exchanges, Ponzi schemes, inflation around bitcoin prices, regulators cracking down on start-ups, founders going to jail, and whatnot. The result of all of this can leave anyone confused; this is what's really going on: there is a lot of information, but there is not a clear and safer direction around blockchain technology that a professional can take, and this book provides exactly that. So, congrats on choosing the journey with me to go through this book.


To emphasize my point even more, if Blockchain is truly revolutionary, solves real-world problems, and attracts a lot of attention, why isn't it being used more widely? Secondly, why is it a convenient target for hackers, even though it has been developed ever since its inception? We are talking about more than $100 billion across more than 100 incidents worldwide. The Binance Blockchain Hit, which resulted in the theft of $570 million, was one significant cyberattack that made headlines recently. In addition to the loss of money and sleep, these cyber incidents also result in a lack of confidence. If these hacks continue, people will eventually lose faith in blockchain technology.


What exactly is the source of these attacks? A few examples to ponder could include software bugs, security breaches brought on by poor architectural design, the absence of backups, improperly configured security controls, or simply a lack of due care and diligence. The fact of the matter is, there could be a combination of these reasons or even more, but if you think deep down, security has never been a priority, always been an afterthought, and it’s a rat race where one has to be just in the blockchain game, whether getting crypto coins or just getting done with a blockchain app for point scoring inside the organization to compete or resume building.


In addition, Blockchain solutions are difficult to architect and design due to the complexity of protocols and interdependency of chains and assets, and with the lack of resources and knowledge available in the market, you get stuck in just playing with what you have, leaving the door locks open.


Do not worry now! Not only will this book provide you with a simplified understanding of Blockchain in a fun way, but also in-depth concepts across various layers and protocols. Most importantly, it will equip you with the right tools you need to identify attack vectors and design and architect security solutions. With real-world case studies, interactive questions, and practical attack scenarios with prevention techniques, we will keep this journey a fun experience for you.


There is absolutely no free lunch for the attackers, and the good news is, even if you are just beginning your blockchain journey, this is the book you need to have!


Let's get right to the chapter scope without further delay.


Structure


In this chapter, we will cover the following topics:




	Fundamentals of blockchain


	Blockchain security overview


	Exploring Blockchain security benefits


	Inherent security capabilities of Bitcoin





Fundamentals of blockchain


Everywhere you look in the news, there will be headlines about blockchain, usually about cryptocurrencies rising or falling. However, the what, why, and how of blockchain can quickly become confusing if you read beyond the headlines. Imagine a Super Mario LEGO game, where to complete the structure, you need to fit the pieces in a specified order, following the rules of the manual.


I'll walk you through the fundamentals of how blockchain technology works on this topic by giving you a heads-up and then explaining the pieces through the analogy. Why is this important? As they say, if you want to protect your house, you have to know the functions inside your house, such as the entry and exit, the safe location, etc. You can put the right locks on the right door, if you know the fundamentals, your foundation will be built, which will support your future learning.


Blockchain is a database made up of chunks of data. Each chunk of data is piled up into a block. As additional chunks of related data are added, they are piled into new blocks and linked to the previous ones to create a chain. How does it sound, easy right? Let's visualize this.


Consider a row of three interconnected boxes. Inside these boxes are the plans for the office improvement project you're currently working on. The plans for your cafeteria are in the first box, those for your conference room are in the second box, and those for your employee cabins are in the third box.


Blockchain technology keeps blueprints secure by assigning each block a unique alphanumeric code related to the data inside. This code is known as a hash. The hash for each block is linked to the hash of the next block in the chain. So, the box of your cafeteria blueprints is labeled with the hash 01CAFE, then the box of your Conference room blueprints gets both the hashes 01CAFE and 02CONF, and finally, the box of your employee cabin blueprints is assigned the hashes 02CONF and 03CABIN.


You employ a group of skilled craftspeople to carry out the work on your Office improvement project to guarantee its success. You don't hire a contractor to supervise them on purpose because you want everyone working in your home to be treated equally. A carpenter with an axe to grind ruining the wood in your cafeteria and preventing the plumber and electrician from doing their jobs is an example of how decentralizing the workers' power prevents any one worker from ruining the entire project. Having multiple artisans with shared responsibilities enables everyone to stay on task and under control.


These construction professionals are known as the miners or participants in your network, with each one first looking to make sure the hashes labeled on the boxes correspond to the blueprints inside. So, if the craftspeople peek into box 01CAFE and see the Cafeteria blueprints, they’d validate the block and use it to start the chain. Since this is the first block, it is called a Genesis block. Then they’d repeat the process for boxes 02CONF and 03CABIN, checking that they have the Conference room and Cabin area blueprints, respectively.




Note


What do you think would be in the blueprint? If you are thinking that the blueprints are validation rules, or in the blockchain language, mining rules, or simply how blocks need to be mined, you are absolutely right. I will add more light to it later in the chapter.





After they’re validated, these hashes become the glue that binds the boxes together. Your blueprints, or data, are secure because if someone tampered with the contents of any single box from the chain, the hashes would change and the boxes would no longer be glued together. This would cause the whole blockchain to fall apart, and your office improvement project plans would become an indecipherable pile of rubble.


To help make the home improvement process smoother, you can add an automated feature to the project's workflow. Along with the blueprints in the boxes, there’s also a contract that specifies when and how the craftspeople get paid. For example, in box 01CAFE with the data for the CAFE, the contract states that If carpenter builds counters and plumber installs sink and electrician adds lights, then each worker gets a direct deposit as payment in their bank accounts. This is a smart contract, in this case, services were exchanged for money, with a digital bank or computer handling the whole transaction. It helps keep your OFFICE improvement project moving forward because the craftspeople don’t have to wait for you to hand them cash after they complete their work.


Highlight the terms Decentralization, miners, Smart contract, Hashes, and of course immutability (block is linked) in the preceding context.


It is merely an illustration of blockchain in its physical form. However, blockchains in the real world are only digital, so allow me to demonstrate how this might actually function with a Bitcoin transaction.


Say John sends 10 Bitcoins to their friend Tina. First, a block is created containing a record of the transaction and is assigned a unique hash. While Bitcoin hashes are actually 256 alphanumeric characters long, for simplicity’s sake, let us say this transaction’s hash is JOHN2TINA10.


Next, the record is checked by the network. The computers owned by the workers in the network – the participants or miners – inspect the details of the trade to make sure it is valid. For example, they’d make sure that John wasn’t also sending the same 10 Bitcoins to someone else at the same time. Is the transaction signed by John's private key, the math game AKA Proof of Work?


Don’t worry; I will come back to the private key and math game AKA proof of work part later. For now, just consider it as part of the blueprint process.


After the record is accepted, the block is finally added to the blockchain. The hashcode of a previous transaction – ALX2JOHN10 – from when Alex sent 10 Bitcoin to JOHN would be added to and referenced in this one, connecting the blocks together in a specific order. This provides security because if someone tries to change the record of the transactions within the blocks, they would cause the whole chain to fall apart.


Now that you can visualize the fundamental parts of a blockchain, keep this picture in mind the next time you read about this novel technology in the news.


Blockchain security overview


Is the blockchain actually safe? How can millions of people trust a technology with their hard-earned money, without knowing its creator, without anybody controlling the governance like in a traditional organization? What has made it so trustworthy that even countries are adopting it as a legal tender for their public?


Let’s dissect it by getting to know the security features it relies on. Blockchain security principles like immutability, decentralization, cryptography, and consensus algorithms have been discussed, but how do they actually operate and where do they apply? You need to acquire a solid understanding of such security principles to conduct a thorough investigation into its security, identify areas where vulnerabilities exist, and determine the additional layers you can employ to strengthen it.


A process known as minting or mining a new block of data adds new transactions to the blockchain. A few characteristics are shared by all block-minting systems. Let us first learn about the security concept, and then see how it applies to blockchain.


Every security attack, control, and mitigation revolves around these basic security principles.




	
Confidentiality: The protection of data from unauthorized access and disclosure, as well as methods for safeguarding personal privacy and proprietary information, is referred to as data confidentiality.

Example: Any data that does not contain any information must be disclosed. It can be phone numbers, names, email addresses, company records, financial transactions, and so on.


Attack scenario: John is only sending a file to Peter, and he doesn't want anyone else to see it. However, Henry intercepted the message and read it.




	
Integrity: The accuracy, completeness, and consistency of the data as a whole constitute data integrity.

Example: A specific employee number and their name should be the primary keys in a database of employees. In simple words, if John is sending an X file to Peter with Y contents, Peter should not receive a Y file with X contents.


Attack scenario: A file is accessed without authorization and altered to reflect information other than what authorized users intend. For instance, John is sending an X file only to Peter because he does not want anyone to alter or change the file's content. However, Henry intercepted the file and changed the file's content from X to Y.




	
Availability: The frequency with which your data can be utilized by either your own organization or one of your partners is known as data availability. It would be ideal for your data to be accessible round-the-clock, 365 days a year, allowing your business to continue uninterrupted.

Example: A customer-serving application's data processing server is up and running without interruption. Availability guarantees that users can access systems, applications, and data at any time.


Attack Scenario: John's laptop's operating system has crashed due to ransomware and is no longer accessible or usable, so he is unable to send any data to Peter.




	
Traceability: Any data event that occurs on your server or in a network can be identified by its subject, whether a human or a non-human user. It’s the capacity to locate the source of a particular piece of content or message.

Example: To keep track of all data accesses and modifications, data traceability follows the lifecycle of the data providing audit trails to the legal and quality assurance teams.


Attack Scenario: Peter receives a message from John, but he is unable to determine whether the message is from John. Tracing gives us the data we need in real-time to detect and stop attacks.







Now, let us take a look at how it all makes sense in the context of security attributes in the blockchain. We need to see if the Blockchain security ecosystem protects users under the CIAT umbrella. Let us take a look in the context of Public blockchains.



Confidentiality in Blockchain



A transaction's counterparties should not be identifiable by an unauthorized third party in a blockchain until their counterparties reveal that information.


Second, unless the parties to the transaction do not disclose their information, the details of the transaction must not be visible to anyone who is not a party to it.


Within a blockchain network, there is no middleman involved, meaning that if John is sending the transaction to Peter with no intentions of withdrawing it to the bank account, he just needs to have a wallet. There is no bank or financial intermediary like a payment gateway that will facilitate the transaction. With this, no personal information between the sender and receiver will be shared. The distribution network sits in between John and Peter, does the validation for that transaction with signature to public key mapping and performing the math equation.


Instead, a string of alphanumeric characters known as a public key is the only way to identify transactions on the blockchain. This key renders transactions in Bitcoin pseudo-anonymous. This means that even though other people can look at your holdings and transactions, they can't figure out who the real person behind the public key is. While knowing the public key, allows you to see all the transaction history, the fact that the actual identity, such as the name and address, is unknown, doesn’t raise any concerns.


There are two main concerns about the confidentiality of a public blockchain network. The first is the point where anyone goes to third parties, such as wallet providers and centralized exchanges, to store or transact cryptos. They can consume personal information in the shape of account sign-ups.


Second, miners of the network, who actually process the blocks can see how much money the public key holder has. However, due to the economic factor of rewards, the fair play rule, downplays any misuse of exploiting the block information.


Data Integrity in Blockchain


It ought to guarantee that the data written to the blockchain is accurate and cannot be altered in the future. Additionally, blockchain only allows authorized parties to add transactions, and once a transaction is committed, it cannot be denied later.


Since every transaction is immutable, editing it after it has been completed is difficult. There is no way to reverse or cancel any transaction.


Data Integrity is achieved in blockchain in the following ways.




	In the blockchain mining process, each block is represented by a hash value. Any alteration of data would result in a different hash.


	Excluding the genesis block, every block represents a hash of its neighboring block. So, any changes to any block’s data would break the chain.


	Consistency is maintained due to the distribution of nodes. In a blockchain network, the nodes are peer-to-peer distributed, and the addition of any new block means that every participant in a network will have to update their records. Think of this like a WhatsApp group: any new message in the group reaches every group member, and everyone will have a copy on their phones.





Data Availability in Blockchain


The capacity of blockchain systems to withstand outages and attacks is referred to as their availability. In blockchain, data should always be accessible to all participating nodes. This is inherent in the distributed nature of blockchain technologies. The main concern in the availability domain is the chance of pulling up a Denial of Service or a Distributed denial of service attack. However, given the millions of nodes involved in the validation process, any chance of a few numbers of nodes crashing down will not make any difference, the mining process would still continue.
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