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Preface





Cryptocurrency and its underlying “Blockchain” technology have created much excitement in the technology community. The financial technology sector sees high potential value in cryptocurrency blockchain protocols or distributed-ledger technology. Cryptocurrency is a digital currency in which transactions are checked, and the ledger is shared, through a decentralized system. The transactions and ledger are kept secure using cryptography, rather than by a centralized authority like a bank. Cryptography is a way of protecting information using mathematics.


Cryptocurrencies as a payment medium are not regulated or issued by any central authority in India. There are no guidelines laid down for sorting disagreements when dealing with cryptocurrency. So, if you wish to trade in crypto, do so at your own risk. According to Zippia, more than 300 million people, which is equal to 3.9% of the global population, use blockchain for cryptocurrency. As of 2024, there are 82 million blockchain wallet users worldwide.


The best use of blockchain is in digital agreements and possibly in mass online voting systems for countries like India. Investing in cryptocurrencies may seem lucrative and profitable, but investors should also consider some disadvantages. Cryptocurrencies claim to be an anonymous form of transaction, but they are actually pseudonymous, meaning they leave a digital trail that any country’s Federal Bureau of Investigation can decode.


Cryptocurrencies like Bitcoin and Ethereum are barely used for retail transactions in India. They are mostly used for cross-border transfers outside of India.


From a sustainability, social, and ethical point of view, blockchain is not only a subpar technology but also a bad vision for the future. Its use is energy-expensive, leading to a society where profit is everything. It encourages earning from illegal means and disrupts the idea of possessing property beyond someone's legal and valid religious requirement, that is, aparigraha.
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CHAPTER 1


Overview of Blockchain Technology



Introduction

In this chapter, we will explore the fascinating world of blockchain technology. You will learn about the fundamental concept of blockchain and its working, including the different types of ledgers as well as the difference between public ledgers and conventional ledger systems. Then, we will discuss Bitcoin, smart contracts, and the building blocks that form the foundation of blockchain. We will learn about transaction types, distributed consensus, and the permissioned model of blockchain. Finally, we will address the security aspects, benefits, and drawbacks, as well as the evolution of blockchain technology.

Structure

In this chapter, we will cover the following topics:


	Blockchain and its Working

	Types of Digital Ledgers and Differences with Conventional Ledger Systems

	Building Blocks of Blockchain

	Smart Contracts

	Distributed Consensus and Networking

	Types of Transactions

	Cryptocurrencies: Bitcoins and Ethereum

	Permissioned Model of Blockchain

	 Blockchain Security

	Benefits and Drawbacks of Blockchain

	Evolution of Blockchain




Introduction to Blockchain Technology


Blockchain technology is most simply defined as a decentralized, distributed ledger that records all attributes, possessions, and origins (provenance) of digital assets. Blockchain is currently internet based, and all data/information is saved as a chain of several blocks. By inherent design, the data so stored on a blockchain cannot be modified later on, which makes it a legitimate disruptor for industries, such as payments, cybersecurity, and healthcare.

Blockchain technology is recognized as Distributed Ledger Technology (DLT). When utilized practically, blockchain makes:


	The history of any digital asset unalterable

	Transparent through the use of decentralization and cryptographic hashing



We can relate analogically to the action of using Google Docs. When we create a document in Google Docs and share it with a group of people:


	The document is distributed rather than getting copied or transferred. This amounts to the creation of a decentralized distribution chain that gives everyone access to the document at the same time.

	In addition, no user (a party) is locked out of the action awaiting changes from another party. All modifications to the doc are being recorded in real-time, making changes completely transparent.



A blockchain[1] is a:


	Source of transactions without any centralized control and administrator (country-wise or area-wise) but with a very small amount of fees.

	Shared distributed ledger technology maintaining records digitally of all required transactions, assets, cryptocurrencies, or properties in a public or private tamper-evident manner.

	Peer-to-peer (that is, master-to-master) internet-based network, distributed to all member nodes in the network, each having equal rights.

	Ledger permanently maintaining records in a sequential chain of cryptographic hash-linked blocks.

	System in which an infinite number of members within a dictated limit in a blockchain network can view only those transactions that are relevant to them.

	Tamper-evident packaging that alerts the consumer to foul play or damage to the product. When tamper-evident packaging is triggered by attempted removal or manipulation, it leaves evidence of these actions behind. Any would-be consumers are alerted of the fact that the product has been tampered with and is not safe to use or consume.



The term “blockchain” originates from the idea that each transaction block, once verified and confirmed, is connected to the subsequent block at the start of the chain. A distributed ledger of blocks is exchanged among nodes within a computer network. Functioning as a database, blockchain digitally holds data electronically. It is recognized for its significant contribution to the security and distribution of business data within cryptocurrency systems, including Bitcoin.

The blockchain was devised with an in-built guarantee of wide fidelity and security for a record of data that has generated worldwide trust without the need for a central trusted third party like a government or banking system.

Peer-to-peer (P2P) networking is a type of networking system in which a group of computers are linked together with equal permissions and responsibilities for processing data. Compared with traditional client-server networking deployed on the internet, no devices in a P2P network are designated solely to serve or to receive data.

A key difference between a typical database and a typical blockchain is data structuring. In the case of a blockchain, data lies in a structured chain of information in groups known as blocks. These blocks hold a set of information of many types. Blocks of secret information automatically decide their storage holding capacity. After being filled and closed, they get linked to the previously filled block, creating a chain of data (belonging to one bonafide party), and thus known as blockchain.

To understand the type of data system the blockchain is, let’s take a look at the kinds of data software and systems we deal with in everyday scenarios.

We have been dealing with the following database technologies in the past:


	A spreadsheet or table on the user’s computer

	A spreadsheet in the data management system of a company/ department of the user

	A remote cloud-based working model



Instead of all these, currently, it is the Blockchain.

We need to understand that a blockchain is a type of shared database in which data is stored in blocks that are then linked together via cryptography, typically on the internet.

When new data comes in, it is entered into a fresh block. Once the block is filled with data, it is chained onto the previous block, which makes the data chained together in chronological order. This is further elaborated in the section “Working of a Blockchain.”

Blockchain derives its name from the fact that all the transaction blocks that are already confirmed and validated are linked and chained from the beginning of the chain to the most current block.

The distributed database of the block is shared among the nodes of a computer network. As a database, a blockchain stores information electronically in a digital format. Blockchains are currently best known for their crucial role in cryptocurrency systems, such as Bitcoin, for maintaining a secure and decentralized record of transactions.

Blockchain technology is devised as a chain of confidential data known as blocks (or otherwise chunks). This chain is purposely sent over the network in a decentralized manner. This data structure of blockchain is inherently designed to be an irreversible timeline of data.

New data is added to a new block whenever it is received. The data is chained together chronologically once a block is filled with data and is attached to the one before it. All database applications that reference a remote server using a standard database link establish a connection between the local database and the remote database. In the case of a blockchain application, it is simply a new type of database where data is not stored as in traditional databases (SQL or NoSQL, which are controlled by single entities). Instead, blockchain can be shared by a group of non-trusting parties without requiring a central administrator in the case of smart contracts or any cryptocurrency application.

In order to allow other nodes to process and utilize the user data from the repository effectively, it is transformed into an open data format and shared via a blockchain stream. The smart contract rewards the user with digital tokens after confirming and carrying out the agreed-upon terms of use for the data. Decentralization is the idea that all users collectively maintain control rather than any one individual or group having that authority. Since every one of these decentralized blockchains is immutable, any data entered cannot be undone. This implies that transactions involving Bitcoin are publicly visible and permanently recorded.

Since Bitcoin is built on blockchain, which is a public ledger, the address of your crypto wallet is visible to everyone. The ledger, that is, blockchain is stored on every computer (node) that participates in the network. As such there is no central hub that manages everything, it is a decentralized network that cannot be taken down at any specific point; it cannot be ‘muted’.

Blockchain Architecture


	Like all data management systems, a blockchain system is composed of hardware, software, and a protocol.

	The blockchain hardware is made up of specialized computers that are used to enforce the network consensus rules.

	The blockchain protocol establishes the rule set that governs the network and its participants. According to the Bitcoin white paper, this is based on proof-of-work, where one CPU equals one vote to incentivize honest activity.

	
The blockchain software provides the bridge between the transaction processors and protocol rule set that delivers the work to the rest of the network.
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Figure 1.1: Blockchain

Working of a Blockchain

As per MIT Technology Review, utilizing a blockchain is all about enabling safe and unchangeable data sharing between parties, especially those who don’t trust one another. Blocks, nodes, and miners are the three key ideas in blockchain technology.


	Blocks



Each chain is made up of several blocks, and each block has three fundamental components[2]:


	The block’s data

	A nonce, which is a whole number of 32 bits. When a block is created, the nonce is generated at random, which results in the block header hash

	The nonce and a 256-bit integer make up the hash. The hash starts with an enormous amount of zeroes (that is, it needs to be minuscule).



A nonce generates the cryptographic hash at the creation of the first block in a chain. Until it is mined, the data in the block is deemed signed and permanently linked to the nonce and hash. An arbitrary number that can only be used once in a cryptographic communication is known as a nonce, short for “number once”.

However, in order to prevent previous communications from being used in replay attacks, an authentication protocol frequently assigns a random or pseudo-random number. A 32-bit (4-byte) field called the Nonce is randomly assigned a whole number by the miners, which makes it suitable for hashing the block value.

A nonce, in cryptography, is a number used to protect private communications by preventing replay attacks. Authentication protocols attach a number for communications, which have to be random or pseudo-random numbers for security purposes. Nonce is a number added to an encrypted block in a blockchain, which when rehashed, meets the difficulty level limitations. The nonce is the number that digital miners are solving for, and when a solution is found, blockchain miners are awarded cryptocurrency in exchange.

To prevent an attacker from replaying a request in a different context, nonces are used to make each request unique. It makes no difference if the attacker obtains the nonce; rather, the idea is that the attacker won’t be able to use the data because it contains a nonce. Each Ethereum transaction has a unique nonce. The total number of transactions sent from a particular address is known as the nonce. The nonce increases by 1 each time you send a transaction. The nonce is used to enforce certain rules about what constitutes a valid transaction.

A perfect nonce is the time of day; for example, 12.53 seconds past 5:13 pm on 18th January 2012 can only occur once. Pronounced like the “nons” in “nonsense,” nonce is actually an English word that means “for the present occasion or time”; the present or particular occasion.

A nonce is a method used to sequence and organize transactions on platforms like the Ethereum blockchain. It is a unique number that helps secure communications in cryptography. Nonces can be random or pseudo-random numbers attached to communications for authentication protocols. The concept of nonce will be discussed in Chapter 2, Cryptographic Hash Function (CHF), of this book.

After sending a transaction that is successfully mined, your account will increase a value known as the nonce by one. This nonce serves as a record of how many transactions have been sent from a particular address over time. It is important to note that the nonce only counts transactions sent from the address and does not include transactions received by the address.

The nonce is one of the most important and least understood components of an Ethereum transaction.


	Nodes



To have communication in any blockchain application, decentralization is one of the key ideas in blockchain technology. The chain cannot be owned by one computer or one organization. Rather, it functions as a distributed ledger through the chain’s nodes. Any type of electronic device that keeps copies of the blockchain and keeps the network running can be called a node. Blockchains allow for easy checking and viewing of every ledger transaction because they are transparent. An individual alphanumeric identification number that displays their transactions is provided to each participant. Each node has a copy of the blockchain, and for the chain to be updated, trusted, and validated, the network must algorithmically approve each newly mined block. Combining blockchain’s public information with a check-and-balance system aids in the blockchain’s integrity maintenance and fosters user trust. In essence, blockchains are just the technological scalability of trust.


	Miners



Some form of data mining must be used to obtain cryptocurrency or, for that reason, use any blockchain technology. Mining is the process by which miners add new blocks to the chain. Mining a block in a blockchain is difficult, especially on long chains, because each block has a unique nonce and hash and also refers to the hash of the block before it is in the chain. The exceedingly difficult math problem of locating a nonce that produces an accepted hash is solved by miners using specialized software. There are about four billion possible nonce-hash combinations that must be mined before the correct one is found because the nonce is only 32 bits and the hash is 256. Miners are said to have discovered the “golden nonce” at that point, and their block is appended to the chain. Blockchain technology is very hard to manipulate because, to make a simple change to any (data in ) block earlier in the chain, all subsequent blocks must be mined again, not just the block with the change. Consider it “safety in math,” since the process of locating golden nonces takes a great deal of time, computing power, and electrical energy. When a block is successfully mined and all of the network’s nodes accept the change, the miner receives financial compensation. This is shown in Figure 1.2 pictorially.
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Figure 1.2: The Total Process of Bitcoin Transfer

There are two types of nodes in blockchain: full node and lightweight node.

Full nodes are the nodes that need to have a copy of the entire blockchain, so every transaction and block that has ever taken place on the blockchain must be downloaded.

Lightweight nodes confirm transactions through simplified payment verification (SPV). This method enables a node to check if a transaction has been added to a block without needing to download the entire blockchain. Full nodes support lightweight nodes by facilitating their connection to the network and informing them of any relevant transactions. A lightweight node only needs to download the block headers from the blockchain, which means that download and storage requirements are significantly less intensive than that of a full node.

The legality of Bitcoin mining depends entirely on your geographic location. The concept of Bitcoin has threatened the dominance of all current fiat currencies and therefore government control over the financial markets. For this reason, Bitcoin is completely illegal in certain places.
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Figure 1.3: Characteristic Features of Bockchain

However, not all “Blockchains” are actually blockchains. Some supposed “blockchains” are just private and permissioned ledgers, which do not guarantee immutability.







	
Not-True Blockchain


	
True Blockchain





	
Some supposed “blockchains” are just private and permissioned ledgers, which do not guarantee immutability


	
A true blockchain should be kept in a distributed fashion and publicly verifiable, which helps (along with proof-of-work) ensure its immutability





	
Certain technologies, such as DLT, do not have cryptographically linked blocks of time-ordered transactions


	
A true blockchain should record a time-ordered record of business events (payment or data transactions), and secure them via cryptographically linked blocks of such transactions






Table 1.1: Difference Between True Blockchain and Not-True Blockchain

Public Ledger

A blockchain is a form of public ledger, which is a series (or chain) of blocks on which transaction details are recorded after suitable authentication and verification by the designated participants. Blockchain supports immutability, which means that data once is written cannot be erased or replaced. The concept of immutability means that no data tampering is possible within the network. Traditional databases don’t exhibit immutability and hence are more prone to being manipulated by a rogue administrator or third-party hacks.

Distributed ledgers utilize independent computers known as nodes to record, share, and synchronize transactions within their electronic ledgers, rather than centralizing data as seen in traditional ledgers. These ledgers organize data into blocks that are linked together in an append-only fashion. This technology has the potential to revolutionize the financial sector, making it more efficient, resilient, and reliable.

In essence, Blockchain and Distributed Ledger Technology (DLT) are the foundation for creating and transferring value over the internet. They allow for the recording of interactions and transfer of this value peer-to-peer, without the need for a central coordinating entity. This value can encompass ownership of assets such as money, securities, land titles, voting rights, and artwork, as well as ownership of personal information like identity and health records. This presented persistent challenges in the field of the financial sector and the changing roles of financial sector stakeholders. DLT has the potential to transform various other sectors as well, such as manufacturing, government financial management systems, and clean energy.

Since this technology is still nascent, the World Bank Group doesn’t have general recommendations about its use for international development. We are in dialogue with standard-setting bodies, governments, central banks, and other stakeholders to monitor, research, and pilot applications based on blockchain and DLT.

Distributed Ledgers

A distributed ledger (see Figure 1.4) is a novel kind of database that members of a decentralized network share, replicate, and synchronize. The distributed ledger keeps track of all network participant transactions, including the exchange of assets and data. The updates to the ledger’s records are decided upon by consensus among all potential network participants. There is no involvement from a clearinghouse, financial institution, or other central authority or third-party mediator. The distributed ledger is an auditable and unchangeable record of all transactions, since each record has a timestamp and a distinct cryptographic signature in the network.

Blockchain’s distributed ledger technology is revolutionizing the way organizations conduct their business transactions.
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Figure 1.4: Concept of Distributed vs. Traditional Ledger


Business Ledger


In today’s connected and integrated world, economic activity takes place in business networks that span national, geographic, and jurisdictional boundaries. When producers, consumers, suppliers, partners, market makers/enablers, and other stakeholders own, control, and exercise their rights, privileges, and entitlements over valuable objects known as assets, they form business networks. Intangible and virtual assets like stock certificates, patents, and deeds can be just as valuable as tangible ones like cars, houses, and strawberries. Value in a business network is created by transactions involving asset ownership and transfers. All parties involved in a transaction, including buyers, sellers, and intermediaries (banks, auditors, or notaries), have contracts and business agreements that are documented in ledgers. Multiple ledgers are usually used by a business to record asset ownership and transfers between its various business lines’ participants. The systems of record for the financial operations and pursuits of a business are called ledgers.

Assets can be tangible and physical, such as cars, homes, or strawberries, or intangible and virtual, such as deeds, patents, and stock certificates. Asset ownership and transfers are the transactions that create value in a business network.

Transactions typically involve various participants like buyers, sellers, and intermediaries (such as banks, auditors, or notaries) whose business agreements and contracts are recorded in ledgers. A business typically uses multiple ledgers to keep track of asset ownership and asset transfers between participants in its various lines of business. Ledgers are the systems of record for a business’s economic activities and interests.

A typical ledger may look like this:
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Figure 1.5: A Typical Ledger

Problems with Conventional Business Ledgers

The methods employed in current modern business ledgers are flawed in numerous aspects. They can be abused and manipulated, and they are expensive and ineffective. Disputes are caused by a lack of transparency as well as vulnerability to fraud and corruption. Resolving disputes and potentially reversing transactions or offering transaction insurance is an expensive process. Business opportunities that are lost are a result of these risks and uncertainties. Moreover, misguided business decisions based on erroneous and temporary data are caused by out-of-sync copies of business ledgers on each network participant’s systems. Reconciling disparate copies of the ledgers causes, at most, a delay in the ability to make a fully informed decision.

Hyperledger

The Hyperledger is an open-source effort to advance cross-industry blockchain technolog ies for business use. It’s a global collaboration, hosted by The Linux Foundation®, including leaders in finance, banking, the Internet of Things, supply chain, manufacturing, and technology. These 183+ diverse members and nine ongoing projects, including Hyperledger Fabric, work in concert to create an open, standardized, and enterprise-grade distributed ledger framework and code base.

To make it effective, the Hyperledger Fabric framework supports distributed ledger solutions on permissioned networks, where the members are known to each other, across a wide range of industries. Its modular architecture maximizes the confidentiality, resilience, and flexibility of blockchain solutions.

We shall read about Hyperledger and Hyperledger Fabric framework in detail in Chapter 8 of this book.

Blockchain Decentralization

Consider a scenario where a business possesses a server farm consisting of 10,000 computers dedicated to managing a database housing the account details of all its customers. The company also possesses a single warehouse containing all these computers, giving it complete authority over each machine and the data it holds. While this setup offers convenience, it also presents a significant vulnerability. There are various potential risks to consider:


	How would the company cope if the power supply to the warehouse suddenly failed?

	How would it handle a situation where its Internet connection was disrupted?

	What would be the response if the warehouse were to suffer fire damage?

	How would it recover if a malicious individual were to delete everything using a single keystroke? The result is that in such cases, the data is lost or corrupted.



To tackle this problem, the blockchain facilitates the dispersion of the data stored in that database across multiple network nodes situated at different locations. This preserves the integrity of the data stored there and adds redundancy. For example, if a bad actor were to try to change a record at one database node, it would not affect the other nodes and deter them from doing so. All other nodes would be able to cross-reference one another and quickly identify the node that has the false information if one user tampered with Bitcoin’s transaction log. This kind of system aids in establishing a precise and obvious sequence of events. In this manner, no single node in the network can change any of the data stored there. The information and history (such as cryptocurrency transactions) are irreversible due to this clause. A blockchain can store a range of other data, including contracts, state identities, and a company’s product inventory. For example, it can store a list of transactions (like those involving cryptocurrencies). Every time a block is added, new records or entries are automatically validated. To approve of this, the decentralized network’s processing power must be in the majority. A consensus mechanism, such as Proof of Work (PoW) or proof of stake (PoS), secures blockchains to stop malicious actors from validating fraudulent transactions or double-spending. When there isn’t a single node in control, these mechanisms still enable agreement.

Transparency

Due to the decentralized nature of the Bitcoin blockchain, every node has a copy of the chain that is updated when new blocks are added and confirmed. This means that all transactions can be transparently viewed by anyone using either a personal node or blockchain explorers that enable anyone to see transactions occurring live. This implies that you could follow Bitcoin wherever it travels if you so desired. For instance, there have been hacks into exchanges in the past, where users who had Bitcoin on the exchange lost everything. The extracted Bitcoins can be easily tracked down, even though the hacker may remain completely anonymous. In any case, it would be public knowledge if the Bitcoins taken in some of these hacks were transferred or spent. Naturally, records kept on the Bitcoin blockchain (and most other blockchains) are encrypted. This means that a record can only be decrypted (using a public-private key pair) by its owner to reveal their identity. Users of blockchains can therefore maintain transparency while staying anonymous.

Bitcoins
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Bitcoin (₿), like many other blockchain currencies, is a decentralized digital currency without a single administrator (central or reserve bank). It can be sent from user to user on the peer-to-peer bitcoin network without the need for intermediaries. Transactions are verified by network nodes through cryptography and recorded in a public distributed ledger called a blockchain.

Cryptocurrency was invented in 2008 by an unknown person or group of people using the name Satoshi Nakamoto. Bitcoin came into use in 2009 when its implementation was released as open-source software. As of 13th June, 1:22 pm, one bitcoin is equivalent to approximately INR 56,65,129.18 compared to INR 29,86,942.83 on 16 February 2022.

The financial crisis in the USA in 2008 caused a lot of people to lose faith in banks as trusted third parties in the country. This happened in India in many banks as well. Many users and prospective investors have doubts and questioned whether banks are the best guardians of the global financial system. Bad investment decisions by major banks had proved catastrophic, with rippling consequences. Bitcoin, also proposed in 2008, provided an alternative.

Bitcoin is a “peer-to-peer (one node to many others each with equal authority and privileges) electronic cash system” based on blockchain technology that “allow[s] for online payments to be sent directly from one party to another without going through a financial institution.”

Trustworthiness of Bitcoins

Digital transactions without a “trusted intermediary” were made possible by Bitcoin. The technology made it possible for this to occur on a large scale, throughout the world, with cryptography performing the functions that financial regulators, central banks, and commercial banks once performed: confirming the validity of transactions and preserving the integrity of the underlying asset. Since the ledger is not under the control of a reliable third party, Bitcoin is a decentralized public ledger. Anyone with bitcoin can send and receive bitcoin, use the network, and if they would like, keep a copy of this ledger. The ledger is transparent and “trustless” in that regard. It’s feasible for newly arrived parties to do this. One asset is tracked and maintained by the Bitcoin ledger, that is, Bitcoin.

(Note: Lowercase “bitcoin” refers to the money or an account unit on the Bitcoin ledger, while capital “bitcoin” refers to the Bitcoin ledger or protocol). We shall read about the process of getting a bitcoin in the section ‘Creation of Bitcoins’ of Chapter 3 of this book.

The following rules made it more popular and trustworthy:


	The ledger is maintained with several rules encoded into it that must be followed; one of which states that there will only ever be 21M bitcoin produced. Because of this limitation (cap) on the number of bitcoins in circulation, cryptocurrency is designed to be resistant to inflation stemming from a lack of scarcity. There is no scope for creating anymore bitcoin on a whim and reduce the overall value of the currency. It is currently worth INR 6.3 thousand million or 6.3 Peta (that is, 109) INR.

	
Very important aspect of bitcoin system is that all participants must agree to the ledger’s rules in order to use it.

	Any participant is assigned one single proprietary node of this network. Bitcoin is politically decentralized — no single entity runs bitcoin — but all participants (nodes) agree on the state of the ledger and its rules. This is known as consensus.

	A bitcoin or a transaction can’t be changed, erased, copied, or forged.

	This topic is further elaborated in Chapter 3 of this book.



Bitcoin was the first digital currency based on a blockchain, and it was mined by millions of people in various parts of the globe. The anonymous creator of Bitcoin, Satoshi Nakamoto, created its decentralized system so that anyone could use it, but no one could own it. Coincidentally, Bitcoin transactions were supposed to be anonymous, even though they were accessible to all. The goal behind the creation of Bitcoin in 2009 was to create global electronic money that could be transferred in a matter of minutes. However, Bitcoin also functions as a store of value and a payment network, thanks to certain features. Big Banks and even Wall Street were initially piqued by the exponential rise in the price of Bitcoin.

Bitcoin has the least ownership concentration among the cryptocurrencies. The top 100 Bitcoin holders control only 17.3% of the total supply, whereas, with Ether, the top 100 investors control 40% of all the issued currency. With other blockchain-based coins such as Gnosis, Storj, and Qtum, large owners control 90%, and they are all part of the teams managing these projects. Industry watchers estimate that perhaps about 1,000 users hold 40% of Bitcoin.

We can imagine the worth of their existence in the market. Since the viability of cryptocurrencies rests on their network size, Bitcoin is worth four times that of American Airlines and twice as much as Uber. Needless to say, Bitcoin creator is now the 15th richest person in the world, say in 2021.

Nakamoto owns between 750,000 and 1,100,000 bitcoin. As of November 2021, this puts his net worth at up to 73 billion US dollars, which would make him the 15th-richest person in the world[3].

People who hold large amounts of Bitcoin are known as whales in the industry. The whales stuck by Bitcoin through the pioneering days when it was derided and have known one another for years. The largest Bitcoin exchange is Mt. Gox, which got declared bankrupt. A few years ago, Mt. Gox, the Bitcoin exchange, built on the blockchain, burned and crashed. When it filed for bankruptcy, a large number of Bitcoins went missing from the accounts because of a problem with its code.

When discussing technical matters, Nakamoto has never disclosed personal information, but has occasionally shared views on banking and fractional-reserve banking. According to his P2P Foundation profile in 2012, Nakamoto claimed to be a 37-year-old male residing in Japan. However, some experts doubted his Japanese nationality due to his fluent English writing style.

Speculation arose that Nakamoto could be a team of individuals rather than a single person. Dan Kaminsky, a security researcher who reviewed the bitcoin code, suggested that Nakamoto might be either a “team of people” or a “genius”.

It is widely known that Nakamoto worked with other developers on the bitcoin software until mid-2010, managing all modifications to the source code himself. He later handed over control of the source code repository and network alert key to Gavin Andresen, transferred various related domains to key members of the bitcoin community, and ceased his visible participation in the project.

Nevertheless, the blockchain technology underlying Bitcoin makes it possible to create a singular, rare digital asset in which every user is aware of its past. The same supply and demand dynamics that govern any market apply to bitcoin, meaning its value isn’t intrinsic. The price of bitcoin increases in direct proportion to the growth in demand for it. The value of an asset is determined by its intrinsic value. Rather than utilizing the asset’s current market price, this measure is determined through an objective calculation or intricate financial model. Among many other things, institutional investors diversifying their portfolios, retail investors buying into a trendy asset, and supporters of bitcoin’s decentralized philosophy could all be driving forces behind demand. Extreme volatility in the value of bitcoin, akin to bubble-like behavior in the past, has been caused by shifting demand. In the end, investor sentiment and whether or not users continue to find value in Bitcoin will determine whether or not it is regarded as a “bubble”. Though not guaranteed, a crash is always a possibility. By the end of October 2021, Bitcoin will have a total market value of approximately $1 trillion.

COVID-19’s Impact on Bitcoin

One of the biggest drops in the history of cryptocurrency asset prices occurred as a result of the global market crash that was brought on by COVID-19 in March 2020. The price of Bitcoin dropped by almost 50% in a single day during this time. However, in the months that followed, prices rose along with safe-haven investments like gold and other bullions, as investors sought out value stores in the face of volatile markets. Bitcoin’s price increased 16 times to over $64,000 by April 2021 from its low point just over a year earlier. Additionally, it is accurate to say that some analysts believe COVID-19 may boost demand for Bitcoin by enhancing the idea that cryptocurrency is a safe-haven asset. Other similar but most popular cryptocurrencies in the world are as follows:

Two of the biggest competitors of Bitcoin are Ethereum and Darkcoin (Now Dash).

No doubt that Ethereum, the second-most famous cryptocurrency after Bitcoin, runs on a unique protocol using blockchain. Ethereum not only does currency but also allows programs and platforms to run on top. Firms such as ConsenSys have partnered with Microsoft to work on Ethereum applications. As the organizations that utilize it increases, blockchain technology will be ubiquitous.

As a rival to bitcoin, this new payment method needs to be quicker, safer, and more user-friendly than the competition to draw in users. On each of these three criteria, Bitcoin and the other available digital currencies fall short. Dash offers features and functions that address these issues and shortcomings not addressed by most others. Additionally, Dash provides its users with a quick send option that is just as simple as using a credit card. Furthermore, any future projects must be submitted for voting to those who own 1,000 coins or more. A system like this has the advantage of being a decentralized network, which enables quick decision-making and prevents conflicts like those found in Bitcoin, which lacks the ability to force users to adopt new versions. Dash’s upcoming version will have features like moderated transactions to ward against fraud and theft. With the help of such a feature, money could only be released after goods are received and vault accounts could prevent an upcoming withdrawal of funds within a day. The idea is to have a medium of exchange that makes regular business transactions easier. Dash’s unique governance structure is by far its most innovative feature and is unreplicable.

Smart Contracts

A mutual contract is an agreement between two entities or individuals, which serves as legal protection for both parties involved in a potential business deal across the boundary.

The main legal tool used by businesses to reduce their risks when operating in global or international markets is international contracts, which is a useful feature. One or more contracts from various parties, such as freight forwarders and sales tax agents, will probably be necessary when a business intends to expand its goods or services into the international market. The General Agreement on Tariffs and Trade (GATT) was a historical type of international trade agreement. It was signed in 1947 by 23 countries — including Canada — and went into force on 1st January 1948. Eight rounds of negotiations resulted in its refinement and the World Trade Organization’s (WTO) founding. A legal agreement known as the General Agreement on Tariffs and Trade (GATT) reduced or eliminated tariffs, quotas, and subsidies while maintaining a number of important regulations, thereby minimizing obstacles to international trade.

WTO replaced GATT as it is better than GATT in three respects:


	The WTO covers services and intellectual property.

	The WTO dispute settlement system is faster and more automatic than the old GATT system.

	
Its rulings cannot be blocked.



One of the main reasons behind the collapse of the GATT was that the organization was in favor of the industrial countries, and lost confidence among the developing countries.

Most escrow (earnest money) agreements are put into place when one party wants to make sure the other party meets certain conditions or obligations before it moves forward with a deal. In an escrow agreement, a party usually a depositor deposits the funds or assets with the escrow agent (third gyranter party) until the time the agreement is fulfilled. Once the contractual conditions are fulfilled, the escrow agent then will deliver the funds or the assets to the beneficiary under the agreement. Escrow is a type of legal holding account for items, which can’t be released until predetermined conditions are satisfied. Typically, items are held in escrow until the process involving a financial transaction has been completed. Valuables held in escrow can include real estate, money, stocks, and securities. For instance, a seller may set up an escrow agreement to ensure a potential homebuyer can secure financing before the sale goes through.

Blockchain-based smart contracts are proposed contracts that can be partially or fully executed or enforced without human interaction. One of the many other main objectives of a smart contract is automated escrow. The escrow provides both the developers and users of technology with valuable peace of mind. When you create an escrow contract, software source code or other IP from the developer is placed in a secure escrow account held by an escrow agent — a trusted independent third party.

Smart contracts are characterized by their ability to execute contracts automatically by the blockchain network, negating the need for a trusted third party, such as a trustee, to mediate disputes between contracting parties. As a result, there might be less conflict and friction when transferring value between entities, which could pave the way for more advanced transaction automation. An organization of 190 nations, the International Monetary Fund (IMF) seeks to secure financial stability, facilitate international trade, encourage high employment and sustainable economic growth, and lessen poverty on a global scale. The money that nations pay the IMF as their capital subscription (quotas) when they join the organization provides the majority of its funding. Every IMF member is given a quota that is primarily determined by how they rank in the global economy. When nations encounter financial difficulties, they can then borrow from this pool.

An International Monetary Fund’s staff discussion from 2018 reported that smart contracts based on blockchain technology might reduce moral hazards and optimize the use of contracts in general. However, “no viable smart contract systems have yet emerged”. Due to the lack of widespread use, their legal status was unclear. This topic is further elaborated in Chapter 8 of this book.

It is becoming more and more important to figure out how to create trustworthy digital business agreements as processes become more digitalized. Traditional contracts, which are frequently intricate, time-consuming, and costly, can be effectively replaced with smart contracts. Smart contracts are becoming more widely used and simpler to create globally in a very short amount of time. The development of blockchain consortiums like Hyperledger has made smart contracts available today to optimize a wide range of financial and business processes. It is now essential to figure out how to create trustworthy digital business agreements in light of the growing digitalization of society. In this regard, smart contracts are an excellent substitute for traditional contracts, which are frequently intricate, cumbersome, and costly. A smart contract, as defined by its explicit terms and conditions, is a self-executing, self-enforcing protocol that uses blockchain technology to store and execute contractual clauses. In order to enter into a blockchain-based smart contract, the involved parties must first discuss and agree upon the terms of the contract before memorializing them, partially or fully, in the smart contract code that is kept on the blockchain. The most advantageous aspect of smart contracts is their ability to conduct trustworthy transactions without the involvement of other parties. Because it is a decentralized approach, middlemen are not needed at the time of deal confirmation. Smart contracts run on their own schedule[4].

Essential Elements of Smart Contracts

Smart contracts are made up of several essential elements, including signatories, subjects, and specific terms:


	The signatories of the smart contract may be any of two or more parties who provide their final “go forward”. By signing digitally, they confirm that they both agree to the suggested terms.

	The subject matter of the agreement, which is restricted to the smart contract’s surroundings, is the second essential element.

	The smart contract’s precise terms come as the third essential element. Their implementation in a programming language must be compatible with the blockchain of the smart contract and include a detailed mathematical description.



The contract will be carried out automatically based on these three terms at the very least.

Smart Contracts and Blockchain

The technology of Smart contracts uses blockchain technology to verify, validate, capture, and enforce agreed-upon terms between multiple parties. The key to these contracts is the decentralized network known as blockchain.

Key Features of Smart Contracts:


	Smart contracts on the blockchain allow for transactions and agreements to be carried out among anonymous parties.

	Agreements are mutual without the need for a central entity, external enforcement, or legal system.

	The transactions are transparent.

	The transactions are irreversible and traceable.

	The transactions are easily traceable but with valid internal and external keys.

	Blockchain is the perfect environment for smart contracts, as all the data stored is immutable and secure.

	The data of a smart contract is encrypted and exists on a ledger, meaning that the information recorded in the blocks can never be lost, modified, or deleted.



This topic is dealt in detail in Chapter 8 of this book.

Smart Contract Platforms

Nowadays, there are a number of smart contract platforms. They could be subdivided on the basis of technology, end-user (banking, government, supply chain, real estate, insurance, and so on), and region (Europe, North America, Asia, or the rest of the world oriented).

The differences among various platforms are:


	In their use of the type of programming languages

	Method of establishing blockchain consensus

	Cost of maintaining an application’s smart contracts

	Differences in blockchain security

	Transaction confirmation speed, trust in the main network nodes, and much more



The first blockchain platform with codes specifically designed for dApp development was created by Ethereum. Numerous other platforms have emerged as a result of their appearance, including Aeternity, Cardano, Qtum, Stellar, and Waves.

Building Blocks of Blockchain

As previously mentioned, a blockchain is made up of a series of secure data blocks that are linked to each other in a sequential fashion. When combined, they create an unchangeable ledger that is shared among the involved nodes. These nodes are platforms for computing that communicate with customers. Sharing information among all parties who access it through an application is the goal of the blockchain. There are two options for reading and writing this ledger: (1) unrestricted (also known as “permissionless”), or (2) restricted (also known as “permissioned”).

Main Building Blocks

We have already learned about what is the basic block in blockchain technology earlier in this chapter. The main building blocks of a Blockchain system are its


	Data structure (that is, the Blockchain) and

	Its nodes, where the logic and computations take place. 
There are two types of nodes:


	Full-function nodes and

	Partial nodes







The full-function node maintains a complete copy of the blockchain and is capable of executing transactions and contributes to extending the chain. All full-function nodes are equivalent in terms of functionality and are connected in a peer-to-peer network. As such, there’s no hierarchy among nodes, and all nodes can communicate with one another.

A partial node is also connected to the network in a peer-to-peer fashion, but doesn’t contain a full copy of the blockchain. It needs the services of a full-function node to execute transactions, and it doesn’t extend the chain. Partial nodes are also called lightweight nodes. They do not store a complete ledger. They only download the part of the blockchain that they require using Simplified Payment Verification (SPV) mode.

A blockchain starts from its genesis block and new blocks are appended periodically. Each block records executed transactions. The nodes collaborate to connect the blocks into a blockchain, creating a ledger that cannot be changed backward without redoing a PoW.

An Ethereum system’s primary components are its data structure, that is the blockchain and its nodes, which house the computations and logic. Full-function nodes and partial nodes are the two different kinds of nodes. In addition to keeping an entire copy of the blockchain up to date, the full-function node can carry out transactions and add nodes to the chain. Every full-function node in a peer-to-peer network has the same functionality and is connected. Nodes can thus communicate with one another and there is no hierarchy among them. Although it lacks a complete copy of the Blockchain, a partial node is still peer-to-peer connected to the network. It does not add to the chain; rather, it executes transactions through the assistance of a full-function node. Another name for partial nodes is lightweight nodes. They do not keep an entire ledger on file. They utilize SPV mode to download only the portion of the blockchain that they need. A blockchain begins with its genesis block, to which new blocks are periodically added. All executed transactions are recorded in each block. Working together, the nodes join the blocks to form a blockchain, which is a ledger that cannot be altered in the past without resolving a PoW.
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Figure 1.6: Formation of Blockchain

Every block has two types of information: internal information that describes how the block is chained to other blocks and provides security, and application-specific information (also known as the “payload”) that logs transactions or smart contracts (which are composed of a mix of data and code that can be executed by the nodes). Blocks are automatically shared throughout the network, validated, and connected by hash values. This is something we will discuss in Chapter 2, Cryptographic Hash Function (CHF), of the book.
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Figure 1.7: Chain of Successful Blocks in a Set of Transactions

Every blockchain has two built-in security features and an additional optional third. The first lesson teaches you to link every block to its predecessor in a way that makes it difficult to undo computationally. The first method involves using a hash tree to calculate a hash for each block, which includes the hash value of the previous block (this is done for every new block created, except for the first block, known as the “genesis” block, which has no predecessor); the second method involves adding a unique number, known as the block’s “nonce”, to each block. It is possible to determine a specific hash value for the entire block by inserting the correct nonce. Since calculating a nonce is computationally difficult, it is also known as a PoW. When the nonce is inserted in the proper location, calculating the hash function over the block yields a specific hash value (one that starts with a specified number of zeroes). We will read about PoW in Chapter 4 of this book.

In short, the PoW is the original consensus algorithm in a blockchain network. The algorithm is used to confirm the transaction and create a new block to the chain. In this algorithm, minors (a group of people) compete against each other to complete the transaction on the network.

Changing a block would require recalculating the nonce for every block that was subsequently linked to it because the nonce is difficult to calculate. It is generally accepted that after the chain has been extended by roughly six blocks, it is not feasible to alter it given the state of algorithms and computing power at this time. The second protection mechanism, which requires a majority of nodes to agree on the next block that extends the chain, is provided by a peer-to-peer built-in consensus mechanism. This implies that there isn’t a single point of control that could be attacked. A blockchain operates in a peer-to-peer model, where all nodes are equal, and does not rely on a central and trustworthy entity. Nodes rely on a consensus process to validate transactions in the absence of trust between them. The consensus mechanism relies on each node verifying that the data it has received complies with a set of rules and on each node verifying the nonce. The application functionality is specific to the application, and the inbuilt rules verify that the proposed transaction conforms with it. In the case of virtual currency, for instance, it is first confirmed that the payer has ownership of the coins they wish to spend (as shown by a signature signed with the private key of a Public Key Infrastructure (PKI) key pair, where the signature can be successfully verified), and that the transaction follows the necessary structure. The Proof of Work Verification process then needs to show that a node made the necessary computational investment.

Taking the case in which two nodes broadcast different versions of the next block at the same time, some nodes may receive one or the other first. In such case, each node would work on the first block received, but save the other branch in case it becomes longer. The tie will be broken when the next nonce is found and one branch becomes longer; the nodes that were working on the other branch will then switch to the longer one.

The third (optional) protection mechanism stems from the fact that blockchains come in two different flavors: permissionless and permissioned. The public and Bitcoin-like systems where every node can participate (read, add entries, or extend the blockchain by finalizing a candidate block with the correct nonce) are denoted as permissionless.

The permissioned blockchains allow only a limited set of known and accepted nodes to process transactions and extend the chain. As this type of chain is typically set by known and consenting organizations with an assumed level of trust, the consensus mechanism can be based on a less intensive computational process (they don’t need to prove to each other that they have invested a sufficient amount of computational power in confirming the transactions)

Currently, most active Blockchain and pioneer technologies include the Bitcoin, Ethereum, and Ripple, as well as Ethereum-based follow-ups that apply new approaches for scalability, such as Tendermint, Hydrachain, and Hyperledger. Ripple is a clearing and settlement technology. There is also a broad category of more scalable designs such as the Lightning Network, Raiden, BigchainDB, RChain, and Aeternity. There are also Superchains, which connect multiple blockchains together. These include Interledger and Cosmos, and there are others, such as Cord, which come with separated ‘fact’ databases, where the data is kept consistent, but not everyone has a copy of everything.

Transactions

Before a transaction is added to the blockchain, it must be authenticated and authorized.

Key Steps of Blockchain Transaction

There are several key steps a transaction must go through before it is added to the blockchain (see Figure 1.8)[5]. We have to understand the process of authentication using cryptographic keys and authorization via proof of work, together with the role of mining, and the more recent adoption of proof of stake protocols in later blockchain networks.
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Figure 1.8: Steps in Blockchain Transactions (Courtesy: Euromoney Learning 2020)


Authentication


Although the original blockchain was designed to operate without a central authority (that is, with no bank or regulator controlling who transacts), transactions still have to be authenticated.

Authentication is done using cryptographic keys, a string of data (like a password) that identifies a user and gives access to their “account” or “wallet” of value on the system.

For this, each user has to have their own private key and a public key that everyone can see. Using them, both create a secure digital identity to authenticate the user via digital signatures and to ‘unlock’ the transaction they want to perform.

Authorization

Once the transaction is agreed upon by the users mutually, it needs to be approved, or authorized, before it is added to a block in the chain.

For a public blockchain, the decision to add a transaction to the chain is made by arriving at consensus. This means that the majority of “nodes” (on different computers in the network) must agree that the transaction is valid. The people who own the computers in the network are most of the time incentivized to verify transactions through rewards. This process is known as ‘Proof of Work’.

Proof of Work (PoW)

The process of Proof of Work (POW) requires the people who own the computers in the network to solve a complex mathematical problem (by mining) to be able to add a block to the chain.

Miners

This process of solving the problem is known as mining, and ‘miners’ are usually rewarded for their work in cryptocurrency.

The mathematical problem can only be solved by trial and error and the odds of solving the problem are about 1 in 5.9 trillion, so mining is very cumbersome and not at all easy. It requires substantial computing power and involves considerable amounts of energy. This means the rewards for undertaking the mining must outweigh the cost of the computers and the electricity cost of running them, as one computer alone would take years to find a solution to the mathematical problem.

The Energy Consumption in the Process of Mining

The process of creating Bitcoin to spend or trade consumes around 91 terawatt-hours of electricity annually worldwide, more than is used by Finland, a nation of about 5.5 million persons. The Cambridge Bitcoin Electricity Consumption Index estimates the bitcoin mining network consumes almost 70 terawatt-hours (TWh) of electricity per year, ranking it the 40th largest consumer of electricity by ‘country’. By way of comparison, Ireland (ranked 68th) uses just over a third of Bitcoin’s consumption, or 25 TWh, and Austria at number 42 consumes 64.6 TWh of electricity per year, according to 2016 data compiled by the CIA.

The Problem with Proof of Work

To create economies of scale, miners often pool their resources together through companies that aggregate a large group of miners. These prospective miners then share the rewards and fees offered by the blockchain network.

The problem gets harder and the network gets larger, theoretically distributing the chain further due to blockchain growth. More and more computers join to try and solve the problem, making it ever more difficult to sabotage or hack. In practice though, mining power has become concentrated in the hands of a few mining pools. These large organizations have the vast computing and electrical power now needed to maintain and grow a blockchain network based around Proof of Work validation.

Proof of Stake

To combat this problem, later blockchain networks have evolved and adopted the process of “Proof of Stake” validation consensus protocols, where participants must have a stake in the blockchain - usually by owning some of the cryptocurrency - to be in with a chance of selecting, verifying, and validating transactions. This saves substantial computing power resources because no mining is required.

In addition, blockchain technologies have evolved to include “Smart Contracts”, which automatically execute transactions when certain conditions have been met.

The Process of Transaction

One of blockchain technology’s fundamental (rather cardinal) features is the way it confirms and authorizes transactions. For example, if two individuals wish to perform a transaction with a private and public key, respectively, the first person party would attach the transaction information to the public key of the second party. This total information is gathered together into a block.

Distributed Consensus

A distributed consensus ensures a consensus of data among nodes in a distributed system or reaches an agreement on a proposal[6].

A fundamental problem in distributed computing and multi-agent systems is to achieve overall system reliability in the presence of a number of faulty processes. This often requires coordinating processes to reach consensus or agree on some data value that is needed during computation. Example applications of consensus include agreeing on what transactions to commit to a database in which order, state machine replication, and atomic broadcasts. Real-world applications often requiring consensus include cloud computing, clock synchronization, PageRank, opinion formation, smart power grids, state estimation, control of UAVs (and multiple robots/agents in general), load balancing, blockchain, and others.

The process of achieving consensus requires agreement among a number of processes (or agents) for a single data value. Some of the processes (agents) may fail or be unreliable in other ways, so consensus protocols must be fault-tolerant or resilient. The processes must somehow put forth their candidate values, communicate with one another, and agree on a single consensus value.

In the control of multi-agent systems, the consensus problem is fundamental. One approach to generating consensus is for all processes (agents) to agree on a majority value. In this context, a majority requires at least one more than half of the available votes (where each process is given a vote). However, one or more faulty processes may skew the resultant outcome, such that consensus may not be reached or may be reached incorrectly.

Protocols that solve consensus problems are designed to deal with a limited number of faulty processes. These protocols must satisfy a number of requirements to be useful. For instance, a trivial protocol could have all processes output binary value 1. This is not useful and thus the requirement is modified such that the output must somehow depend on the input. That is, the output value of a consensus protocol must be the input value of some process. Another requirement is that a process may decide upon an output value only once and this decision is irrevocable. A process is called correct in an execution if it does not experience a failure. A consensus protocol tolerating halting failures must satisfy the following properties[7]:


	
Agreement: Every correct process must agree on the same value.

	 Integrity: If all correct processes propose the same value, then any correct process must decide on that value.


	 Termination: Eventually, every correct process decides on some value.

	A consensus algorithm may be defined as the mechanism through which a blockchain network reaches consensus.



Agreement, a safety property, means that all correct processes select the same value and these values are valid within the dictates of the protocol. In other words, the state of being “correct” is determined by how many other processes share your value (all, some quorum, or even one).

Integrity addresses the ability to recover from the failure of a participating node. Variations on the definition of integrity may be appropriate, according to the application. For example, a weaker type of integrity would be for the decision value to equal a value that some correct process proposed – not necessarily all of them[7]. The integrity condition is also known as validity in the literature.

Termination is a liveness property, which means that agreement ceases if all correct (non-faulty) processes eventually do not produce a value.

Public (decentralized) blockchains are built as distributed systems and, since they do not rely on a central authority, the distributed nodes need to agree on the validity of transactions. This is where consensus algorithms come into play. They assure that the protocol rules are being followed and guarantee that all transactions occur in a trustless way, so the coins are only able to be spent once.

Properties of Blockchain

A blockchain exhibits several properties that make it a suitable candidate for several application domains[8]. The properties are as follows:


	
Distributed consensus on the chain state: One of the crucial properties of any blockchain is its capability to achieve a distributed consensus on the state of the chain without being reliant on any trusted third party. This opens up the door of opportunities to build and utilize a system where states and interactions are verifiable by the miners in public blockchain systems or by the
Authorized entities in private blockchain systems.



	
Immutability and irreversibility of chain state: Achieving a distributed consensus with the participation of a large number of nodes ensures that the chain state becomes practically immutable and irreversible after a certain period of time. This also applies to smart contracts, hence enabling the deployment and execution of immutable computer programs.

	
Data (transaction) persistence: Data in a blockchain is stored in a distributed fashion, ensuring data persistence as long as there are participating nodes in the P2P network.

	
Data provenance: The data storage process in any blockchain is facilitated by means of a mechanism called the transaction. Every transaction needs to be digitally signed using public key cryptography, which ensures the authenticity of the source of data. Combining this with the immutability and irreversibility of a blockchain provides a strong non-repudiation instrument for any data in the blockchain.

	
Distributed data control: A blockchain ensures that data stored in the chain or retrieved from the chain can be carried out in a distributed manner that exhibits no single point of failure.

	
Accountability and transparency: Since the state of the chain, along with every single interaction among participating entities, can be verified by any authorized entity, a blockchain promotes accountability and transparency.



Blockchain Layers

There are several components in a blockchain system whose functionalities range from collecting transactions, propagating blocks, mining, achieving consensus, and maintaining the ledger for its underlying crypto-currencies[9].

The aforementioned components can be grouped together according to their functionalities using different layers, similar to the well-known TCP/IP layer. In fact, there have been a few suggestions to design a blockchain system using a layered approach. The motivation is that a layered design will be much more modular and easier to maintain. For example, in case a bug is found in a component of a layer in a blockchain system, it will only affect the functionalities of that corresponding layer while other layers remain unaffected.

For example, David et al.[10] suggest four layers:


	Consensus

	Mining

	Propagation

	Semantic



However, it is believed that the proposed layers do not reflect the proper grouping of functionalities. For example, consensus and mining should be part of the same layer as mining can be considered an inherent part of achieving consensus. In addition to this, some blockchain systems might not have any mining algorithms associated with it.

However, Md Sadek Ferdous et al.[9] suggested four layers (see Figure 1.9): network, consensus, application, and meta-application. The functionalities of these layers are briefly presented as follows:


	
Meta-Application Layer: The functionalities of the meta-application layer in a blockchain system (see Figure 1.9) are to provide an overlay on top of the application layer to exploit the semantic interpretation of a blockchain system for other purposes in various application domains. For example, Bitcoin has been experimented to adopt in multiple application domains, such as DNS-like decentralized naming systems, decentralized immutable time-stamped hashed records, and decentralized Public Key Infrastructure (PKI) like Certcoin.


[image: ]


Figure 1.9: Blockchain Layers



	
Application Layer: The application layer (see Figure 1.9) defines the semantic interpretation of a blockchain system. Semantic interpretation would be to define a crypto-currency and then set up protocols for how such a currency can be exchanged between different entities.
Another example is to establish protocols to maintain a state machine embodying programming capabilities within the blockchain, which can be exploited to create and deploy immutable code (the so-called smart contract). The application also defines the rewarding mechanism, if any, in the blockchain system.



	
Consensus Layer: The consensus layer, as presented in Figure 1.9, is responsible for providing the distributed consensus mechanism in the blockchain that essentially governs the order of the blocks. A critical component of this layer is the proof protocol (for example, PoW and PoS), which is often used to verify every single block, which ultimately is used to achieve the required consensus in the system.

	
Network Layer: The components in the network layer are responsible for handling network functionalities, which include joining in the underlying P2P network, the remaining Network Layer. The components in the network layer are responsible for handling network functionalities, which include joining in the underlying P2P network, remaining in the network by following the underlying networking protocol, disseminating the current state of the blockchain to newly joined nodes, propagating and receiving transactions and blocks, and so on.



Consensus Taxonomy and Properties

With the introduction and advancement of different blockchain systems, there has been a renewed interest in distributed consensus with the consequent innovation of different types of consensus algorithms. These consensus algorithms have different characteristics and functionalities. In this section, we first distinguish between two major types of consensus and then present a taxonomy of their properties.

The mechanisms for establishing consensus by the various blockchain systems can be classified based on the reward mechanism that participating nodes might receive. Therefore, we first classify the consensus mechanisms in blockchain systems into two categories:


	Incentivized and

	Non-incentivized algorithms



Incentivized Consensus: The algorithms belonging to this category reward participating nodes for creating and adding a new block in the blockchain. Incentivized Consensus algorithms are exclusively used in public blockchain systems, and the reward provided acts as an incentive for participating nodes to behave accordingly and to follow the corresponding consensus protocol rigorously.

Non-incentivized Consensus: Private blockchain systems deploy a type of consensus algorithm that does not rely on any incentive mechanism for the participating nodes to create and add a new block in the blockchain. Such algorithms belong to this category. With the absence of any reward mechanism, these nodes are considered trusted as only authorized (allowed) nodes can participate in the block creation process of the consensus algorithm.

Consensus Properties

Various consensus algorithms have different characteristics and are meant to serve different purposes. To compare these disparate groups of consensus algorithms, we need to define evaluation criteria. In this section, we present this evaluation criteria in the form of taxonomies of consensus properties.
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Figure 1.10: Taxonomy of Consensus Properties

The taxonomy of various consensus schemes is depicted in Figure 1.10. According to this taxonomy, a consensus mechanism has four major groups of properties:


	Structural

	Block and reward

	Security

	Performance properties
Structural properties

Structural properties define how different nodes within a blockchain network are structured to participate in a consensus algorithm. These properties can be sub-divided into different categories, as illustrated in Figure 1.11. We briefly describe each of these categories as follows:
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Figure 1.11: Taxonomy of Structural Properties


	
Node types: It refers to different types of nodes that a consensus algorithm is required to engage with to achieve its consensus.

	
Structure type: It refers to the ways different nodes are structured within the consensus algorithm using the concept of a committee. The committee itself can be of two types: single and multiple committees.

	
Underlying mechanism: This refers to the specific mechanism that a consensus algorithm deploys to select a particular node. The mechanism can utilize a lottery, either a cryptography-based probabilistic mechanism or other randomized mechanisms. In a voting mechanism, voting can be carried out either in a single or multiple rounds. The coinage, on the other hand, utilizes a special property, which depends on how long a particular coin has been owned by its owner.







Types of Transactions

Now, let’s explore the different types of blockchain networks.

Types of Blockchain

There are four different types of blockchain. They are as follows:


	
Private Blockchain Networks
Private blockchain operates on closed networks and tends to work well for private businesses and organizations. Firms can use a private blockchain to customize their accessibility and authorization preferences, parameters to the network, and other important security options. Only one authority manages a private blockchain network.
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