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Introduction


 

 

 

 

Are you Are you ready to get startedto the exciting world of Docker? If you're here, it's probably because you've already heard about this revolutionary technology and want to know more. Whether you're a developer, a system administrator or just passionate about new technologies, you've come to the right place. Docker revolutionizes application deployment, and this book will walk you through its features step by step.

 

Note to the Reader:

This book contains commands, examples, and technical explanations based on the official Docker documentation (https://docs.docker.com/). The objective is to make these concepts accessible and educational, while respecting the principles of attribution. For further information, more specific details or updates, we recommend that you consult the official documentation directly.

 

Objectives of the Book

The goal of this book is to guide you step-by-step through mastering Docker, whether you're a complete beginner or already have some basics. We'll explore both fundamental concepts and advanced practices, with practical tips and real-world examples so you can apply what you learn directly. At the end of this reading, Docker will no longer hold any secrets for you!

 

Who is this book for?

Docker is a versatile and powerful tool designed for a wide range of users. Whether you're a developer looking to automate and deploy faster, a system administrator looking to simplify environment management, or just curious to learn a new technical skill, this book is for you. Together, we'll learn how Docker can simplify, accelerate, and optimize your workflow.

 

 


What is Docker?

Docker eliminates the age-old excuse: 'It works on my machine, but not on yours !

 

History and Evolution of Docker

In 2013, a small startup called dotCloud gave birth to Docker, a revolutionary technology. This startup, later renamed Docker Inc., aimed to simplify how applications run across different environments. But what does this mean exactly?

Containerization in simple terms

Imagine developing an app on your computer. While it works perfectly locally, running it on another machine or server often leads to issues. What for? Because the environment (software versions, libraries, system configurations) is not exactly the same.

This is where containerization comes in. It lets you package your application into a 'box' (called a container) that contains everything it needs to run:


		The code of your application.

		The necessary libraries and dependencies.

		Specific configurations.



With this container, your application can run seamlessly on any system—be it your computer, a colleague’s machine, or a data center across the globe. It's like taking your own mini-computer with you everywhere, but without the weight or bulk!

Why did Docker change everything?

Before Docker, containerization already existed, but it was complex and reserved for experts. Docker made this technology accessible through a user-friendly interface and powerful tools.

In just a few years, Docker has transformed how developers and businesses operate. It has made it possible to:

The emergence of microservices (applications divided into small, independent modules).

The rise of the DevOps movement (where development and operations collaborate closely).

Massive adoption of containerization in companies, large and small.

In short, Docker has made containerization accessible to all, and today, it’s an indispensable part of modern development.

 

Benefits of Using Docker

Why use Docker, you ask? Here are some of the key benefits:

• Portability : Docker containers can be run on any system that supports Docker, whether it's your laptop, a server in a data center, or even in the cloud.

• Isolation : Each container is isolated from the others, ensuring that applications do not interfere with one another.

• Efficiency : Containers share the operating system kernel, making them lighter and faster to boot than virtual machines.

 

Common Use Cases

Docker shines in many contexts, including:

• Development and Testing : Create development environments that match your production environment exactly.

• Continuous deployment : With Docker, you can deploy your applications quickly and reliably.

• Microservices : Break down your applications into smaller, independent services for greater flexibility and scalability.

 

Are you ready to get started?

In this book, we'll explore everything there is to know about becoming a Docker expert. We'll start with the basics: what is a container, how does Docker work, and why is it so powerful. Then, we will gradually move towards more complex topics such as Docker Compose...

 

Grab a cup of coffee, and let’s dive into the world of Docker together  that will transform the way you develop and deploy applications!








Chapter 1: Introduction to Containerization



 

Now that you have an overview of Docker, it's time to dive into the fundamental concepts of containerization. This chapter will give you a solid foundation to understand how Docker works and why it has such a significant impact on application development and deployment.

 

Basic Concepts

 

What is a Container?

A container is like a self-contained package that bundles everything an application needs to run: code, libraries, dependencies, and configurations. Imagine you're developing a web application. With Docker, you can package this application into a container, ensuring that it runs identically on any machine—whether it's your computer, a colleague’s, or a cloud server.

 

Practical example: Let’s say you create a web application using Python and Flask. With Docker, you can bundle your Flask code and all its dependencies into a container. You can then share this container with your colleagues, who can run the app right away without needing to install anything else. Pretty handy, isn't it?

 

Difference Between Containers and Virtual Machines

Containers and virtual machines (VMs) are often compared, but they function quite differently. A VM includes a full operating system, making it resource-heavy and slow to start up. In contrast, a container shares the host operating system's kernel, making it much lighter, faster to launch, and more resource-efficient.
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For example, let's say you need to test an application across multiple versions of Python . With VMs, you'd need to install multiple operating systems, each with a different Python version. This can be time-consuming. With Docker, you can simply create multiple containers, each running a specific Python version, and run them simultaneously without conflicts or redundant installations.

 

 

 


Benefits of Containerization

Before we dive into Docker's architecture, let's take a look at why containerization has become so popular:


		
Portability: Containers can run on any system that supports Docker, no matter the environment.


		
Isolation: Each container is isolated from the others, ensuring that applications don't interfere with each other.


		
Efficiency: Compared to virtual machines, containers are much lighter, start up in seconds, and use fewer resources..




 

Docker Architecture

To fully understand Docker, it’s essential to become familiar with its core components. These elements work together to provide an efficient and robust containerization solution.

 

Docker Engine: The core component of Docker. It manages the creation and execution of containers.. It consists of three main parts: the Docker Daemon, the CLI Docker, and the Docker API.


		
Docker Daemon: Runs in the background and manages containers, images, and volumes.


		
CLI Docker: The command-line interface used to interact with Docker (e.g., running containers, listing active ones, etc.). 




For example:

docker run launches a container.

docker ps lists running containers.

 


		
Docker API: Enables automation and integration with other tools.




Docker Compose: A tool for managing applications that rely on multiple containers. With Docker Compose, you define multiple services—like a web application and a database—in a YAML file and start them all with a single command.

 

For example, let's say you're building a web application that needs a MySQL database. With Docker Compose, you can define both services in a docker-compose.yml file:

services:

  web_app:

    build: .

    ports:

      - "8000:8000"

  database:

    image: mysql:8.0

    environment:

      MYSQL_ROOT_PASSWORD: example

 

By running docker-compose up, you can start both services at the same time. This ensures a consistent environment, avoids dependency conflicts, and simplifies integration testing.

 

 

 








Chapter 2: Docker Installation



 

Now that you have a good understanding of the fundamental concepts of containerization, it's time to move on to the next step: installing Docker. This chapter will walk you through the step-by-step process of installing Docker on different operating systems. No matter what your work environment is, you'll soon be ready to create and run your own containers.

 

Prerequisite

 

System Requirements

Before you start the installation, make sure that your system meets the minimum requirements to run Docker smoothly. The main requirements are as follows:

• Operating system : Docker is compatible with the following versions:

• Windows : Windows 10 64-bit (Pro, Enterprise, or Education version) or newer.

• macOS : Version 10.13 (High Sierra) or newer.

• Linux : A recent distribution like Ubuntu, CentOS, Fedora, etc.

• Processor : 64 bit.

• Memory : Minimum 4 GB of RAM for optimal operation.

• Storage : Allocate sufficient disk space (minimum 10 GB for basic usage, though requirements vary by project).

 

 


Installation on Different Operating Systems

 

Installation on Windows

Download: Go to the official Docker https://www.docker.com/ website  and download Docker Desktop for Windows.

Installation : Launch the downloaded executable and follow the on-screen instructions to install Docker Desktop.

Setup : Once the installation is complete, starts Docker Desktop. When you first launch, you'll be able to adjust settings, such as the amount of resources (memory, CPU) allocated to Docker.

Note : Docker requires virtualization to be enabled in your system's BIOS. If you haven't already, you may need to restart your PC and enable this option in the BIOS settings. View Installation Guide https://docs.docker.com/desktop/setup/install/windows-install/

 

 

Install on macOS

Download : Download Docker Desktop for macOS from https://www.docker.com/   .

Installation : Opens the downloaded .dmg file, then drag the Docker icon into the Applications folder.

Configuration : Once Docker is installed, you can launch it from the Applications folder. As on Windows, you can adjust the settings to your liking when you first boot.

Tip : macOS may ask you to allow access to your disk and other system resources. Don't forget to validate these permissions for Docker to work properly.

 

 

 


 

Installing on Linux

Installing Docker on Linux varies by distribution. Here are the general steps for Debian-based systems  (like Ubuntu) and Red Hat (like CentOS).

1. Updating Packages: Update existing packages to make sure you have the latest versions:


		Debian and its derivatives (such as Ubuntu):



sudo apt-get update


		Red Hat and its derivatives (such as CentOS):



sudo yum update

2. Installing dependencies


		For Debian:



sudo apt-get install apt-transport-https ca-certificates curl software-properties-common


		For Red Hat:



sudo yum install yum-utils device-mapper-persistent-data LVM2

3. Adding the Docker repository 


		Debian:



1. Add the Docker repository GPG key

To get started, you need to add the GPG key from the Docker repository so that your system can verify the authenticity of the Docker packages. Run this command:

curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo apt-key add --


		
curl downloads the GPG key from the Docker server.


		
sudo apt-key add - adds this key to the apt package manager. It verifies that packages downloaded from the Docker repository are genuine.




Second method

curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo gpg --dearmor -o /usr/share/keyrings/docker-archive-keyring.gpg

1. curl -fsSL


		
curl: A tool to transfer data from/to a server (downloads the Docker GPG key).


		
-f: Fail silently on server errors.


		
-s: Silent mode (no progress/output).


		
-S: Show errors even in silent mode.


		
-L: Follow redirects if the URL changes.




2. https://download.docker.com/linux/ubuntu/gpg


		The URL for Docker’s official GPG encryption key, used to verify the authenticity of Docker packages.



 

3. | (Pipe)


		Passes the downloaded GPG key data from curl to the next command (gpg).



 

4. sudo gpg --dearmor


		
sudo: Runs the command with root privileges (required to write to system directories).


		
gpg: GNU Privacy Guard, a tool for encryption/decryption.


		
--dearmor: Converts the ASCII-armored GPG key (text format) to a binary format (gpg format).




 

5. -o /usr/share/keyrings/docker-archive-keyring.gpg


		
-o: Outputs the result to a file.


		
/usr/share/keyrings/docker-archive-keyring.gpg: The system directory where trusted cryptographic keys are stored. This file will be used by APT (Ubuntu’s package manager) to verify Docker packages during installation.




 

Purpose of the Command:

This command securely adds Docker’s official GPG key to your Ubuntu system. It ensures:


		Packages from Docker’s repository are cryptographically verified.

		Prevents "man-in-the-middle" attacks during Docker installation.

		Follows Docker’s recommended security practices.



 

Here's the explanation of the difference between the two commands:

Command 1 (Modern, Recommended):

curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo gpg --dearmor -o /usr/share/keyrings/docker-archive-keyring.gpg

Command 2 (Legacy, Deprecated):

curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo apt-key add -

 

Key Differences:


		Key Storage Location




		
Command 1: Saves the key to /usr/share/keyrings/docker-archive-keyring.gpg
This is the modern, recommended location for trusted keys in Debian/Ubuntu systems.


		
Command 2: Adds the key to /etc/apt/trusted.gpg.d/ (via apt-key)
This is a legacy method that adds the key to a global trusted keyring.





		Key Format




		
Command 1: Uses gpg --dearmor to convert the ASCII-armored GPG key to a binary format.
Required for keys stored in /usr/share/keyrings.


		
Command 2: Uses apt-key add to add the ASCII-armored key directly.
apt-key automatically handles the conversion.





		Security Context




		
Command 1: Follows current security best practices by isolating the key to a specific repository.
Used with signed-by in your sources.list file to limit trust to only Docker packages.


		
Command 2: Adds the key to a global trusted keyring (/etc/apt/trusted.gpg).
Any package signed with this key is automatically trusted system-wide (less secure).





		APT Integration




		
Command 1: Requires explicitly referencing the key in your repository definition:




echo "deb [arch=amd64 signed-by=/usr/share/keyrings/docker-archive-keyring.gpg] https://download.docker.com/linux/ubuntu $(lsb_release -cs) stable" | sudo tee /etc/apt/sources.list.d/docker.list
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