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Preface





This book is a complete guide for Salesforce Lightning Web Component (LWC) Framework, the recent frontend framework of Salesforce which will (most probably) replace Aura components and Visualforce pages completely in the future. Salesforce LWC Framework is also an open-source project of Salesforce Inc. From this perspective, we can say it is somehow similar to Meta’s (Facebook’s) React.js or Google’s Angular.js.


LWC Framework is using modern browsers’ features and it will continue to evolve with browsers, with ECMAScript (JavaScript). That’s why we can confidently see that it is the present and the future of the Salesforce development environment. Companies and Salesforce partners are currently focusing on migrating old-school Aura components and Visualforce pages into Lightning Web Components. New projects are planned to be developed by using LWC. So, if you’re a developer in the Salesforce ecosystem, nowadays, learning LWC already becomes a must.


This book is divided into 10 chapters. They will cover all aspects of Salesforce LWC Framework, starting from the very basics to Lightning Data Service, Lightning Message Service, Lightning Out, Lightning Design System, how to use LWC with Flows, how to test and debug LWCs, etc. Each chapter has practical code examples. Therefore, the reader will have the chance to see different LWC features in action. The reader can download these code examples and use them in her/his Salesforce orgs. We have also 2 appendices at the end of the book where the reader will consolidate her/his know-how about Aura–LWC co-existence and how to migrate from Aura to LWC.


Chapter 1 will do an introduction to the LWC Framework to clarify why it was needed by Salesforce despite the fact that there are already Aura components (and Visualforce pages) around. In this chapter, we’ll also present the open-source aspect of the LWC Framework.


Chapter 2 With this chapter, things will start to get warmer as we build our first Lightning Web Component. By using this very first LWC, we’ll see how lightning web components are structured, which files in LWC bundles have what purposes, and so on. Moreover, we’ll also touch on JavaScript modules to have a good ground to build our LWC know-how upon.


Chapter 3 is where we learn all the LWC basic programming details as data binding, properties, conditional rendering, iterators, rendering lists, decorators, composition and slots, lifecycle hooks, static resources, and so on. In addition to this chapter, we see how to implement navigation in LWC, how to display notifications and how to work with Apex backend.


Chapter 4 is all about data services, specifically about Lightning Data Service. This chapter shows us all the aspects of Lightning Data Service, starting with base components, continuing with the famous “@wire” decorator and finally how to obtain data from backend Apex classes.


Chapter 5 enlightens the secrets of event management in LWC. We see how to define custom events and the ways of their propagation. Then we jump to how to publish and subscribe events using the pubsub module to show one way to enable non-hierarchical communication between independent Lightning web components. But of course, we crown this topic by learning the famous Lightning Message Service, which is a great feature allowing communication not only between Lightning web components but also with Aura components and even with Visualforce pages.


Chapter 6 Like LWC is the future and the present of front-end development for Salesforce, Flows is the new king for non-coded application development. In this chapter, we learn how to use LWC with Flows, which also opens the doors to a new world where someday we may even see these two technologies make obsolete the usage of Apex classes.


Chapter 7 Until this chapter, all we learn is about the development of Salesforce. But when it comes to Salesforce, there is no limit: with Lightning Out it is even possible to develop applications outside of Salesforce, which continues to easily communicate with Salesforce orgs. During the writing of this book (Winter ‘24 release), Lightning Out continues to be in the “Beta” version, but it promises so much and we learn it in this chapter.


Chapter 8 When it comes to front-end development, styling, design, and user experience are the topics as important as JavaScript programming. Luckily for us, Salesforce built an entire design system for Lightning development: Lightning Design System. In this chapter, we learn all its features and how to use them effectively in our projects.


Chapter 9 Good programming which provides excellent user experience is nothing if there are security flaws in the application. In this chapter, we learn how to develop secure Lightning Web Component applications by first understanding the popular threats (like XSS, CSRF attacks and so on.) because as the saying goes “without knowing your enemy, you cannot build a strong fortress”. Fortunately, the security responsibility is not solely on the developers’ shoulders as Salesforce already provides very important easy-to-configure, easy-to-use security platforms like Lightning Locker, Lightning Web Security and CSP (Content Security Policy) configurations. Taking into account all of them, we can say that we learn all about LWC security in this chapter.


Chapter 10 While finalizing the book, with this chapter, we learn the last missing pieces of Lightning Web Component development: the testing and the debugging. Therefore, we complete our journey to master LWC development without missing anything.
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CHAPTER 1


Introduction



Introduction

Welcome, Salesforce Developer!

Here, we are ready to sail for a new adventure!

We will start by looking very briefly at what are Lightning Web Components and why they are the present and the future for Salesforce Lightning developments, while we already have old trusted Visualforce Pages and brand new very capable Aura Components.

You need to have a good understanding of JavaScript to become a successful LWC Developer because LWC means more JavaScript than Salesforce.

Structure

In this chapter, we will discuss the following topics:


	Lightning Web Components (LWC)

	Problem with Visualforce pages

	Aura components getting outdated

	LWC as an open-source JavaScript framework

	Problem-solving with small reusable components



Lightning Web Components (LWC)

In one sentence, Lightning Web Components is an open-source UI framework developed in Salesforce. Basically, we can use LWC not solely for customizing Salesforce but also to develop a third-party web application which can be run independently, not related to any Salesforce org implementation. However, if we aim to use LWC for customizing a Salesforce org implementation, it is good to know that LWC is supported only for Enterprise, Performance, Unlimited and Developer editions. For anything below, you cannot use LWC.

Salesforce Inc. is a member of the World Wide Web Consortium (W3C) and constantly contributes to the development of open web standards and it is in the Ecma International Technical Committee 39 (TC39), which is the committee responsible for JavaScript Language development. So it won’t be inaccurate to say that LWC is one of the biggest achievements of the company’s continuous contributions to the open web standards.

LWC is built upon core web components standards which consist of code that runs natively in browsers; thus it is possible to have an extremely lightweight framework which delivers exceptional performance. After all, most of the code we are going to write, while working with LWC, will be standard JavaScript and HTML along with CSS.

Note: If you are not sure what are Web Components standards and you are curious to learn them, you can visit their GitHub Repo page: https://github.com/WICG/webcomponents

Briefly, we can see LWC as the intersection of the Salesforce Platform development tools and the open web standards. With this framework, Salesforce Inc. is now able to take advantage of the evolving standards that are constantly improving what browsers can present to a user. So as developers, we’ll also take advantage of doing standard web developments while working with LWC because it would be easier to:


	Use existing solutions in our development efforts, even if those solutions are presented on other platforms.

	Take advantage of all other developers’ experiences, even if those developers are not providing solutions directly for the Salesforce Platform.

	Develop faster by enjoying the latest JavaScript enhancements (when we improve our JavaScript skills, we can already be halfway to becoming LWC experts).



However, as stated above, LWC is at the intersection; so not only is it possible to get the advantage of the outside world but in addition, we can also enjoy all the standard components we may need for a Salesforce org customization, developed by Salesforce for the developers. They are listed on the Component Reference page of the LWC Documentation:

https://developer.salesforce.com/docs/component-library/overview/components.

On this page, when we filter for Lightning Web Components, it is possible to list all the 100+ standard LWCs, ready to use, by simply copy-pasting them into our IDE (Integrated Development Environment, example: Visual Studio Code). These standard components are very well documented, giving the developer the ability to customize them according to the specific needs of a task, almost instantly.

So, now it is time to visualize it. A simple LWC will consist of only three files: a JavaScript file as the controller, an HTML file as the view and a CSS file for styling the HTML. Here is a simple example that displays the famous Hello World message:

HTML:

<template>

<input value={message}></input>

</template>

CSS:

input {

color: blue;

}

JavaScript:

import {LightningElement} from ‘lwc’;

export default class HelloWorld extends LightningElement {

message = ‘Hello World’;

}

At a minimum, all we need is to create those 3 files (1 JavaScript file, 1 HTML file and 1 CSS file (optional)) which all have the same name, for example, helloworld.js, helloworld.html, helloworld.css.

We will learn how to prepare a local development environment for developing LWC by using Visual Studio Code and its Salesforce DX extension in the next chapter but for now, to give a quick try for the preceding example, log in to LWC.Studio (https://app.lwc.studio/) by using your GitHub account:


[image: ]


Figure 1.1: LWC.Studio Home Page

Then, click on the New button to create a simple LWC Project in this playground as shown in Figure 1.2:
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Figure 1.2: New Empty LWC Project

Here, we can delete all the existing files, initially created for us, and add our files by using the + button which appears when we mouse over the src folder as shown in Figure 1.3:


[image: ]


Figure 1.3: We Added Our Files


Tip: When we copy paste the code, if it is not working, check the index.stories.js file (which is a specific file for this LWC.Studio, not related to LWC development) and update all the app expressions by replacing them with helloworld as follows:

import HelloWorld from “./helloworld”;

export const story = () => createElement(“c-helloworld”,{ is: HelloWorld });



Problem with Visualforce pages

Now we have a basic understanding of what LWC is, and how it is developed by Salesforce and we even ran a simple example! We’re definitely on a good track :) But being a Salesforce developer, one can wonder what’s the need for a new framework like LWC, as we can already do whatever we need by writing good old reliable Visualforce pages!

This may seem a fair question if the Internet World stayed in its place where everyone was happy loading the entire page whenever the user does something on the web page; those were the good old days before mobile phones conquered our daily lives. So let’s see why Visualforce pages are already a declining technology, and how they are currently being replaced by the Lightning Experience’s new development tools like Aura Components and LWC.

Execution of the page

As you may already know, when a Visualforce page is initially loaded, all the page’s data and actions are calculated and prepared in the backend by the Apex controller. Basically, the Visualforce page technological design is based on 1 server backend controller (Apex class) + 1 frontend view (which is the Visualforce page itself). As a result of this, whenever a user interacts with the page, for all the View State updates resulting from those interactions, the entire new updated View State is sent back to the backend controller expecting that it re-calculates a new page view and re-sends it to the frontend.

This lack of the frontend controller (which is expected to be a JavaScript file) makes the page’s execution unnecessarily slow as with every change on the page, the browser needs to send not only the specific updates but everything again in a redundant manner. Briefly, each change on the page is a new page refresh in the Visualforce page’s world.

However, the capable Visualforce page developers, in order to overcome this issue, started to add inline JavaScript scripts. But this comes with problems like the hacking of Salesforce records (in a manner where sometimes it is even possible to show records to users who don’t have permission to see them) or other more serious security flaws.

That’s why Salesforce needed to drop providing patches for Visualforce pages to overcome those problems and turned the wheel into a brand new experience- Lightning Experience.


Note: If you are curious to learn more about the View State, please consult the Salesforce documentation:

https://developer.salesforce.com/docs/atlas.en-us.pages.meta/pages/vf_dev_best_practices_optimizing_performance.html



Mobile-first world

While working with Visualforce pages, the developer is responsible for all page design and page responsiveness for different devices. That means even for a page which is expected to do a small job, it needs to have tons of inline CSS (and JavaScript) add-ons just to provide this responsiveness.

This cannot be simply acceptable in a forward-moving world in which salespeople are constantly dependent more and more on their mobile phones or different size devices like laptops and tablets.

In addition, mobile-first development techniques put the final nail on the need for one-page web applications in which the users can interact with the page without needing to leave it by having the ability to partially load it. Yes, this can also be done via Visualforce pages by adding inline JavaScript scripts but all of those attempts are just temporary patches for the new constantly evolving demands of the market, meaning it is not possible to consider them as state-of-the-art solutions.

Component-based design needs

The rise of the one-page applications also brings out the need for component-based designs in which when a developer creates (let’s say) a hamburger menu for a page. This functionality should be able to be used by other pages as well without needing to copy-paste redundantly the same code for each page.

Again, for this purpose, another patch-like solution was once provided - Visualforce components. However, we can also consider this one as having been done in order to gain additional time before the new mobile-first experience (Lightning Experience) overruled the old world.

Security issues

Visualforce pages are by nature HTML pages in which a developer can put any mumbo-jumbo code including but not limited to inline redirects to third-party JavaScript libraries and any DOM updating code along with global Salesforce variables.

In addition to all of the above, most of the Visualforce pages are also dynamically updated according to the values given in the query string values defined in the URL of the page.

Here are some examples to demonstrate how easy it is to write insecure codes:

Example 1:

<script>

 var urlvalues = location.search;

 document.write(urlvalues);

</script>

In the preceding code snippet, as we can see, it is easily possible to realize a Cross Site Scripting (XSS) attack by basically adding any malicious script in the page URL’s search string (=query string) as it will be run directly in the page itself.

Example 2:

<img src=”http://www.yoursalesforceorg.com/yourvfpage/createuser?email=attacker@attacker.com&type=admin…..” height=1 width=1 />

Here, the img tag is a good example of a Cross-Site Request Forgery (CSRF) attack. If the user is already logged in to his/her Salesforce org and while having this Visualforce page opened in a separate tab, if he/she opens the attacker’s web page which contains a direct link via a 1x1 img tag to this Salesforce org’s Visualforce page, it is possible for the attacker to capture all the cookies or hijack the user’s session or as seen in this example create a brand-new user for himself/herself in the Salesforce org.

Of course, there are many means, methods, and design patterns to write secure code in Visualforce pages despite those dangers and many built-in standard secure tags, properties being already provided by Salesforce that can be used to prevent those kinds of attacks. However, as security is not built-in on the platform, all depend on the skills of the Salesforce developer to take care of all of those potentialities. And everyone knows that most of the time the projects are highly time-restricted which doesn’t give enough time to the developers to carefully handle all of those potential security flaws even if the developers are sufficiently experienced to be aware of those kinds of issues.

As we’re going to discuss in the upcoming chapters, LWC already has built-in security - Lightning Web Security which enforces the developer to write secure code by default, even if he is not a fan of losing time to write secure code.

Aura components getting outdated

Visualforce page is an old technology from the old days of web application development where the needs are more basic than today’s world but Salesforce already has Aura components which are modern, secure, 100% compatible with the Salesforce platform, and so on. So why do we need LWC?

In the previous section, we’ve learned about the proliferation (in a very short period of time) of different size devices like mobile phones, tablets, and laptops which are always connected, by having different needs for securities and applications.

World Wide Web Consortium (W3C) is a very big organization, having contributions from many big tech giants like Apple, Google, Amazon, Microsoft, IBM, Oracle, Mozilla, and more. and it is responsible for the development of the Open Web Platform to provide standards for everything which (will) run on the Web/Internet.

So all the browsers like Google Chrome, Mozilla Firefox, Opera, Chromium, Microsoft Edge, Apple Safari, and so on. are being standardized after the standards are finalized in W3C.

However, W3C is big and so it is slow by definition. This means tech companies cannot just wait for this consortium to finalize the standards. So every company, while waiting for the maturation of the standards, pushes their solutions to the market because the new devices are already there and the users are always expecting the best applications, and experiences with their devices. And the customers are always right!

Briefly, Aura components are the answer to those evolving needs of the users: it is basically a framework that fills the gaps of the browsers (which were depending on the ECMAScript 5 core language, via 2014 Web Stack) in order to provide cutting-edge reusable component-based web applications, screens to the users in the Salesforce Platform Lightning Experience.

So while in 2014 Web Stack with ECMAScript 5 language was being widely used, the web standards were only consisting of:


	ECMAScript 5

	Events

	Standard Elements

	Rendering



That’s why the companies (like Salesforce) had to develop the below features under their frameworks:


	Data services

	UI components

	Component model

	Templates

	Rendering optimization

	Modules

	Language extensions



Consequently, Aura Components Framework had been developed to ensure the above solutions. We can see it as a browser patch which provides those additional features to the browsers. Aura components were not the only solution, Facebook’s React.js, Google’s Angular.js or Vue.js were all developed by the companies and organizations for this high level of abstraction.

However, when the 2019 Web Stack with ECMAScript 7 was published, things changed heavily because the web standards now started to cover the following:


	Web components

	Templates

	Custom elements

	Shadow DOM

	Modules

	ECMAScript 7

	Events

	Standard elements

	Rendering



So now, only the remaining features should be supported by the companies’ private frameworks:


	Specialized services

	Data services

	UI components



This gives companies and organizations the chance to have lighter frameworks, which are just for providing specific solutions to the specific needs of their specific platforms: So this is not a coincidence that LWC also entered our life in 2019! It is a lighter and yet more secure Lightning Component Framework which resides in the 2019 Web Stack along with ECMAScript 7 core language.

That’s why when you use Aura components with modern browsers, unintentionally you activate duplicate features, which means similar features which are already supported natively by the browsers. This is the reason Aura components are slower than LWC and this is the reason why Salesforce now continues to invest only in LWC.

So having this book is a good start to stay current because the future won’t have Visualforce pages and (probably) won’t have Aura components. The future is on LWC.

LWC as an open-source JavaScript framework

We now have a good understanding of why Salesforce needed to come up with this LWC Framework despite Visualforce pages and Aura components being around for some time. In this section, let us learn a little more about the open-source aspect of the LWC Framework and how to use it in the outside world like Vue.js or Angular.js etc.

The open-source project site’s address is https://lwc.dev (Refer to Figure 1.4):
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Figure 1.4: LWC Open-source official site

Installing and getting started

In order to install Lightning Web Components and start coding locally, we need the Lightning Web Runtime (lwr) tool. This can be installed via Node.js.

Note: Node.js is out of the scope of this book but as this is highly popular topic in JavaScript world, they are plenty of learning content in the Internet.

So follow these steps to run the first project:


	In the terminal program, run npm init lwr.

	Enter a project name like StaticSite.


	Accept the default generated package name (staticsite), the default type of the project (Static Site) and the default variant (Markdown Static Site).

	Change the directory for the new project folder, cd StaticSite.

	In the terminal, run npm install.

	Finally, run npm run dev.




And voilà! The following figure shows what the site looks like:
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Figure 1.5: First LWR Powered Website Project

It is possible to use any code editor to develop LWC, even a simple Notepad.

Simple LWC open-source application

We’ll dive into the details of developing LWC for the Salesforce Lightning Platform in the next chapters but here let us see how to develop a simple application by using the LWC open-source tools.

In the previous section, we created a StaticSite which was using Markdown markup language for templating. So to be honest, this was not a good example of the LWC we would normally create for Salesforce. Now, by using the following commands in the command line, let’s create a proper LWC (which can also be used in the Salesforce Platform):


	In the terminal program, run npm init lwr


	Enter the project name lwr-test-project


	Accept the default generated package name (lwr-test-project)

	Select the Single Page App type for the project (Static Site) and as a template choose LWC.

	Change the directory for the new project folder, cd lwr-test-project


	In the terminal, run npm install.

	Finally, run npm run dev.



Here is the screenshot for the commands (refer to Figure 1.6):
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Figure 1.6: We create and run the project by using the terminal program

Now when we hit http://localhost:3000, here is how our LWC-based site is running (Refer to Figure 1.7):
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Figure 1.7: Our LWC-based site

Yes, there is nothing much to see but at least we now have something to play with.


Tip: If you encounter an error similar to node vm module not found while trying to run the npm run dev command, in the project folder go to this subfolder:

 node_modules → @locker → near-membrane-node → dist

 And here update the index.cjs.js file by changing the 7th line into

“var node_vm = require(‘vm’);”



So, our files to customize are under the lwr-test-project → src → modules → example → app folder. Here we can see and update the three bundle files:


	app.js

	app.html

	app.css



Here, let’s first update the app.js as follows:

import { LightningElement } from ‘lwc’;

export default class HelloWorldApp extends LightningElement {

name = “Robert Junior”;

}

And let’s update the app.html as:

<template>

<main>

<img src=”/public/assets/recipes-logo.png” alt=”logo” />

<h1>Hello {name}!</h1>

</main>

</template>

So basically, we did a simple data binding exercise. Here is the result (as expected) when we refresh the page (refer to Figure 1.8):
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Figure 1.8: The site after we’re done with the data binding update

Ok, this simple example is a good demonstration that we can develop entirely third-party independent web applications by using LWC Open Source, without depending on the Salesforce Platform. However, just to mention, LWC Open Source may have some Beta or Generally Available for Open-source development but not for the Salesforce Platform features. In addition, Salesforce doesn’t promise to use every feature of LWC Open-source in the Salesforce Platform. So if something is working with LWC Open-source, that doesn’t mean that this would also work as it is on the Salesforce Platform.

For LWC features that exist in the Salesforce Platform, always keep an eye on the LWC Developer Guide

(https://developer.salesforce.com/docs/component-library/documentation/en/lwc).

Problem-solving with small reusable components

So before concluding this chapter, let us discuss a little bit about the component-based application design: after all, all of those development tools, we’ve talked about so far, were created mainly to resolve this kind of web application design.

LWC (and Aura components) are designed to be either a container for other components or to be a standalone independent component that resolves one issue for us. For example, a calendar component is a very good example of a simple component that handles showing the date/time for the user.

Let’s say we need to build a listing page for an e-commerce portal. One way (the bad way) to do this is to think of the page as a whole and implement a big LWC that has img tags, table with row and columns including conditions either a product exists in the stocks and showing the product actions (add to cart or add to wish list) accordingly. As this is an e-commerce portal, there will be reviews for the products, and product detail popups for each product, and so on.

If you design it as one big LWC without any child component, maintenance will be also more difficult than expected, consider this example: the customer asks to have a border around the images of the products, and at the same time he/she asks for a design update for the product details popups which are shown when a mouse-over is done by the user. As all of the controller methods are in the same LWC, the project manager may not even give those two simple tasks to two different developers in parallel as this would cause merging problems while both developers are working on the same LWC.

A basic solution to the above maintenance problems is to see the entire listing page as a sum of small re-usable components as follows:


	An image component responsible for showing the image of the product.

	A popup component responsible for showing the product detail and product reviews popup contents.

	A table component responsible for creating the main table for the page.

	A search component.

	A pagination component.

	A container component responsible for having all of the above components in order to build the page for the user.



The following figure shows how the component-based design would look:


[image: ]


Figure 1.9: Component-based Design For Our e-Commerce Portal Listing Page

Now besides being able to maintain the page with multiple developers, it is also possible to use some components (like pagination, search, table, popup, and image) in another part of the application.


Conclusion


In this chapter, we made a good introduction to what basically LWC is and why it is the future despite having the good old Visualforce Pages and relatively new Aura Components. We also saw that LWC is not a private technology which is working solely in the Salesforce Platform but instead it was released as an open-source framework. We also mentioned what is component-based design and how LWC is fitting just as it should for any problem that requires component-based design. Throughout the chapter, we also had the chance to run some basic code in the cloud which warms us a little more for the next chapters.

In the next chapter, we’re going to prepare our local development environment for starting to write our own LWC, and we’ll become more familiar with the LWC bundle.
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