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Foreword





- Nagarajan T P


Senior Director, Dell Technologies


The Shift to Microservices and the Role of Nginx


Enterprise architecture has evolved dramatically—from monolithic systems (2000–2015) to agile, scalable microservices post-2015. While this shift brings flexibility and faster deployments, it also introduces significant complexity. In monoliths, even minor changes required full redeployment, risking cascading failures. Microservices address this by enabling independent, parallel development and deployment, accelerating innovation in today’s competitive digital landscape.


Microservices align well with CI/CD, enabling rapid iteration and faster feedback. They support polyglot programming and multi-cloud setups, boosting resilience and reducing vendor lock-in. However, their distributed nature adds complexity in service discovery, routing, load balancing, and fault tolerance.


In this complex environment, Nginx serves as a key orchestrator, functioning as a load balancer, reverse proxy, and API gateway for large-scale systems. It standardizes traffic control, security, and observability across diverse tech stacks, simplifying operations and ensuring consistent policies. This streamlines disaster recovery, strengthens security with centralized controls, and supports multicloud strategies, enhancing performance, cost-efficiency, and continuity.


Richa’s Expertise in Action


Richa, a pioneer in large-scale Nginx deployment in e-commerce, brings battle-tested expertise. From Dell to leading cloud-agnostic traffic migration adopted by top firms and recognized by CII, she’s known for scalable, robust architecture—making her a rare industry asset. Your Guide to Scalable Nginx Deployments


Your Guide to Scalable Nginx Deployments


This book distills Richa’s expertise into a practical, jargon-free guide to deploying Nginx at scale, offering real-world examples and actionable insights for both seasoned architects and newcomers in enterprise settings.











Preface





In the ever-evolving world of web infrastructure, performance, scalability, and reliability are non-negotiable. NGINX, a high-performance web server and reverse proxy, has emerged as the backbone of modern digital architecture. Welcome to Mastering NGINX for Site Reliability and Performance Optimization —a hands-on journey crafted from real-world experience and industry best practices.


This book comprises 12 practical chapters, each designed as a standalone module to help readers deeply understand NGINX—from installation and configuration to advanced features such as canary testing, caching, performance tuning, and security. Whether you are an aspiring DevOps engineer, a developer looking to build scalable apps, or an SRE handling critical web infrastructure, this book is your go-to guide.


Packed with exercises, examples, and real-world scenarios, this book blends clarity with depth. Let us dive into the chapters that await you on this journey.


Chapter 1. Introduction to NGINX: This chapter helps you start your NGINX journey with a clear understanding of what NGINX is, why it matters, and how it compares with other technologies such as Apache. This chapter covers installation across various platforms, and introduces commands to manage the NGINX service effectively.


Chapter 2. Get Started with Nginx Configurations: This chapter focuses on the building blocks of an NGINX configuration file. Learn about directives, contexts (such as HTTP, stream, and events), variables, and how to validate syntax. With step-by-step examples and hands-on exercises, this chapter prepares you to write and interpret NGINX configs confidently.


Chapter 3. Load Balancing: This chapter explores how NGINX distributes traffic across multiple servers for optimized performance and fault tolerance. Understand upstreams, load-balancing methods such as round robin and session persistence, and how to configure each with clarity and control.


Chapter 4. Health Checks: This chapter dives into the significance of active and passive health checks in ensuring application availability. This chapter walks you through HTTP, UDP, and gRPC health checks with detailed examples and practical configurations.


Chapter 5. NGINX Plus API: This chapter discovers the power of NGINX’s dynamic API and how it enables real-time configuration changes. Learn to secure the API, interact with maps, split-clients, and key-value pairs—laying the groundwork for advanced use cases such as canary deployments.


Chapter 6. Canary Testing with NGINX: This chapter delves in what canary testing, A/B testing, and blue-green deployments are—and how to implement them using NGINX. This chapter leverages maps, split-clients, and API integrations to demonstrate traffic routing between different upstreams with precision.


Chapter 7. NGINX as a Web Server: This chapter discovers how NGINX shines not just as a reverse proxy but also as a capable web server. Learn how to serve static content efficiently and implement compression for optimized performance.


Chapter 8. Caching in Nginx: This chapter understands how to cache both static and dynamic content to accelerate delivery and reduce backend load. Explore request/response caching, byte-range caching, purging, and tuning for efficient cache control.


Chapter 9. Advanced Activity Monitoring: This chapter details how to enable and use the NGINX dashboard to monitor real-time traffic and metrics. Dive into setting zones and using the NGINX API to collect custom metrics for deeper observability.


Chapter 10. Debugging and Troubleshooting NGINX: This chapter explores methods to effectively trace and debug NGINX errors. Learn how to configure access and error logs, correlate log data, and perform request tracing to troubleshoot issues in production systems.


Chapter 11. Performance Enhancements: This chapter fine-tunes NGINX for high performance. This chapter explains how to tune worker processes, enable keepalive connections, manage buffers, and apply OS-level tuning for optimal throughput and response time.


Chapter 12. Security with NGINX: This chapter secures your applications behind NGINX with built-in features such as rate limiting, IP whitelisting, and geo-restrictions. Learn to protect both HTTP and TCP traffic, and implement security best practices for robust application defense.


This book is more than just a reference—it is a roadmap shaped by real production experience. Whether you are deploying your first web server or scaling a global application, this guide will empower you to make the most of what NGINX has to offer.


Let’s begin.
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CHAPTER 1


Introduction to Nginx



Introduction

Picture this: It’s the year 2001. You are seated at a large, boxy computer system, the kind that used to be the pride of every home or office. In front of you, the CPU box stands tall, and beside it, your broadband modem’s lights blink on and off. You open Internet Explorer— a browser that once ruled the internet and type “yahoo.com” into the address bar. As you hit enter, you wait eagerly for each pixel of Yahoo’s homepage to fade into view. After a good few seconds, it finally loads. The relief and excitement of seeing that familiar purple logo, even after a short wait, feels almost magical.

Fast forward to today. In the blink of an eye, a webpage appears on our sleek mobile screens or compact laptops. We are no longer talking about waiting few seconds; instead, we measure load times in milliseconds. The journey from seconds to milliseconds represents more than just a numerical reduction; it symbolizes the tireless innovation driving the internet forward.

We are at a crucial point where customers don’t like waiting for websites to load. With so many options available today, even a short delay can make people look for faster alternatives, which could mean losing business. Amazon estimated that a 1-second delay in page load time could result in a loss of approximately 1.6 billion dollars in annual sales. This calculation was based on a correlation between site speed and revenue, as delays can lead to reduced customer satisfaction, increased abandonment rates, and fewer conversions.

Platforms such as Instagram further indicates how our patience has gotten shorter. We get hooked on quick snappy videos in just seconds. In a world brimming with choices, lightning-fast load times for websites have become an essential, not just a nice-to-have.

Well, what factors has contributed to making websites fast, robust, efficient, and scalable?

Drumroll…. its web servers!

Behind the scenes, web servers are the backbone of the digital infrastructure, ensuring that websites and online services are accessible to users around the clock.

As the volume of online traffic continues to surge and user expectations for speed and reliability soar, the need for web servers that can handle these demands with ease becomes paramount. Organizations and individuals alike rely on web servers to deliver content quickly, securely, and without interruption, regardless of the scale of their operations.

This explains why the significance of robust, efficient, and scalable web servers cannot be overstated. Amidst the plethora of options available, one name stands out prominently: Nginx.

Structure

In this chapter, the following topics will be covered:


	Understanding Nginx

	Load Balancer

	Nginx versus Apache

	Nginx versus Nginx Plus

	Basic Linux Commands

	Installing Nginx Open-Source Version

	Running Nginx on Docker

	Restarting, Reloading, Starting, and Stopping of Nginx



Understanding Nginx

Nginx, pronounced as “Engine-X”, represents a paradigm shift in web server technology. Originally developed by Igor Sysoev in 2004 to address the challenges provided by traditional solutions of handling high concurrency, today Nginx has rapidly emerged as one of the most popular and widely used web servers in the world. Its lightweight architecture, unparalleled performance, and extensive feature set have made it the go-to choice for powering some of the busiest websites on the internet, including Netflix, Airbnb, and Dropbox.

But what exactly is Nginx, and what sets it apart from other web servers?

Nginx is:


	A popular open-source web server and reverse proxy server known for its high performance, low memory usage, and efficient handling of concurrent connections.

	A widely used Hypertext Transfer Protocol (HTTP) Server used by large-scale websites and applications to handle a significant amount of web traffic efficiently.

	
A proxy server for email (IMAP, POP3, and SMTP) and a reverse proxy server and load balancer for HTTP, TCP, and UDP services.



The three major component that makes Nginx so popular are:


	
Efficiency and Stability: Nginx exhibits remarkable efficiency and stability, due to its ability to excel under high-load scenarios. Whether serving static content, handling dynamic requests as reverse proxy, or acting as a load balancer, Nginx is an ideal choice for applications that demand unparalleled performance and reliability.

	
Versatility and Extensibility: Nginx has earned acclaim for its versatility and extensibility. With a modular architecture and a rich ecosystem of third-party modules and extensions, Nginx can be customized and tailored to suit a diverse range of use cases. From serving as reverse proxy, caching content, and securing connections with SSL/TLS, to even functioning as a full-fledged application server through modules such as ngx_http_fastcgi, Nginx offers a level of flexibility that is unmatched by its counterparts.

	
Microservices Architectures and Containerization: Nginx has emerged as a critical component in modern infrastructure setups with the rise of microservices architectures and containerization. Its lightweight footprint and seamless integration with cloud technologies including Docker and Kubernetes, Nginx has become an indispensable tool for orchestrating complex application deployments and managing network traffic within distributed systems.



In this book, we embark on a journey to explore the intricacies of Nginx, from its fundamental concepts to advanced configurations. Whether you are a seasoned web administrator, a DevOps engineer, or a curious tech enthusiast, this book will serve as your comprehensive guide to mastering Nginx and harnessing its full potential.

Since the start of this chapter, we have been repeatedly using words such as web server, reverse proxy server, and load balancer. Are you confused about what is the difference between the three? Let me help you refresh your knowledge.

Webserver

A web server is a hardware or software that accepts an HTTP request from clients, commonly a web browser and responds with an HTTP response (refer to Figure 1.1). Widely used webservers are IIS, Apache, Node.js, and Nginx.
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Figure 1.1: Web Server

Reverse Proxy Server

Reverse proxy server is a hardware or software that acts as an intermediary between client and web server. Client makes an HTTP request to reverse proxy server. The reverse proxy server sends the same HTTP request to the web server. Web Server sends an HTTP response to the reverse proxy server. The reverse proxy server sends that data as its HTTP response back to the client (refer to Figure 1.2). Widely used reverse proxy servers are Apache, HAProxy, and Nginx.
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Figure 1.2: Reverse Proxy

Load Balancer

A load balancer is a device, software application, or service that distributes client traffic across multiple servers or resources. The primary purpose of a load balancer is to ensure that no single server or resource becomes overwhelmed with too much traffic. There are different algorithms to load balance traffic which we will discuss more in detail in Chapter 3, Load Balancing (refer to Figure 1.3).
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Figure 1.3: Load Balancer

Now that we have covered the fundamentals, let us deep dive into the unique Nginx architecture that makes Nginx so widely preferred over other available solutions in the market.

Nginx Architecture

Nginx’s Event-Driven, Asynchronous, and Non-blocking architecture makes it high performing and widely trusted.

Let us understand this concept with a pizza shop analogy.

Imagine you own a pizza shop. You have


	Manager (master process)

	Staff (worker process)

	Head chef (cache manager) and


	Pre-prepared pizza ingredients (cache loader).



The job of the manager is to take customer order and manage the staff. Wherein the staff does the actual work of making the pizza.

The pizza shop prepares popular pizza’s ingredients in advance and places them in a designated area (cache). When a customer orders a frequently requested pizza, the shop can quickly retrieve it from the pre-prepared cache, saving time compared to making it from scratch. (This analogy could be used to understand the task of a cache loader in Nginx.)

The cache manager would be the head chef responsible for monitoring and maintaining the cache (stock) of pre-prepared pizza ingredients. The cache manager ensures that the pizza shop efficiently uses its resources by having the right pizzas ready at the right time.

Now let us understand this in the context of Nginx.

Just like in a pizza shop we have a manager and multiple staffs; in Nginx we have one master process and multiple worker processes. The master process manages the worker processes. Imagine if the manager starts making pizzas for each customer, it will increase the waiting time for the customers substantially.


	When the Nginx Service is started, the master process is initialized. The master process performs privileged operations such as reading configuration, logging of requests, and binding to ports. It creates worker processes, cache loader and cache manager. It is also responsible for load balancing requests in a reverse proxy setup among worker processes.

	The worker processes do all the actual work! They handle network connections, read and write content to disk, do health checks, and handle client requests. It is also responsible for load balancing requests in a reverse proxy setup among the upstreams.

	The cache manager process runs periodically and checks entries in the disk where the cache is stored. It manages the content of the cache just like a Head Chef.

	When NGINX is restarted (or on initial startup during the setup), the cache loader scans the on-disk cache directory to identify any existing cached files and adds their metadata to memory. Once the metadata is in memory, NGINX can serve those previously cached files immediately—without waiting to re-request or recompute the content. Consider this just like pre-prepared pizza ingredients that are ready to be used to make the pizza.
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Figure 1.4: Master and Worker Process (Source: https://www.nginx.com/)

When Nginx service is running, only the worker processes are busy. Each worker process is single-threaded and is responsible for executing new connections and processing them. The workers processes in turn communicate with each other using shared memory zones for shared cached data, session persistence data, and other shared resources. You will learn about this later in the book.

You can define the number of worker process as follows in the nginx.conf file, located in /etc/nginx path of your server.
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Figure 1.5: Number of worker process

The number of worker process can be equal to or less than the CPU cores available.

How do you know how many worker processes are available in your nginx setup?

Go to your Linux terminal and type the following command:

 grep -E 'processor core id' /proc/cpuinfo

You would observe something similar to Figure 1.6, which shows:
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Figure 1.6: CPU Processors

The number of processors you see is the number of CPU cores you have. Here we have 2 CPU core in the system. So, we can set worker_process 1; or worker_process 2; or worker_process auto. It is suggested to always set it as worker_process auto; when you set the worker_process as auto, the nginx automatically adjusts the value to available CPU cores.

How do you validate the master process and worker process after your Nginx setup?

Type the following command in your terminal:

 ps -ef -forest | grep nginx
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Figure 1.7: Master and Worker Process

In this example, you can see 1 master and 2 worker processes (refer to Figure 1.7).

Now that you know what master and worker processes are, we can now move to understand Nginx’s event-driven, asynchronous, and non-blocking architecture.
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Figure 1.8: Inside the NGINX Worker Process
(Source: https://www.nginx.com/


	
Event-Driven: In an Event-driven architecture, instead of assigning a dedicated process or thread to each connection, NGINX employs a small number of worker processes that rely on an event loop. This loop uses system-level calls to execute I/O events and processes them as soon as they occur. This way Nginx is always ready to handle new concurrent connections efficiently without waiting.
Events can include things such as receiving a new connection, completing a read or write operation, reloading configuration, and so on. The event-driven model allows Nginx to respond quickly to various events without relying on a dedicated thread or process for each connection.



	
Asynchronous Processing: Asynchronous processing is similar to the kitchen staff working on multiple pizza orders at the same time without waiting for each one to be fully ready before starting the next.
Similarly, Nginx does not wait for one operation to complete before moving on to the next. For example, Nginx performs I/O operations, such as reading from or writing to a file, it does not block the execution of other tasks for example reloading configurations. Instead, it continues processing other events parallelly while waiting for I/O operations to complete.

Hence, Nginx can handle a large number of concurrent connections efficiently, allowing it to utilize system resources more effectively.



	
Non-Blocking I/O: It is similar to taking orders without stopping the entire pizza-making process. It allows the pizza shop to keep functioning smoothly even during busy times.
Similarly, Nginx employs a non-blocking I/O model. This means that when an operation is requested such as reading data from a client, Nginx doesn’t wait for the operation to complete before moving on to the next task. Instead, it continues to handle other events and requests.

In summary, Nginx’s event-driven, asynchronous, and non-blocking architecture allows it to efficiently handle a large number of concurrent connections with minimal resource consumption. These features are particularly beneficial in scenarios where high performance and scalability is required, such as Netflix.





Nginx Makes the Website More Secure

We host websites behind a reverse proxy to enhance their security. An e-commerce site such as Amazon might store sensitive data, such as personal information and payment details of the customers. This makes it crucial for both the web server and the reverse proxy server to be highly secure.

The following are a few ways Nginx makes the website more secure:


	
Restricts Access to Web Server Directly: Reverse proxy is an intermediary between the client and the web server (Figure 1.2). With Nginx in place, web server’s IP address is never exposed to the client. This makes it much harder for attackers to leverage a targeted attack, such as a DDoS attack. Nginx also has added security features such as IP blocking and Rate limiting, which we will learn in detail in the book later.

	
SSL Encryption: A reverse proxy can be configured to decrypt all incoming requests before passing the request to the web server and encrypt all outgoing responses before sending it to the client. The encryption and decryption of requests are computationally expensive for the web server, hence also sharing the workload of the web server.

	
Rate Limiting: Nginx provides rate limiting capabilities, allowing you to control the number of requests a client can make within a specified time (rate per minute or rate per second). This helps protect a website against various types of attacks, including brute-force attacks and DoS attacks.

	
Access Controls: Nginx allows you to set up access controls to restrict or allow access to specific resources based on IP addresses, geographical locations, or other criteria. This helps in preventing unauthorized access to sensitive parts of the website.

	
Security Headers: Nginx allows the configuration of security headers, such as Content Security Policy (CSP), Strict-Transport-Security (HSTS), and X-Content-Type-Options. These headers add an extra layer of security, preventing certain types of attacks. One such example of a security header is the Nginx directive server_token off. This directive hides the server info from the response headers in the browser. After enabling it, you will not be able to see a particular Server: nginx 1.21.1 header as part of the response, thus hiding the origin details.

	
Request Filtering: By being able to write regex specific location blocks and specific string matches, Nginx can be configured to filter incoming requests and configure unwanted paths with 404s. This would block requests with malicious payloads or patterns commonly associated with attacks.



Let us now go through the difference between the two most compared software available in the market today, that is, Nginx and Apache.

Nginx versus Apache

Apache is free, open-source web server software developed and maintained by the Apache Software Foundation. Apache is an alternative to Nginx. It is fast, reliable, and one of the most widely used web servers after Nginx.

Nginx has an event-driven architecture that handles multiple requests within a single thread, while Apache is process-driven, creating a thread per request.

According to recent data, Nginx currently holds a larger market share than Apache, with Nginx typically claiming around 33.9% of the web server market, and Apache holding around 27%.
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Figure 1.9: Market Share of Nginx and Apache
(Source: https://w3techs.com/technologies/comparison/ws-apache,ws-nginx)

Few key differences between Nginx and Apache are listed here to help you choose the right software for you.








	
Feature


	
Nginx


	
Apache





	
Architecture


	
Event-driven


	
Process-driven





	
Performance


	
High performance, efficient


	
Slightly slower





	
Concurrency


	
Handles large concurrent connections with low memory consumption


	
Efficient for moderate connections, can be configured for high performance





	
Configuration


	
Structured and declarative syntax


	
Traditional, human-readable directive-based syntax





	
Modules/Extensibility


	
Modular architecture, simplicity


	
Extensive modules, versatile





	
Language


	
Written in C


	
Written in C and XML





	
Security


	
Better security


	
Less security compared to Nginx






Table 1.1: Nginx versus Apache

Nginx versus Nginx Plus

There are two primary versions of Nginx available today: the open-source Nginx and the commercial Nginx Plus. Although they both share a common foundation, each version targets different needs and use cases. Let us take a closer look at how they differ.


	
Nginx: The open-source edition is the Nginx which is available free of cost with limited features.

	
Nginx Plus: The Nginx Plus is a paid subscription that requires one to connect with the company F5. In addition to extra features, it also includes the professional services support to help you configure your application.



Listed are the detailed differences between the Nginx Open Source and the paid version Nginx Plus:








	
Feature


	
Nginx Open Source


	
Nginx Plus





	
Cost


	
Free and open source


	
Commercial license with paid subscription





	
Support


	
Community-supported


	
24/7 assistance with additional service cost





	
Load Balancing


	
Basic load balancing features


	
Advanced load balancing algorithms, health checks, session persistence, and more





	
Modules


	
Limited support for dynamic modules


	
Full support for dynamic modules





	
HTTP/2 and HTTP/3 Support


	
Yes


	
Yes





	
Nginx Plus Dashboard


	
No


	
Advanced real-time monitoring using Nginx dashboard (https://demo.nginx.com/)





	
Session Persistence


	
Limited or no built-in support


	
Advanced session persistence options
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